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7 i 43.3%
8 fRh0FIEE 41.3%
9 | 40.6%
10 Hes| 39.7%
1 +EH 39.4%
12 [EINZH 37.8%
13 R AR E 37.8%
14 FRIH{EES K AR 37.5%
15 EE| 37.1%
16 E3EL3 35.9%
17 EFEE 35.2%
18 &) 7 32.5%
19 Hrgthse 32.0%
20 BEF 30.5%
21 =3l 30.2%
22 FaIEoF 29.4%
23 ENfE 28.9%
24 b St FT (e 28.6%

25 g4 28.2%
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2021 FR=FERFRECAEANHE

BRBRERDLE

LA I

AIEEES —HPELRE) $HRUEBE B ENERAAREE A FERRF 20217 1HEI10 A 31 B H
IR B 2 Acronis Active Protection BELIERYE Yo

LUTR2AE 2021 FHEFMEHZIBIAT 10 ERESHRIEERT At i BRI ES A —EEZVEEE A SERIREZHY
fERE MEMESRERAIEEERR MIESEET D ENRR BIERB MR -Hit EBME B =S T 5E R
BBNEEZE N REZERBIFRHRUEEF—BRGES UBN B E A SRR LUNVRETERZEmE &Y

BEIENE EE=FTE REPRVEEEACEHBEY BB EE EREIZHTRETHEDREMNMERE
B MR IREE -2 BB T EM BT B AkE -

1. LockBit 2. Conti 3. Pysa 4._Grief 5. Hive

6. CIOP 7. Marketo 8. Everest o.LV 10. REvil
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EEFEIRAR HFEDREHHUEETFT =FERLET TR 7 A3l 8 A -Efix:
IXSEEIFH L VBN RERAE BRI IN T 32.7% 1BETE 9 BT 7%°7£ 10 ARV T 16%-

IRESERNRABRSZ —HE St HBHRREEEET 7 I ETEIR ET T AT TE MR T BERMET5
—fEsE — B AW RIEFIREE L Bl EEFE A FAEIER URL A URIREHRYERUERE T8 EILE A
ALLEZERH

FEME S B RRERNHENEE

BXM ~ R B
FEMHE

Bzl8 H 26.5% 19.4% 64.7% 32.7%
8HEI9AH -6.2% -2.9% -9.1% -7.0%
9 A%l10 A -13.2% -21.0% -17.2% -16.0%
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Al 10 fE RS/ E : IR E I HESI g RERBE AR S E G L

ES/HE 2021 3 3 FEEBEMHERE | 2021 F£5 2 FEEEEHTRE
HABERSLE HAHERSL

B 31.61% 38.09%
el 8.49% 2.55%
L alE] 7.92% 8.59%
ENEE 7.34% 3.65%
FRE 550% 5.51%
THH 5.44% 5.51%
as 4.91% 5.43%
JEEE 4.70% 4.16%
=E 2.95% 2.55%
ENfE 2.75% 2.06%

BB ERSLE HABETSLE
=k 43.37% 4517%
HEE 9.64% 9.46%
EE 9.00% 9.37%
It 7.98% 8.45%
FEXF 5.65% 5.50%
Il 3.28% 4.04%
FabioF 3.07% 2.85%
B 3.01% 3.13%
EE 1B 2.31% 2.33%

FERHAME 1.65% 1.38%

[+

i (L [l
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EF/ME 2021 % 3 SEEHEHTRE | 2021 £5 2 SEEHEHTRE
HHBEEDE HABET D

EE 79.03% 79.64%

s
&
mEX 12.05% 12.14%
=PE 2.20% 2.15%
=i} 1.73% 2.09%
FIHRE 0.93% 0.49%
EHmLLER 0.86% 0.64%
27 0.44% 0.48%
= 0.39% 0.46%
4R 0.29% 01%
TRt BS54 0.26% 0.22%

BRI RREER

AvosLocker $ZEErEe

EHEREEE AvosLocker 1 2021 F 6 BEW IR U0 Twitter B HFRTS FBILRABIBETE DarkWeb #iBIESHB AT -
PSRBT 2B A A B BRI A S B8 Active Directory F Pl iEIRFEUEE R A S EBZLE TZEURIEA
T T BB — R IR M T $IRE SRR ILARFS R — R C++ ER - BEEBERIEEREENDH
THRINENSEREND FREMENRE (MIEBEBRIEREAR)AvosLocker MIIREFEBHHNERASIE FTEBE
% Windows 1428 $T¥HEZINEER AES-256-CBC #HH¥IEZEBINEFER RSA-1024°- BRI AERS LA WAR4E I A
BIEIEFEBIARRAB TR0

www.acronis.com Copyright © 2002-2021 Acronis International GmbH


http://www.acronis.com
https://twitter.com/RakeshKrish12/status/1409406222114058244?s=20

RIER BRI T A BB A RN IIE TR E T E G - —RAE RIHF IR SN EE FE#ITo

ing files on: C:\*

files on: D:\*®
autorun

wom
f

.F

wvim
f

files or
files on:

aLwom
o

3T AvosLocker 5021 A7 ENAVREBIZ S 151 L AR IS EIIE & BRI B 12 B R BT W INE o N6
I BT AR Z S N avos 34T avos2) B & o

i

YNRTEFTE B RMEE R INERE T e e LEB T RITHIR E S ELEEITHIFRIEH BB ESEHBERBEREN
EREFUTHEER R T SRS S G R SRR A F R B E AvosLocker A& EAIE] packer FINEIZTR
REHARC
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‘W - RUBREREIET
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2022 F ACRONIS AR B RS
sub_4BEE36 proc near ; CODE XREF: loc AB3ETS:
var_18 = byte ptr -18h
var_17 = byte ptr -17h
var_1e = xmmword ptr -18h
push ebp
mowv ebp, esp
sub esp, 18h
push esi
mov esi, ecx
test esi, esi
jz loc_4@B8EES
push esi
call sub_42CBDE
pop eCx
cmp eax, 1 loc_4B3E9D:
ib loc_4@3EES
push ebx
push a8h ; 'h' 3 hide
push esi
call sub 427818
pop eCx
xar ehw, ebx
pop X
test sax, eax
jz short loc_488E9D ; network
movaps xmm@, ds:xmmword_ 458210
mov ecx, ebx
movups [ebptvar 18], xmm@

LB FRERBEEIEE Mutex ‘levah8eVki3Ho400 » LU—

tilf

nm

Ldext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
Lfext:
Lfext:
Lfext:
Lfext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:

ee4a8F1lD loc_488F1D:
aa4asr1h
aa4esr28
aa4esr24
aa4a8F25
aad4asrF2a
aa4asr2A
eadasr2Dh
aa4asrsae
aa4asFs1
aa4asFs3
aa4aEr34
ea485F3A
ead4esF3C
ead4esr42
ea4a8r4a
ea4asr4n
2a488F53
aa488F5a
eadasroA

BRSO AR RIS E N EE -

v.acronis.com

Mo
xor
inc
cmp

Mo
lea
push
push
push
call
test
jz
call
cmp
jz
call
Mo
Mo

Tne ARAFCA:

¥
al, [ebp+Name]
[ebptecx+Name+1],
ecx
ecx, 18h
short loc_488F1D

byte ptr [ebp+var_

eax, [ebp+Name+l]

eax :
1 H
ehx :
ds:CreateMutexsd
eax, eax
loc_4e980F
ds:GetlLastError
eax, @BB7h ; "+ 3
loc_4@989F
sub_4293F5 ;
edi, eax

[ebp+var_28], edi

RAT L ERITEFE TR Mutex AR MBI RTHES

; CODE XREF: sub_
Mo al, byte ptr [ebpt+var_la]
xor byte ptr [ebptecx+var_le+l], al
inc ecx
cmp ecx, BEh
jb short loc_4@8E75
lea eax, [ebptvar_18+1]
MoV byte ptr [ebp+var_le+efh], bl
push eax
call sub_ 481466
pop ecx
push ebx 3 nCmdShow
call ds:GetConsolelindow
push eax ;3 hldnd
call ds:Showilindow
; CODE XREF: sub_
push 6ER ; 'n’ ; network
push esi
call sub_427818
pop ecx
pop ecx
test eax, eax
jz short loc_488EE7
movaps xmm@, ds:xmmword_458AE@
mav ecx, ebx
movups xmmword ptr [ebp-18h], xmm@
MoV dword ptr [ebptvar_1@48], 667226
MoV dword ptr [ebptvar_l@+@Ch], B86F77
» CONF_XREF: =uh

CODE XREF: sub_ 4B@3EEB+3D4j
al

14+1], bl

1pName

bInitialOwner
IpMutexattributes

check if ransomware is already running

clock

nternationa

fERe

N
N

Gmb
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EENE

RAREEIINE > AvosLocker $THTEZ N E A AES-256-CBC /8 RSA-1024 RINFRELNIEE SR LR T8 =ene
EEPLFRZED AEEEESEENEINEE —(ARTHEREREIER.

¥ RSA AHEMU T EMIEITIENRISEEIE

.data:ea4608203
.data:Be468208
.data:ea4608203
.data:ea4608203
.data: 84602083
.data: 84682083
.data:ea4608203
.data:ea4608203
.data:BB4682083
.data: 4682083

data:@e4683CE

——— -

aBeginPublickey @ db "----- BEGIN PUBLIC KEY----- ' ,88h

; DATA XREF: sub_ 48BEEB+72To
db "MIIBIjANBgkqhkiGowBBAQEFAADCAQBAMIIBCgKCAQEALZMIWTAbAWKTIOSUNBDET" BN
db 'FQUIGNhRQxdfkiQdrh9xwlHFnfdThbLpFm8wdgqsgSEK1IwtScazTANYOC8s8yzi7p ', BAh
db "055ZnGnaF84kwn3wYh312FK9HyKoc+cQllz jul+ZXvnABILLIOBUGK avPpjH7HE ' ,@4h
db "nllvdcBjlZeLV1cNb+ydZIfsFaQHWasnHZhRTFF411iwl2XusaXtwomlplloCoBsg' BN
db "ZB7yuwikFFaWosazViylr5jn@pxSsVnav2wFgri4RbXFhISeatIAEAdamx+6hT2V' B4R
db "xyGPVN3R1y+zy09]sNmQoADmc 7wl 7blkvEse/iIfoVI/21pD/HfZeTXi7uBPYzBkg " , B4
db "twIDAQAB',BAh
db "----- END PUBLIC KEY----- '8
align 1&h

YIRE RSA ARZRARI A SLEELEMM RSA ZiRE-R 7 AIEEREN BRRZNERERER GINEREM 4 I
T E PE E AR G IS AR SR AR T AR RAR RV T e - AR RAEBY 1T 7 /A BB PJ 28 RmGetList() WinAPI FRERYERS :

LText
dext
dext
dext
dext
text
Text
Text
LText
dext
dext
dext
dext
text
Text
Text
dext
dext

reada2CFB
reada2iel
Ba4a20a6
Ba4a2Dec
read4a2D12
veade2013
readaz2D19
reada2D1A
reada2b2e
read4a2D21
reada2n2’y
reada2D2i
rBa4a2D2F
reade2D35
reada2D36
vepda2bdal
rea4a2nay
rea4a2n4n

Wwww.acronis.com

— e e

lea eax, [ebp+dwRebocotReasons]

mov [ebp+pnProcInfo], @Ah

push eax ; lpdwRebootReasons
lea eax, [ebp+var 1A6C]

push eax ; rgAffectedApps
lea eax, [ebp+pnProcInfo]

push eax ; pnProcInfo

lea eax, [ebp+pnProcInfoNeeded]

push eax ; pnProcInfoNeeded

push [ebp+pSessionHandle] ; dwSessionHandle
call ds:RmGetlist

test eax, eax

jnz loc_ 482FAL

and [ebp+var 1ASC], eax
cmp [ebp+pnProcInfo], eax
jbe loc 482FAL

lea eax, [ebp+tvar 1AGC]
mov [ebp+var 1A5S8], eax

Copyright © 2002-2021 Acronis International GmbH
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PAVY YA

BASEEZES —(EM— AES £BNBERE (1Iv)°

Ldext
Ldext
dext
Tdext
dext
Ldext
Ldext
dext
Tdext
dext
Ldext
Ldext
dext
Tdext
dext

£ ACRONIS A8 B RS

:@84832CE loc_4882CE:
reedas2CE
reedas2D4
rBadas2DA
rBa4as20DF
18488 2EL
reedas2Ed
rBe4as2ES
rBe4as52EB
1 Be4as2EC
rBe4as2rl
reedas2rd
rBedas2rF9
rBedas2FF
rBadas3a2

lea
lea
call
push
lea
push
lea
push
call
add
call
mov
mow
mov

; CODE XREF: sub_ 487ESA+3F9T
edx, [ebp+var_Be] ; aes key
ecx, [ebptvar_4A3] ; aes cix

sub_4810A8
18h

eax, [ebp+var 38]
eax

eax, [ebpt+var_3BE]
eax

sub_ 425788

esp, BCh
sub_4293F5

eax, large Ts:38h
eax, [eax+BCh]
eax, [eax+B8Ch]

Z & BEATHEMZENERNN SEEERFRIGIEZESE MR-

loc_488575:

VW.aCronis.c

>om

push
lea

push
push
lea

push
push
call
mow

push
push
neg

push
push
call
mow

push

]

; CODE XREF: sub_4€
; sub 4B7ESA+GELT]

eax, [ebp+var 3A3]

eax
edi

eax, [ebp+var 78]

eax
ebx
[ebp+var_4D4]

; read file

eax, [ebpt+var_ 3A3]

1

8

eax

eax

ebx

[ebpt+var_ 4B3]

; set file pointer

edx, [ebptvar 3AZ]

4gh ; @'

—

; AES init
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Ldext:
Ldext:
dext:
text:
text:
Ldext:
Ldext:
Ldext:
dext:
dext:
text:
Ldewt:
Ldext:
Ldext:
Ldext:

824838637 loc_488637:

aa4asa37
aadasa3’
Badase38
Badase3b
ap4asa4l
ap4asa46
aadased7
aadasads
aadasadr
aadases8
Ba4a8651
ap4a5a54
Ba4a8655
Ba4B5656

push
lea
lea
call
pop
push
lea
push
push
lea
push
push
call

; CODE XREF: sub_487ES8A+.

; sub_487E3A+79617
BCX
edx, [ebp+var 78]
ecx, [ebptvar_ 4A8]
sub_481329 ; aes crypt
BCX
@
eax, [ebpt+var_3A4]
eax
edi
eax, [ebptvar_7@]
eax
ebx
esi ;o write file

BEt 8810 £ 12BN CryptGenRandom() WinAPI EIE5EA HERIT 2 Microsoft BRE4R 12 HE N —Zp 5o

Text
Text
Text
Text
dext
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
dext
Text

1 B8e4E3179
1 BE4B31VE
1B8ea4831a1
1 BE4B3183
1 BE483185
rBE4E3186
1 Ba4B3187
r8e4831a0
1 BE4B3193
rBee4E3194
rBE4E3194
1 B8a848319F
rBE4E31A1
1 BE4B31AS
P BE4E31A0
P BE4E3 1AL
1 B884831AB
1 BE4B3161
1 B8a483187
1 BE4B3189
1868483 1BB
1 B8E48318D

push
Mo
Xor
push
push
push
Mo
lea
push
call
Mo
test
jz
lea
push
push
push
call
test
jnz
Mo

call

areeeeadah ; dwFlags
[ebx+4], eax

eax, eax

1 ; dwProvType
Eax ; szProvider
eax ; szContainer

[ebp+phProv], eax
eax, [ebp+phProv]

eax ; phProv
ds:CryptacquireContextA
esi, 28@h
eax, eax

short loc 483280

eax, [ebp+pbBuffer]

eax ; pbBuffer
esi ; dwLen
[ebp+phProv] 3 hProv
ds:CryptGenRandom

eax, eax

short loc_4831F8@

eCx, Bs51

sub_ 483809 3 rand
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ERENEE HRVEBRECNBERZNERERF—EEHRE RSA ARTIRINE Baset4 #RIERT AES EE iR

WERBREESENMTEPRITERME <758 BEER A ERBEMEREER BRI TAIEZIERRR
BT REFTEE (BREXLETNS) B

ndoc docx xls xlsx ppt pptx pst ost msg eml vsd vsdx txt csv rtf wks wk1 pdf
dwg onetoc2 snt jpeg jpg docb docm dot dotm dotx xlsm xIsb xlw xIt xIm xlc
xltx xItm pptm pot pps ppsm ppsx ppam potx potm edb hwp 602 sxi sti sldx
sldm sldm vdi vmdk vmx gpg aes ARC PAQ bz2 tbk bak tar tgz gz 7z rar zip
backup iso ved bmp png gif raw cgm tif tiff nef psd ai svg djvu m4u m3u mid
wma flv 3g2 mkv 3gp mp4 mov avi asf mpeg vob mpg wmv fla swf wav mp3 sh
class jar java rb asp php jsp brd sch dch dip pl vb vbs ps1 bat cmd js asm h pas
cpp ¢ cs suo sin Idf mdf ibd myi myd frm odb dbf db mdb accdb sqgl sqlitedb
sqlite3 asc lay6 lay mml sxm otg odg uop std sxd otp odp wb2 slk dif stc sxc ots
ods 3dm max 3ds uot stw sxw ott odt pem p12 csr crt key pfx der dat
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AvoslLocker 128 T —{ABES T GET_YOUR_FILES_BACK.txt’ ER 8 2B ELERAAILIIS EE 1D fyiEsS

7| GET_YOUR_FILES_BACK.txt - Notepad

File Edit Format View Help

httentinn!

Your files have been encrypted using AES-256.

e highly suggest not shutting down your computer in case encryption process is not finished, as your files may get corrupted.

In order to decrypt your files, you must pay for the decryption key & application.

You may do so by wvisiting us at http://avos2fujbolpbx36.onion.

This is an onion address that you may access using Tor Browser which you may download at https://www.torproject.org/download/

Details such as pricing, how long before the price increases and such will be available to you once you enter your ID presented to you below in this note in our website.

Hurry up, as the price may increase in the following days. If you fail to respond in a swift manner, we will leak your files in our press release/blog website accessible at ht

Message from agent: We have exfiltrated confidential documents, passports scans, social security numbers and financial documents. All data will be leaked if you do not coopera

Your ID: 168elldcf2¢Bed77a570ad445a82decBledlacdlBab722075b2986ccfdoblf2d6

EABRERRAALE > REE SR ERRHBES HEMHEDN 1.D. - ZERREILIEERIREE B 2R S 1EEN
MR EEBBINRERIY T -

Avoslocker R2IREIRIIBRIARFEHVEIE G 1R{E T —EE ZHEI AES-256-CBC MIFHEIL RSA-1024 EEEZN
1R INE H R BB A L EMITEPHI T BHNER R ZWINE BREZENATRE IR AINENER -ZER
RREEERNEARIEEE S UM LETIEAR AV 2215888 F o tb I AvosLocker 12 B] AR AT R B R A% AT
HFERATR I —FEINZR - A H fh RaaS EE—#%> AvosLocker A B CHE R RRAEL FBILEZBEEPIRESEE TR
BB EBLE B R TR 2 T BB IR AN E ko
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2021 FE=FE > Fi919% NIRHER THEIN—LERE URL KE _ZE 1.8% M EFH10 B FRFIEIREIL R 43%
EHERMEIREAFEREWRGE 2 FARREFHGSENTIL TR

Rz HETEE URL ZERENASLL
1A 3.2%
28 2.9%
3H 2.1%
48 1.8%
58 1.9%
68 1.8%
78 1.9%
8H 1.8%
98 2.1%
10 B 4.3%

2021 FFE=FEEE URL HIEERSHIREE {4 26.8%  HRZERERY 20% > AR
= KHY 8.7% iELEMPHLERY URL 5 65% H HTTPS 1% E(E 15 4R D IERIEET
B NE o

IR R W EER TR B AE R NBE R AL BBCRE T AU 2855480 (MIFELEAR) T
R EXNGRE—MARERE -ALUNBEREGEETREN URL 5IBBBRS ZE b FIINEF At RN RR £
EfREIERIRLR - —E T RARE —EENEEN eSS e EAZEE T R RE—ERMEBLL - EXFEEFER
RES IR 7/ MEE N  sZ RSP EFE PR URL Ssm—ERIGREZ AL %/ N\ H R STMEENERRE 7 E
FEIaEF B Rt DR BRI R IFR R
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2021 &£ 3 FEWHIELE URL BI2 R 2897 20 ERER/ME:

. HIELLE URL BIBHE S

1 ESE| 26.8%
2 == 20.0%
3 MEX 8.7%
4 EE| 7.2%
5 FAF 5.1%
6 far i 3.4%
7 Frhnig 3.2%
8 EEFIBF 3.1%
9 p7E| 3.0%
10 SF:N 2.9%
n JRAFIER 2.0%
12 Wt 1.9%
13 FabEoF 1.8%
14 ZE 1.6%
15 BahF 0.9%
16 RZEH 0.8%
17 B 0.7%
18 B ARZN 0.7%
19 e 0.7%

20 THH 0.6%
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2022 & ACRONIS AFE& L E

IR

MRS ERARIMRERZ—  EItEFIRENthEES  E 8  WREEER (F
ENR  EHUEFE RN BRER) - 2021 FTHFEBRERHLHETMEBIEER
MERA T—ETARENSEE AR SRR R EE WA IC IR AFIA - 1’
7 BE 10 BEMSEBIET T RIS RIERE HHIEHIENHENARUH

HESENFHE (TFE%E) -

ML FT—% B ¥ FARIE 2R Google Chrome B Ti#Z!
N E MR EFARBEREHR (AR L2 EHER
LUER BNIRIE P IE R BB A I SR Z 5585 Google 82
BIRMHEN CVE-2021-37973 S5RAMIRLITEEIB BILSSRGE
BE 19 EHEMSBR 2 BWERNERN SLEH[HEYH
Mac Windows Bz Linux fr4sBy Chrome E4AFZ B
&> Google 7 Windows*Mac ] Linux ki Chrome B
95.0.4638.69) LUMER B & M E R ARIR N B TR E BT
NVt E55E5°CVE-2021-38000 #1 CVE-2021-38003 &

AR EREFRCHTASBEEM-TMEH Google
B REB D ITERES IR
EEEMBRGESENERELE Chrome BE2sHEE
ﬁﬁﬁiﬂﬁﬁlﬂﬁﬁﬁgﬁi'gﬁl Z3 15-EMHEENEMEA 15 B
FF A= B2 55 8ko

Microsoft TEEmEEMPSERIE A E—BEMIEREE o )& 7
BRI eMEGT 17 ERETE2HEIERR > HFE
E Pwn20wn FREZEETE Exchange Server HEEIRAYE
IHTZTUASEIT (RCE) 558 o B 13 {ESSR R RERE » O 1@

EEREWRE > HPE 4 EIEEBARIEPHESRTA o
SR > Microsoft Exchange Server HIB)—#H=1EE 5524
A BEH B IR AE 2R > WM BN B E T AR ENEIRIZ NN
BT o LESEE RS LRITEREXBNIESHEER
BEBITERBAZZIRENERES c E=(E555+
BEWmERENA Microsoft B2 2 — 52 E D

W.acronis.com

EH > F=ERERLREMN - 2Am » BERHE T EME
Il > Exchange S RMERT » WEBEEBARIEE TR
TR IERRIFEIARES LRSI H S LTSRS -

®
e,

8 A F 44 B s EP—E+2ER  WEEFEH
T CVE-2021-36948 HFFT Windows Update Medic
ARFS USSR  BEMRF I REREBEEERBRETH
Windows ERT7oit  UER B SEEBE W E R - ZIRIEE
—1E MERIES ] 555 272 Windows 10 1 Windows
Server 2019 EEMKECAIUHA S —ESEMESHEH  EX
BEDRMEEESMERZERWENZR LHITHIEE
B9FE 0 o
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2022 % ACRONIS AR EZ RS

0 %177 85 AEmIETL BE—EHHE B IR MSHTML
5528 LUK Open Management Infrastructure HHBY—1E&&
BRREABNTHEE AMEEMERETSE 87 TS5
R¥#E Microsoft BISSREFTARIESN B2 EE - — @/ ETSHH
Microsoft &4 > BF— @& % Win32k (Windows fFFHVER
BFETN) R SS R I SRS BUERIZ S o T IE TR AR A F o 15
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