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Introduction

Storing information on a hard disk

A hard disk is a device for long-term information storage. From an end-user’s
point of view, information is simply a set of documents or files.

Documents can be stored on a hard disk as files of various types or formats —
text files for example, in popular MS Word format; tables in MS Excel format;
databases, images in JPG or GIF formats; Internet HTML documents; music re-
corded in mp3 format; video records (AVI, MOV); and many-many others.

Irrespective of the type of information (or data), all files are stored on a hard
disk as sequences of elementary information storage units chained together
called hard disk clusters.

Hard disk

A hard disk is a very effective device for storing information. Modern hard disks
feature huge volumes of stored information, very high recording densities meas-
ured in Gb (gigabytes) or Mb (megabytes) per square inch, and very high access
speed to retrieve stored information.

A hard disk is usually an extremely reliable device. One of its parameters — non-
failure operating time — may reach 20,000 to 500,000 hours.

If one calculates continuous round-the-clock work of a hard disk for one year its
operating time equals 8760 hours. Hence, the expected operating life of a hard
disk drive should be 3 to 5 — or even more years. The vast majority of hard disks
will work without failures until they become obsolete.

Information storage errors

This does not mean, however, that storing information on hard disks is 100%
error-free. Information on hard disks maybe threatened by a number of factors
every user should be aware of. These threats are both environmental (external)
and those in one’s information system (internal).

Information storage errors are caused by various factors: software errors (from
an operating system or an application), computer viruses, power supply failures,
and others. User’s also face data files accumulating mistakes, files may collapse,
with applications that may not be accessible or executable. User’s must diligently
keep their personal computers operating safely and efficiently by providing the
computer with a constant power supply, maintenance of back-ups covering the
full contents for their hard disk drives, and perform preventive maintenance of
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disk regularly (check for file system errors and bad sectors, defragment files and
drives, and check for possible computer viruses).

Hard disks utility programs

There are program tools that allow a user to inspect various computer systems,
including disk subsystem. Disk managers included in these tools, are capable of
defragmenting hard disks, finding and correcting files and folders structure im-
perfections, as well as finding and marking bad sectors. Special utilities are ca-
pable of finding and destroying computer viruses that threaten your information

integrity.

In some cases a user will require a much more powerful set of tools, known as a
disk editor, to repair their hard disk drive. The Acronis DiskEditor is exactly the
software for this job.

Acronis DiskEditor is a professional-grade program that performs several actions
on a hard disk: to restore boot records and files and folders structure, to find
lost clusters, and even to remove computer virus code from a disk.

This program has much to offer a beginner as well. It can be used in an educa-
tional setting. It is one thing to read a few books about hard disk construction
and data storage, and it's quite another to observe it yourself with the Acronis
DiskEditor.

How to find the necessary Guide section

A review of hard disk basic properties, methods of storing information, as well as
information about Acronis DiskEditor installation can be found in the 1.
«General information».

For information on the basic features of the program and its functionality, please
see 2. «Beginning to work with the program».

Information about modes of viewing hard disk and the overall performance of
working with a disk see 3. «Selecting partitions (disks) for working>».

Additional information about hard disk construction and interacting with operat-
ing and file systems is contained in Appendices: Appendix A. «General In-
formation. Hard Disks», Appendix B. «Operating System and Hard
Disks», Appendix C. «File Systems».

Finally, at the end of this Guide you will find our description of terms concerning
hard disks and file systems: Appendix D. «Glossary».

Introduction



Notational convention

The following notational conventions are used in this User’s Guide.

Names of screen buttons used are marked with the following font in the text:
OK, CANCEL, HELP.

The following notation and font are used to mark keys and their combinations:
F2 and ALT+P.

Names of program windows are marked bold in the text (without quotes):
Search, Go to sector.

The same bold font marks names of control elements: fields, lists, checkboxes,
and radiobuttons.

For checkbox control elements the expression «check a box» is used, for exam-
ple, «check the Match case box».

Acronis DiskEditor 7
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General information

A hard disk is a rather complex information storage device. One should have the
base knowledge of hard disks and their interaction with the computer to work
effectively on them using the Acronis DiskEditor program. If you are ready to
work on a hard disk with a disk editor, it is necessary to remember that mistakes
can cause sever problems: you could violate the disk’s information integrity, not
only making any data inaccessible, but also unservicable.

It is impossible to offer complete information on organizing data storage on a
hard disk and on its interacting with operating system and applications in such a
short Guide. Thus we will inform you only about the most vital data below skip-
ping many complex technical details of information storage and the internal con-
struction of a hard disk. The general outline will be on the capabilities of Acronis
DiskEditor program.

Capabilities of Acronis DiskEditor will be demonstrated using the example of the
FAT32 file system — the most widely used file system in the personal computer
world.

If you have difficulties understanding what operation the program performs on
your hard disk, please refer to the Appendices at the end of this Guide. The
Appendices detail both hard disks construction, and how data storage is organ-
ized on them.

At the end of this Guide is the Glossary where you will find explanations of un-
familiar or obscure terms you may meet in the body of the Guide.

Files. Partitions. Connecting a hard disk. BIOS settings

Files, folders, file systems

You know well that data is stored on hard disks in the form of files. Files are
grouped into folders and subfolders. Folders, in turn, are arranged into folders
tree. For Windows operating system the root folder is of special value. It is
usually denoted as, for example, C:\ (root folder on C: hard disk). The user ad-
dresses files and folders by their names. Operating systems allow users to create
files (and folders), to move/copy files and subfolders from one folder to another,
to rename and move files, etc.

Files can be executed (so-called executables) or be opened with an application
that created them.

1 : General information



1.1.2

An operating system provides its user with ability to work with data arranged as
files by supporting some type of file system. Most operating systems support
several file systems. For example, Windows 98/Me support FAT16 and FAT32 file
systems, Windows NT/2000/XP support both FAT16/32 and NTFS file systems. A
popular Linux operating system supports Ext2 and ReiserFS (and some other)
file systems.

File systems differ by the way they organize data a on disk. File systems of dif-
ferent OS families are generally incompatible with one another.

Files on disks consist of elementary data storage units — clusters that are joined
into chains.

For more information about file systems and files storage organization on a hard disk
| see Appendix A. «General Information. Hard Disks».

Hard disk partitions and sectors

It would be extremely inconvenient if only one operating system could access
each hard disk, so a mechanism was created that allows access to hard disks
from several Operating Systems. This is done by partitioning hard disks into
partitions.

Partitioning is done by special applications. MS-DOS and Windows do this with a
widely-known FDISK program that allows creating partitions, choosing their size
and labeling. This program allows designating all the hard disk space to MS-DOS
or Windows or just a part of it, while leaving the rest for other operating sys-
tems.

A disk partition is used by a single operating system that supports its own file
system.

Acronis DiskEditor program provides low-level access to information on hard
disks. This means:

1. working with DiskEditor program you have direct access to each byte on
any hard disk sector (or a disk partition);

2. within the limits of the Partition Table, File Allocation Table, Root folder each
sector byte (or several bytes) is interpreted differently, therefore it would be
extremely difficult and inconvenient to work with a disk editor without a set of
patterns. Such patterns are view modes of Acronis DiskEditor main window.

Acronis DiskEditor 9
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For more information about hard disk partitions and their use by operating systems
see Appendix B. «Operating System and Hard Disks». For more information
about view modes of Acronis DiskEditor main window see: 3.1. «Selecting parti-
tions (disks) for working».

Connecting a hard disk to the computer

It is, certainly, better to master Acronis DiskEditor program not with your main
hard disk. Connect to the computer any old hard disk of small capacity to ex-
periment fearlessly with. Install this disk into the case of the personal computer
and connect it to the power supply unit and the system board.

Before installation and fastening a hard disk you must set a jumper on an elec-
tronic board of the disk or on a special socket to which power and data cables
are connected. The jumper on the main hard disk of your personal computer is,
most likely, set to Master position. You should set the jumper on an auxiliary
disk to Slave position.

The overwhelming majority of hard disks for in personal computers use the so-
called IDE-interface. These disks are installed in the personal computer case
to a compartment for devices with 3.5” form-factor (see: Appendix A.
«General Information. Hard Disks>).

A standard power plug is connected to a hard disk along with 40- or 80-wire IDE
data cable (its another end should be plugged to system board’s Primary IDE
socket; if there are hard disks on your computer already you should use another
socket — Secondary IDE).

There are also nhumerous models of hard disks with the so-called SCSI-interface. They
are usually plugged to sockets on a special SCSI-controller board. The amount of dif-
ferent cables used to connect such disks is rather great. Such disk models will not be
considered here, as the main purpose of the Guide is to describe Acronis DiskEditor
program (and file systems).

For more information about installing a hard disk into the personal computer case and
its connecting see section A.2 «Installing Hard Disks on Computers».

Setting BIOS

It is not enough to properly position jumpers on the hard disk and connect it to
power supply and data cables. You also have to properly configure your hard
disk in BIOS (Basic Input/Output System).

You can enter the BIOS setup program by pressing the key combination that is
displayed right after you turn on your computer.
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Hard disks can be configured in the Standard CMOS Setup section of BIOS setup
menu. If you have set the hard disk jumper to Slave and have connected the
data cable to the Primary IDE plug of the mother board, usually it is enough to
set the TYPE and MODE parameters for the Primary Slave disk to Auto (this in-
formation is sufficient for BIOS to properly detect and configure modern hard
disks.)

After the new disk is configured in BIOS, save the settings.

For more information about BIOS settings and also about possible concomitant errors
J (and error messages) see section A.3 «BIOS» (and especially about errors: A.3.5
«Hard Disk Initialization Errors»).

Installing the program

You can purchase the Acronis DiskEditor on a compact disc (CD-ROM) or
download it, after purchase, from our secure server Internet site.

The CD-ROM contains an installer that can be run in Windows 9x/NT/2000/XP
operating systems.

If you purchased DiskEditor on CD-ROM, to install do the following:

1. Insert the CD-ROM into the CD-ROM drive.

2. Run Windows Explorer, mouse-click the icon of the CD-ROM drive. You will
see setup.exe executable on the compact disc. Double-click it to start the in-
stallation. (If autorun mode is enabled, the installation will be started auto-
matically.)

The welcome page of Installation Wizard will appear on the screen after installa-
tion is started:

Acronis DiskEditor 11



& Acronis DiskEditor Deluxe Setup E|

Disk Welcome to
Editor Acronis DiskEditor®

Deluxe This wizard will guide vou through the &cronis DiskEditor Deluxe
installation procedure. With Acronis DiskEditor Deluxe wou will be
able to manually restore computer after swskem crashes, recover
critical system areas after virus attack, make vour PC bootable,

o 00 A0 09 [
K 31 D0 GKE L
06 16 O3 06 [
3 o 00 on oe T

9 Acronis

Press Mext button to continue,

Plest i Cancel

Click NEXT button to continue.

To continue working with the program you must accept the license agreement
between you (user) and the program developer.

To do this set the switch on the bottom of the next page to I accept this
agreement position.

12 1 : General information



& Acronis DiskEditor Deluxe Setup @

License

Review the license terms for use of Acronis DiskEditor Deluxe, o

Please read the Following License Agreement carefully. Press the PAGE DOWH key to see the rest of
the document. If wou accept the License Agreement terms, select "I accept...",

BY ACCEPTING, YOU (ORIGIMAL PURCHASER) INDICATE YOUR ACCEPTAMCE OF THESE TERMS. ~
IF ¥OU DO NOT WISH TO ACCEPT THE PRODUCT UMDER THESE TERMS ¥OU MAY CHOOSE MOT
TO ACCEPT BY SELECTING "I decline...” AND MOT INSTALLING THE SOFT'WARE.

Acronis DiskEditor Deluxe (the Software) is copyright © 2001 by SWsoft. All rights are reserved.
The CRIGIMAL PURCHASER is granted a LICENSE to use the software only, subject ta the
fallawing restrictions and limitations,

1. The license is to the original purchaser only, and is not transferable without priar written
Permission from SWsaft,

2. The Criginal Purchaser may use the Software on a single computer owned or leased by the
Original Purchaser. You may not use the Software on more than a single machine even if you own
of lease all of themn without the written consent of Swsaoft,

3. The Criginal Purchaser may not engage in, nor permit third parties to engage in, any of the
fallowing:

@:ﬁl 1 accept this agreement

(_R I decline this agreement

[ = Back ”_{_\ln_eg(ti ] [ Cancel ]

If you disagree with the agreement, set the switch to I decline this agree-
ment position and click NEXT. In this case you will be thanked for your interest

to the program, and the program will stop working and will be unloaded from
memory.

Acronis DiskEditor 13



& Acronis DiskEditor Deluxe Setup @

- Thank you For choosing Acronis DiskEditor Deluxe. Unfortunately
Dlsl( the program cannot continue because you haven't accepted the
license or because an error occurred.

Edltor Plzase attempt to run Acronis DiskEditor Deluxe again later,

£ 00 10

1 4EF O LD AKE L
106 08 O3 06 1

3 o 00 on oe T

9 Acronis

Click NEXT button to continue.

In the next window you will need to enter the product serial number that you
will find on the Acronis DiskEditor registration form — AND DONT FORGET TO
REGISTER YOUR SOFTWARE TOO!

& Acronis DiskEditor Deluxe Setup @

Serial Number

“ou should enter the Acronis DiskEditor Deluxe serial number.

L

Please, enter the serial number:

Having entered the serial number, click NEXT to continue.
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On the next page you should specify a folder to install DiskEditor program into.
The default folder is C:\Program Files\Acronis\DiskEditor. If you agree with it,
click NexT. If you want to install the program in a different folder, enter its
name and path in the appropriate field. If there is no such folder on the disk, it
will be created during installation.

& Acronis DiskEditor, Deluxa Setup @

Select Destination Location

Select folder where Setup will install files,

&

Setup will install Acronis DiskEditor Deluxe in the Following Folder,

Ta inskall to this Folder, click Mext. Toinstall to a different Folder, click Browse and select another Falder.

Destination Folder

Ct\Program FilasiacranisiDiskEditar

[ < Back ][ Mext = ] [ Cancel ]

You can choose a folder for program installation by clicking BROWSE.... You will
see the folder tree of your hard disk. Select a folder with mouse and click Ac-
CEPT. (You can select any hard disk in your PC for installation.)

Browse For Folder @
= [C5) Program Files ~
I5) Acraonis
| adobe

|3 Common Files
|2 ComPlus Applications
|C5) Compuker Associates
|2 CrystRepTemp
I5) Far v

Folder: WINKP (D)

[Make Mew Folder ] I o4 l ’ Cancel ]

After selecting a folder, click NEXT to continue.
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On the next page you will be offered to make DiskEditor available to all
usersof the PC or only to the current user. If you want to
make the program available to all users, check Yes, I want to install
Acronis DiskEditor Deluxe for all users box. (This page showing the Installation
Wizard is specifically for the Windows NT/2000/XP operating systems.)

& Acronis DiskEditor Deluxe Setup @
Select Administrator Options m
Please select administrator options b
wWaould vou like to install Acronis DiskEditar Deluxe For all users (Camman)?

Otherwise we will install into vour personal stark menu,

Yes, I want ko install Acronis DiskEditor Deluxe For all users,

<Back || Hext= | [ concel

Click NEXT to continue.
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In the next page you will be asked to create a new program group for Acronis
DiskEditor program or to select an existing group. If you agree to create a new
group click NexT. If you want to use one of the existing program groups, select
it by clicking it with the mouse.

& Acronis DiskEditor Deluxe Setup @
ki
¥

Select Program Folder

Please select a program Folder. b

Setup will add program icons to the Pragram Folder listed belaw. ‘ou may bype a new Folder name, ar
select one From the existing folders list, Click Mext to continue.

Program Folders:

|Acr0nis'|,ncronis DiskEditor Deluxe

Existing Folders:

Acronisiacronis DiskEditor Deluxe ~
Starkup

ACcessories
Administrative Tools
Games

Microsoft Office Tools
Adobe

Adobe Acrobat 4.0
WinZip

WinZip Self-Extractor
‘Windows Commander
Morton Utilities

[ < Back “ eat = | [ Cancel ]

After program group is selected the installation of Acronis DiskEditor program
will be started and you will see the window showing its progress.

Acronis DiskEditor Deluxe

Copying File: de.exe

(Ranannnan 1

Acronis DiskEditor 17



After installation you will be offered to create a bootable diskette with
DiskEditor. We advise you to follow this recommendation. In case of damage to

disk partition bootsectors, you will be able to restore your PC with the help of
this diskette.

& Acronis DiskEditor Deluxe Setup

Bootable Diskette
Create bootable diskette

Lidw

‘We recommend to create a bootable diskette. Booting your PiC from Acronis DiskEditor Deluxe bootable
diskette you will be able ba manually restare computer after system crashes, recaver critical system
areas after virus attack, make the PC bootable.

Wes, I would like ta create this diskette,

[ Hest= | [ Cancel ]

Prepare a clean formatted diskette, insert it into the floppy drive. Set the Yes, I
would like to create this diskette switch. Click NEXT button to continue.

You will also be able to load DiskEditor with this diskette in case you need to
make critical changes in the BIOS boot sequence.

Set up ends with the message about its successful finish.

As a result of the installation process, the Acronis group will be added to the
Programs submenu of Windows Start menu. Mouse-clicking it you will see the
DiskEditor submenu containing the following:

Qj Acronis Web Site
!Ea Biootable Diskette Builder
& DiskEditor
E DiskEditor Manual
[Z] readme
"gf' Uninstall DiskEditar

Clicking the Acronis DiskEditor Deluxe line starts the disk editor.
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1.5

If the DiskEditor’s work files becomes corrupted, you will be able to restore pro-
gram by re-running the installation program from the compact disc. The installa-
tion program will determine that Acronis DiskEditor was already installed on your
hard disk, and you will see the following Installation Wizard page:

& Acronis DiskEditor Deluxe Setup @

Install has detected that Acronis DiskEditar Deluxe is already
installed on your maching. This program lets you madify the current
installation. Click one of the options below.

f;. Repair/Upgrade Acronis DiskEditor Deluxe
f:. Uninstall Acronis DiskEditor Deluxe

Description

Reinstall all program components installed by the previous
sebup,

9 Acronis

[ Hest= | [ Cancel ]

By default you will be offered to restore damaged files. Click NEXT button to
continue.

User interface

The Acronis DiskEditor program has a graphic user interface and is controlled by
mouse or TAB, SHIFT+TAB, LEFT, RIGHT, UP , DOWN, SPACE, ENTER and Es-
CAPE keys.

If you routinely work with applications under Windows, X-Windows, or 0OS/2, there will

E be no problems understanding and using the Acronis DiskEditor interface. However,
this Guide contains a detailed enough description for users unfamiliar with standard
interfaces.

Within the Acronis DiskEditor program, users work with the program’s main
window (or several main windows) which allows access all disk editor func-
tions.

Editor functions are called with the help of «hot-keys» menus and control ele-

ments (screen buttons, lists). The necessary switch position (condition) is se-
lected (set) with the help of mouse or by pressing keys.

Acronis DiskEditor 19
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20

The program’s main window, as well as all dialog windows, are supplied with
brief help information that appears in a separate window after clicking HELP or
selecting the Help —> Contents line in the main window’s menu (or after
pressing F1 key).

Elements of the user interface and its use are described below in detail.

Using mouse
The Windows interface of Acronis DiskEditor assumes you are using a mouse.

In this Guide, «mouse-click a button» and «click a button» expressions are used
instead of «move the mouse pointer over a button (an object) and click the left
mouse button (press and release the left mouse button)» expression.

The Mouse helps to check boxes, press buttons, select/de-select list elements
(lines).

You can close the program window by selecting Disk —> Close line in the
menu.

To exit the program with help of the mouse select Disk —> Close.

Using keyboard

All Window actions control elements performed with the mouse may also be per-
formed with the help of the keyboard.

Switching between control elements is performed with the TAB key and
SHIFT+TAB key combination. The active or focused element of the screen are
marked with a dotted frame around it or by its perimeter (for screen buttons).
Checking boxes (or setting switches) are performed by pressing the SPACE key.

Switching between the pages of installation wizard windows is performed by press-
ing NEXT (to the following page) and BACK (to the previous page) buttons.

You can close the program window by pressing the ESCAPE key.
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1.5.3 Window

All actions performed with the Acronis DiskEditor are displayed in windows. A
window is a rectangular area on the screen that has a title and a frame.

Window frame

A frame is a line that bounds window rectangle. All window contents are located
inside this line.

The frame allows you to change the size of the window. For this purpose move
the mouse cursor over the frame until it turns into a double arrow. Press the left
mouse button and move the mouse until the window is sized according to your
needs, and then release the button. The bottom of a window frame is used to
change the height of a window, and left and right frame parts — to change the
width.

Window title bar

A title bar limits the window from above and contains the text line describing the
window (a title) and minimize/maximize and close window buttons.

It is also possible to change the window screen position with the help of the ti-
tle bar. For this purpose move the mouse cursor over the title bar, press the
left mouse button and move the mouse until the window is positioned on the
screen according to your needs, and then release the button.

System menu button
Window title bar Menu bar Tool bar

& Acronis DiskEditor Deluxe: (disk 2, sectors 0/- 3335471)

Disk  Edit Wiew Search Help

VOEREGe P20

Western (Windows) v
Minimize button

Encoding list T
Maximize button
Close button

You may maximize a window or return it to the default condition by double click-
ing its title bar.

The Window menu and tool bars are located under the window title bar.

Window control elements are located under the menu and tool bars.
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System menu

A mouse click on the _‘E button, located in the left top corner of Acronis
DiskEditor main window brings the system menu on the screen.

& Acronis DiskEditor Deluxe; (disk 2, sectors 0 - 3335471)

Size

—  Minimize

O Maximize

=

BC 00 7C FB 50 07 50 1F FC BE 1B 7C 3LEDw. |GP.P.i%.|
57 B9 E5 01 F3 A4 CE BE BE 07 B1 04 ¢..PW*4.0WE3.+.

¥ Close Alt+F4

The system menu in Acronis DiskEditor windows contains elements with the fol-
lowing values:

e Restore — restore window'’s default settings,

e Move — move the window,

¢ Size — change window size,

e Minimize — minimize window to a taskbar icon on Windows desktop,

Clicking the E button does the same.
e Maximize — maximize window to the full screen.

Clicking the E button does the same.

Clicking the button restores window default settings.
¢ Close - close window.

Clicking the [ button does the same.

Minimize, maximize/restore and close window buttons

On the right side of the window title bar there are minimize, maximize/restore
(on sizable windows only) and close window buttons.

A click on the E minimize button minimizes the window to a taskbar icon on
Windows desktop.

A click on the = maximize button maximizes the window to the full screen and
the button picture becomes: Mouse-clicking this button restores window’s
default settings.

A click on the .E. close button closes the window.
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1.5.4 Dialog, and its control elements

A dialog in Acronis DiskEditor is the window to enter disk search parameters,
such as parameters for moving disk sectors, for saving a sector to a file, or read-
ing a file.

A user-dialog interaction is performed with the help of control elements.
Acronis DiskEditor features the following dialog window control elements:

e Checkboxes,

e Input fields,

e Drop-down lists,
e Buttons.

You may access control elements both with the keyboard and the mouse.

All control elements in a dialog are organized into single circular list. One of the
control elements is current (has input focus) and responds to the keyboard.
Input focus can be cyclically moved along the list — forward with TAB key and
back with the SHIFT+TAB combination. Arrow buttons also allow you to move
input focus as well, if they are not used in the current control element for other
purposes.

Control elements may be disabled. In this case they are grayed-out and cannot
be accessed either with mouse or keyboard.

Checkbox

A checkbox is a control element with two conditions: «on» and «off». In «off»
condition it is an empty square, and in the «on» condition it is a marked square.
A text description is on the right of the checkbox. Setting a checkbox is per-
formed by mouse-clicking a square or a text description or pressing the SPACE
key when the checkbox has focus.

Case sensitive

|:| Search at sector offset:

A text description of a checkbox may contain an underlined letter, in this case
pressing a key with this letter (if it's not used for other purposes in the given con-
trol element), or pressing this key simultaneously with ALT button will result in
moving input focus to this checkbox and to switching its condition.
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Drop-down list

A drop-down list control element is a field with an arrow button. Clicking allows
you to open the list and select a necessary value.

If a list is very long then a scrollbar with arrows appears in its right part. Clicking
allows you to move along the list.

FaTaz [
FATLE {<32M) ~
Extended

FATIE

NTFS, HRFS

ALY Boot

(052 BootManager

Input field

An input field is intended for viewing and editing information, and is represented
as a text line.

Text besk

Hex: 74 65 VI T4

You may edit a text line only with the keyboard. Pressing mouse buttons results
in moving input focus to the given input field. When the input field gets the in-
put focus and a text line in it becomes selected, you may type something in and,
the previous contents of the field will be erased or modified. You may press LEFT
or RIGHT keys to deselect field contents and then edit it. The current editing
position is marked by a rectangle cursor. You can use the mouse and the
following keys while editing:

e HOME — moves the cursor to the beginning of the line;
e END — moves the cursor to the end of the ling;
e BACKSPACE — deletes a symbol to the left of the cursor;

e DEL — deletes a symbol behind the cursor.

Input fields in Acronis DiskEditor are used for entering both symbol lines and
hexadecimal values. Hexadecimal values are separated by spaces (see above
figure with a Hex field).
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1.5.5

Button and default button

A button is one of the most frequently used dialog control elements. The main
action of a button is to press it.

Pressing the button can be performed both with mouse (simply clicking it), and
with keyboard (pressing ENTER or SPACE when the button has input focus, or
press a corresponding letter key in combination with the ALT key).

There may also be a default button in a dialog window. It differs from usual but-
tons in that double-clicking it or pressing the ENTER key, when another dialog
control element has input focus (if these are not used for other purposes in this
control element), results in pressing the default button. A default button is out-
lined or highlighted unlike other ones.

[ OF ] [ Cancel ] [ Help ]

Informational elements

Besides its standard control elements, DiskEditor program has elements inform
users about separate parameters of hard disks structure and actions to be per-
formed.

Parameters of hard disks and their partitions

The figure below shows hard disk parameters as you see them working with the
DiskEditor program.

[ I I 1l ]

=k |5 I 17 Unallocated
27,96 GB |3 on7 B ... |{|5,86 GB Oxb(F... |/5,86GB Oxb(F... ||5,86GB Oxb (F... 6,465 B

You can see the structure of hard disk #1 that has a 27.96 Gb capacity. The disk
has a primary partition (marked yellow; color notations are described in the bot-
tom of the figure) with the FAT32 file system.

The structure representation given is used in the Open window that allows you
to select a partition or a disk to work with it.
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Progress bar

A progress bar is a pure informational element of the dialog (not a control ele-
ment). It is usually used to display the current progress of any long process (for

example, searching the disk for a text line).

Searching

717550 sectors left

Cancel
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2.1

Beginning to work with the program

Partition or disk selection window

Working with the Acronis DiskEditor program begins with the Open dialog win-
dow (Figure 1) that users see after clicking the Acronis DiskEditor Deluxe line in
the program group of Programs desktop start menu.

Acronis DiskEditor Deluxe: Open E]

Choose a disk or partition:
[ 1L 1L 1L 111 ]

=1 1 5 3 [7 Unallocated
27,96 GE |3 an7 GB ... ||5,86 GE Oxb(F... ||5,86GE Oxb(F... [|5.86GE D«b(F... 6,465 GB

( 1|0 ]

=2
1 5
LS9GE | ln,977 GB 0xb (FAT32) 0,613 56 Oxb (FAT3Z)

[ O ] [ Cancel ] [ Help ]

Figure 1. The window of partition or disk selection: the entire disk

After loading into memory, the program determines the number of disks at-
tached to the computer and their partitions. The figure above shows that the
computer disk subsystem consists of two hard disks: 1 —27.96 Gb and 2 — 1.59
Gb divided into two partitions — a primary partition of 0.977 Gb capacity and a
logical partition of 0.613 Gb capacity. Both disks have FAT32 partitions.

By default the program automatically marks the first hard disk for working. The
figure shows the first computer hard disk and all its partitions are marked with a
wide red line at the bottom of the rectangle representing the disk and partitions.
But you may select any other partition — for this purpose click the left mouse
button on a corresponding rectangle.
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Below (Figure 2) only the primary partition of the first disk is selected for work-
ing. You can select the entire second disk for working in the same way. For this
purpose mouse-click the rectangle representing the disk (with a hard disk icon).
You may not however select more than one disk partition for working.

ficronis DiskEditor Deluxe: Open @

Choose a disk or partition:

i | 1| |G (1 ]
1 1 [5 3 [7 Unallocated
27,96 GB |3907 GB ... ||5,86GE 0xb(F... ||5,86GB Oxb(F.. ||5,86GE Oxb(F... 6,465 56

[ ]
=2 1 [5
1,59GE  1in,077 GB Oxh (FAT3Z) 0,613 GB Oxh (FAT32)

[ OF l [ Cancel ] [ Help ]

Figure 2. The window of partition or disk selection: selecting the primary
partition

Clicking OK button, will take you to the main window of Acronis DiskEditor pro-
gram and all its functionality.

The difference between selecting the entire disk or a partition only is the following: if

E you select the entire disk you will be able to view and edit data storage structures of
the entire disk — Partition table, File Allocation Table of all disk partitions, the root
folder, data area. If you select a partition only, you will be able to view and edit only
data storage structures of this partition — File Allocation Table, the root folder and
data area of the selected partition.
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2.2

Main window of the program

The main window shows numbers of disk and sector where internal program
cursor is positioned usually contains information and the work of various modes.

Below the main window of the program is the view as Partition table mode

(Figure 3).
& Acronis DiskEditor Deluxe; (disk 2, sectors 0 - 3335471)
Disk.  Edit Wiew Search Help
1 \ ¥ 3
VY9 RLEEEE P20
Western {Windows) v
i~
05 Selector checksum: |0oh | Valid: |00k -
035 Selector struckure size: |0 valid: |14
‘Windows NT setial number: |0BA7E960R
05 Selector serial number: |00h
Partition bype Boot  Begin Begin  Begin End E
cylinder  head sect  cylinder he
[ Enter  |lben |[FaTa2 ~|[] [o 1 1 so7 | [ez
05h | [Extended v|[] [so8 |o 1 826 | &
0oh | |Unused ~ ] |o 0 0 i i
0oh | [Unused v [ |o 0 0 0 0
Partition table signature (0AASSH): |0AASSH o
< N
Sector: 0 Pasition: 0 Wiew: Partition table

Figure 3. The main window in the view as Partition table mode

To make the information contained in this field sensible, the current sector is the
MBR or the extended Partition table.

You can move along fields within the limits of a sector with the help of the
mouse by selecting the necessary field or with the help of Up, DOWN, LEFT,
RIGHT keys. Switching to the previous or next sector is performed with the help

of PAGEUP and PAGEDOWN keys.
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The next figure shows the Partition table as a single dump (hexadecimal byte
values are on the left, and the corresponding characters are on the right; Figure
4).

‘LE Acronis DiskEditor Deluxe: (disk 2, sectors 0 - 3335471)

Disk  Edit Wiew Search Help
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D5 4F 74 E4 33 CO CD 13 EB B3 00 00 51 11 44 1s Sot&a3hi.e,....D.
56 33 F6 56 56 52 50 06 53 51 BE 10 00 56 BB F4 W3OVVRP.S(%..Vcd
50 52 BS 00 42 8k 56 24 CD 13 5L 53 8D &4 10 72 PR,.B3vii.Zx.d.r
04 40 75 01 42 80 C7 0z E2z F7 F8 S5E C3 EB 74 8D .@u.Beg.é+g*iét.:j

Sector: 0 Pasition: 0 Wiew: Hex

Figure 4. The main window in the view as Hex mode

The current editing position is shown by the cursor that can be either in the left,
or right part of the window. You can switch from one part to another with the
help of the mouse clicking the necessary position or with the help of TAB key.
The cursor can be moved with the help of the mouse as well by clicking the nec-
essary position on the scrollbar on the right window border, or with the help of
Up, DOWN, LEFT, RIGHT keys.

In this section of the Guide all examples of DiskEditor’'s main window view modes are
E given for demonstration purposes.

The main menu of Acronis DiskEditor contains the following items:

e Disk — allows you to open the window of a hard disk partition or to select
a hard disk for editing;

o Edit — allows you to operate with blocks of selected hard disk partitions;
also allows you to save contents of a disk sector after editing;

e View — allows you to select a view mode for more convenient presenta-
tion of data;

e Search - allows you to search a partition (or a hard disk) for any line (or
any sequence of characters) and go to a certain disk sector according to
its absolute offset;
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e Help - allows you to get help concerning the editor window or about the
program'’s developer and version.

Let us now examine the menu of the DiskEditor program in detail.
Disk menu

The disk editor features multiple windows: from Disk menu of DiskEditor (Figure
5) you can open several main windows, each of them showing various hard disk
sectors.

& acronis DiskEditor, D
Disk | Edit  View Sea
Properkies. .. y

Qpen... Ctrl-0
Close  Al-F4

Exit

gz co sk Do
Figure 5. Disk menu

You can switch between various Acronis DiskEditor windows with the help of the
mouse, clicking the necessary window, or consistently advancing windows with
the help of ALT+TAB key combination.

After Acronis DiskEditor starts you see a window of partition for hard disk selec-
tion (see above). Having selected a partition or a disk and having pressed OK
button, you are taken the main window of the program. Mouse-clicking Disk
menu and selecting the Open line will take you to the partition selection window
again. You may select another disk partition for working. After pressing OK but-
ton you will see one more main window that may display contents of the same
or another partition (Figure 6).
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Figure 6. Acronis DiskEditor as a multiwindow editor

It is possible to open the same partition in another window. That said, it is pos-
sible to work with several windows simultaneously, comparing and editing dis-
played information as needed.

Selecting Close item of Disk menu will result in the closure of the current
Acronis DiskEditor window, pressing ALT+F4 key combination leads to the same
result. Selecting Disk —> Exit menu line or pressing ESCAPE key leads to the
same result as well.

Selecting Properties item in Disk menu allows you to get access to the window
with main properties of the computer hard disk selected for working (or of se-
lected partition of the given disk; Figure 7).

Hard disk properties @

Standard l

System narme:

1 WPhysicalDrive 1

Model: QUANTUM FIREEALL_TM1 ASE,
Seckors per track: 63

Heads: [-C]

Cylinders: 328

Tatal size: 1,59 GE

Figure 7. The Hard Disk Properties window

The main hard disk properties displayed in this window are:
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e System name — disk’s system name,

¢ Model — hard disk model,

e Sectors per track — number of sectors per a track,
e Heads — number of heads,

e Cylinders — number of cylinders,

e Total size — hard disk capacity,

e Interface — interface type (ATA, SCSI),

e Controller — controller type.

Edit menu

Edit menu of DiskEditor's main window allows you to access the main opera-
tions with blocks of given hard disk sectors (Figure 8). You can edit hard disk
data directly in the fields of any view mode (see the View menu). You can op-
erate with data blocks using Edit menu in the view as Hex mode.

2% Acronis DiskEditor Deluxe; ]

Disk.  Edit | Wiew Search Help
) 9 ‘
Weste  Markblock  Chrl-B
i

B
= 4

[ write to Fie. .. f
| 3 Read Fram file...

“TUF Gk EO0 59 56 22
Figure 8. Edit menu

Any view mode allows you to select blocks with the help of the mouse by click-
ing and holding its left button, or with the help of the keyboard advancing the
window with SHIFT key pressed.
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Simply changing data in the hexadecimal or character area, in the view as Hex
mode of the main window or in any fields of other view modes, does not lead to
changes in the given disk sector. Having performed such changes, you will see
that the Save sector item (Figure 9) in Edit menu will become enabled as well
as the appropriate toolbar button.

& pcronis DiskEditor Deluxe: ]

Disk.  Edit | Wiew Search Help
Z’ 2) Undao k-2 2
'9) Undo gl -E
Weste  Markblock  Chrl-B
bsolute = e he
Qoo 1
0o010: ["I
O0zZ0:
0030 B Save sector Chrl-S
0040 . ;
write bo file. ..
o050 LQ =
ooen: e Read from fils, .
0070
Oos0: THE DI o0 EZ SF

Figure 9. Edit menu: Save sector operation

This feature allows you to save the results of your sector editing or to reject it.

If you have made changes in a hard disk sector and decided to exit the editor
without saving them, you will see a warning about saving your changes (Figure
10).

Disk  Edit ¥iew Search Help

VYL BHEE 2250

|Western (windows) w |

— -~

05 elector checksum: |D_Dh_\ Yalid: |00h 9

05 Selector struckure size: | Walid: 14 |

Windows NT serial rRAE LU
sl o] Sector 0 has been modified!

Do you wish ko save it?

Eeqin End E
sect  cylinder he

[ ies ] [ Hoi ] [ Cancel ]

[ Enter  Jlosh |[Extended v o o ][t | [ees ez
i et JOk b 1k 16 b
!E_D_E|Unused ¥ [ o | I_Djl |D__| D E
Partition table signature (04A455h): @| -
< | 5
Sector: 0 Position: 466 | Yiew: Partition table

Figure 10. Saving modified sector
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Write to file... and Read from file... menu items allows you to save the selected
block to a file or to read the block from a file and save it to a disk sector.

The selection of Write to file... item results in opening the Write to file win-
dow (Figure 11; the saved block should be preliminary selected). In this window
enter the file name and its path, or locate a file by clicking the BROWSE... but-
ton. The file size will be calculated automatically. To save a file click the OK but-
ton.

- [Bx]|

Ble name:  |CBLOCK. THT

Offset in file: D

Seckor; 0 Position: 511 | Yiew; Hex

Figure 11. The Write to file window
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To read a block from a file, and insert it into a disk sector, you must place the
cursor on the necessary sector byte and then select Read from file... menu
item. The selection of this menu item will result in opening the Read from file
window (Figure 12). In this window enter the file name and its path or locate a
file by clicking the BROWSE... button. To insert file contents to sector from the
current cursor position (or considering offset in the file) click the OK button.

Disk.  Edit Wiew Search Help

i [ 1 - 3
j % ] | |_-.._= Lé !3 7 -+ '—.\> l“)
| Western (Windows) V._
@ F L. |
38 2c : T 7 51.¢.c
Fle name:  |C:ABLOCK. TXT

EE 83 Lo - ZLoee 53, T
3C 00 Offset in file: |0 | LBonFy
96 8AY o, [512 | iy
S lNCY = y %3 UP
41 CD . oL, t
0B B4 ( oK J [ concel | [ e J R
04 00 <N

25 03 4E 02 CD 13 72 29 BE 56 07 81 3E FE 7D 55 3%.N.I.r)%v..>piu
AL 74 Si 83 EF 05 7F DA 85 F6 75 83 BE 2D 07 EB 2tZfi..0.oufk-.&
84 98 91 52 99 03 46 08 13 56 Oi ES 12 00 54 EB S"‘R™.F..V.e..Zg
D5 4F 74 E4 33 CO CD 13 EB BS 00 00 51 11 44 1s docashii.e.....D.
56 33 F6 56 56 52 50 06 53 51 BE 10 00 56 8E F4 V3ISVVRP.SON..Ved
50 52 BS OO0 42 84 56 24 CD 13 S5A 58 8D 64 10 72 PR,.BSvii.zi.d.r
04 40 75 01 42 80 C7 02 Ez F7 F8 SE C3 EB 74 60 .Gu.DEG.are*lec. o

Sector: 0 Pasition: 0 Wi Hex

Figure 12. The Read from file window

All main operations listed above — copying and inserting blocks, saving sectors,
writing to files and reading from them, as well as undoing last or all operations —
can be performed by clicking toolbar buttons (Figure 13).

Undo operation
Unda all aperations

f{—Copyblock
VHDLHREEA P L0

Insert bIockJ J L L Search next string
Save sector Search string

YWhite block to file Read block from file

Figure 13. Toolbar buttons for block operations
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View menu

Information in the Acronis DiskEditor window can be viewed and edited in sev-
eral different modes. You can select the appropriate view mode with the help of
View menu (Figure 14).

&% Acronis DiskEditor Deluxe: (disk 2, secto

Disk  Edit  Wiew | Search Help
v Hex F2
) K, v =
) m as Partition table F& |
Waskern (Win as FAT16 bootsector F7
as FAT32 booksector Al-F7
as FAT32 FS info seckar

g b
EF as MTFS bootsector B
35 as FAT Folder n o
EE ¢ v Toobar -
3C ' v Encoding E
96 i g

v Status line
3Ah — o

41 CIr 13 58 72 1o &1 FB 55 .

Figure 14. View menu

The editor offers 7 view modes:

e As Hex,

o As Partition table,

e As FAT16 bootsector,

¢ As FAT32 bootsector,

o As FAT32 FS info sector,
e As NTFS bootsector,

e As FAT folder.

With the help of this menu you can also remove or display separate elements of
the main window — toolbar, list of encodings, status line.

As discussed, in the hexadecimal mode the editing area is represented as a
single dump (hexadecimal byte values are shown on the left, and the appropri-
ate characters — on the right; Figure 15).

In the section 2.2 «Main window of the program» of this Guide, we have
described the way to advance sectors and sector bytes in the view as Hex mode.
Here we will discuss the view mode as the main operation mode of the
DiskEditor main window. This mode is universal, while other modes are suitable
for working though important disk structures. You can work only in this mode
with the data area that occupies the major part of a disk. If you are sure about
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the values of each record byte, for example of the Root folder, you can edit it
without the help of the view as Folder mode.

The figure below shows the elements of the main window and the representa-
tion of hard disk sector contents in the hexadecimal and ASCII formats (Figure
15). Note that the status line contains the absolute offset of the current disk
sector; the same offset (with cylinder, head and sector numbers) is shown in the
line dividing contents of adjacent sectors.

Cursar Encoding list Window title bar - Menu bar -Tool bar
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Figure 15. Elements of the main window in the view as Hex mode

The 3. «Selecting partitions (disks) for working» is entirely devoted to fea-
tures of main window view modes.

Search menu

Search menu allows you to search a hard disk for some line and to go to a disk
sector according to its absolute offset (Figure 16).

&2 Acronis DiskEditor Deluxe: {disk 2, sd

Disk  Edit  Wiew Search | Help

Z) ]&E) o' search... Ctrl-F
i

~

Western (Wwindows) P Goto... AlP

&)

g co sE
EF 1B D6 50 57 B9 E5 01

Figure 16. Search Menu
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Selecting Search item in the same menu will give you access to functions of
searching lines in the disk being edited. (You can do the same by pressing
CTRL+F key combination.) Search parameters can be set in the Search dialog
window (Figure 17).

Text |best
Hex! 74 65 73 74
Encoding: |‘Western {indows) '

i_ase sensitive

D Seatch at sector offset:

[ Ok ] [ Cancel ] [ Help ]

Figure 17. The Search dialog window

A search line can be set both as char, and numeric (hexadecimal) value. During
a search you can ignore letter case, as well as search for a given line at a given
offset inside the sector.

During search, disk data is interpreted according to the encoding selected. If you
selected a search mode without letter case matching, not only case but also
elements above characters will be ignored for Roman character sets.

After the search process is finished, the current position will be moved to where
a line was found, or will remain the same if no lines were found. You can search
for the next line from the current position by selecting Find next item in the
Search menu or by pressing F3 key.

You can go to the necessary sector according to its absolute offset by selecting
the Go to... line the Search menu (or by pressing ALT+P key combination).
Selecting this line opens the Go to... dialog window (Figure 18).

Go to sector @

Absolute sector (0 - 3335471): |4095
Cylinder {0 - 827 1
Head {0 - 631 1
Sector {1 - 63): 1

l oKl ] [ Cancel ] I Help ]

Figure 18. The Go to sector dialog window
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The transition is performed by entering absolute sector offset, or cylinder, head,
and sector numbers. The listed parameters are bound by this expression:

(CYL x HDS + HD) x SPT + SEC -1,

Where CYL, HD, SEC are numbers of cylinder, head, sector in the CHS co-
ordinates (Cylinder — Head — Sector); HDS is the number of heads per disk, SPT
is the number of heads per track.

You can return to sector from another one by selecting the Back item in the
Search menu (or by pressing CTRL+BACKSPACE key combination).

All operations listed above — searching for lines, going to sectors according to

their absolute offsets, returning to starting sectors — can be performed by click-
ing toolbar buttons (Figure 19).

Search string again Goto sectar

Search string ~\‘\ / /—Return back
1 y % 3

VYL RERGS 2> 0

Figure 19. Search line and Go to sector toolbar buttons

Help menu

Selecting Help menu item will give you help about each program window as
well as information about the program version and developer (Figure 20).

& Acronis DiskEditor, Deluxe: (disk 2, sectors

Disk  Edit Wiew Search Help

) Contents... F1
E) Q) 1 | [" about. .
Westarn (Wwindows) b

Figure 20. Help menu
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Toolbar

You can also access main functions of the program with the help of the toolbar
shown below (Figure 21).

Undo operation Guo to sector
Undo all operations Beturn back
f,-—Copy block [

1

Insert h|gckJ l— Search next string
Save Sector Search string
Wyrite block to file Read black fram file

Figure 21. Toolbar buttons

Some toolbar buttons may be disabled (such buttons are usually grayed-out).
You can access most buttons to perform operations on disk sectors.

Controlling the program with keys

You can access almost all main functions of the program (or menu items) with
the help of F1, F2,... F10 «hotkeys» and combinations like CTRL+0O, CTRL+F,
ALT+P, etc.

For example, the dialog window for searching partitions and/or hard disks for
lines is done by pressing CTRL+F key combination, going to sector according its
absolute offset — by ALT+P, switching between various main window view
modes is performed by pressing F2 (view as hex), F6 (view as Partition table ),
F7 (view as bootsector), and other keys.
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The main window of the program features a list of encodings available in
DiskEditor. This list is shown closed and dropped down below (Figure 22).

Western (Wwindows)

‘Western (Windows)

b

[

Greek (Windows)
Turkish (DO5)
Turkish {1507
Turkish (Windows)
15 (DOS)
Western (DO3)
Weskern (I50)

Weskern (Windows)
. [T

Figure 22. The closed and dropped down list of encodings

The list of encodings is intended for correct interpretation of hard disk sector
contents. Selecting the necessary encoding, you will be able to view sector con-
tents correctly. This is interpreted in the right part of program’s main window in

the hex mode.
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3.

3.1

Main window view modes

Selecting partitions (disks) for working

Work with Acronis DiskEditor program begins with the hard disk partition or en-
tire disk selection window (Figure 23). The selection is performed by clicking the
left mouse button on a rectangle representing a disk partition, or on a rectangle
representing the entire hard disk (with an icon). After clicking the bottom of a
rectangle it appears underlined red. If you clicked a hard disk rectangle then all
disk partitions and a disk will be underlined.

Acronis DiskEditor Deluxe: Open @

Choose a disk or partition:
[ 1L 1L 1L 111 ]

=1 1 5 6 7 Unallocated
27,96 GE |3 an7 GB ... ||5,86 GE Oxb(F... ||5,86GE Oxb(F... [|5.86GE D«b(F... 6,465 GB

[ ]

=2 Unallocated
1,59 GB 1,59 GB

[ O ] [ Cancel ] [ Help ]

Figure 23. The partition (hard disk) selection window

Having selected a disk partition (or a disk), click OK button to continue. You will
see program’s main window. (To exit the program click CANCEL button.)

The top part of this window features information about Acronis OS Selector pro-
gram, the bottom part actually features information about the Partition table.

The Acronis OS Selector is a boot manager/partitioner developed by Acronis. The Ac-

ronis OS Selector allows you to install many operating systems on a hard disk (up to
100!), and to select systems at boot-up. These specific disk editor fields will not be
described here.

A hard disk of 1.79 Gb capacity is used as an example of how DiskEditor displays
information. All disk partitions were removed and the disk was completely
cleared of any information with the help of Acronis ProofEraser which zeroed all
hard disk sector bytes. This is done to demonstrate how data storage structures
are created on a hard disk by standard means -- for example MS Windows (or
MS DOS) operating system using FDISK and/or the FORMAT utility.
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3.2 Master Boot Record (MBR)

The main window of the program in the view as Partition table mode is shown
below. As you can see the disk is empty and contains no partitions (Figure 24 —
Figure 25).
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Figure 24. DiskEditor main window in the view as Partition table mode
(part 1)

& Acronis DiskEditor Deluxe; (disk 2, sectors 0 - 3335471)

Disk.  Edit Wiew Search Help
E’ % | [ﬁ| E‘ Lé] Ii 7 e _.\> o
|Western (Windows) v |
z
id:
|
on bype Boot Begin  Begin  Begin End End End Relative Mumber of
cylinder  head sect  cylnder head  sect sectors sectors
0k o Jl Jp Jo Jo b Jo |
viOpb Jo Jl Jp Jbo Jo Jo Jo |
viOb Jb Jho Jp Jo Jo Job  Jo |
viOp o Jpo Jpb Jo Jo b Jo ]
1 >
¢ -
Sector: 0 Pasition: 0 Wiew: Partition table

Figure 25. DiskEditor main window in the view as Partition table mode
(part 2)

On the screens above you can see that all fields for displaying information about
disk partitions are empty and contain only zeroes. No hard disk sectors are allo-
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cated for partitions (Figure 23) and hard disk space is completely free (Unallo-
cated).

As a hard disk can contain only 4 primary partitions, 4 lines on the screen are al-
located for information about partitions. A hard disk partition is characterized by
the following parameters:

e Type, for example FAT16/32, NTFS, etc.,

e Boot patch flag — whether partition is bootable or not,
e Begin partition cylinder,

¢ Begin partition head,

¢ Begin partition sector,

e End partition cylinder,

e End partition head,

e End partition sector,

e Number of hard disk sectors allocated for partition.

Hard disk partitions are described in the Partition table in two ways simultane-
ously: (1) in CHS co-ordinates (Cylinder — Head — Sector; limited and obsolete
variant) — coordinates of initial and end partition sectors, and (2) partition head-
ing and its length in sectors.

Each record of the Partition table contains a partition boot patch flag indicating
to the main loader what partition to boot. The boot patch flag can be assigned
to one partition only.

At the lowest (byte) level MBR structure containing the master boot record and
the Partition table can be described as follows:

o Bytes 000h — 1BDh — load code of active partition’s bootsector,

e Bytes 1BEh — 1CDh, 1CEh — 1DDh, 1DEh — 1EDh, 1EEh — 1FDh — partition
records,

o Bytes 1FEh — 1FF — Partition Table signature equal to AA55h.
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Creating primary partition

Using the FDISK utility supplied with your Windows operating system (enabling
large disks support), we will create the Primary partition at a 0.97 Gb capacity
(or 1000 Mb) on the selected hard disk. This will be reflected immediately in the
partition selection window (Figure 26).

Acronis DiskEditor Deluxe: Open E]

Choose a disk or partition:

i 1 1 1 1 ]
=1 f [5 3 [7 Unallocated
27,96 GE |3 an7 GB ... ||5,86 GE Oxb(F... ||5,86GE Oxb(F... [|5.86GE D«b(F... 6,465 GB

[ |
=2 Unallacated
LS9GE  in,077 GB Oxb (FAT3Z) 0,613 GB
[ O ] [ Cancel ] [ Help ]

Figure 26. The partition selection window with the primary partition
created

To see changes in the Partition table contents, select the hard disk with the
newly created partition for viewing. If we select the created partition for work-
ing, the Partition table will be unavailable for viewing. The Partition table con-
tains information about the entire hard disk. If you select a disk partition for
working, DiskEditor will allow you to browse only the space allocated for that
partition, and accordingly, to look at its information only.

The creation of a hard disk primary partition will immediately update the Parti-
tion table (Figure 27 — Figure 28).

3 : Main window view modes



& Acronis DiskEditor, Deluxe: (disk 2, sectors 0 - 3335471)

A>0

Disk  Edit Wiew Search Help

E’% |[—‘IE|LQI$/

|Western (Wwindows) b |
05 Selectar checksum: Walid: 2
03 Selector struckure size: ICI Walid:
‘Windows NT setial number:
035 Selector serial number: 0ok
Partition type Boot Begn  Begn  Begn  End  E
cylinder  head sect  cylinder he
Eier | [06h | [FaT32 O Ji ] ls=
[00h | [urused OO b Jh Jhb Jo
looh | funused 2 N N I O O
|Unusad v||:| |D |E| EI E”E
Partition table signature (DAASSH): =
< 3
Sectar: 0 Position: 0 |Wiew: Partition table

Figure 27. View as Partition table mode: information about the primary

partition
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Figure 28. View as Partition table mode: information about the primary

partition (continued)

Creating 1000 Mb primary partition on the disk results in filling the 1% line of the
can see partition parameters on the figure. Partition contains
2048193 sectors total and is of FAT32 type (or 0Bh in hex).

Partition table. You

Please note that ENTER button to the left of Partition type field is enabled;
clicking it you can quickly proceed to partition specified by the Partition table re-

cord.
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You must be extremely careful when changing partition parameters. One can easily

completely destroy information stored on the disk. The best way to master DiskEditor
capabilities is with an old disk, without important information, that can be used for
creating and destroying partitions, formatting and performing any experiments. Please
do not experiment with your work disk!

To work with a hard disk you must know where and what data is stored on it. As
a complete disk editing program, DiskEditor allows you to create a complete par-
tition on a disk without the use of the FDISK utility (or any other utilities).
DiskEditor is also capable of much more: while the FDISK utility allows you to
create only FAT16/32 partitions, DiskEditor allows you to create partitions for
almost any types known. Look closely at the Partition type drop-down list
(Figure 29).
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Figure 29. The list of partition types supported by Acronis DiskEditor

This list also contains a substantial group of partition types, that may seem ex-
otic to some users.

Formatting a partition

We now use the FORMAT uitility, also supplied with Windows operating system,
to format the created primary partition with /s option that allows to transfer
system files to partition:

FORMAT C: /S

(The disk can have another letter assigned, for example, D:.)
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Formatting a partition with the FORMAT utility results in the creation of partition
bootsector contents.

The following modes allow you to view a bootsector: as FAT16 bootsector, as
FAT32 bootsector, and as NTFS bootsector. You should keep in mind that simple
selection of a view mode does not automatically result in positioning DiskEditor
to a partition bootsector. You have to do it manually. For this purpose you can
use Search —> Go To... menu while working with the entire hard disk and en-
ter the sector offset from the Partition table into Absolute sector field in the
dialog window.

Or to use Disk — > Open menu to select a partition in the Open dialog window (a
partition, not a disk) which bootsector you need. In this case DiskEditor will position
on the 1% sector of that partition — its bootsector.

If you are in the view as Partition table mode, you can find a bootsector of any
partition simply clicking ENTER button to the left of partition record.

Keeping in mind that all hard disk sectors have been zeroed with the help of
program Acronis ProofEraser, if you want to look at a hard disk partition boot-
sector in the view as FAT32 bootsector mode before this partition is formatted,
you would, see some random data without any relation to actual partition char-
acteristics.

Let us assume you positioned DiskEditor on a partition bootsector and selected the
view as FAT32 bootsector mode. In this case you will see a picture similar to that
shown below (Figure 30; actual data entirely depends on your hard disk).

‘LE Acronis DiskEditor Deluxe: (disk 2, sectors 0 - 3335471)
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Figure 30. The main window in the view as bootsector mode
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The main window in the view as bootsector mode has many fields. Not all fields
are of equal importance: file systems are created and developed, grow old, or
become obsolete. Therefore some fields used earlier may become obsolete in
the future. The most important fields are:

OEM ID - the line formed at partition formatting;
Sector size — sector size in bytes;
Sector per cluster — the number of sectors per cluster;

Reserved sectors — the number of sectors occupied by the loader and re-
served;

FAT copies — the number of FAT copies; theoretically a disk can contain up
to 4 FAT copies, but usually there are 2;

Root folder item, Total sectors, FAT16 size — fields used by FAT16 file sys-
tem;

Media ID — Media (disk) identifier;
Sectors per track — the number of sectors per track;
Number of heads — the number of heads;

Big total sectors — the number of disk sectors available to partition file sys-
tem (for partitions > 32 Mb);

FAT size — the size of File Allocation Table in disk sectors;

Active FAT — four low bits of this field contain the number of active FAT
copy used for reading and writing if copy duplication is switched off;

File System Version — always 0 for FAT32;

First Cluster of Root — the first cluster of the root folder (FAT32 stores the
root folder as all other folders and files; FAT16 used a special disk area for

it);

FAT32 FS Info sector — the relative number of information sectors of
FAT32 file system;

Backup sector — the sector containing a copy of bootsector;
Hard Drive — disk’s BIOS number;

Extension signature — the signature of extended bootsector;
Serial number — volume serial number (set at formatting);
Volume label — a char ling;

File system name — file system char identifier (FAT32);
Bootsector signature — a bootsector signature.
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3.5

Some bootsector fields are reserved for further use.

In the above section 3.2 «Master Boot Record (MBR)» we have described
this structure containing, in particular, primary loader program. A hard disk par-
tition also begins with the sector containing the operating system loader pro-
gram. Primary loader and partition loader are bound as follows: the purpose of
primary loader is to locate the first (boot) sector of active partition, to load its
code to memory, and to pass controls to it. Further actions concerning operating
system loading are performed by the active partition loader.

To view instructions contained in the primary loader (partition loader) code, you can

use DEBUG utility supplied both with DOS and Windows. DEBUG allows to read any
disk sector and disassemble its code, i.e. to translate the machine code to assembler
language. Your understanding of these instructions will depend on your knowledge of
assembler language.

You can navigate fields within the limits of a sector with the help of the mouse
by simply clicking the necessary field, or with the help of Up, DOWN, LEFT,
RIGHT keys. You can switch to previous or next sector with the help of PAGEUP
and PAGEDOWN keys.

Creating a logical partition

Creation of logical partition results in filling the second line of the Partition table
(Figure 31).
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Figure 31. DiskEditor main window in the view as Partition table mode
with the created logical partition
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The partition is marked Extended LBA or OFh in hex. Externally it is characterized
by the same parameters, as the Primary disk partition, but its organization and
purpose differ. The primary partition contains a single logical disk. Extended
DOS/Windows partition allows you to organize any number of logical disks.

Again, this User’s Guide describes DiskEditor capabilities used on a FAT32 file system.

The first sector of the Extended partition is similar to the first sector of the Pri-
mary hard disk partition or MBR, but unlike the latter it does not include loaders
and contains the Extended Partition Record, or EPR.

The Primary partition loader loads the operating system located on this disk (if
any). However, it is impossible to load Windows 9x/Me from a logical disk of the
Extended partition without special set-up (see: section B.3 «Primary and Logical
Partitions»).

The first record of the Extended Partition Record specifies the first logical disk of
the partition.

If the first logical disk does not occupy an entire extended partition, the second
EPR record specifies position of sector with the next Extended Partition Record.
Third and fourth EPRs are not used.

While MBR Partition table (of a physical disk) can address to 4 partitions at once,
the Extended Partition Record addresses to a chain of partitions that ends with a
partition, which the second record of EPR does not address.

Please note that the Extended Partition Record addresses not from the beginning of a
physical hard disk (MBR sector), but from the beginning of the Extended partition (EPR
sector).

The chain of extended records is continuous and non-branching. From the angle
of a physical disk, all logical disks are located in the area described in the Parti-
tion table as the Extended partition.

Each logical disk from the Extended partition has the same structure as the Pri-

mary disk partition: it begins with a bootsector (but the logical disk loader is
never used), and has the Partition table (Extended).

File Allocation Table (FAT) and Root folder (Root)

The structure of a partition with the FAT file system was described above. A par-
tition begins with a bootsector containing a loader and a table describing file
system parameters.
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Bootsector is followed by one or several File Allocation Tables (FAT), the Root
folder, and the Data area divided into clusters and used for storing folders and
files. (There may be a number of reserved sectors between a bootsector and the
first FAT copy.)

A file as a chain of clusters

As above (see 1.1.1 «Files, folders, file systems>»), a file on a disk is stored
as a chain of clusters. A cluster consists of one or more sectors, the number of
sectors per cluster depends on partition size and equals a degree of 2 (1, 2, 4,
8, 16, etc.). Each cluster has its number with numeration beginning with 2.

The File Allocation Table (FAT) describes the order of folders and files in clus-
ters. Each cluster corresponds to a FAT element (a table cell).

FAT elements can indicate of the following values:

o 0 —free cluster,

e 2 —the number of the next element in a cluster chain (OFEFh — for FAT12,
OFFEFh — for FAT16, OFFFFFEFh — for FAT32),

e OFFFOh — OFFF6h — reserved values,
¢ OFFF7h — bad cluster,
o FFF8h — FFFFh — last cluster in a chain.

To read a file it is necessary to find its record in a folder by its hame and to
read the number of the 1% file cluster. The first cluster represents the beginning
of a file. Then it is necessary to read a FAT element corresponding to the first
cluster of a file. If this element contains a «last in chain» label, there’s no need
to continue searching: this file is simply located in a single cluster. If a cluster is
not the last, it contains the number of the next cluster. Contents of the next
cluster should be read after the first. When the last cluster in a chain is found, it
is necessary to cut off the remaining bytes of the cluster if this file does not oc-
cupy all of it. Extra bytes are cut off according to the file length stored in the
folder record.

To write a file, the operating system has to execute the following sequence of
actions: create a file description in a free folder element, search for a free FAT
element, and place the reference to it to a folder record; fill the first cluster de-
scribed by the FAT element found; and place the number of the next cluster or
an attribute of the last cluster in a chain to this FAT element.

The operating system operates in this way to add next clusters to chains accord-

ing to the increasing number. It's clear that consistently located clusters can be
addressed much faster than if they were randomly spread along the disk. Clus-
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ters that are already occupied or clusters marked in FAT as defective are left
out.

File deletion (from a Recycle bin that appeared in Windows 95) declares all file
clusters free (along with zeroing of corresponding FAT elements) and replacing
the first symbol of file name in the folder record by OE5h value. Operating sys-
tem ignores such elements during a usual folder search.

A folder in DiskEditor main window

Let us now create a very simple file on the logical partition of our hard disk. It
can be done with the help of Windows Notebook application. Name this file
test.txt, fill it with a single word «test», and save it the partition root folder.

Now run DiskEditor and mouse-click the logical disk partition in the partition se-
lection window (Figure 32).

Acronis DiskEditor Deluxe: Open E]
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Figure 32. Selecting the logical partition for working

DiskEditor will automatically position on the bootsector of this partition and the
main window will open in the view as FAT32 bootsector mode by default.

A bootsector of the logical partition is the sector with 2048319 absolute offset
(your values may be different). The File Allocation Table of the logical partition
has is 1255 sectors long. 32 sectors are reserved so, 2048319 + 2 * 1255 + 32
= 2050861, i.e. the root folder is, most likely, located at sector 2050861.
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Select Go to sector... item in the Search menu (or press ALT+P) key combi-
nation) and in the Absolute sector field of the Go to sector... dialog window

enter 2050861 (Figure 33) and click OK button.
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Figure 33.Transition to the root folder of the logical disk

DiskEditor will position on the root folder area. Switch the main window to the

view as FAT folder mode as shown below (Figure 34).
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Figure 34. The root folder area of the logical disk: the main window in the

view as FAT folder mode
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Files with short names

As discussed, a file name and other attributes are registered in a folder record.

A folder record has the following structure, or main bytes of a folder record indi-
cate the following values:

Offset Length Purpose

bytes bytes

0 8 File name up to 8 symbols.

8 3 File extension (type) up to 3 symbols.
0Bh 1 File Attributes:

Bit 0 — Read-Only (can't update or delete);
Bit 1 — Hidden (H), hidden file;
Bit 2 — System (Sys), system file;
Bit 3 — Volume label;
Bit 4 — folder attribute (Directory Entry);
Bit 5 — Archive (A), file was not archived.
0Ch-15h 10 Reserved.
16h 2 Last changed (created) time:
Bit 0-4 — pairs of seconds (0-29),
Bit 5-10 — minutes (0-59),
Bit 11-15 — hours (0-23).
18h 2 Last changed (created) date:
Bit 0-4 — day (0-31),
Bit 5-8 — month (1-12),
Bit 9-15 — year from 1980 ( 0-119).
1Ah 2 Primary cluster number.
1C 4 File size in bytes.
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The figure above shows values already interpreted by the DiskEditor program,
these fields have the following values:

Name File name.
Ext/Prefix File name extension or a number of a long name fragment.

A D VS HR Represent Archive, Directory Entry Volume Label, System,
Hidden, Read-Only file attributes.

Size/Crc Valid File size or a long name checksum.
Cluster Number of the first file cluster.
Time File creation time.

Create date File creation date.

Reserved Reserved field.

Root folders in FAT16 file system have fixed sizes, locations, and contained limited
number of elements. FAT32 represents root folders like usual (sub) folders by a cluster
chain of any length. The number of entries in it — files and subfolders — is unlimited.
The number of folder entries is unlimited as well, though it's indirectly limited by the
maximum file (folder) name length counted off from the root folder.

Files with long names

Everything described above represents the classic way of describing files with
names in «8.3» format in FAT folder. But all Windows version after Windows 95,
support long file names (up to 255 chars), allowing almost any chars in Unicode
encoding. This is handled by simply allocating not one, but several adjacent 32-
byte elements for each file in a folder. The nhumber of elements used for a long
name depends on its length. The first several elements contain a long name, fol-
lowed by a usual element, with the structure provided for a short name contain-
ing an uppercase file name. Elements with parts in this long name are numbered
one after another. The 01h element is located just before the element with a
short name. If one element with a long name fragment is insufficient, another
02h element is used, etc. The number of the last element is increased by 40h. If
a long name takes one element, its number will be 41h.

A folder record with a fragment of a long name has the following structure:

Offset, Length, Purpose

bytes bytes

0 1 Element’s number.

1 10 Name (or its fragment).
0Bh 1 File attributes (always OFh).
0Ch 1 Reserved.
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0Dh 1 Check code (calculated from short name).
OEh 12 Name (continued).

1A 2 Number of the first cluster (0)

1Ch 4 Name (continued).

The above scheme can be viewed in Acronis DiskEditor program in the view as
FAT folder mode. As you can see above, test.txt corresponds to two folder ele-
ments. The lower line indicating Short Name value in the drop-down list on the
left and the uppercase name (TEST.TXT), and the upper one indicating Long Name
value in the list and 041h in the Ext/Prefix field indicating that a file’s long name
took one additional folder record.

Folders and subfolders

Section 3.6 «File Allocation Table (FAT) and Root folder (Root)» de-
scribed structure of the root folder in FAT32 file system that contains file infor-
mation: names, attributes, and some other.

A root folder may contain records corresponding to subfolders. A root folder
together with subfolders form the folder tree of the file system.

FAT represents a subfolder similar to a file described by a parent folder record,
and consists of a set of the same folder elements as a root folder.

The very first element of a subfolder is a self-reference under «.» pseudo-
nym. This reference provides the number of the first cluster of the given
folder. It is followed by an element referring to the parent folder under «..»
pseudonym. This reference allows to find the beginning of the parent folder.
At that cluster, with zero number, is specified the root folder.
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Conclusion

Acronis DiskEditor is a professional-grade program, that allows you to access all
data storage structures on your computer’s hard disk — Partition table, bootsec-
tors, and File Allocation Tables of partitions, folders and data areas (files).

This User’s Guide outlines Acronis DiskEditor’s representation of data storage
structures and contains a description of the program’s main interface elements.
All menus, toolbar buttons, dialog windows and control elements were de-
scribed. Capabilities of DiskEditor were described on the example of FAT32 file
system.

DiskEditor has special patterns for each hard disk structure — main window view
modes that allow you to correctly interpret not only separate bytes of hard disk
partitions, but in many cases even separate bits, facilitating work in these struc-
tures.

All fields of the DiskEditor program were shown with byte structure within hard disk
partitions — all details of DiskEditor were examined.

Sound knowledge of disk data storage features is necessary for effective work
with the program. User error can cause structure of partitions, folders, and files
to be scrambled leading to a condition that the operating system or applications
will stop loading, or programs will stop working with files created with them.

However, it is impossible to describe all features of file systems in just one
User’s Guide. Therefore many subjects have been omitted, such as the obsolete
but still used FAT12 and FAT16 file systems, as well as much more complex
NTFS file system.

The potential application range of DiskEditor is correction of file structure imper-
fections: bootsector recovery, location of lost clusters and cross-linked cluster
chains, folder structure defects and fighting computer viruses.

The most important thing is to master Acronis DiskEditor capabilities and file
system organization details. You will then be able to deal with any imperfections
in your hard disk’s operation and restore them to a usable state should they be-
come corrupted.
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The Appendices below provide you with extra information on the hard disk or-
ganization, how information is stored on disks, how disks should be installed in
the computer and plugged into motherboard, configuring disks with BIOS, parti-
tions, file systems, and how operating systems interact with disks.

Hard Disk Organization

All hard disks, or hard disk drives, have basically the same structure, however
diverse they are in size. Inside the case there are several disks with magnetic
coating set on a single axis (spindle). A special motor provides the necessary ro-
tation speed to the spindle, e.g. 5400 rpm, 7200 rpm, or 10000 rpm.

Information on disks resides on concentric tracks. Each track has its num-
ber. The outermost track is number 0, and the numbers grow inwards.

Each of the tracks is divided into sectors that contain minimal information
blocks that can be written to disk or read from it. Sectors also have numbers. On
every disk there is a marker that indicates the beginning of sector enumeration.
The sector that is the closest to this marker is number 1.

Usually sector size is 571 bytes. At the beginning of a sector there is a header
(prefix portion) that marks the beginning of the sector and its nhumber. At the
end of a sector, in the suffix portion, there is the checksum that is used to check
data integrity. Data area between the prefix and suffix portions is 512 bytes
large.

Both upper and lower sides of each disk on the spindle are used to store data.
All tracks that have the same number on all the surfaces of all disks comprise a
cylinder. For each work surface of a disk in the drive there is a head that en-
ables reading and writing data to/from the disk. Heads are assembled into a
block and are enumerated, starting with 0.

To perform an elementary read or write operation the head block must be posi-
tioned at the necessary cylinder. When the necessary sector (with the necessary
number in the service area) of the rotating disks approaches the head, data is ex-
changed between the head and the electronic board of the drive.
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Sector structure of a hard disk is created via low-level formatting during
which each of the tracks of the disk is marked up.

Modern disk drives usually contain relatively few magnetic disks (1-2) to make
the head block lighter and speed up access to sectors (a drive like this has 2-4
heads respectively).

There can be up to several tens of thousands of cylinders per disk. The higher
the write density on the disk, the more cylinders can be created on it and the
larger the capacity of the disk.

This design has many technical implementation peculiarities, but we will not dis-
cussing those here.

Installing Hard Disks on Computers

Installing a Hard Disk. General Scheme

To install a new IDE hard disk you should do the following — we will assume
you have powered OFF your PC before you begin!

1. Configure the new hard disk as Slave by properly installing jumpers on the
board of its controller.

2. Open your computer and insert the new hard disk into a 3.5” or 5.25” slot
with special holders. Fasten the disk with screws.

3. Plug power cable into the hard disk (4-threaded: two black, yellow, and red;
there is only one way you can plug in this cable).

4. Plug the 40- or 80-thread flat data cable into sockets on the hard disk and on
the motherboard (plugging rules are described below).

5. Turn your computer on and enter BIOS setup by pressing the keys that are dis-
played on the screen while the computer is booting.

6. Configure the installed hard disk by setting the parameters Type, Cylinder,
Heads, Sectors, and Mode (or Translation Mode; these parameters are
written on the hard disk case) or by using the IDE Autodetection BIOS utility to
configure the disk automatically.

7. Set the boot sequence to A:; C:; CD-ROM or some other, depending on
where your copy of MigrateEasy is located. If you have a boot diskette, set
the diskette to be first; if it is on a CD, make the boot sequence start with
CD-ROM.

8. Quit BIOS setup and save changes. MigrateEasy will automatically start after
reboot.
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9. Use MigrateEasy to configure hard disks by answering the Wizard’s questions.

10. After finishing the work, turn off the computer, set the jumper on the disk to
the Master position if you want to make the disk bootable (or leave it in Slave
position if the disk is installed as additional data storage).

Mounting Hard Disks in Cases

In most mini-tower PC cases hard disks are mounted in special slots and are fas-
tened with screws.

Size of slots (their width) is defined by the size of hard disks (and other drives
that can be mounted). Physical sizes of hard disks are standardized by their
form factor. There are only a few standard form factors. For example, hard disks
with form factor 3.5” are 41.6 x 101 x 146 mm large. Almost all desktop PCs are
designed for hard disks with 3.5” form factor.

If there is no slot for a 3.5” hard disk in the case, it can be installed in a 5.25”
slot with help of special holders.

Hard disks are secured in the slot by screws. Usually hard disks are mounted
horizontally so that the electronic board faces down, but sometimes there are
slots where hard disks can be mounted vertically inside the PC.

Motherboard Sockets. IDE Cable. Power Cable

There are two slots on the motherboard the hard disks can be connected to:
Primary IDE and Secondary IDE.

Hard disks with IDE (Integrated Drive Electronics) interface are connected to the
motherboard via a 40- or 80-thread flat marked cable: one of the threads of the
cable is red.

Two IDE hard disks can be connected to each of the sockets, i.e. there can be
up to 4 hard disks of this type installed in the PC. (There are three plugs on
each IDE cable: 2 for hard disks and 1 for the motherboard socket.)

IDE cable plugs are usually designed so that there is only one way to connect
them to the sockets.

Usually one of the pinholes is filled on the cable plug, and one of the pins facing

the filled hole is removed from the motherboard socket, so it becomes impossi-
ble to plug the cable in the wrong way.
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In other cases there is a jut on the plug on the cable, and an indentation in the
socket of the hard disk and of the motherboard. This also ensures that there is a
single way to connect the hard disk and the motherboard.

In past eras this design of plugs did not exist, so there was an empirical rule:
IDE cable is connected to the hard disk socket so that the marked thread was
the closest to the power cable, i.e. the marked thread connected to pin #1 of
the socket. Similar rule was used for connecting cables with the motherboard.

Incorrect connection of the cable with either the hard disk or the motherboard
does not necessarily damage the electronics of the disk or the motherboard. The
hard disk is simply not detected or initialized by BIOS. However, it is better to
connect the IDE cable according to the rules.

There existed some models of hard disks, especially the older ones, for which incorrect con-
nection damaged the electronics of the drive.

Here we will notattempt to describe in detail all the existing types of hard disks. Currently the
most widespread hard disks are those with IDE or SCSI interfaces. Unlike IDE hard disks,
there can be from 6 to 14 SCSI hard disks installed in your PC, however you need a special
SCSI controller to connect them. SCSI hard disks are not usually used in personal computers
(workstations), but are found mostly in servers.

Aside from an IDE cable, a 4-thread power cable is to be connected to the hard
disks. There is only one way to plug in this cable, so there cannot be any mis-
take.

Installation Modes. Jumpers

A hard disk can be installed in a computer as Master or as Slave. The mode of
hard disk installation is defined by the position of special connectors (called
jumpers) on the hard disk.

The jumpers are either located on the electronic board of the hard disk or are
taken out to a special socket that provides for connection of the hard disk and
the motherboard.

Jumpers are usually marked. On the case of the hard disk there is usually a sticker
that explains the markings. Typical markings are DS, SP, CS, and PK.

Each jumper position corresponds to one hard disk(s) installation mode, e.g.:

e DS - Master/Factory default;
e SP - Slave (or No Jumper Required);

e CS — Cable Select for Master/Slave: the purpose of the hard disk is
determined by its physical position with respect to the motherboard;
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e PK - Jumper Parking Position: the position where one can put the
jumper if it is not necessary in the existing configuration.

The hard disk with the jumper in Master position is treated by the basic in-
put/output system (BIOS) as bootable.

The jumpers on hard disks that are connected to the same cable can be in the
Cable Select for Master/Slave position. In this case BIOS will deem as «Mas-
ter» the disk that is connected to the IDE cable closer to the motherboard than
the other one.

Unfortunately, hard disk markings were never standardized. You can easily find out that mark-
ings on your hard disk differ from the ones described above. Moreover, for the old types of
hard disks their purpose could be defined by two jumpers instead of one. You should study
the markings carefully before installing your hard disk in the computer.

It is not enough to physically connect the hard disk to the motherboard and set
the jumpers properly for the hard disk to function — hard disks have to be prop-
erly configured with the motherboard BIOS.

BIOS

Many times you have seen what happens on the screen of your computer when
you turn it on. Before you see the well-known splash screen of your operating
system, you see a large humber of short text messages.

These messages are from the POST (Power-On Self Test) program that belongs
to BIOS and is executed by the processor.

BIOS, or the Base Input/Output System, is a program that resides in the perma-
nent memory chip (ROM or Flash BIOS) on the motherboard of your computer
and is its key element. The version of BIOS that you use «knows» all the peculi-
arities of all the components of the motherboard: processor, memory, integrated
devices. BIOS versions are provided by the manufacturers of motherboards.

Main BIOS functions are:

e testing (POST sequence) of the processor, memory, and input/output de-
vices;

e initial configuring of all software-manageable parts of the motherboard;
e initialization of operating system (OS) booting process.

Among numerous components of the computer, initial configuring is necessary
for external memory subsystem that control hard disk drives, floppy disk drives,
CD-ROM drives, DVDs, and others.
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Setup Utility

BIOS has a built-in Setup utility for initial computer configuring. To enter the
Setup utility you have to press a certain combination of keys (DEL,
CTRL+ALT+ESC, Ctrl+Esc, or some other, depending on your BIOS) during the
POST sequence that starts right after you turn your computer on. Usually the
message with the required combination of keys is displayed during the startup
testing. Pressing this combination of keys takes you to the menu of the Setup
utility that is included in your BIOS.

The menu can differ in appearance and sets of items and their names, depend-
ing on the BIOS manufacturer. The most widely known BIOS manufacturers for
PC motherboards are Award/Phoenix and AMI companies. Moreover, while items
in the standard Setup menu are mostly the same for various BIOSes, items of
the extended Setup heavily depend on computer and BIOS version.

Below we describe the general principles of initial hard disk configuring, and
then configuring (sample) in AwardBIOS.

Large PC manufacturers, like Compaqg, Dell, and Hewlett-Packard, produce motherboards
themselves, and develop their own original BIOS versions. If your PC is of this kind, you have
to refer to the documentation that came with your computer for instructions on proper BIOS
configuring.

Acronis DiskEditor 65



A.3.2 Standard CMOS Setup Menu

Parameters in the Standard CMOS Setup menu usually define the geometry of
hard disk. The following parameters (and values) are available for each hard
disk installed in your PC:

Parameter | Value Purpose

Type 1-47, Not Type 0 or Not Installed is used when
Installed, there is no hard disk installed (to un-
Auto install it). Type 47 is reserved for

user-defined parameters or for pa-
rameters detected by the IDE
Autodetection utility.

Auto value allows for automatic detec-
tion of IDE disk parameters during the
boot sequence.

Cylinder (Cyl) |1-65535 The number of cylinders on a hard
disk. For IDE disks a logical number of
cylinders is specified.

Heads (Hd) 1-16 The number of heads on a hard disk.
For IDE disks a logical number of
heads is specified.

Sectors (Sec) |1-63 The number of sectors per track of a
hard disk. For IDE disks a logical
number of sectors is specified.

Size (Capacity) | MBytes The capacity of the disk in mega-
bytes. It is calculated according to the
following formula:

Size=(Cyl x Hds x Sct x 512) / 1024 /

1024.
Mode (Transla- | Normal/ Method of translation of sector ad-
tion Method) LBA/ dresses.

Large/Auto
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For example, to demonstrate main features of MigrateEasy we used a Quantum
Fireball TM1700A hard disk as one of the disks. Its parameters have the follow-
ing values:

Parameter Value

Type Auto

Cylinder (Cyl) 827

Heads (Hd) 64

Sectors (Sec) 63

Mode Auto

CHS 1707 MB
Maximum LBA Capacity 1707 MB

In BIOS setup you can set the Type parameter to User Type HDD (user-defined
type). In this case you have to additionally specify the value of the Translation
Method parameter, which can be Auto/Normal/LBA/Large.

Translation Method is the method that is used to translate sector addresses. This parameter
appeared because in BIOS versions there were limitations to the maximum address capacity of
disks, which is 504 MB (1024 cylinders x 16 heads x 63 sectors x 512 bytes). There are two
ways to bypass this limitation: (1) switch from physical to logical sector addresses (LBA),
(2) use mathematics to reduce the number of addressed sectors (cylinders) and increasing the
number of heads; this way is called Large Disk (Large). The simplest decision is to set the
value of this parameter to Auto.

If there are several hard disks connected to your motherboard, but you do not
want to use some of them at the moment, you have to set the Type of these
disks to Not Installed.

Parameters of hard disks can be set manually with help of information provided
by the hard disk manufacturer on its case, but it is easier to use the IDE
Autodetection utility that is usually included in modern BIOS versions.

IDE Autodetection utility is sometimes a separate BIOS menu item, and some-
times is included into the Standart CMOS Setup menu.

Please note that in Appendix A. «General Information. Hard Disks» we have described the
general details of physical hard disk structure. Built-in IDE hard disk controls mask the physi-
cal disk structure. As a result, the BIOS of the motherboard «sees» logical cylinders, heads,
and sectors. We are not going to elaborate on this issue here, but knowing about this fact can
sometimes be useful.

Acronis DiskEditor 67



A.3.3 Arranging Boot Sequence. Advanced CMOS Setup Menu

68

Aside from Standard CMOS Setup, BIOS menu usually has an Advanced CMOS
Setup item. Here you can adjust the boot sequence: C:; A:; CD-ROM:.

Please note that boot sequence management differs for various BIOS versions, e.g. for AMI
BIOS, AWARD BIOS, and brand-name hardware manufacturers’.

Several years ago operating system boot sequence was hard-coded in BIOSes.
An operating system could be booted either from a diskette (drive A:), or from
the hard disk C:. That was the sequence in which BIOS queried external drives:
if drive A: was ready, BIOS attempted to boot an operating system from a disk-
ette. If the drive was not ready or there was no system area on diskette, BIOS
tried to boot an operating system from hard disk C:.

At present, BIOS allows booting operating systems not only from diskettes or
hard disks, but also from CD-ROMs, DVDs, and other devices. If there are sev-
eral hard disks installed in your computer labeled as C:, D:, E:, and F:, you can
adjust the boot sequence so that an operating system is booted from, for exam-
ple, disk E:. In this case you have to set the boot sequence to look like E:, CD-
ROM:, A:, C:, D..

This does not mean that booting is done from the first disk in this list; it only means that the
first attempt to boot an operating system is to boot it from this disk. There may be no oper-
ating system on disk E:, or it can be inactive. In this case BIOS queries the next drive in the
list. Errors can happen during the booting, see A.3.5 «Hard Disk Initialization Errors».

BIOS enumerates disks according to the order in which they are connected to
IDE controllers (Primary Master, Primary Slave, Secondary Master, Secondary
Slave); next go the SCSI hard disks.

This order is broken if you change the boot sequence in BIOS Setup. If, for ex-
ample, you specify that booting has to be done from hard disk E:, enumeration
starts with the hard disk that would be the 3™ in usual circumstances (it is usu-
ally the Secondary Master).

After you have installed the hard disk in your computer and have configured it in
BIOS, one can say that the PC (or the motherboard) «knows» about its exis-
tence and its main parameters, however, it is still not enough for an operating
system to work with the hard disk.
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A.3.4 AwardBIOS
Below we provide an example of configuring hard disks in Award BIOS.

The Main AwardBIOS menu, which is responsible for configuring hard disks on
motherboards for Celeron, Pentium II-III, AMD-K6/K7 processors usually looks

like this:
AwardBIOS Setup Utility
Main Advanced Power Boot Exit
System Time [16:16:35] Item Specific Help:
System Date [01/10/2001]
Legacy Diskette A [1.44M, 3.5in] <Enter> to go to sub-
Legacy Diskette B [None] menu.

Floppy 3 Mode Support [Disabled]

Primary Master [Auto]

Primary Slave [Auto]

Secondary Master [Auto]

Secondary Slave [Auto]

Language [English]

Supervisor Password [Disabled]

User Password [Disabled]

Halt On [All but Disk/Keyboard]
Installed Memory [Disabled]

F1 Help Ty SelectItem -/+ ChangeValues F5 Setup Defaults
Esc Exit <«— Select Menu Enter Select Sub-Menu F10 Save and Exit
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Place the marker to the Primary Master line and press the ENTER key to get to
the screen that looks like this:

AwardBIOS Setup Utility

Main

Primary Master [Auto] Item Specific Help:

Type [Auto] <Enter> to select the type
of the IDE drive.

[User Type HDD] allows
you to set each entry on
your own.

Warning: Ultra DMA Mode
3/4/5 can be enabled only
when BIOS detects
Shielded 80-pin cable.

F1 Help Ty SelectItem -/+ ChangeValues F5 Setup Defaults
Esc Exit <«— Select Menu Enter Select Sub-Menu F10 Save and Exit

Place the marker to the value of the Type parameter ([Auto] in this case) and
press the ENTER key to open the list of possible values of this parameter, for ex-
ample:

None

Auto

User Type HDD
CD-ROM

LS-120

ZIP-100

MO

Other ATAPI Device
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Use the T, { keys to select the User Type HDD value and press the ENTER key
to get to the following screen:

AwardBIOS Setup Utility

Main

Primary Master [User Type HDD] Item Specific Help:
Type [User Type HDD] <Enter> to select the type
Translation Mode [LBA] of the IDE drive.
Cylinders [eorinne 0] [User Type HDD] allows
Head [......0] you to set each entry on
Sector [...0] your own.
CHS Capacity 0MB
Maximum LBA Capacity OMB Warning: Ultra DMA Mode

3/4/5 can be enabled only

Multi Sector Transfer [Maximum] when BIOS detects
SMART Monitoring [Disabled] Shielded 80-pin cable.
PIO Mode [4]
Ultra DMA Mode [5]
F1 Help ™y Selectltem -/+ Change Values F5 Setup Defaults
Esc Exit <«— Select Menu Enter Select Sub-Menu F10 Save and Exit

Enter the values of Translation Mode, Cylinders, Head, and Sector parameters
(you can find them on the case of the hard disk) to finish the initial configuring
of the hard disk with BIOS.

Translation Mode parameter can have the following values:

LBA

Large

Normal

Match Partition Table
Manual
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New versions of AwardBIOS menu have the Boot item. The screen of the Boot
menu of Award BIOS, which is responsible for adjusting the boot sequence,

looks like this:
AwardBIOS Setup Utility
Main Advanced Power Boot Exit
1. ATAPI CD-ROM [None] Boot Sequence:
2. Removable Device [Legacy Floppy]
3. IDE Hard Drive [IBM-DTLA-307020] | <Enter> to select the de-
4. Other Boot Drive [Disabled] vice To select the boot se-
quence, use up or down Ar-
Plug & Play O/S [No] row.
Boot Virus Detection [Enabled]
Quick Power On Self Test  [Enabled] Press <+> to move the
Boot up Floppy Seek [Enabled] Device up the list, or
Full Screen Logo [Enabled] <-> to move it down
the list

F1 Help ™  Selectltem -/+ ChangeValues F5 Setup Defaults
Esc Exit <«— Select Menu Enter Select Sub-Menu F10 Save and Exit

Place the marker to the field to the right of the 3. IDE Hard Drive item and press
the ENTER key to open the list of all hard disks connected to your computer and
detected by BIOS, together with the Disabled line, for example:

Disabled

Quantum FireBALL_1700A
IBM DTLA-307020
Quantum FireBALL_1700A

This device sequence in the upper left corner of the screen means that when
looking for a boot disk BIOS will first query the CD-ROM (1. ATAPI CD-ROM), but
there is no CD-ROM in the current configuration. Next it queries the floppy disk
drive (2. Removable Device). Only if none of these disks contains an operating
system, BIOS queries the hard disk (3. IDE Hard Drive) that has been selected
from the list.
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Select an item of the list with the T,  keys and move the device up the list or
down it with help of + or - keys. This will change the boot sequence. For exam-
ple, you can select the boot sequence as the one shown below:

AwardBIOS Setup Utility

Main Advanced Power Boot Exit
1. Removable Device [Legacy Floppy] Boot Sequence:
2. ATAPI CD-ROM [None]
3. IDE Hard Drive [IBM-DTLA-307020] | <Enter> to select the de-
4. Other Boot Drive [Disabled] vice To select the boot se-
quence, use up or down Ar-
Plug & Play O/S [No] row.
Boot Virus Detection [Enabled]
Quick Power On Self Test [Enabled] Press <+> to move the
Boot up Floppy Seek [Enabled] Device up the list, or
Full Screen Logo [Enabled] <-> to move it down
the list

F1 Help ™  SelectIltem -/+ ChangeValues F5 Setup Defaults
Esc Exit <«— Select Menu Enter Select Sub-Menu F10 Save and Exit

After setting the specified parameters, use the «<—, — keys to select the Exit
menu item. Reply positive to the prompt on saving the specified parameters.
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AwardBIOS for motherboards for Pentium, Pentium Pro processors (i.e the ones
older than those described above), and AMD-K5/K6 the Standard CMOS Setup
screen looks like this:

ROM PCI/ISA BIOS (2A69JA2A)
STANDARD CMOS SETUP
AWARD SOFTWARE, INC.

Date (mm:dd:yy) : Fri, May 15 1998

Time (hh:mm:ss) : 11: 33: 53

HARD DISKS : TYPE SIZE CYLS HEAD PRECOMP LANDZ SECTOR MODE

Primary Master : Auto 0 0 0 0 0 0 Auto

Primary Slave : Auto 0 0 0 0 0 0 Auto

Secondary Master : None 0 0 0 0 0 0 0

Secondary Slave  : None 0 0 0 0 0 0 0

Drive A: 1.44 M

Drive B : None Base Memory: 0K
Extended Memory: 0K

Video : EGA/VG Other Memory: 512K

Halt On: All Errors Total Memory: 512K

ESC : Quit Noe: Select Item PU/PD/+/- : Modify

F1 :Help (Shift) F2 Change Color

TYPE parameter can have Auto, Not Installed, or User Defined values. In the lat-
ter case you have to manually specify the values of other parameters (except
MODE) according to the information on the case of the hard disk.

The purpose of the MODE, LANDZ parameter is described in the note above. PRECOMP pa-
rameter is the so-called precompensation parameter and is important only for the older hard
disks (MFM and RLL). IDE disks ignore this parameter.

In earlier BIOS versions the boot sequence was set in the BIOS FEATURES Setup
section in the Boot Sequence line where you could select the most typical boot
sequences, for example C:; A:;CD-ROM: or CD-ROM:; C:; A:, and other.

Hard Disk Initialization Errors

Devices are usually initialized successfully, but sometimes errors may happen. Typi-
cal errors related to hard disks are reported by the following messages:

PRESS A KEY TO REBOOT

This error message is not directly related to errors during hard disk initialization.
However, it appears for example, when the boot program finds no operating
system on the hard disk, or when the primary partition of the hard disk is not set
as active.
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DISK BOOT FAILURE,
INSERT SYSTEM DISK AND
PRESS ENTER

This message appears when the boot program finds no available boot device, be
that a floppy or a hard disk, or a CD-ROM.

C: DRIVE ERROR

C: DRIVE FAILURE

ERROR ENCOUNTERED
INITIALTZATION HARD DRIVE

This message appears when it is impossible to access the disk C:. If the disk is
positively functional, the reason for this error message is probably incorrect set-
tings/connections of:

e hard disk parameters in BIOS Setup;

e jumpers on the controller (Master/Slave);

¢ interface cables.

It is also possible that the device is out of order, or the hard disk is not formatted.

Booting Operating Systems

After the computer is turned on or rebooted, control gets to BIOS (Base In-
put/Output System). As it was said above, BIOS initializes ad tests the hardware,
and then reads the code from the first sector of the boot device (it is usually the
first hard disk; the sector is called Master Boot Record, MBR) and passes control to
it. All further actions depend on the code stored in this sector.

Usually the MBR of a hard disk contains the code that was written there by
standard partitioning software (FDISK). This code does the following:
e Searches the partition table for the first partition marked as active;

e Tries loading the first sector of this partition to memory. Such sector of a partition is called
boot sector;

e Passes control to the loaded sector.

Boot sector usually contains code that tries booting an operating system from
the partition. Each operating system has its own boot code.
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You know that hard disks are used to store information. You also know (see A.1
«Hard Disk Organization») that information is stored in sectors, and the sectors
appear on disks by way of low-level formatting. Each sector contains the small-
est possible 512-byte data block.

Data blocks of larger size are stored in chains of such sectors. Each sector of a
chain contains the address of the next sector in the chain or the marker telling
that this sector is the last one in its service area. Chains of sectors make a file.
The address (number) of the first sector of a file is stored in the file allocation
table (FAT).

All applications you are familiar with — office applications (text and graphical editors,
spreadsheet processors) — and documents, tables, images, e-mail clients and Inter-
net access software, and games — are stored on hard disks as files. Files are
grouped into folders to make working with them more convenient.

Among various software the most important one is the operating system.

An operating system provides all other applications running under its control
with basic input/output access to all the resources of the PC, be that the CPU,
memory, or external devices (monitor, hard disks, floppy disks, CD-ROM, DVD,
printer). All applications are loaded into memory from a hard disk and are exe-
cuted under the control of the operating system.

It would have been very inconvenient for a user to use data on disks if he/she
had to deal only with addresses (numbers) of sectors comprising a file. That is
why every file in the file system has its name. In DOS and Windows 3.x operat-
ing systems the name of the file contained 8 characters followed by a dot (.),
which, in its turn, was followed by three more characters of the extension (or
the type of the file). There could be fewer characters in the name and/or exten-
sion, and there were limitations as to what characters could be included in
names and extensions.

Windows NT and newer OS versions allow files names that are up to 255 charac-
ters long. Full file name (including the disk letter and the name of the folder
containing the file) can be up to 260 characters long, however it is not recom-
mended using file names longer than 50-70 characters.
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Other operating systems, like Linux, have never had such strict limitations on file
names as did DOS or Windows. The name of the file in Linux can be up to 256
characters long and have not one, but several extensions (or none at all). The
path to the file in Linux can be up to 4096 characters long.

To provide access to data organized in files and folders each operating system,
for example, MS-DOS, Windows 95/98/Me/NT/2000, Linux, has its own charac-
teristic way to create and manage hard disk space, which is generally non-
compatible with other OSes. However, it would be inefficient if one hard disk
could be used by only one operating system. That is why a mechanism was cre-
ated allowing several operating systems to use the hard disk. This mechanism
breaks the hard disk space into partitions.

Hard Disk Partitions

Partitioning Hard Disks in DOS/Windows

Partitioning hard disk is done by special applications. In MS-DOS and Windows
the widely known FDISK program is used for this purpose. It allows creating par-
titions, setting their size and labels. FDISK allows allocating either all hard disk
space or part of it for MS-DOS or Windows, and leave some part of it for other
operating systems.

FDISK can perform the following functions:

e create a primary DOS partition containing one logical disk;

e create an Extended Partition that can be broken into any number of logical
disks;

e mark a partition as active (only one primary partition can be active).
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The structure of partitions on the hard disk can be shown as follows:

MBR.

Primary partition 1-1.

System logical disk C:.

Extended partition 1-2.

Logical partition 1-5.

Logical disk D:.

Logical disk E:.

Logical disk F:.

Additional partitions can be created in the unallocated disk space with tools from
other operating systems (0S/2, Linux).

Information about partitions on a hard disk is stored in a special disk area — in the 1% sector of
the 0™ cylinder, header 0, which is called a Partition Table. This sector is called the Master
Boot Record, MBR.

A physical hard disk can contain up to 4 primary partitions. This limitation is due only to the
capacity of the Partition Table, which itself consists of only four partitions. However, this does
not mean that you can install only 4 different operating systems. Modern software disk man-
agers allows the installation of many more operating systems. For example, the Acronis OS
Selector 5.0 Deluxe disk manager, allows a user to install up to 100 operating systems on
one hard disk!

Partitioning hard disks is a feature that is available in all operating systems.

Creating Partitions for Other OSes

In this part of the Guide we have described the way to partition a hard disk by
the FDISK program for the DOS/Windows operating system. As it has been said
above, the FDISK program creates primary and possibly (but necessarily so) ex-
tended DOS partitions and logical partitions (disks) on them, and can also leave
disk space unallocated to be used by other operating systems. However, the
Windows operating system, while being a very widely distributed operating sys-
tem for PCs, is not the only operating system.
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You can configure the hard disk of your computer to used with the Linux operat-
ing system. In this case you do not need to create either primary nor extended
DOS partitions (if you are not going to use DOS/Windows).

For example, the installation program from the ASPLinux operating system in-
cludes a disk manager that allows partitioning a disk into partitions that can be
used by this OS.

The Acronis DiskEditor (or more precisely, the disk manager that comes with
it) also has all the capabilities of creating partitions on hard disks.

Primary and Logical Partitions

Many operating systems, including DOS and Windows 95, can only be booted
from primary partitions.

Some operating systems do not see primary partitions except those they were
booted from (0S/2).

Knowing these limitations allows you to decide what partitions are better to use
and for what purposes. Primary partitions are better used for booting operating
systems and storing system folders and files.

Logical partitions can keep all the other information, since they are accessible
from most operating systems.

If you are going to keep several operating systems on your computer, it is better
to install those that can be booted from logical partitions onto logical partitions,
so that they do not use up extra primary partition space.

Formatting Hard Disks

Within each of the partitions information has to be organized in a way under-
standable for the operating system that uses the partition. This organization is
the file system. Format and location of information (the logical structure of a
partition) for MS-DOS and Windows is created by the FORMAT program.

FORMAT program performs the following functions:

e [t creates the boot record;
o [t creates the file allocation table (FAT);
e It marks bad clusters so they are not used.
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After formatting, logical disks created by the FDISK program are organized as
follows:

e Logical disks start with the boot sector;

e One or several copies of file allocation table (FAT) are placed after the
boot sector;

e Next goes the root folder;
e Then the data area.

Each logical disk has to be formatted with FORMAT separately.
Formatting a partition is done by issuing a DOS command:

FORMAT C:

To create a system (bootable) logical disk, it has to be formatted with FORMAT
with /S parameter:

FORMAT C: /S

Another way is to transfer the system to the partition that has been formatted
with /B parameter is booting the computer from a system diskette and issuing
the command

SYS C:

10.SYS, MSDOS.SYS, COMMAND.COM files that are necessary for the operating
system to be booted are copied from the diskette to the disk. Initial loader code
is written to the boot sector.

Other operating systems provide hard disk formatting means to create file systems that are
recognizable by these OSes.

File Systems

The logical structure that has been created on the hard disk is supported by
means of operating system. The file system itself presents the information on
the disk as an ensemble of files and folders.

From the user’s point of view a file is a unit of storage of logically connected infor-
mation: text, graphics, and sound. As for data storage organization, a file is a chain
of connected sectors or clusters. A cluster is a unit of several sectors. (Sectors are
characteristic for file systems supported by various versions of Windows.)
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Operating systems support file systems on hard disks (or disk partitions) by al-
lowing to create, copy, and delete files and folders.

At present, the most widely spread file systems for PCs are the following two:
e FAT (File Allocation Table) for DOS, OS/2, Windows 95/ 98/Me/NT/2000;
e NTFS (Windows NT File System) for Windows NT/2000.

However, there are many more other file systems. The Linux operating system,
for example, uses three different file systems:

e Ext2 is a common file system used on desktop PCs running Linux;
o Ext3 is the default file system used by Red Hat Linux;

e ReiserFS is a more secure (with respect to data integrity) file system that
is used on many Linux data servers.

For details on file systems see Appendix C. «File Systems».
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All file systems are made of structures that are necessary to store and manage
data. These structures are usually comprised of operating system boot sectors,
folders, and files. File systems perform the following basic functions:

1. Track occupied and free disk space (and bad sectors, if any);
2. Support folders and file names;
3. Track physical location of files on disks.

Different operating systems use different file systems. Some operating systems
are able to work with only one file system while other can use several of them.
Let us describe some of widely used file systems in detail.

FAT16

FAT16 file system is widely used by DOS (DR-DOS, MS-DOS, PC-DOS, PTS-DOS
n ap.), Windows 95/98/ME, Windows NT/2000/XP operating systems and is sup-
ported by most other systems.

Main features of FAT16 are the file allocation table (FAT) and clusters. FAT is the
core of the file system. To increase data safety it is possible to have several in-
stances of FAT (there are usually 2 of them). A cluster is a minimum data stor-
age unit in FAT16 file system. One cluster contains a fixed number (some power
of 2) of sectors. FAT stores information about what clusters are free, what clus-
ters are bad, and also defines in what clusters files are stored.

Maximum size of a FAT16 file system is 4 gigabytes, and the maximum number
of clusters is 65525, the largest cluster being 128 sectors. Usually cluster size is
selected as minimum as possible so that the resulting number of clusters is less
than 65526. The larger the partition size, the larger the cluster has to be. Most
operating system incorrectly perform with 128-sector clusters, thus reducing the
maximum FAT16 partition size to 2 gigabytes.

Usually the larger the cluster size the more disk space is wasted.

Like many others, FAT16 file system has a root folder. Unlike others however, its
root folder is stored in a special place and is limited in size (standard formatting
produces a 512-item root folder).
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Initially, FAT16 had limitations to file names that could only be 8 characters
long, plus a dot, plus 3 characters of nhame extension. However, long hame sup-
port in Windows 95 and Windows NT bypasses this limitation. OS/2 operating
system also supports long names, but does it in another way.

FAT32

FAT32 file system appeared in Windows 95 OSR2 and is also supported by Win-
dows 98/ME and Windows 2000/XP. FAT32 grew out of FAT16. The main differ-
ences between FAT32 and FAT16 are 28-bit cluster numbers and more flexible
root folder implementation, which is not limited in size. The reason for FAT32 is
the necessity to support large (larger than 8 gigabytes) hard disks and the
inability to build any more complex file system into MS-DOS, which is still in the
core of Windows 95/98/ME.

Maximum FAT32 file system size is 2 terabytes.

NTFS

NTFS file system is the main file system for Windows NT/2000/XP. Its structure
is closed, so no other operating system fully supports. Main structure of NTFS is
the MFT (Master File Table). NTFS stores a copy of the critical part of the MFT to
reduce the possibility of data damage and loss. All other NTFS data structures
are special files.

Like FAT, NTFS uses clusters to store files, but cluster size does not depend on
partition size. NTFS is a 64-bit file system, it uses Unicode to store file names. It
is also a journaling (failure-protected) file system, and supports compression and
encryption.

Files in folders are indexed to speed up file search.

Linux Ext2

Ext2 is one of the main file system for the Linux operating system. Ext2 is a 32-
bit file system. Its maximum size is 16 terabytes. Main data structure that de-
scribes a file is an i-node. A place to store the table of all i-nodes has to be allo-
cated in advance (during formatting).
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Linux Ext3

Officially introduced with their version 7.2 of the Linux operating system, Ext3 is
the Red Hat Linux journaling file system. It is forward and backward compatible
with Linux ext2. It has multiple journaling modes and broad cross-platform
compatibility in both 32- and 64-bit architectures.

Linux ReiserFS
ReiserFS was officially introduced to Linux in 2001. ReiserFS frees many Ext2

disadvantages. It is a 64-bit journaling file system that dynamically allocates
space for data substructures.
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Active partition. One of the primary partitions of a hard disk is usually active.
Default MBR code tries to boot an operating system from the active partition of
the first hard disk. Letter assignment in Microsoft operating systems depends on
what partitions are active.

Bad cluster. A cluster that contains bad sectors. Such cluster cannot store use-
ful information.

Bad sector. A sector that cannot store the information written, for instance due
to defects or aging of the magnetic surface.

BIOS extension. BIOSes that were released before 1994 could only support
hard disks that were less than 8 gigabytes. Extended hard disk management
functions were added to BIOSes to solve this problem, and now the maximum
supported hard disk capacity is 2’ bytes.

Boot partition of an operating system is a partition from which the initial
stage of operating system booting is done (boot sector is read and executed,
first file of the operating system is read and executed).

Boot record. The initial part of a partition that contains code and data neces-
sary for booting an operating system. May consist of one or several sectors. First
sector of a boot record must end with the boot sector signature (0AA55h).

Boot sector is the first sector of a disk or a partition that contains the initial
code for the operation system booting. Boot sector must end with 0AA55h signa-
ture.

Bootable disk is a disk from which an operating system may be booted. A
bootable disk must contain a boot sector of an operating system and the neces-
sary system and configuration files. The «Bootable disk» term usually refers to
diskettes and CD-ROMs.

Bootable partition. A partition that can host an operating system. In the be-
ginning of such a partition there should be a boot record.

Booting an operating system is initialized by reading its boot sector to the
memory at 0:7C00h and passing control to it. Since each operating system has
its own boot sector, it is able to perform the required actions on loading and ini-
tializing system and configuration files.

Acronis DiskEditor 85



86

Booting the computer is a procedure that is executed every time a computer
is turned on or an operating system finishes its work or when the reset button is
pressed. Booting consists of the following stages:

e Hardware diagnostics;
e Memory check;
e Built-in BIOS initialization;

e Initialization of additional hardware components and their BIOSes (video,
SCSI etc.);

¢ Booting an operation system.

Cluster. Information storage unit in such file systems as FAT and NTFS. Every
file occupies a certain number of whole clusters, so the more the cluster size the
higher the losses are that are due to file size adjustment, but the smaller the
cluster the larger the cluster distribution tables.

Cylinder. A group of all the tracks on all the magnetic platters of a hard disk
that can be accessed without moving the magnetic head. Access to the data in-
side one cylinder is much faster than moving the head from one cylinder to the
other.

Disk. It is a general term that can mean both a data storage media (floppy disk,
compact disk), and a data-reading device (hard disk), and a partition that is ac-
cessible from some operating system (logical disk).

Diskette. Floppy disk. A removable storage media that consists of a flexible
magnetic platter enclosed in a protective envelope. Nowadays the most common
are 3.5" diskettes with 1.44 megabyte capacity.

File. A file is named information storage in the file system. In different file sys-
tems files can be stored in different ways, different may also be ways to store
file names and to write the full path to the file in the folder tree.

File system. Data structure that is necessary to store and manage files. File
system does the following functions: tracks free and occupied space, supports
folders and file names, tracks the physical positions of files on the disk. Each
partition may be formatted with its own file system.

Floppy disk drive. A device that reads and writes data to diskettes.
Folder. A table in the file system that contains description of files and other

folders. Such structure allows creating folder tree that begins with the root
folder.
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Formatting. The process of creating service structure on the disk. There are
three levels of hard disk formatting: low-level (marking the magnetic surface
with tracks and sectors), partitioning and high-level (creation of file system on a
partition).

Hard disk. Fixed storage media along with integrated electronics that consists
of several magnetic platters that rotate synchronously on one spindle. Hard disks
have relatively high capacity and high read/write speed.

Hard disk geometry. A set of hard disk parameters that usually includes the
number of cylinders, heads and sectors per track.

Head (magnetic head, read/write head). A hard disk consists of several
magnetic platters, for each side of each platter there is a head that is used to
read and write information on it.

Hidden partition. A partition that is somehow made invisible to the operating
system. Usually partitions are hidden by changing their type.

Label. An optional name that can be assighed to a partition to simplify its iden-
tification. Usually has the same limitation as file names. For example, FAT parti-
tions have labels up to 11 characters long, but may contain spaces.

Large hard disk support software. Some BIOSes have troubles supporting
large (larger than 8 gigabytes) hard disks. That is why some hard disk manufac-
turers provide special software that is installed in the beginning of the hard disk,
is loaded before any operating systems, and substitutes hard disk access BIOS
functions.

Letter (of a drive, partition). All operating systems that are somehow
DOS-compatible use Latin letters to identify drives and partitions. Letters A: and
B: are usually reserved for floppy drives. Starting with C: letters are assigned to
hard disk partitions that can be recognized by the operating system. Separate
letters may be assigned to CD-ROMs, to other disk drives and to network drives.

Logical disk is a partition whose file system is recognized by the operating sys-
tem. Usually each logical disk is assigned with a letter that uniquely identifies it.

Logical partition. A partition information about which is located not in MBR,
but in the extended partition table. The number of logical partitions on a disk is
unlimited.

Master Boot Record (MBR) is a special place in the very first sector of the
hard disk to store information about the hard disk partitioning and code to be
loaded with BIOS. All the actions that follow depend on the contents of this
code.
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Operating system is a set of programs that usually includes kernel, drivers,
shell, and system programs that is used for centralized hardware management
and hiding the details of hardware management from the user and applications.

Operating system installation is a process during which its system folders
are created, system files are copied and boot sector is created.

Partition. An independent area on a hard disk where a file system can be lo-
cated. A partition can be either primary or logical, depending on its position in
the partition structure. One of the primary partitions of a hard disk may be ac-
tive. A partition has the following attributes: type, beginning and size. Besides,
some partition managing software and boot managers allow hiding partitions.
Information about partitions is stored in the partition table.

Partition structure. All the partitions on a hard disk make a tree with the root
in the MBR partition table. Many operating systems and programs assume that
any partition table but MBR may contain not more than one partition entry and
one table entry, and it simplifies the partition structure greatly — all the logical
partitions form one chain.

Partition table. It is the table that contains the information about partitions
and links to other partition tables. A partition table cannot have more than four
entries. Main partition table is located in the hard disk MBR, and the rest parti-
tion tables are called extended. Partition tables are usually stored in the first
sector of a cylinder.

Partitioning. The process of creating the partition logical structure on a hard
disk. Partitioning is usually done with programs like FDISK. Disk administrator
completely replaces FDISK where functionality is concerned and allows perform-
ing many more useful operations.

Primary partition. The partition, information about which is contained in the
MBR partition table. Majority of operating systems can be booted only from the
primary partition of the first hard disk, but the number of primary partitions is
limited.

Physical disk. A disk that is physically a separate device. Thus, a floppy disk,
hard disk, CD-ROM are physical disks.

Root folder. The folder where the folder tree of a file system begins. Starting
from the root folder one can uniquely describe the file position on the folder tree
by sequentially naming all the intermediate nested folders, e.g.:
\WINDOWS\SYSTEM\VMM32.VXD. Here the WINDOWS folder is a subfolder of
the root folder, SYSTEM folder — of the WINDOWS folder, and the VMM32.VXD
file is located in the SYSTEM folder.
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Sector. It is the minimal information unit on a disk that is transferred in single
read or write operation. Usually a sector is 512 bytes large. A sector on a disk
can be addressed two ways: via the absolute number or via cylinder, head, and
sector number on a track.

Status. A flag that shows if a partition is active. This flag is stored in the parti-
tion table and has no meaning for logical partitions.

System disk/partition is a disk/partition from which an operating system may
be booted. Such disk usually contains the boot sector and system files of this
operating system.

System file is a file that contains the code and constant data for an operating
system. Each operating system has its own system file set.

System folder. Some operating systems keep most of their files in a special
folder on a partition that may be different from the system one. For example for
Windows 95/98/ME operating systems 10.SYS system file resides on the system
partition, while other system files are located in the system folder which is usu-
ally called WINDOWS. Program Files folder can also be treated as system since it
resides on the same partition as WINDOWS and also contains files that are rele-
vant to the operating system.

Track. Disks are divided into concentric circles called tracks. Information from
one track can be accessed without moving the head.

User interface is a set of principles, concepts, and means by which programs

interact with the user. For example in window interface all input and output is
done in windows and the mouse is widely used.
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