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Introduction

This document describes how to enable and configure the integration of Acronis Cyber Cloud with
ServiceNow via the Acronis Cyber Protect Cloud - Services App.

The integration supports the following scenarios:

Streamlined two-way customer management between ServiceNow and Acronis

Provisioning of offering items for customers from ServiceNow to Acronis

Access to real-time alerts from Acronis within ServiceNow

Dashboards with real-time, aggregated, security-related data

All this functionality is available from within ServiceNow without having to go to the Acronis Cyber
Protect web interface.



Glossary

MSP - a Managed Service Provider, who uses both the ServiceNow Services integration App and

Acronis Cyber Protect
Customer - a client of the MSP
Partner tenant - the Acronis Cyber Cloud account for an MSP

Customer tenant - the Acronis Cyber Cloud account for a customer



Prerequisites

To use this integration, you should have:

« Atleast a single:
o ServiceNow instance

° partner tenant
© user

* An Acronis Cyber Protect Cloud - Services application, installed from the ServiceNow store

* You must have a fully configured Acronis Cyber Cloud partner tenant account.

» The user account that you use to activate and configure the integration must be a Company
Administrator.

* You must not have disabled support access.

Note
For more information, see the Management Portal Partner Administrator guide.

» [Optional] One or more customer tenants.

Note
Only customer tenants that are provisioned as Managed by service provider will appear as
active for mapping.

Management mode )

© Managed by service provider Managed by customer
Manage protection for the customer Manage protection for the customer
Access backups and other resources Access backups and other resources

» [Optional] One or more protection plans.
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https://www.acronis.com/support/documentation/AcronisCyberCloud/index.html#cshid=40322

Integration setup overview

The setup of this integration consists of the following steps:

1. Installation of the "Acronis Cyber Protect Cloud - Services" app on a ServiceNow instance
2. APl client creation and credentials configuration

3. Configuration of customer provisioning.

App installation

1. Go to the ServiceNow store at: https://store.servicenow.com/sn_appstore_
store.do#!/store/application/064130ba87e9bc10ee72b9d7cebb3595/

2. Download the application and install it. In a few minutes it should appear in your ServiceNow
instance.

3. Enable the Acronis admin role for your user, which will allow you to make configurations of the
integration. For this purpose:
a. Inthe Search field, type "users".

b. Go to System Security > Users and Groups > Users.


https://store.servicenow.com/sn_appstore_store.do#!/store/application/064130ba87e9bc10ee72b9d7cebb3595/
https://store.servicenow.com/sn_appstore_store.do#!/store/application/064130ba87e9bc10ee72b9d7cebb3595/

Y

v Configuration
v (Il Lifecycle Management
‘ Cl State Registered Users
v Password Reset
‘ Blocked Users

v Organization

‘ Users

v System Security
v Users and Groups
Users
Groups
Roles
Access Role Detail View
v Reports
Users
v User Administration
Users

Logged in users

4. Inthe User ID column, browse the list of available users to find the one where you want to apply

the Acronis admin role.

Updated
Search >

2023-05-09 02:22:10

2023-05-08 19:39:33

= YV & Users Name ~ & | Actionsonselected rows... v m
All > Name >= system administrator
User ID Name Email Active Created
< Search ‘ Search Search Search Search
admin '& System Administrator admin@example.com true 2007-07-03 11:48:47
tamara.declue Tamara Declue tamara.declue@example.com true 2012-02-17 19:04:51
tami.trybus Tami Trybus tami.trybus@example.com true 2012-02-17 19:04:51

2023-05-08 19:39:33

5. Goto the Roles tab and click Edit in the upper-right corner.
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View linked accounts
View Subscriptions
Reset a password

Change password L
Entitled Custom Tables | Roles(29) | Groups(1) | Delegates | Subscriptions J_

< = V¥V |Role ~ | Search & — | Actionsonselected rows... v

User = System Administrator

@ Role State Inherited Inheritance Count
user_criteria_admin Active true 3
evam_admin Active true 1

6. Search for the x_aigh_acronis_ten.acronis_admin role and add it for this user.

7. Then wait for a while and refresh the page. Click on the globe icon at the top right.

Favorites  History =~ Workspaces Acronis Configuration - Acronis Configuration
, o . . !
To modify the configurations, change your scope to Acronis Cyber Protect Cloud - Services.
This page is used to configure the behaviour of the automatic provisioning of Acronis tenants. >

1. Log in to the Acronis Management portal.

2. Go to Settings > API clients > Create API client.

3. Enter a name for the API client.

4. Click Next.

5. Copy the provided Client ID, Client Secret and Data Center URL into the corresponding form fields on this screen.

6. Click Submit to establish a connection to Acronis. If successful, the Acronis partner tenant name will appear at the bottom of this page.

7. (Optional) When the connection has been already established, click Sync Acronis Data Now to import all your existing customer tenants and their data, from Acronis to ServiceNow.

8. Change the Application Scope from Global to Acronis Cyber Protect Cloud - Services.

®@ ® o

Application scope: Global

Update set: Default [Global]
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® ® 0Q

< Application scope: Global

Y Filter

[ Global v ]

Acronis Cyber Protect Cloud - Se...
Admin Experience Framework
Adoption Blueprint for Technolog...
AES Flow Templates

AES Mobile Templates

AES Portal Ul Template

AES Role Builder

AES Workspace Ul Template

Agent Assist Recommendation

Agent Workspace

API configuration

1. Log in to the Acronis Management portal.
2. Go to Settings > API clients > Create API client.

3. Enter a name for the API client.

Create API client X

Name

MName

The API client will have the same privileges as your account has

9 © Acronis International GmbH, 2003-2025



4. Click Next.

Create API client X

Copy and save the client ID, secret, and data center URL. There is no way to retrieve secret

information if you lose it.

Client ID: 249bf771-8f4b-4377-b0bc-2678f73e5ce2
Secret: 2cfdSfOeeeOb4abe985d8fe046e2626e
Data center URL: https://us5-cloud.acronis.com
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Add, edit and delete partner tenants

It is now possible to map multiple partner tenants to a single ServiceNow instance. This will enable
MSPs, spread across multiple datacenters and partner accounts in Acronis, to control their
customers easier, from one and the same ServiceNow account.

Add a new partner tenant

1. In ServiceNow, go to Acronis Cyber Protect Cloud - Services App > Configuration > Acronis
Connections.

2. Click the New button.
On the next page, a set of credential fields appear, where you should provide the following

information:
a. Partner tenant name

b. Acronis Data center URL
c. Acronis Client ID
d. Acronis Client Secret

Servicenﬂw Favorites  History ~ Workspaces

Acronis Connections - New Record vy

Admin

_  AcronisConnections

Y acronis ~  Newrecord

FAVORITES Partner tenant name

No Results
Acronis Client ID

ALL RESULTS
Acronis Client Secret

v Acronis Cyber Pr
Acronis Data center URL

Acronis 5

v Tenants

All Customer Tenants

Unmapped Tenants

4. Click Submit.

The integration will then store the API credentials and add this new tenant to the list of already

mapped partner tenants.

= ¥ B Acronis Connections | Partner tenantname « | Search @ | Actions onselected rows... v m

All
Q. Partner tenantname & Acronis Data center URL Automatic Customer Provisioning status
Beta-Cloud https://mc-beta-cloud.acronis.com ® Inactive

EU2-Cloud https:/feu2-cloud.acronis.com @ Active

US2-Cloud https://us-cloud.acrenis.com @ Inactive

The connection will be tested and its status can be either Active or Error.

If the connection is active, the integration will start synchronizing the mapped tenant.

Edit existing tenants
To modify the settings of an already configured partner tenant, linked to a ServiceNow account:

1. Go to the Acronis Connections screen.

2. Select the tenant you want to edit from the list.



3. Onthe page that opens next, provide different data.
4. Click Update to keep your changes for the updated tenant profile.

Remove a tenant

To remove a linked partner tenant from a ServiceNow account:

1. In ServiceNow, go to Acronis Cyber Protect Cloud - Services App > Configuration > Acronis
Connections.

Select a mapped partner tenant from the list.

On the next page, scroll down to the bottom and click Delete.

A pop-up opens, prompting you to confirm your decision.

vk N

As a result, the tenant will be permanently removed.

The tenant deleted in the above manner, will not appear in the lists of linked partner tenants
anymore. It will also no longer be synced with the Acronis tenant. Any other information, associated
with it (like data and objects, created for the linked partner), will remain unchanged and stored
within ServiceNow.

If you have deleted the very last tenant mapped within this integration, the integration itself will
become unmapped. It will list no mapped tenants and will not sync to the Acronis datacenter.



Customer provisioning configuration

The Customer provisioning page is used to configure the behaviour of the Acronis tenants'
automatic provisioning.

Every new company record in ServiceNow will automatically provision a new Acronis tenant with the
same name in Acronis Cloud, following the rules defined on this page.

Note
There is no limit on the number of partner connections possible.

1. In ServiceNow, go to Acronis Cyber Protect Cloud - Services App > Configuration > Acronis
Connections.

2. Select a mapped partner tenant from the list.

Next, an extended version of the New Partner tenant page appears. Scroll down to the
Customer provisioning section where you can modify the following options:

_  Acronis Connections = o T
= EU2Cloud @ = Update || Sync Acronisdata 4

Partner tenant name ‘ EU2-Cloud ‘
|
|

Acronis Client ID ‘ 050bbe23-7869-4bed-8dbd-5f0f598e3ach

Acronis Client Secret ‘ ----------

Acronis Data center URL  https://eu2-cloud.acronis.com

Connection status _

Customer Provisioning v

Automatic provisioning

i User | [a]

Acrons tenant provisoning mode ‘ Production v ‘

Acronis Cyber Protect Billing mode ‘ Per workload v ‘

Acronis File Sync and Share ‘ Per User v ‘

Storsse location | abawasta.corp.acronis.comi44445 ‘ Q|

4. Automatic provisioning - mark this checkbox so that every new company record in ServiceNow
will automatically provision a new Acronis tenant with the same name. Automatic provisioning
can be enabled for one partner tenant per ServiceNow instance.

5. If Automatic customer provisioning is enabled, the User field will appear, where you can
select only users that are registered with their emails (because they need to receive the
confirmation there).

6. Acronis tenant provisioning mode - select an Acronis Cyber Cloud provisioning mode for the
customer tenants under this partner tenant. The possible choices are Trial (30 days,
recommended option) and Production.

7. Use the Acronis Cyber Protect billing mode drop-down to configure a billing mode:
» Per gigabyte - the billing is based on the cloud storage used.

» Per workload - the billing is based on the number of protected workloads, while the cloud
storage is charged separately.



Note
If a partner has both per workload and per GB products enabled, the integration will provision
only the products under the selected edition.

Note
If you change an offering item in Acronis, it will be automatically synchronized in ServiceNow.
Synchronization goes from Acronis to ServiceNow.

8. Use the Acronis File Sync and Share drop-down to configure a billing mode for the Acronis
Cyber Files Cloud solution:
« Per user - the billing is based on the number of users.
» Per gigabyte - the billing is based on the cloud storage used.

9. Use the Storage location drop-down to configure a storage and management repository
location for your customers' backups.
As soon as a partner tenant is connected, the integration preselects a default storage for this
partner tenant. You will see it filled in in advance in the Storage location field. This storage will
be set as the default one for all newly provisioned customers from the ServiceNow interface. You
can change this by clicking on Acronis Cyber Protect - Services > Configuration > Acronis
Connections > Partner Connection. Only backup storages will be visible in this list.

10. Finally, click Submit.

After the ServiceNow company creation (if configured according to Configuration of customer
provisioning), the integration will automatically create a tenant in Acronis Cyber Cloud. For this
purpose, it will need to provision that tenant with products. The integration uses a minimum set of
products, required to create an Acronis tenant.

To check which products will be provisioned by default, do the following:

1. In ServiceNow, go to Services > Acronis products.

2. Next, a form will open to display all Acronis Cyber Cloud products at your disposal.

When a customer is provisioned under a specific partner tenant, this includes the selected edition
and the storage from these settings.

You can permanently remove the configuration by clicking the Delete mapping button. This will
erase the current setup between the partner tenant and the ServiceNow instance, however, it will
not affect any other settings in the customer tenants.

It is also possible to enable automatic synchronization after tenant update in ServiceNow. For this
purpose, use the Sync Acronis data button below the Customer provisioning section or at the
top-right of the page.

Automatic provisioning allows the integration to see what offering items are available for the
particular partner tenant and based on that to provision offering items for the customer tenant.



Although automatic provisioning can be enabled for a single connection only, there is still an option
to manually create and provision tenants for other partners too, by adding the corresponding
records on the All customer tenants page.

- ﬁ;\;z;mstenam ARV Create tenantin Acronis | Delete tenantin ServiceNow <+
a

# Acronis customer ‘ AWS

* Partner | EU2-Cloud ‘

ServiceNow company ‘AWS ‘ Q \ * User ‘A\fansoGr\'g\en

[SELEICE] CreatetenantinAcronis | Delete tenantin ServiceNow

= V¥ Acronis Praducts m2m Customers. ‘ Offeringitem -

Search ©® — | Actionsonselectedrows.. ¥

Acronis tenant = AWS
[] @ Offeringitem
Servers
Local backup
Google Drive
Advanced Backup - Workstations
Self-service for customer
Mailbores
Users
eSignatures (Ethereum)
Backup storaze
Gmail (incl. Calendar, Contacts)

Notarizations

From the cloud

Note
This version of ServiceNow does not provision File Sync and Share storage and Disaster Recovery
items and storage.
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See all tenants and apply mapping

1. In ServiceNow, go to Tenants > All customer tenants.

2. Onthe left, find listed all your customers, available in Acronis Cloud.

= ¥ G AcronisTenants | Lastupdated - | Search | © | Actionsonselectedrows.. v m
Al
) Acronis customer ServiceNow company Partner Acronis datacenter Status Last updated ¥
OpenSource OpenSource Beta-Cloud https://mc-beta-cloud.acronis.com Active 2023-07-2000:44:33
ACME UK ACMEUK US2-Cloud httpsy//us-cloud.acronis.com Active 2023-07-2000:44:22
SAP SAP Us2-Cloud httpsz//us-cloud.acronis.com Active 2023-07-2000:44:12
Yahoo Yahoo! EU2-Cloud httpsz//eu2-cloud.acronis.com Active 2023-07-2000:44:04
Lenovo Lenovo EU2-Cloud https://eu2-cloud acronis.com Active 2023-07-2000:43:56
Screentime Media Screentime Media Beta-Cloud https://mec-beta-cloud.acronis.com Active 2023-07-2000:43:48
Avaya (empty) US2-Cloud https://us-cloud.acronis.com Active 2023-07-2000:42:57
Adagio (empty) U52-Cloud httpsz//us-cloud.acronis.com Trial 2023-07-2000:42:57

3. Totheright, in the ServiceNow company column, find the entities, corresponding to Acronis
customers. The All Tenants view shows the current mapping between the Acronis customer and
the ServiceNow company.

4. The information available in this table is presented in the following cloumns:
* Acronis customer - name of Acronis customer

* Partner - name of partner tenant

» Acronis datacenter - in dc url format, for example: "eu2-cloud"
e Enabled - true or false

 Status - Active or Trial

» Acronis customer ID - unique customer identifier

» Acronis parent ID - unique parent identifier

« ServiceNow company - shows name of a company if mapped or "empty" label if currently
not mapped

* Account type - Customer or Partner

» Last updated - date when mapping was last edited

It is also possible to rearrange the layout by adding and removing these columns.

Customer mapping

1. Click the New button on top of the All Tenants view, to open the following page:

Favorites History =~ Workspaces ~ Admin Acronis tenant - New Record 7 ‘0 Search - ‘ @ Q@ @ 0 2]
_ Acronis tenant =
New record
* Acronis customer * Partner Q
ServiceNow company Q *k User Q

Here you can create customers as part of the Acronis Cloud and map them to a new or existing
ServiceNow company.



2. Populate the following fields:
* Acronis customer - tenant name in Acronis

a. To map to an existing customer, start typing its name to display a list with all possible
options to choose from.

b. To map to a new customer, specify a name of your choice that will be used for the
mapping.

c. Ifyou leave this field empty, the integration will create a new Acronis customer using the
ServiceNow customer name.

» ServiceNow company - name of company
» Partner - the partner tenant in Acronis where the customer should be created
» User - a user from ServiceNow, whose email address will be used to log in to the newly
created customer (only users registered with valid email addresses can be selected here).
3. Click Submit to create a new record. You will be able to see the new entry in the list. Click on this
entry to display the Create tenant in Acronis button.

Acronis tenant
[

SRVEEEN] Create tenantin Acronis | Deletetenant in ServiceNow
iewCustomer

* craniscustomer | [TSTETS ] < partner | Us-Cloud 2| [o]

i company | New(SU Companiee alle 4 User | Virtusl agent 2| (o]

= ¥ 2 AcronisProductsm2m Customers| Offeringitem = | Search @ — | Actionsonselectedrovs.. v

Servicehio
in

| Update

Already existing or imported customers are mapped from the Customer details section.

Customer details

Click on any Acronis customer name from the All Tenants view to open the Customer details page
where data and mapping can be edited.

You can also click on a customer name, for which currently there is no mapping (the ServiceNow
company column says "empty"). Then the following will be displayed:



— Acronis tenant = o
Adagio -

Sync tenant from Acronis | Disable tenantin Acronis | Switch to Production mode Delete tenant in ServiceNow [N

¢ Acronis customer |Adag\'a

‘ % Partner  US2-Cloud

ServiceNow company |

=

Acronis datacenter  https://us-cloud acronis.com

Synctenant from Acronis | Disable tenantinAcronis | SwitchtoProductionmode | Updatetenantin Acronis | Delete tenant in ServiceNow

= 7 Acronis Products mam Customers | Offering item = ‘Sesrch | @

Actions on selected rows...

Acranis tenant - Adagio
[[] @ Offeringitem
Backup storage
Microsoft 365 seats
Workloads
Local backup
Advanced Backup - Servers
From the cloud
Google Drive
Compute points (Advanced)
Mailboxes
Document templates

eSignatures (Ethereum)

v

The datacenter and partner fields are already populated and cannot be modified but you can

change the Acronis customer selection. Its name can be edited here and also there is an Update

tenant in Acronis option that will change this name on Acronis side.

You can use the Disable tenant in Acronis button to deactivate an Acronis tenant. The Delete
tenant in ServiceNow button will only delete this record, not the tenant in Acronis.

The mapping of the ServiceNow company can be changed.

There is a list of offering items available for the customer. Only Trial customers can also use a
Switch to Production mode button.
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See all unmapped tenants

1. In ServiceNow, go to Tenants > Unmapped Tenants.

2. This page contains all your customers, available in Acronis Cloud that are not mapped to their
corresponding ServiceNow company.

o]
ke

7 All>ServiceNow company Is empty

]
o\

© e 06 e e e e o e e

= Acronis customer A = Enabled = Status
ACME Company false Active
ACME Czech true Active
Canon true Active
Catalin Company2 true Active
Catalin Company5 true Active
Cisco false Active
Dell Inc. true Active
Disney true Active
HP false Active
Jasc false Active
newwww true Active

= Acmnistenamsm Search Acroniscustomer v

= Acronis customer ID

549ee2ca-9157-43f7-bef5-aa28a37ac32b

9b6f77a6-5483-40ef-91a5-d7el5897cf7f

5317cf6c-0f06-4062-9ba2-1461560e1a73

385f0105-745¢-4e6a-80a3-5a5b101588¢f

4c03e134-eb8e-45a7-bf8b-e06ede L beffb

0ff9c030-86b7-49e8-8347-377h9a752a76

9522d9b6-567a-4668-8280-ce446128h3b2

0aadea0d-103c-4061-88fd-bc0ag56337a7

aSbecee0-8b14-49c6-86e-17291aa06980

9183ed06-04d2-4aa7-ae3a-d9dca3fbf2d4

aaTfafc58-ee56-4ab3-872e-f0c55f517682

= Acronis parent ID

6b15956f-c0ce-4f30-8522-a937b20007a8

6b15956f-c0ce-4f30-8522-a937b20007a8

6b15956f-c0ce-4f30-8522-a937b20007a8

6b15956f-c0ce-430-8522-a937b20007a3

6b15956f-c0ce-4f30-8522-a937b20007a8

6b15956f-c0ce-4f30-8522-a937b20007a8

6b15956f-c0ce-4f30-8522-a937b20007a8

6b15956f-c0ce-430-8522-a937b20007a8

6b15956f-c0ce-430-8522-a937b20007a8

6b15956f-cOce-4f30-8522-a937b20007a8

6b15956f-c0ce-4f30-8522-a937b20007a8

= ServiceNow company

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

Account type

Customer

Customer

Customer

Customer

Customer

Customer

Partner

Customer

Customer

Customer

Partner

3. In order to map Acronis customer to ServiceNow company, click on the name of the preferred

Acronis customer.

4. The form that opens next allows you to select a ServiceNow company and map it to the

particular Acronis customer.

<

B«

== Acronis tenant
= (isco

>k Acronis customer Ciscol
ServiceNow company Q
Status Active

Update ‘Sync tenant from Acronis Enable tenant in Acronis

kmnispmdud‘sm Search Offeringitemv = Search

Acronis tenant = Cisco

O\

© 2 e o oo

= Offering item

Pg BaseVms

Pg Base M365 Sharepoint Sites

Pg Pack Adv Backup Vms

Pg Base Workstations

Pg Base M365 Mailboxes

Pg Pack Adv Backup Workstations

E oee  Update Sync tenant from Acronis Enable tenant in Acronis

Acronis customer ID

Acronis parent ID

0ff9c030-86b7-49e8-8347-377b9a752aT6

6b15956{-c0ce-4f30-8522-a937b20007a8

1 | to200f2
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Acronis alerts

Alerts overview

The Acronis Cyber Protect Cloud - Services application allows access to Acronis alerts from within
ServiceNow.

At certain time intervals, the App syncs automatically into ServiceNow, all new alerts for all managed
devices in your Acronis account.

This provides you with complete visibility over any potential security-related issues in the
ServiceNow instance.

1. In ServiceNow, go to Alert management > All alerts.

2. Apage opens to show all Acronis-related alerts across all managed devices that you have in
Acronis Cloud.

= ¥ @ AcronisAlerts| Lastupdated ~|Bsarch @ | Actionsonselected rows.. v
All
O Title Incident Acronis datacenter Partner Tenant Customer tenant ServiceNow company Resource name Severity Type Last updated +
Backupis canceled INCOO10004  MitPEEU2: EU2-Cloud Yahoo Yahoo! DESKTOP-27FTLEM  Warning Backup is canceled 20230720

cloud.acronis.com 00:48:41

Eneryption passwordis \c6010003  hitpsifus-cloudacroniscom  US2-Cloud Adasio (empty) TestMachine2306  Critical Eneryption passwerdis - 2023-07°20

missing missing 00:47:52
Backup failed INC0010002 :I‘;‘u’za‘t“;:::m Beta-Cloud Screentime Media Screentime Media EEZETK?E Critical Backup failed égf&g’m
:aulj;: d';f:f:;e INC0010001 :Itx;;g;:‘:[;m Beta-Cloud OpenSource OpenSource Win10ExsiCatalin Critical Fi‘jiﬁ‘u: J’c WEI:I: égigggm
Backup stopped {empty) httpsi//us-cloudacroniscom  US2-Cloud SAP SAP ACME212-Esxl Warning Backup stopped §Eff;$’m

This overview layout allows you to review the list of currently reported alerts and click on individual
ones to see more details. You can also select one or more alerts and perform some actions with
them from the Actions menu.

Alerts can be filtered by certain criteria (make a selection from the Search drop-down) or you can
search for a particular alert by its ID (enter it in the field next to the Search drop-down).

Some of the column headers are clickable - for example, Last updated. Clicking it will sort the
content of this cloumn in ascending or descending order by date. It is also possible to rearrange the
table by adding and removing columns.

The same alert can be imported again with updated timestamp, if the corresponding issue
reproduces.

Alert details

Click on any of the alerts on the Overview page to display the Alert details view with the following
information presented about each individual alert:



— Acronisalert = o 1+

ID  FE325EA3-3850-4303-90AD-3F27BA7558E1 ResourceID  BCA71D10-2018-4808-A3C4-05528D91DF11
ServiceNow company ~ Screentime Media Resource name DESKTOP-OKH4K1C
Customer tenant ~ Screentime Media Alert Createdat  May 16, 2023, 4:09 PM

Partner Tenant  Beta-Cloud

Acronis datacenter  https://mc-beta-cloud.acronis.com Created 2023-07-2000:47:43

Createdby system
Type Backupfailed Incident  INC0O010002
Severity  Critical
Title Backupfailed

Description  The following selected files or folders are not found:
C:\Users\bolzhat\Desktop\backuph

Created at: May 16, 2023, 4:09 PM

Troubleshoot: Ensure that path ‘C:\Users\bolzhat\Desktop\backup\,

*is correct, the location exists on the remote machine, and the machine is online and not experiencing communication problems due to 2 network error or lock-up.

Machine name: DESKTOP-OKHAK1C

Support: https://kb.acronis.com/errorcode?

ser=BackupFailed%2B0x01350016%2B0x01350016%2B0x01330029% 2B0x01350016%2B0x01350016%2B0x0133001D%2B0x0 13300668 inetag=0xC3747 1CEFFA1825F
Swos=Windows&product-adcversion=15.08build-45208language-en-US

ID - unique alert identifer
ServiceNow company - name of the ServiceNow company that the customer tenant is mapped
to

Customer tenant - name of the customer tenant

Partner tenant - name of the partner tenant

Acronis datacenter - datacenter name, in its url format, for example: "eu2-cloud"
Type - type of the alert, in a human-readable format (for example, "Backup failed")
Severity - severity level of the alert, for example: "Warning"

Title - heading of the alert (very briefly describing the problem)

Description - main text of the alert message

Resource ID - unique resource identifier

Resource name - name of the resource

Alert created at - the date, on which this alert was created

Created - the date, on which the record was imported into ServiceNow

Created by - who created the alert

Incident - unique incident identifier, if an incident was created in ServiceNow, based on this alert.
If there is no Incident ID on this page for a particular alert, you can manually select an alert rule
and trigger an Incident creation using this rule.




Acronis alert rules

The Acronis Cyber Protect Cloud - Services application gives flexibility and full control over the
Acronis alerts delivered into ServiceNow.

The usage of alert rules allows you to configure what kind of alert to be created in ServiceNow.
Multiple rules can be created to handle alerts based on certain unique business processes.

1. In ServiceNow, go to Alert management > Acronis alert rules.

2. The page that opens next lists all currently existing rules used to manage alerts coming from
Acronis and to transform them into ServiceNow alerts.

= ¥V & AcronisAlertRules| Updated ~ | Search & | Actionson selected rows... e m

2. Rulename Active Order Task template Uses a Script Updated v

Acronis Alertrule true 100 Acronis Alert Template false 2023-07-2000:39:47

3. Click on the New button on top of the Acronis alert rules tab to open the New Acronis alert
rule page.

4. Here you can add new custom rules about how ServiceNow should create alerts, based on those
coming from Acronis.

oS
* Rulename | Acronis Alert rule
Conditions | Add Filter Condition H Add "OR" Clause
Sty =l <] [(crem o [awo) or]
or | Severity h is ~ || Error v
* Tasktemplate | Acronis Alert Template O ‘ @ ‘
Active
Order 100
Uses a Script

In the Rule name field, provide a meaningful name for the new rule.
6. Use the Conditions drop-down to configure multiple conditions, which when met, will trigger the

Alert rule and the corresponding alerts will be created in ServiceNow.
Complex rules, based on filter conditions as well as "AND" and "OR" clauses can be created.

The following fields are available:

FIELD NAME TYPE ALLOWED FIELD NAME TYPE ALLOWED
OPERATIONS OPERATIONS
Acronis Text  Starts with Partner List e Starts with
datacenter e Ends with Tenant e Ends with
» Contains ¢ Contains
* Does not contain ¢ Does not contain




Does not contain

FIELD NAME TYPE ALLOWED FIELD NAME TYPE ALLOWED
OPERATIONS OPERATIONS
Created Date On Resource ID Text e Starts with
Not on ¢ Ends with
Before ¢ Contains
¢ Does not contain
Created by Text Starts with Resource Text e Starts with
Ends with name ¢ Ends with
Contains * Contains
Does not contain ¢ Does not contain
Customer List Starts with Severity List Drop-down menu
Tenant Ends with with:
Contains * None
Does not contain e Warning
e Critical
e Error
ID Text Starts with Tags Text Either:
Ends with e Starts with
Contains ¢ Ends with
Does not contain e Contains
¢ Does not contain
Or a drop-down
menu with a list of
available tags.
Last updated Date On Type List Drop-down menu
Not on with alphabetically
Before sorted list of
Acronis alert types.
Search field at the
top of the list.
Updated by Text Starts with
Ends with
Contains

7. Inthe Order field, set rule sort order value to define the priority order, in which a rule will be

triggered upon an incoming alert. Execution goes from low to high.

8. Make sure to select the Active checkbox in order to activate an alert rule.




10.

11.

Set task template to determine how the alert will be created in ServiceNow and what its content

will be.

To have a closer look at a particular task template, click on the Task template name in the

Acronis alert rules column.

] = Template
= Acronis Alert Template

Name | Acronis Alert Template
Tzble | Incident [incident]

Active

Application  Acronis Cyber Protect Cloud - Services ‘ @ ‘

Domain | global

|

User | System Administrator Q ‘w ‘

sroes [

Global

[

Make selections from the following drop-down lists to include ServiceNow parameters to

incidents, associated with each rule:

PARAMETER POSSIBLE VALUES

CATEGORY List of available categories

SUB-CATEGORY List of available categories

STATE * New

* Inprogress
e On hold

* Resolved
* Closed

» Canceled

IMPACT e 1-High
¢ 2-Medium

e 3-Low

URGENCY e 1-High
¢ 2-Medium

e 3-Low

PRIORITY e 1-High
¢ 2-Medium

e 3-Low

Select the Uses a Script checkbox to create a more complex logic for alerts' handling through
custom scripts. Optionally, the script can overlap the Task template settings and the ticket

content (with different short and full ticket descriptions). Acronis can create tickets even if the




Uses a script checkbox is disabled for a given rule.
The below example of a custom script populates targetRecord with the value from alertRecord
(targetRecord is the new record in the table, provided by the task template):

(function(/*GlideRecord*/ alertRecord, /*GlideRecordx/ targetRecord) {

targetRecord.short_description = alertRecord.type + " for " + alertRecord.resource_

name;

})(alertRecord, targetRecord);

12. Click Submit to keep your changes.
There is an ongoing API verifications communication every 10 minutes or on demand.

The alert import will consider only alerts that are unique or have updated timestamps (in case the
alert was reproduced again).

After their creation, rules are used to create incidents in the following way:

Incident field Alert field

! Short description Alert title I

Description Alert body

¢ Alert titles become incidents short descriptions

» Alert bodies become incident descriptions



Acronis Cyber Protect Core Dashboard

In ServiceNow, go to the Acronis Services Dashboard. Six different widgets will be displayed with

graphical representation of important Acronis-related data:

1. Total count of Acronis customer tenants by status
Number of mapped customers in Acronis
Number of unmapped customers in Acronis

Total number of Acronis alerts by severity

Top 8 Acronis alerts by type

AN T

Total count of Acronis alerts

Note

The data on dashboards 4, 5 and 6 can be filtered using the "Total number of Acronis alerts
raised during the selected period" drop-down, located under the "Total count of Acronis

customer tenants by status" widget.

Total number of Acronis alerts raised during the selected period

All

-

{

(O
.

Today

Last month

Last 3 months
Last 6 months
Last 9 months

Last 12 months

Last 7 days
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See all Acronis storage locations in use

Acronis Cyber Cloud stores customers' data in various locations worldwide. In order to see which

locations are currently in active use by the integration, do the following:

1.

In ServiceNow, go to Services > Acronis storage locations.

2. Aread-only form opens next to show all locations where your customers' Acronis backups are

currently stored.

Filtering or grouping by partner tenant is possible in order to look for storage locations for each

individual partner connection.

W B Acronisstorage locations | Last updated

2. Location name

London, England, UK - ew?2-ags01.google.a
London, England, UK - ew2-ags01.go0gle.a
abgwste.corp.acronis.com:44445

North Europe, Ireland - nel-aas01.azure....

abgw-fra2-arp1-r01.acronis.com:443
London, England, UK - ew2-ags

Montréal, Québec, Cana

Default location

false

false

true

false

false

false

false

1D
d96feb5c-156b-4362-bd30-f355212c54ch
d96feb5c-156b-4362-bd30-f355212c54ch
73f740c-7554-4f96-b67b-0eeed7cd03d5
3a8beb85-1342-44bc-95d8-d68f57ac37a7
276ee581-514-4922-9ebf-61e53aacad5a
ea40déc7-4a68-4368-af6¢-7f31042aaaal

b4004348-2fe9-4152-8256-13b54c76a177

@

Last updated v

2023-07-2001:21:45
2023-07-20 00:51:44
2023-07-20 00:44:49
2023-07-20 00:43:35
2023-07-20 00:43:35
2023-07-20 00:43:35

2023-07-20 00:42:55

Actions on selected rows...

Partner

US2-Cloud
US2-Cloud
EU2-Cloud
EU2-Cloud
EU2-Cloud
EU2-Cloud

US2-Cloud

~




See all Acronis products

After the ServiceNow company creation (if configured according to "Integration setup overview" (p.

6)), the integration will automatically create a tenant in Acronis Cyber Cloud. For this purpose, it will

need to provision that tenant with products. A minimum set of products, required to create an

Acronis tenant, is used in the integration.

To check which products will be provisioned by default, do the following:

1. In ServiceNow, go to Services > Acronis products.

2. Aform opens next to show all Acronis Cloud products at your disposal.

Filtering or grouping by partner tenant is possible in order to look for products for each individual

partner connection.

= ¥V & AcronisProducts| Lastupdated -|55mh

Al
[] @ Displayname Product name

Compute points
e pe_base_adv_dr_compute_points

(Advanced)
Cloud storage pg_base_fc_storage
Backup storage pg_base storage

Disaster Recovery

. w_base_dr_base
(Standard) pw_basedr

Backup storage pw_base storage
Internet access .

erner A pw_base_adv_dr_internet_access
(Advanced

pg_base_adv_dr_storage

pw_base_adv_dr_storage

pw_base_adv_dr_compute_points

{Advanced)

Active

true

true

true

true

true

true

true

true

true

Default

false

false

false

false

false

false

false

false

false

Application 1D

626d758d-8e74-3ae3-

ac84-50eb0dff12eb

dfd85a5f-a464-32ab-
81fd-99bcc66a070f

6e6d758d-8e74-3ae3-

ac84-50eb0dff12eb

6e6d758d-8e74-3ae3-

ac84-50eb0dff12eb

6e6d758d-8e74-32e3-

ac84-50eb0dff12eb

626d758d-8e74-32e3-

ac84-50eb0dff12eb

6e6d758d-8e74-3ae3-

ac84-50eb0dff12eb

626d758d-8e74-3ae3-

ac84-50eb0dff12eb

626d758d-8e74-3ae3-

ac84-50eb0dff12eb

Storage location ID

3ba2f03b-fdfb-401a-b1b0-
38f5ced5655a

fdeS07e9-275b-414d-a0e4-
3440f33bc881

©877495h-7910-4259-b6%9d-
1835d1e0f762

3ba2f03b-fdfb-401a-b1b0-
38f5ced5655a

€877495b-7910-4259-b69d-
1835d1e0f762

3ba2f03b-fdfb-401a-b1b0-
38f5ced56553

3ba2f03b-fdfb-401a-b1b0-
38fSced5655a

3ba2f03b-fdfb-401a-b1b0-
38f5ced5655a

3ba2f03b-fdfb-401a-b1b0-
38f5ced56553

Edition

pck_per_gigabyte

fss_per_gigabyte

pok_per_gigabyte

pck_per_workload

pek_per_workload

pek_per_workload

pek_per_gigabyte

pck_per_workload

pek_per_workload

Usage name

compute_points

fc_storage

storage

dr_base

storage

dr_internet_access

dr_storage

dr_storage

compute_points

@ \ Actions on selected rows..

Last updated ¥

2023-07-20
01:21:44

2023-07-20
01:21:44

2023-07-20
01:21:44

2023-07-20
01:21:44

2023-07-20
01:21:44

2023-07-20
01:21:44

2023-07-20
01:21:44
2023-07-20
01:21:44

2023-07-20
01:21:44

Partner

Beta-Cloud

EU2-Cloud

Betz-Cloud

Beta-Cloud

Beta-Cloud

Beta-Cloud

EU2-Cloud

Beta-Cloud

EU2-Cloud

v




Acronis Audit log

Acronis Cyber Protect Cloud - Services writes logs to record administrative activities, configuration
changes, data entries as well as other changes in the app.

Audit logs provide high-level transparent information about "who did what, where, and when?"

within the integration with Acronis. Audit logs also help to reduce vulnerabilities and external data

misuse.

1. In ServiceNow, go to Configuration > Acronis audit log.

2. Aform opens next to show all events and actions that happened within the App, with details like
who triggered the event, when it was captured, etc.

Event captured on

2023-07-2007:42:57

2023-07-20 07:42:58

2023-07-20 07:42:57
2023-07-20 07:44:12
2023-07-20 07:43:56
2023-07-2007:43:48
2023-07-20 07:44:04
2023-07-2007:43:38

2023-07-20 07:42:19

2023-07-20 07:43:38

2023-07-20 07:44:49
2023-07-20 07:44:33
2023-07-20 07:42:18
2023-07-20 07:44:22

2023-07-2007:42:19

= ¥ & AcronisAuditLogs| Event copturedon -

Search |

Triggered by
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin

Event captured

Acronis tenant created successfully.
Acronis tenant created successfully.
Acronis tenant created successfully.
Connection created successfully

Acronis tenant created successfully.

Tenant form: ServiceNow Company Added Ma...

Acronis tenant created successfully.

Tenant form: ServiceNow Company Added Ma...

Tenant form: ServiceNow Company Added Ma...

Connection created successfully
Acronis tenant created successfully.

Acronis tenant created successfully.

Tenant form: ServiceNow Company Added Ma...

Customer provisioning property updated
Alert Rule created

Connection created successfully

Tenant form: ServiceNow Company Added Ma...

Acronis tenant created successfully.

Tenant form: ServiceNow Company Added Ma...

Connection created successfully

Document ID
Acronis tenant: Avaya
Acronis tenant: ACME UK

Acronis tenant: SAP

Acronis Connections: US2-Cloud
Acronis tenant: Adagio

Acronis tena

:SAP

Acronis tenant: Lenovo

Acronis tenant: Screentime Media
Acronis tenant: Yahoo

Acronis Connections: EU2-Cloud
Acronis tenant: Screentime Media
Acronis tenant: Yahoo

Acronis ter Lenovo

Acronis storage locatio

stg.corp.acronis.com:44445
Acronis alert rule: Acronis Alert rule

Acronis Connections: EU2-Cloud

Acronis tenant: OpenSource

Acronis ter

OpenSource
Acronis tenant: ACME UK

Acronis Connections: Beta-Cloud

(] Actions onselected rows...

Object changed
Avaya

ACME UK

SAP

US2-Cloud

Adagio

SAP

Lenovo

Screentime Media

Yahoo

EU2-Cloud

Screentime Media

Yahoo

Lenovo
abgwistg.corp.acronis.com:44445
Acronis Alert rule

EU2-Cloud

OpenSource

OpenSource

ACME UK

Beta-Cloud

Value set (if applicable)

Connection created successfully

Screentime Media
Yahoo!

Connection created successfully
Lenovo
true

Connection created successfully

OpenSource

ACME UK

Connection created successfully

29

© Acronis International GmbH, 2003-2025




Enable localizations

1. Click this link to download the available localization packages.

2. Extract all files from the downloaded archive.

3. In ServiceNow, change the Application scope to Acronis Cyber Protect Cloud - Services.

4. Inthe navigation bar, type Load Data and go to the respective module under System Import
Sets.

From the Import set table radio buttons, select Existing table.

From the Import set table drop-down, select Sys Documentation [u_sys_documentation] .

Select File from the Source of the import radio buttons.

© N o WU

Click Choose File and select the respective sys_documentation excel file from the packages
downloaded in step 1.
See an illustration below with file selected for German (DE) language:

Impart set table Create table

@ Existing table

System Import Sets

([
Import sét table Sys Documentation [u_sys_documentation] v

Load Data

Source of the import @ File
Data source
File Choose File | DE_sys_documentation.xdsx

Sheet number 1

Header row 1

9. Do not change the Sheet number and Header row values. Click Submit.

10. On the next page, click Run transform.

Progress
Name ImportProcessor
State Complete

=

System Import Sets Message Processed: 53, inserts 52, updates 0, errors 0, empty and ignored 1, ignored errors 0 (0:00:00.126)

Completion code Success.

Load Data

Next steps...

Importsets  Go to the import sets for this data load

Loadeddata  Go to the newly imported data inside the staging table: u_sys_documentation
Create transformmap  Create a transform map for the newly staged data
Run Transform  Transform a loaded import set using an existing transform map

Importlog  View the import log

30 © Acronis International GmbH, 2003-2025


https://dl.acronis.com/u/ci/servicenow/translation_packs/LanguagePacks.zip

11. On the page that follows, click Transform.

€ Specityimport set and Transform map

QoS porrngnisn-u_sys docementation (NI-01-04 113554 v

Available maps Sillected mags, run in onder
Py ¢

Remave

12. Repeat steps 4-9 for each language you want to import. There are four Excel files in total for each
language:

 sys_choice.xlsx
« sys_documentation.xlsx
 sys_translated_text.xIsx

* sys_ui_message.xlsx

Important

The translation of the report titles on the Acronis Services Dashboard will not work unless the title
field record is updated in the sys_dictionary form. The Type field has to be updated from String to
Translated text. Please, consult your ServiceNow Administrator before making this change as
there might be policies prohibiting the update of OOB fields. However, this change is necessary in
order to have the report titles updated.



Follow the detailed instructions below:

1. Type sys_dictionary.list in the ServiceNow navigation bar and open the form.
2. Search for:
a. 'sys_report'in the Table field
b. 'title'in the Column name field
3. Open the record.
Update the Type from String to Translated Text and save the record again.
¢ = DictionaryEntry

Title

A dictionary entry manages how ServiceNow stores data in tables and fields (columns). For new dictionary entries, select a Table and the
record, and make the field a Display Value for reference fields so it appears on records that reference this table. More Info

% Table
%k Type
% Column label
s Column name

Max length

Report [sys_report] v
Translated Text Q@
Title
title

100
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