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Introduction

Microsoft Intune is a cloud-based endpoint management solution that allows organizations to
manage and secure apps and devices from a single console. It helps protect company data on
company-owned devices, offering features like app management, device enroliment, compliance
policies, and reporting.

This guide describes how to activate and configure the integration of Acronis Cyber Cloud with
Intune so you can:

 Establish mapping between Acronis customer tenant and Microsoft Entra ID tenant.

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

» Perform activities on mapped tenant devices which are enrolled in customer Intune:
o Deploy Acronis agent.
° Apply protection plan.

° Uninstall Acronis agent.

Note
These operations are performed by PowerShell scripts, created by the integration in the

customers' Intune space. This is achieved using Microsoft Graph API.

Integration permissions

Note
The Acronis integration with Microsoft Intune predates the Microsoft product name change from

Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

The integration can perform these operations:

» Deploy Acronis agent.
« Apply protection plan.

¢ Uninstall Acronis agent.
In order to do this, the integration needs permissions to access API objects and execute API calls:

* Access basic tenant information.
* Read the devices list.

* Read the list of Microsoft Entra ID groups.



» Create Microsoft Entra ID groups.

» Create Intune PowerShell scripts.

These permissions must be granted for every Microsoft Entra ID tenant you want to manage
through the integration.

Note
The process of granting permissions is referred to as 'admin consent'. It is part of the integration

tenant mapping wizard.

For more information, see Managing Tenants.

The admin consent process will result in the creation of an enterprise application object (or service
principal) in the customer tenant's Microsoft Entra ID directory. The name of this object is
Integration with Intune - (Datacenter). It can be found under the Enterprise applications blade in
the Microsoft Entra ID portal of the customer tenant.

e Y ' N

A Acronis Datacenter US Azure AD tenant 1

| 1]
st Enterprise Applications

@ " ] Consenting [ ) . )
M Acronis Customer Tenant 1 J [ ,L N Acronis Integration with Intune - Datacenter US

Azure AD tenant 2

i 1]
:fg Enterprise Applications

] Consentin: [ . A n
ﬁ Acronis Customer Tenant 2 J g l \L Acronis Integration with Intune - Datacenter US ]

For more information, see https://learn.microsoft.com/entra/identity-platform/app-objects-and-
service-principals?tabs=browser
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Prerequisites

Note
Due to a Microsoft limitation, the integration must use the standard Acronis data center URL.

This means that, for this integration to function correctly, you cannot configure the Acronis branded
URL for Acronis Cyber Cloud services feature. For more information, see Acronis URL branding
limitation.

* You must have a fully configured Acronis Cyber Cloud partner tenant account.
» The user account that you use to activate and configure the integration must be a Company
Administrator.

* You must not have disabled support access.

Note
For more information, see the Management Portal Partner Administrator guide.

» [Optional] One or more customer tenants.

Note
Only customer tenants that are provisioned as Managed by service provider will appear as
active for mapping.

Management mode )

© Managed by service provider Managed by customer
Manage protection for the customer Manage protection for the customer
Access backups and other resources Access backups and other resources

» [Optional] One or more protection plans.

Acronis customer tenants can be mapped to Microsoft Entra ID tenants that comply with the
following requirements:

» Microsoft Entra ID tenants must have an active subscription with a license including Intune.
For more information, see https://docs.microsoft.com/mem/intune/fundamentals/licenses.

» Microsoft Entra ID tenants must have a user with the following permissions (also referred to as
an admin user in this document):
° Global Administrator
° Intune Service Administrator (also known as Intune Administrator)

e The admin user must have an Intune license assigned.
For more information, see https://docs.microsoft.com/mem/intune/fundamentals/licenses-
assign.

* One or more devices should be enrolled in the Microsoft Entra ID tenant endpoint manager.
For more information, see https://docs.microsoft.com/mem/intune/enrollment/.
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Important
The integration currently supports Windows 32-bit and 64-bit devices. Support for macOS devices
will be added in future versions.

Acronis URL branding limitation

When the integration creates PowerShell scripts in Intune, it uses the Acronis Cyber Cloud services
URL.

Home » Devices | Scripts and remediations > [Acronis Integration] Install Acronis agent - CFDE
'|' [Acronis Integration] Install Acronis agent - CFDE | Properties
. Windows 10 and later
|f’ Search | i«
. Basics Edit
@ overview
' Manage Name [Acronis Integration] Install Acronis agent - CFDE
!I' Properties Description This PowerShell script is created automatically by Acronis Cyber Cloud, Intune
integration module, setup under tenant 231bb452-cdc3-4f3c-a3f1-
~ Monitor YT kR U https://eus-cloud.acronis.com
B Device status
Script settings Edit
H User status
PowerShell script acronis_install_agent_parametrized.ps1
Run this script using the logged on Mo
credentials
Enforce script signature check No
Run script in 64 bit PowerShell Host Yes
Assignments Edit
Included groups No Included groups
Excluded groups No Excluded groups

Due to a Microsoft limitation, this integration must use the standard Acronis data center URL. This
means that, for this integration to function correctly, you cannot configure the Acronis branded URL
for Acronis Cyber Cloud services feature.

Note
There is no need to disable other custom branding settings.

For more information on Acronis branding features, see the Management Portal Partner
Administrator guide.
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@ NTEGRATIONS

{‘é‘} SETTINGS

Locations
Branding

API clients

Acronis

Documentation and support

Home URL https://www.demo-msp.com

Support URL https://www.demo-msp.com/support/

Support phone 0800-999-9999

Knowledge base URL https://care.demo-msp.com/s/submit-ticket-for...
Management Portal administrator's guide https://ww.demo-msp.com/adminguide.pdf
Management Portal administrator's help https://www.demo-msp.com/adminguide-online

URL for Acronis Cyber Protect Cloud services

You can make Acronis Cyber Protect Cloud services accessible at a URL of your choice, such as

cloud.example.com.

‘ Configure ‘
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Activating the integration

To activate the integration

1.

Click INTEGRATIONS.

Log in to Acronis Management Portal.

Search for the Microsoft Intune catalog card.

Note

For more information, see the Management Portal partner administrator guide.

Hover over the Microsoft Intune catalog card and click Configure.

CLIENTS

MONITORING

REPORTS

MY COMPANY

INTEGRATION:

SETTINGS

Partner Portal

Support Portal

#CyberFit Academy

Acronis
Cyber Protect C

The welcome screen appears.

5. Click Continue.

ALL INTEGRATIONS

intune

All categories

> Security

> Management

¥  Automation

INTEGRATIONS IN USE (D)

x

Integrations

Microsoft Intune

Ml Microsoft  Microseft Intune
Intune

Deliver all-in-one cyber protection to Microsoft
Intune managed workstations easily across
your customers

Learn more

Emcoo

88 Vendor Portal

6. Click Map to start mapping Acronis customer tenants to Microsoft Entra ID tenants.



https://www.acronis.com/support/documentation/AcronisCyberCloud/index.html#cshid=40323

Opening the integration
To open the integration

1. Loginto Acronis Management Portal as administrator.
2. Select INTEGRATIONS on the main menu.

3. Select the INTEGRATIONS IN USE tab.
4

Locate the Microsoft Intune integration catalog card.

Note
For more information, see the Management Portal partner administrator guide.

5. Click Manage.


https://www.acronis.com/support/documentation/AcronisCyberCloud/index.html#cshid=40323

Managing tenants

Mapping a tenant

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.

This will be updated in a future release of the integration.

To map a tenant

1.
2.

Open the integration.
Click the Add Azure AD tenant button.
Choose the existing Acronis customer tenant you want to map.

Note

Make sure the tenant has at least one active user with a Company administrator role.

Enter the Microsoft Entra ID tenant ID of the customer you want to map.

Click Next.

@& / > fh [MSIntwne Partner]

(7) MONITORING

CLIENTS

COMPANY
MANAGEMENT

REPORTS

INTEGRATIONS

SETTINGS

MICROSOFT INTUNE

®  Select tenants

EMcoo

Map an existing Acronis customer tenant to existing Azure Active Directory
tenant

Select existing Acronis customer tenant

intune-customer-1 ~

Provide ID for your Azure Active Directory tenant

cdSd2e29-9ef0-47ee-bB60-4dcad2fc3e59

Cancel m

X

6. Click Register Acronis app.

A new browser tab opens and triggers the Microsoft Entra ID admin consent process.
For more information, see Granting admin consent permissions.




7. When the Microsoft Entra ID admin consent process has finished, click Complete.

The wizard closes.

& / > dh [MSIntune Partner]

MONITORING MICROSOFT INTUNE

CLIENTS ®  Select tenants

COMPANY

e Complete mappin,
MANAGEMENT P PPINg

REPORTS

INTEGRATIONS NEW

SETTINGS

EMcoo

Complete mapping

Click on Register Acronis app button below to authorize the Acronis integration and create a service principal in the target

tenant's directory.

The button will take you to the Microsoft app registration portal where the tenant administrator can sign in to complete the

request. The adminis

will be asked to approve the application permissions necessary to access t

API and perform operations there.

Register Acronis app

Instructions

o If Acronis app registration was successful o If Acronis app registration failed

Verify the Azure AD tenant ID.

On clicking Register Acronis app, repeat the app
registration and make sure you consent to all

Click Complete butten te finish the mapping

permissions.

@ ¢ » h [MSIntune Partner]

MONITORING MICROSOFT INTUNE

CLIENTS & Filters | Search
COMPANY
MANAGEMENT
intune-customer-1
REPORTS

INTFGRATIONS

SETTINGS

TENANTS

Acronis customer tenant

EEcoe

| Add Azure AD tenant x

Azure AD tenant Last action Last action date

ntune-customer-1 Map tenants 5/11/2022, 12:36:10 PM

Granting admin consent permissions

In order for the Acronis integration to access Microsoft Entra ID and Intune resources of customer
tenants through API, it needs permission. Permissions are granted through the admin consent

process.
To grant admin consent permissions

1. Open the integration.
2. Click either:




» Register Acronis app in the tenant mapping wizard.
» Re-authorize Acronis app in the mapping info dialog.
A new browser tab opens.

3. Signin as a Microsoft Entra ID admin user.

=5 Microsoft
Sign in

admin@intunecustomer l.onmicrosoft.com

-

Can't acoess your account?

Information about the permissions requested by Acronis is displayed.
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B Microsoft

admin@intunecustomerll.onmicrosoft.com

Permissions requested
Review for your organization

Acronis Integration with Intune - CI6
unverified

This application is not published by Microsoft or
your organization.

This app would like to:

“ Read Microsoft Intune devices

Read and write directory data

Read and write Microsoft Intune apps

< <KL

Read and write Microsoft Intune device configuration
and policies

~ Signin and read user profile

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microscft.com. Show details

Does this app look suspicious? Report it here

4. Click Accept.

In the browser, switch back to the Integration tab and continue your operations.

Note
If the process fails, repeat the admin consent process by switching back to the Integration tab in
your browser and clicking the app registration button again.
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Viewing tenant mapping info

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

The mapping info window displays the Acronis customer tenant name, and the Microsoft Entra ID
tenant ID and name.

To view tenant mapping info

1. Open the integration.

2. Select the mapping row.

MICROSOFT INTUNE TENANTS
[> Perform action () Mappinginfo Tif Remove mapping
B Acronis customer tenant Azure AD tenant
intune-customer-1 intune-customer-1
intune-customer-2 intune-customer-2

3. Click Mapping info in the toolbar.
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« intune-customer-1 Add Azure AD tenant

Mapping information

Existing Acronis customer tenant

intune-customer-1

Azure Active Directory tenant ID

cd5d2e29-9ef0-47ee-b860-4dcad2fc3e59

Azure Active Directory tenant name

intune-customer-1

Troubleshooting

Use the link below to troubleshoot problems caused by faulty service principal in the target tenant's directory. It will take you to the Microsoft app
registration portal where the tenant administrator can sign in to complete the request.

The administrator will be asked to re-authorize the application permissions necessary to access the Microsoft Intune API and perform operations
there.

Re-authorize Acronis app

4. Click the Re-authorize Acronis app link at the bottom of the screen to repeat the admin
consent process for the current mapping. You must do this if the permissions granted during the
first admin consent have been changed by an Microsoft Entra ID tenant admin at some point.
This will take you through the admin consent process again.

5. Click the back arrow to return to the main view.

Deleting a mapping

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

Note
When you delete a mapping, any objects created in Microsoft Entra ID and Intune of the target
Microsoft Entra ID tenant are not deleted. These include:

* The enterprise application object, created during the admin consent process.
» Any Microsoft Entra ID group created as part of the Perform Action wizard.

» PowerShell script objects created as a result of the Perform Action wizard.

Only the Microsoft Entra ID tenant admin can manually clear these from the Microsoft Entra ID and
Microsoft Endpoint Manager portals.

To delete a mapping



1. Open the integration.
2. Select the mapping row.

3. Click Remove mapping in the toolbar.

MICROSOFT INTUNE TENANTS
[> Perform action (O Mappinginfo Ti Remove mapping
| Acronis customer tenant Azure AD tenant
intune-customer-1 intune-customer-1
intune-customer-2 intune-customer-2
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Performing actions

Future versions will have more options and flexibility, as well as support for macOS devices.

Installing the Acronis agent

Note
The Acronis integration with Microsoft Intune predates the Microsoft product name change from

Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

To install the Acronis agent

1. Open the integration.
2. Select the target tenant.
3. Click Perform action in the toolbar.

The perform action wizard starts.

MICROSOFT INTUNE TENANTS
[> Perform action (O Mappinginfo Ti Remove mapping
| Acronis customer tenant Azure AD tenant
intune-customer-1 intune-customer-1
intune-customer-2 intune-customer-2

4. Select the Install Acronis agent option and click Next.



Select the operation to perform through Microsoft Intune.

© Install Acronis agent

This option creates an Intune PowerShell object necessary to install the Acronis agent on the assigned
devices. Once deployed on the target device, the PowerShell script will download the latest version of
the installer and perform the installation silently.

Apply protection plan

This option creates an Intune PowerShell object necessary to apply a protection plan on devices that
already have Acronis agent installed and registered under the current Acronis partner account.

Uninstall Acronis agent

This option creates an Intune PowerShell object required to remove the Acronis agent from the devices
that already have this installation.

5. Configure the agent installation parameters.
These parameters are used for generating a token for the agent installation background. For
more information about the generated tokens, see "Created objects" (p. 33).
* Select the Acronis customer tenant user
» [Optional] Select Set protection plan option.
This applies a protection plan to the device immediately after installing the Acronis agent.

 Select the protection plan you want to apply.

Note
If no protection plans are defined, you will get a warning message.
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6.
7.

19

Configure

Select Acronis user

intune-custamer-1 ~

Set protection plan (Optional)

Select protection plan

Cloud Backup of %ALLUSERSPROFILE% -~

Cloud Backup of %ALLUSERSPROFILE%

Local Backup of %ALLUSERSPROFILE%

Click Next.
Select the target.

The target defines the devices on which the operation is applied. The selected target determines
the assignment property of the Intune PowerShell script object that is created.

Note
The Intune admin can manually change the assignment property later, through the Microsoft
Endpoint Manager portal.

On all devices
The operation will target all current and future devices enrolled in Intune.

This is the default option for operations. If selected, the virtual Intune All devices group is
assigned as an Included group on the created Intune PowerShell object.

Note
"All devices" is a pre-created group. It is considered 'virtual', because you do not create or view
it in Microsoft Entra ID.

In selected Azure Active Directory group

The operation will target devices that are members of an existing Microsoft Entra ID group that
you must select.

The PowerShell script will be applied only on devices which are listed as members of the selected
Microsoft Entra ID group and enrolled in Intune.
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Important
The Microsoft Entra ID groups may contain devices which are not enrolled in Intune. You are

responsible to verify that the device members list of the target Microsoft Entra ID group is
correct.

Select target

Select the target for your operation

In selected Azure Active Directory group v

Select Azure Active Directory group

Group 01407e3b-dfad-40db-b548-01083a5a43cd -~

Group 01407e3b-dfad-40db-b548-01083a5a43cd
Group 0317baed-7d%a-4437-8e3a-74ebf4a1b215
Group 03a5502e-f4ce-4403-bd3a-0c27f41088f6
Group 0a2a7909-0328-47c1-8b0e-15fcccfd99a2
Group Oaf5aB8e5-952b-4bde-83c4-344ee10980ee
Group 0e320798-7f78-42da-a089-15c3611fa%28
Group 0e7c32ed4-0bf8-41af-8cd9-0da72c09%e10

Group 12312040-1122-424c-b2f4-4ac9e0bbSecy

Create a group and select devices

Create an Microsoft Entra ID group in the customer's Microsoft Entra ID tenant and assign
devices to it. The operation will target devices in this new group.

The PowerShell script is applied only to the devices listed as members of the new Microsoft Entra
ID group and enrolled in Intune.

© Acronis International GmbH, 2003-2025
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Important

The Microsoft Entra ID groups may contain devices that are not enrolled in Intune. You are
responsible to verify that the device members list of the target Microsoft Entra ID group is

correct.

Add a name for the group

Group name

New Group

Select devices that will be included in the group

= Filters Search Q
B Device name
IM-Win10
X¥Z-056286
XYZ-477795
XYZ-687318
XYZ-902405

Create a group and select devices

3 items selected

Acronis agent

Not installed

Not installed

Not installed

Not installed

Not installed

Do not assign any devices

Does not target any devices. Only creates the Intune PowerShell script object that will execute

the operation, without assignment.

You can subsequently provide an assignment manually, through the Microsoft Endpoint

Manager portal.
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Select target

Select the target for your operation

On all devices -~

On all devices

This is every device, enrolled in Intune, including those enrolled after
creating the Intune script object.

In selected Azure Active Directory group

Intune-enrolled devices that are also members of the selected Azure Active
Directory group.

Create a group and select devices

A new AzZure Active Directory security group will be created and a selection
of enrolled devices - assigned to it

Do not assign any devices
Only create the script object in Microsoft Intune

8. Click Next.

9. The Summary page opens.

MICROSOFT INTUNE x

1. Select operation Summary

2. Configure PowerShell object will be created to install the Acronis agent on the assigned devices. Once deployed on the
target device, the PowerShell script will download the latest version of the installer and perform the

installation silently. It is recommended to delete the token from Acronis once the script has been applied to all

3. Target
E devices in Intune.

4. Summary Selected operation Install Acronis agent
Target On all devices

Acronis user acronisintegrations-customer

10. Review the information and click Complete.
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The integration creates a PowerShell script object in Intune and the information about the last
action of the target tenant is updated. Information about the new PowerShell script object can be
obtained by clicking Last action summary in the toolbar.

Note

Intune is now responsible for notifying the target devices about the new PowerShell script object, so
that they can download and execute it. The notification time range varies between immediate and a
few hours. For more information, see the Microsoft Intune help system.

Applying a protection plan

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

To apply a protection plan

Open the integration.

Select the target tenant.

Click Perform action in the toolbar.
Select the Apply protection plan option.
Click Next.

On the Protection plan configuration step:

o U s w N~

a. Choose the Acronis customer tenant user.

b. Choose the protection plan that you want to apply.

Note
If no protection plans are defined, you will get a warning message, and cannot continue.

These parameters are used for generating a token for the agent installation background. For
more information about the generated tokens, see "Created objects" (p. 33).

7. Click Next.
8. Select the target.

The target defines the devices on which the operation is applied. The selected target determines
the assignment property of the Intune PowerShell script object that is created.

Note
The Intune admin can manually change the assignment property later, through the Microsoft
Endpoint Manager portal.

On all devices

The operation will target all current and future devices enrolled in Intune.


https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot#how-long-does-it-take-for-devices-to-get-a-policy-profile-or-app-after-they-are-assigned

This is the default option for operations. If selected, the virtual Intune All devices group is
assigned as an Included group on the created Intune PowerShell object.

Note
"All devices" is a pre-created group. It is considered 'virtual', because you do not create or view
it in Microsoft Entra ID.

In selected Azure Active Directory group

The operation will target devices that are members of an existing Microsoft Entra ID group that
you must select.

The PowerShell script will be applied only on devices which are listed as members of the selected
Microsoft Entra ID group and enrolled in Intune.

Important

The Microsoft Entra ID groups may contain devices which are not enrolled in Intune. You are
responsible to verify that the device members list of the target Microsoft Entra ID group is
correct.
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Select target

Select the target for your operation

In selected Azure Active Directory group ~

Select Azure Active Directory group

Group 01407e3b-dfad-40db-b548-01083a5a43cd -~

Group 01407e3b-dfad-40db-b548-01083a5a43cd
Group 0317baed-7d%a-4437-8e3a-74ebf4a1b215
Group 03a5502e-f4ce-4403-bd3a-0c27f41088f6
Group 0a2a7909-0328-47c1-8b0e-15fcccfd99a2
Group Oaf5aB8e5-952b-4bde-83c4-344ee10980ee
Group 0e320798-7f78-42da-a089-15c36111a%28
Group 0e7c32ed4-0bf8-41af-8cd9-0da72c09%e10

Group 12312040-1122-424c-b2f4-4ac9e0bbSecy

Create a group and select devices

Create an Microsoft Entra ID group in the customer's Microsoft Entra ID tenant and assign
devices to it. The operation will target devices in this new group.

The PowerShell script is applied only to the devices listed as members of the new Microsoft Entra
ID group and enrolled in Intune.

Important
The Microsoft Entra ID groups may contain devices that are not enrolled in Intune. You are

responsible to verify that the device members list of the target Microsoft Entra ID group is

correct.
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26

Create a group and select devices
Add a name for the group

Group name
MNew Group

Select devices that will be included in the group

= Filters Search Q 3 items selected
- | Device name Acronis agent
IM-Win10 Not installed
XYZ-056286 Not installed
XYZ-477795 Not installed
XYZ-687318 Not installed
XYZ-902405 Notinstalled

Do not assign any devices

Does not target any devices. Only creates the Intune PowerShell script object that will execute
the operation, without assignment.

You can subsequently provide an assignment manually, through the Microsoft Endpoint
Manager portal.

© Acronis International GmbH, 2003-2025



Select target

Select the target for your operation

On all devices -~

On all devices

This is every device, enrolled in Intune, including those enrolled after
creating the Intune script object.

In selected Azure Active Directory group

Intune-enrolled devices that are also members of the selected Azure Active
Directory group.

Create a group and select devices
A new AzZure Active Directory security group will be created and a selection
of enrolled devices - assigned to it

Do not assign any devices
Only create the script object in Microsoft Intune

9. Click Next.
10. Onthe Summary page, review the information.

11. Click Complete.

The integration creates a PowerShell script object in Intune and the information about the last
action of the target tenant is updated. Information about the new PowerShell script object can be
obtained by clicking Last action summary in the toolbar.

Note

Intune is now responsible for notifying the target devices about the new PowerShell script object, so
that they can download and execute it. The notification time range varies between immediate and a
few hours. For more information, see the Microsoft Intune help system.

Uninstalling Acronis agent

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

To uninstall the Acronis agent
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Note
If Self-protection and Agent Uninstallation Protection are enabled in the protection plan, you
must first perform some steps in Acronis Protection Console.

1. Navigate to the customer tenant > Settings > Agents.
Find the Acronis Cyber Protection agent in the list, and click on the row.

In the Actions panel that appears on the right, go to Agent Update Settings.

> W

Under Set the permitted duration for the agent to be uninstalled or updated, select the
duration of the maintenance window needed to uninstall the agent.

1. Open the integration.

Select the target tenant.

Click Perform action in the toolbar.
Select Uninstall Acronis agent.
Click Next.

Select the target.

o U W N

The target defines the devices on which the operation is applied. The selected target determines
the assignment property of the Intune PowerShell script object that is created.

Note
The Intune admin can manually change the assignment property later, through the Microsoft
Endpoint Manager portal.

On all devices
The operation will target all current and future devices enrolled in Intune.

This is the default option for operations. If selected, the virtual Intune All devices group is
assigned as an Included group on the created Intune PowerShell object.

Note
"All devices" is a pre-created group. It is considered 'virtual', because you do not create or view
it in Microsoft Entra ID.

In selected Azure Active Directory group

The operation will target devices that are members of an existing Microsoft Entra ID group that
you must select.

The PowerShell script will be applied only on devices which are listed as members of the selected
Microsoft Entra ID group and enrolled in Intune.

Important

The Microsoft Entra ID groups may contain devices which are not enrolled in Intune. You are
responsible to verify that the device members list of the target Microsoft Entra ID group is
correct.
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Select target

Select the target for your operation

In selected Azure Active Directory group ~

Select Azure Active Directory group

Group 01407e3b-dfad-40db-b548-01083a5a43cd -~

Group 01407e3b-dfad-40db-b548-01083a5a43cd
Group 0317baed-7d%a-4437-8e3a-74ebf4a1b215
Group 03a5502e-f4ce-4403-bd3a-0c27f41088f6
Group 0a2a7909-0328-47c1-8b0e-15fcccfd99a2
Group Oaf5aB8e5-952b-4bde-83c4-344ee10980ee
Group 0e320798-7f78-42da-a089-15c36111a%28
Group 0e7c32ed4-0bf8-41af-8cd9-0da72c09%e10

Group 12312040-1122-424c-b2f4-4ac9e0bbSecy

Create a group and select devices

Create an Microsoft Entra ID group in the customer's Microsoft Entra ID tenant and assign
devices to it. The operation will target devices in this new group.

The PowerShell script is applied only to the devices listed as members of the new Microsoft Entra
ID group and enrolled in Intune.

Important
The Microsoft Entra ID groups may contain devices that are not enrolled in Intune. You are

responsible to verify that the device members list of the target Microsoft Entra ID group is

correct.
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Create a group and select devices
Add a name for the group

Group name
MNew Group

Select devices that will be included in the group

= Filters Search Q 3 items selected
- | Device name Acronis agent
IM-Win10 Not installed
XYZ-056286 Not installed
XYZ-477795 Not installed
XYZ-687318 Not installed
XYZ-902405 Notinstalled

Do not assign any devices

Does not target any devices. Only creates the Intune PowerShell script object that will execute
the operation, without assignment.

You can subsequently provide an assignment manually, through the Microsoft Endpoint
Manager portal.
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Select target

Select the target for your operation

On all devices -~

On all devices

This is every device, enrolled in Intune, including those enrolled after
creating the Intune script object.

In selected Azure Active Directory group

Intune-enrolled devices that are also members of the selected Azure Active
Directory group.

Create a group and select devices
A new AzZure Active Directory security group will be created and a selection
of enrolled devices - assigned to it

Do not assign any devices
Only create the script object in Microsoft Intune

7. Click Next.
8. Onthe Summary page, review the information.

9. Click Complete.

The integration creates a PowerShell script object in Intune and the information about the last
action of the target tenant is updated. Information about the new PowerShell script object can be
obtained by clicking Last action summary in the toolbar.

Note

Intune is now responsible for notifying the target devices about the new PowerShell script object, so
that they can download and execute it. The notification time range varies between immediate and a
few hours. For more information, see the Microsoft Intune help system.

Checking the last action

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

To check the last action performed on a customer tenant
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1. Open the integration.
2. Select the tenant.
3. Inthe toolbar, locate and click Last action summary.
4. The summary view opens with the following information:
SECTION FIELD NOTES
Acronis The target Acronis customer tenant
customer
tenant
Azure AD The target Microsoft Entra ID tenant
tenant
Action Can be one of the following, depending on the type of operation:
* [Windows | PowerShell] Deploy Acronis agent
¢ [Windows | PowerShell] Apply protection plan
» [Windows | PowerShell] Uninstall Acronis agent
SUMMARY Target devices | Can be one of the following, depending on the type of operation:
* Perform the operation on all devices
» Perform the operation on all devices in group "XYZ"
» Create group "XYZ" and perform the operation on its associated
devices
» Target devices not assigned
Acronis user The Acronis user that participated in the operation. Not applicable in
case of agent uninstallation.
Protection plan | The Acronis protection plan used for the operation. Not applicable in
case of agent uninstallation.
Started Date/time when the operation to create an Intune object started
Completed Date/time when the operation to create an Intune object finished
PowerShell The internal ID of the created Intune PowerShell script
script ID
RESULT PowerShell The name of the Intune PowerShell script created. Script naming rules
script name are explained in the the reference chapter.
Azure AD The object ID of the selected/created Microsoft Entra ID group
group ID
Azure AD The name of the selected/created Microsoft Entra ID group
group name

Use the information from the Result section to locate objects, created in Microsoft Entra ID and the
Microsoft Endpoint Manager.




€ intune-customer-1

Last action summary

Action

Acronis customer tenant
Azure Active Directory tenant
Target devices

Acronis user

Protection plan

[Windows | Powershell] Deploy Acronis agent

intune-customer-1

intune-customer-1

intune-customer-1

Microsoft Endpoint Manager admin center

«
A Home

Edl Dashboard

= Allservices

[l Devices

B Apps

@ £ndpoint security
Reports

& users

& Groups

&} Tenant administration

K Troubleshooting + support

Home > Devices > Windows

g Windows | PowerShell scripts

g N

B Windows devices
Windows enrollment
Windows policies

[k compliance policies
[ configuration profiles

B powershell scripts

¢lis 10 and

2 Update rings for W
later

22 Feature ugpfies for Windows 10

and lajp#Preview)

28 ity updates for Windows 10
and later (Preview)

+ Add
Script Name Platform Script Type

[Acronis Integration] Apply protection plan - DEST Windows Powershell script
[Acronis Integration] Install Acronis agent - 4F5C Windows Powershell script
[Acronis Integration) Install Acronis agent - SECE Windows Powershell script
[Acronis Integration Install Acronis agent - 621 Windows Powershel script
[Acronis Integration Install Acronis agent - 7A59 Windows Powershel script

[Acronis Integration) Install Acronis agent - 983 Windows

[Acronis Integration] Install Acronis agent - AF94 Windows

[Acronis Integration) Install Acronis agent - F6FD

- 7ceD Windows

[Acronis Integration Install Acronis ag:

Powershell script
Powershell script

Powershell script

Powershel script

Cloud Backup of %ALLUSERSPROFILE% [Acronis Integration] Uninstall agent - 070D Windows Powershell script
[Acronis Integration] Uninstall agent - 8150 Windows Powershell script
Started 5/17/2022, 1:46:47 PM
Completed 5/17/2022, 1:46:56 PM
wiicrosoft Azure P search resources, services, and docs (G+/)
Result fome > intune-customer-1 >
Powershell script ID 83d3ac59-f493-4b62-8a3e-b79c95b0e0d2 F-3 Groups | All groups
ntune-customer-1 - Azure Active Directory
Powershell script name [Acronis Integration] Install Acronis agent - SECE %8 Newgroup L Download groups O Refresh 3 columns AP Gotfesdback?
2 Al groups
Azure AD group ID 0339-4a€2-be83- o
E 7d87b75¢-0339-4ae2-bes3-0f1a26dcf4ab & Deleted groups O search E—
Azure AD group name Anew group K Diagnose and solve problems search mode @D Contains
Setting 351 groups found
& General ] name: Object1d Group type
& Expiration
[ . Ane 7d87b75c-0339-42e2-be83-0f1a26dcfab |  Security
5 Naming policy
Activity O ﬂ Group 014 2d-40db-b548-01083a5343¢d 1c17a1f4-aleb-4754-843c-7490b48ch489  Security
& Privileged access groups (Preview) O . Group 0317baed-7d9a-4437-8e3a-T4ebf4a1b215 43b2b0b1-5072-4209-3bf1-d4398b18e2d5  Security
= Access reviews }
O Group 03a5502e-fce- 12720211-7b4c-4601-3251-d2ee3a61da53  Security
@ Audit logs
Group 047 2cb-4271-99e6-c 5d0a6b7f-d66a-4645-8370-9032302 curity
€ Bulk operation resus O - roup e 5d0a6b7f-d66a-4645-8370-9d323028cebd  Security
Troubleshooting + Support O [ sovrosmst-esss- oo S25d7s7-9bag-43c4-ab38-43516725023¢  Security
& New support request O - Group O 18087a69-dc13-4306-0e24-80f06003c522  Security

Created objects

Objects created in Acronis

In order to deploy an Acronis agent and apply a protection plan, the integration generates a token
per customer/operation pair.

Each token is valid for one year and is embedded into the Intune PowerShell script.

Important

It is recommended to delete the generated tokens once you verify that the Intune PowerShell script
has been downloaded and executed on all assigned devices.

You can check the script execution status in the Microsoft Endpoint Manager portal:
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Microsoft Endpoint Manager admin center Microsoft Endpoint Manager admin center

A tome s Devices | Scripts A Home o [Acronis Integration] Install Acronis agent - FC6D
) Dashboard - ) Dashboard Windows 10 and later
i All services 1 ) Search (Ctrl+/) + Add = All services W Delete
Devices ; . - Devices is
o © ovweniew o
B apps W Al devices B apps
& Endpoint security & Monitor & Endpoint security
G Reports G Reports
By platform
& users & users Device status
& Groups & Groups

& Tenant administration & Tenant administration

K Troubleshoating + support K Troubleshosting + support

Device enroliment
@ ool devices

Provisioning

[ Group Policy analytics (preview

Find the generated tokens in Acronis Management Portal of the customer tenant:

Acronis er Clou Add devices X Active tokens X

Customer Token Generation date Expiration date &

E’ R RS
a4

) Intune-customer-1 / Nashat Uanli (intu

260A.069. May 23 May 23

EE vcrosoft ctve Drectory ]
u 1/Nashat Uanl 5880371 May23 May 23
@ wvonmoRmG
Q) orace Databas intune-customer-1/ Nashat Uanli (intune-c 9819-3CE May23 May23
2 oevces @
Intune customer / NashatUanl (ntune customer-1)  F3DC-CS5 May23 way23
g Microsoft 365 Business
G cone onece
-
B e
'OFFLINE INSTALLER FOR WINDOWS Active tokens X
Customer ¢ Token Generation date 18 (@ oeecl
® © REGISTRATION VIA CODE
© (& ntune customer- / Nashat s (ntune-customer-1) 2604065 way 2 Vay 2
Intune customer-1 / Nashat U (nune customer.1)  5380.371 way2 Vay 2
ReGISTER
omer-1/ Nashat Uanl (ntune.customer-1)  9815-3CE. vay2s way2
REGISTRATION TOKEN intune-customer-1/ Nashat Uanli (intune-customer-1 F3DC-C95. May 23 May 23
Intune.customer-1 / Nashat s (nune customer1)  03FE.£31 way2 Vay 2
Generae
WANAGE ACTIVE ToKENS | (8

Objects created in customer Microsoft Entra ID

Note

The Acronis integration with Microsoft Intune predates the Microsoft product name change from
Azure Active Directory to Microsoft Entra ID. Therefore, the integration Ul still refers to Azure AD.
This will be updated in a future release of the integration.

Enterprise applications

The admin consent process results in the creation of enterprise applications in the Microsoft Entra
ID of the customer tenants. The enterprise application object is located under the Enterprise
applications blade in the Microsoft Entra ID portal of the customer tenant.
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= Microsoft Azure R search resources, services, and docs (G+/)

All services » intune-customer-1 Enterprizse applications

gz Enterprise applications | All applications

intune-customer-1 - Azure Active Directory

‘ = Mew application '?_:' Refresh  + Download (Export) o Preview info Columns [#= Preview features Q'_*‘ Got fi
Overview
O Overview view, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.
#. Diagnose and solve problems p ) o

| A Search by application name or object ID Application type == Enterprise Applications < Application ID == X Cert
Manage 1 application found
. . Name T Object ID Application 1D
i All applications + ) PP
£ Application proxy Acronis Integration with Intune - CI6 1f6ci9ab8-6fec-49f9-0e34-3aceflz7eTec e2523049-6ed0-44dz-8914-8f146e3 1e4f2
y

@ User settings
B8 collections

The enterprise application is listed as Acronis Integration with Intune - XYZ, where XYZ is the
name of the data center from where the consent process was triggered.

Note

You may have more than one Acronis enterprise application. This is possible by mapping the same
Microsoft Entra ID tenant to two or more different customer tenants, residing on different data
centers.

Microsoft Entra ID groups

If you choose the option to create a Microsoft Entra ID group and assign devices to it when
performing an action, then you can find the created group or groups under the Groups blade in the
Microsoft Entra ID portal of the customer tenant.

Objects created in customer Microsoft Endpoint Manager
The integration can create three types of Intune PowerShell objects, with the following attributes:

To install the Acronis agent

PROPERTY VALUE

Name [Acronis Integration] Install Acronis agent - XXXX (XXXX
is a random 4-digit hexadecimal number)

Description This PowerShell script is created automatically by
Acronis Cyber Cloud > Intune integration module >
setup under tenant (tenant ID) in (Cloud URL)

PowerShell script Acronis_install_agent_parametrized.ps1
Run this script using the logging credentials No
Enforce script signature check No

Run script in 64-bit PowerShell host Yes




PROPERTY

VALUE

Included groups

"All devices" or the name of the group, if such is
configured in the wizard

Excluded groups

To apply a protection plan

PROPERTY VALUE
Name [Acronis Integration] Apply protection plan - XXXX (XXXX
is a random 4-digit hexadecimal number)
Description This PowerShell script is created automatically by

AcronisCyber Cloud > Intune integration module >
setup under tenant (tenant ID) in (Cloud URL)

PowerShell script

Acronis_manage_protection_plan.ps1

Run this script using the logging credentials No
Enforce script signature check No
Run script in 64-bit PowerShell host Yes

Included groups

"All devices" or the name of the group, if such is
configured in the wizard

Excluded groups

To uninstall the Acronis agent

PROPERTY VALUE
Name [Acronis Integration] Uninstall agent - XXXX (XXXX is a
random 4-digit hexadecimal number)
Description This PowerShell script is created automatically by

AcronisCyber Cloud > Intune integration module >
setup under tenant (tenant ID) in (Cloud URL)

PowerShell script

acronis_uninstall_agent.ps1

Run this script using the logging credentials No
Enforce script signature check No
Run script in 64-bit PowerShell host Yes

Included groups

"All devices" or the name of the group, if such is
configured in the wizard

Excluded groups




Deactivating the integration

To deactivate the integration

1. Loginto Acronis Management Portal as administrator.
2. Select INTEGRATIONS on the main menu.

3. Select the INTEGRATION IN USE tab.
4

Locate the Microsoft Intune integration catalog card.

Note
For more information, see the Management Portal partner administrator guide.

5. Click Deactivate.
6. Click Delete.


https://www.acronis.com/support/documentation/AcronisCyberCloud/index.html#cshid=40323

Troubleshooting Intune PowerShell scripts

For articles and resources about how to debug and troubleshoot Intune PowerShell scripts, see the

official Microsoft Intune page.

You can find Acronis logs generated by PowerShell script execution at %systemdrive%\Windows\Temp.


https://docs.microsoft.com/en-us/mem/intune/apps/intune-management-extension#monitor-run-status
https://docs.microsoft.com/en-us/mem/intune/apps/intune-management-extension#monitor-run-status
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