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30 Reboot required 0
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Protection status

® Protected 2

® Unprotected 0
® Managed 2
Discovered 0
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Discovered devices

Device name

win-2016-ad
DESKTOP-2BEV...
DESKTOP-J75771V
acp-win2016
win-2k19
acp-virtual-mac...
DESKTOP-8FFA...
acp-win
DESKTOP-QCIK...
DESKTOP-QCIK...

Device type

Windows Computer
Windows Computer
Windows Computer
Unknown
Unknown
Windows Computer
Windows Computer
Unknown
Windows Computer

Windows Computer

Operating ...

Windows
Windows

Windows

Windows
Windows
Windows
Windows
Windows

Windows

Manuf...

VMware

VMware

IP ad...

MAC ...

56: ..

560 ..

HE o

56: ..

FE o

.00 L.

Organi... 4

OU=Dom...

First discov...

May 21,
May 21,
May 21,
May 21,
May 21,
May 21,
May 21,
May 21,
May 21,
May 21,

20...

20...

20...

20...

20...

20...

20...

20...

20...

20...

Last discovered

May 22, 2024 1...
May 22, 2024 1...
May 22,2024 1...
May 22,2024 1...
May 22, 2024 1...
May 22, 2024 1...
May 22, 2024 1...
May 22,2024 1...
May 22, 2024 1...
May 22,2024 1...

Discovery type

Active Directory, Local network pag
Local network passive
Local network passive
Local network passive
Local network passive
Local network active, Local networl
Local network active, Local networl
Local network passive
Local network passive

Local network passive
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#CyberFit Score by machine @

Metric #CyberFit Score Findings {3
~ B DESKTOP-2N2TRES 625 / 850

Anti-malware @ 275 You have anti-malware protection enabled

Backup Q 175 You have a backup solution protecting your data

Firewall @ 175 You have a firewall enabled for public and private networks

VPN O o No VPN solution was found, your connection to public and shared networks is n...
Encryption QO o No disk encryption was found, your device is at risk from physical tampering

NTLM traffic O o QOutgoing NTLM traffic to remote servers is not denied, your credentials may be ...

Endpoint Detection and Response (EDR) £ [fi /) T. B
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Top Incident distribution per workload

B SCRANTON eTEEs——— 123

B qa-gw3t68hh - a1

B RG_345 - 32

B Georgy Win_64 — 11

B w_35jf 4 - 12
Show all
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Incident MTTR

e Critical: 4h (-11%) @ High: 1h (-11%) Medium: 2 h (-11%)
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Security incident burndown

Average close rate: 77.8% @ Open: 40 (-1.1%) Closed: 14 (-1.1%)
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Disk health overview

Resources

HV12-long
Total size: 2.27 TB

Warning: 1/3 disks

o TR JE A
ST IR TR, BN BT AT WARR R A TR (IR 0 IR B o R R AR L R AR R T S e —

118 B 8 e e R 0 TH R LM (77 20 )
=R B AR
=R RRRRE
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"
Disk health overview

Resources / HV12-long

WDC WD1003FBYX-01Y7B0 WD-W...

Disk size: 931.51 GB
Forecast: will be degraded (55%)

ST31000333AS 5TEODDTP
Disk size: 931.51 GB
Forecast: will stay stable (85%)

WDC WD5000AAKS-00D2B0 WD-WCASYF284499

Disk size: 465.76 GB
Forecast: will stay stable (58%)

o AR AR POAR BB — {0 B0 B 5L 00 /0N R, AT SR IR R B R
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Disk health status

@ Calculating disk data 0
® Critical 0

® Warning 0

® OK 2
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Data protection map

&
X

Devices MNIKITATIKHOC4ES

® Protected files 2 (256.74 KB)
® Unprotected files 4060 (253.86 MB)

Last scan: Feb 9, 2020 2:08 PM

® Protect all files

MNIKITATIKHOCAES
4060 unprotected files

HERERZRER R, HHERBEZRR, A% T IREBFEER]. EHFEHE T, &
AT DL B R 52 (R AR R OH S AL B A B e R E R R, e T R A R

f T LU G SV S0 REAR 5
55 3 B Af 5 1 N TR

VE A SN
ST /N T 155 2 T M OR 5 2 O I
HRA I 11 55 207 4 2 405 (CVSS) V3.0, S0 95 86 T LA B BL T MR A A —

o TR AT 5525
e HK:9.0-10.0 CVSS
e /:7.0-8.9CVSS

e $1:4.0-6.9 CVSS

e {£:0.1-3.9CVSS

o f:0.0 CVSS
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https://nvd.nist.gov/vuln-metrics/cvss

Vulnerable machines

® Secured 1
® Critical 3
® High 1
® Medium 0
® [ow 0
None 0

BA )55 5

RN T EgHREK EEHAT A MR /£ BRAE MR S/ TR, A R R R E
B

o B—WAEBIBIM - ) 7E R K 3 2 55 55 /0 B 3 AR R .

o FWRMERIBIE - bR AETE B B B 55 550G B AR .

Existing vulnerabilities

Machine name Vendor Product Vulnerability name/ID Severity 4 Last detected First detected el
DESKTOP-NUQI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-7096 e (Critical 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUQI945 Microsoft ~ Windows 10LTSB  CVE-2019-0856 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0688 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB  CVE-2019-0739 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB  CVE-2019-0752 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft Windows 10 LTSB CVE-2019-0753 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NU0I945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0806 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0810 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUQI945 Microsoft ~ Windows 10LTSB  CVE-2019-0812 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0829 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
Mare

8 A R o 22 B B 1/ TR
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Patch installation status

& |nstalled

1

® Reboot required 0

& Failed 0

1B 40l R 322 e 47 22

Wb SR T /) B o 1 R R b B A A R 5 IR R B A48 el R A

Patch installation summary

Installation status Total number of machines ~ Total number of updates Microsoft updates Application updates Critical severity

@ Installed 1 2 1 1 2

High severity

o

Medium severity

o

184l 1 222 28 IR 2 R
LT /TR B 4 M 4 R 2 A 3 AR

Patch installation history
Machine name Update name Version Severity Approval status
NIKITATIKHOC4ES FastStone Soft Faststone | 59 Medium New
NIKITATIKHOB524 Moxzilla Firefox 7201 Critical Approved
NIKITATIKHOBS524 Mozilla Firefox 7201 Critical Approved
NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved
NIKITATIKHOCAES Mozilla Firefox 7201 Critical Approved
NIKITATIKHOC4ES Oracle Java Runtime Envir...  8.0.2410.7 High New
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved
NIKITATIKHOCAES Mozilla Firefox 7201 Critical Approved
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved
NIKITATIKHOCAES Mozilla Firefox 7201 Critical Approved
More

Installation status

@ Installed
© Failed
@ installed
O Failed
@ installed
© railed
@ Installed
@ installed
O Failed
© railed

Installation date 4

02/05/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020

02/04/2020

1 I A HEOE (K1)
T /N R SR S8R S B A

o watEE
o HOKEH
o HAt
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Missing updates by categories

5

Updates

Other 2

® Critical updates 0
® Security updates 3

i 0 47 4t AF A R

B ST /N T R A O e (B A L

Backup scanning details (threats)

Device name

NIKITATIKHOCA4ES

NIKITATIKHOQC4ES

NIKITATIKHOCA4ES

NIKITATIKHQC4ES

NIKITATIKHOC4ES

NIKITATIKHOC4ES

NIKITATIKHOC4ES

NIKITATIKHOCA4ES

NIKITATIKHOC4ES

NIKITATIKHOCA4ES

Plan name

New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)

New protection plan (1)

Backup Date and time

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 114

01/20/2020 11

01/20/2020 114

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 11

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

Contentstype  Location

Full
Full
Full
Full
Full
Full
Full
Full
Full

Full

More

Threat name

Gen:Heur PonyStealer Im0@c05cs0dG
Trojan GenerickD 3947747
Gen:Heur.PonyStealer. Im0@c05cs0dG
Trojan GenerickD. 3947747
Gen:Heur.PonyStealer. Im0@c05cs0dG
Trojan.GenerickD.3947747
Gen:Heur.PonyStealer. Im0@c05cs0dG
Trojan GenerickD. 3947747
Gen:Heur.PonyStealer. Im0@c05cs0dG

Trojan.GenerickD.3947747

Affected files

F\882a04265361d588801b35...
F\2f2b2e30abe71f9a93d6ad7. .
F\882a04265361d588801b35...
F\2f2b2e30abe71f%a93d6ad7...
F\882a04265361d588801b35...
F:\2f2b2e30abe71f3a93d6ad?...
F:\882a04265361d588801b35...
F\2f2b2e30abe719a93d6ad7...
F:\882a04265361d588801b35...

F\2f2b2e30abe719a93d6ad7...

Date and time

01/21/2020 11:40 AM
01/21/2020 11:40 AM
01/21/2020 11:45 AM
01/21/2020 11:45 AM
01/21/2020 11:50 AM
01/21/2020 11:50 AM
01/21/2020 1:10 PM
01/21/2020 110 PM
01/21/2020 1:33 PM

01/21/2020 1:33 PM

=R ==
BT 52 5

SE SR T D TR 8 BUR 2 B0 R R R U A B R WO 2 R B AR AR R A B

AN

i

=

DL 21 1) A [0 8 AR 355 16 00 80 10 2 A9 B R B ), DA RS2 IR R EH .
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Recently affected

Machine name Protection plar Threat Affected files Detection time e
Ubuntu_14.04_x54-1 Total protection Adware.DealPlylgen2 15 27.12.2 Folder
Ubuntu_14.04_x64-1 Protection plan Bloodhound.MalMacrolgi 274 27.12.2 Customer
dc_w2k12_r2 Protection plan Backdoor:Win32/Caphaw... 13 27.12.3 ~ Machine name
Win2012_r2-Hyper-vV Protection plan W3I7M.Downloaderlg32 5 27.12.3 " Protection |J|.jlq‘!b
HyperV_fori2A Total protection Miner.XMRiglgeni 68 27.12.9 Detected by
vm-sql_2012 Total protection Backdoor:Win32/Caphaw... a1 27.12.3 + Threat
vm-sql_2012 Protection plan Adware.DealPlylgen2 L 27.12.2 File name
MF_2012_R2 Total protection M5H.Downloaderlgend 73 27.12.2 File path
MF_2012_R2 Total protection Bloodhound.MalMacrolgi 182 27.12.3 ~ Affected files
MF_2012_R2 Protection plan Bloodhound.MalMacrolgi 18 2712.3 ' Detection time
ESXirestore Protection plan M5H.Downloaderlgend 682 271220017 11:23 AM
MF_2012_R2 Protection plan Miner.XMRiglgeni 13 27122017 11:23 AM
Ubuntu_14.04_x54-1 Total protection Adware.DealPlylgen2 3 27.12.2017 11:23 AM
Win2012_r2-Hyper-¥ Total protection W97M.Downloaderlg32 27 27122017 11:23 AM

Maore Show all 556
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https://www.acronis.com/support/documentation/CyberProtectionService/index.html#url-filtering.html

Blocked URLs g X

® News 14

® Jobs/empl... 9
® Email 5

® Advertising 4
® Malicious 1

L/ AR TR DRt

[BRHERE ] & 4% 5210/ LR & BUR 22 46 7E 4L 4% P Windows 1 macOS #¢ & b 1) BT 45 #8117 40
Ao

Software inventory

Machine name. Software name Software version vendor name Staws Date installed Lastrun Scan time Location User
~ 00003079

00003079 Microsoft Policy Platform ~ 68.1.1010.0 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - System
00003079 Microsoft PowerPoint MUl 16.0.4266.1001 Microsoft Corporation No change - - 12/16/2020, 10:49 AM CAProgram Files\Microso...  System
00003079 Microsoft PowerPoint MUI  16.0.4266.1001 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - System
00003079 Microsoft Publisher MUl 16.0.4266.1001 Microsoft Corporation No chanze - - 12/16/2020, 10:49 AM C\Program Files\Microso...  System
00003079 Microsoft Publisher MUl 16.0.4266.1001 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - System
00003079 Microsaft Silverlight 5.1.50918.0 Microsaft Corporation No change - - 12/16/2020, 10:49 AM \Program Files\Micrasef...  System
00003079 Microsoft Skype for Busin...  16.0.4266.1001 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - System
00003079 Microsoft Skype for Busin... 16.0.4266.1001 Microsoft Corporation No change - - 12/16/2020, 10:49 AM CAProgram Files\Microso...  System
00003079 Microsoft VC++ redistribu...  12.0.0.0 Intel Corporation No change - - 12/16/2020, 10:43 AM = System
00003079 Microsoft Visual C++ 200..  8.0.61000 Microsoft Corporation No chanze - - 12/16/2020, 10:49 AM - System
00003079 Microsoft Visual C++200..  9.0.30729 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - System
00003079 Microsoft Visual C++ 2010 10.0.40219 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - systam
00003079 Microsoft Visual C++201...  11.0.61030.0 Microsoft Corporation No change - - 12/16/2020, 10:49 AM - System

More Less Show248

[EREEREER] /D T H &8 R EmIE (7 X, 30 Kt A), 414%+ Windows I macOS % &
B L S AT ) B R AR S EH
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Software overview

320
280
240
200
160
120

a0

40

o]
14 Dec

Monday, 21 Dec
® New 111
Updated 5

® Removed 0

21 Dec

28 Dec

4 Jan

ORI BB B A [ R RO — SR, e BUR B S RS A TR R

FE - BT AE I AR U EE .
EEH - CEHEAENBH .
OB - CRERENEANEE .

AL N BEDIR BB B 0 B, R S EURT S R 2 R E ] > R EIH . AR FHY
R YRR B8, S b A A .

ff 5 & o 1 /D L

[ 07 2] A1 (8 8 8 A 3R] 4 A% S T /) TR 8 BRI 22 46 A AL A

macOS 4& B ¥ v A B A8 0 A1 B & AR

Hardware inventory

i

A B g # Windows fil

Machinename  OS name 05 version CPU cores Disks total size RAM 1013l (Gb) Motherboard name  Motherboard seria..  BIOS version Domain Registered owner  Registered organiz.. Scandateandime £
Ivelins-Mac-min... mac0S 11.0.1 1016 6 23347G8 800GB 01 - 121412020 1023
00003079.corp....  Microsoft Window... 10.0.16299 2 47694GB 11.83GB 83se Board LIHFEACOSPY. NICET8IW(1.48)  corpacroniscom  ©, User Acronis Inc 12/12/2020 818 PM
Hardware details
Machine name Hardware category Hardware name Hargware details Manufacturer Status Scan date o

cRU To Be Filled BY O.EM Core i5, 3000, 6 ntel(R) Core(TM) I5-85008 CPU @ 3.00GHz oK 12/14/2020, 10:23 AM

RAM 4ATF51264HZ-2G6E3 9876543210,4204 . 1FACDDG2 12/14/2020, 10:23 AM

RAM AATFS1264HZ-2G6E3 0876543210,4204..  1FBOSTDA 12/14/2020, 10:23 AM

Network adapter Ethernet Ethernet, 00:00:00 12/14/2020, 10:23 AM

Network adapter WiFi EEES0211,0000:0.. - 12/14/2020, 10:23 AM

(8 B 88 58 ] ¢ S 1 /D LR & BURIR € MR (7 R 30 REE H),

Network adapter
Network adapter
Network adapter
Network adapter

Network adapter

Bluetooth PAN
Thunderbolt 1
Thunderbolt 2
Thunderbolt 3

Thunderbolt 4

Ethernet, 00:00:00:

Ethernet, 00:00:00:

Ethernet, 00:00:00.... -

Ethernet, 00:00:00:

Ethernet, 00:00:00:

macOS 4& B FoF i . 7% [ M8 B A A A A0 AH B A AN .
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12/14/2020, 10:23 AM
12/14/2020, 10:23 AM
12/14/2020, 10:23 AM
12/14/2020, 10:23 AM

12/14/2020, 10:23 AM



Hardware changes

Machine name Hardware category Status old value New value Modification date and time & o

~ DESKTOP-OFFITTF

DESKTOP-OFFOTTF Network adapter Changed Oracle Corporation, Ethernet 802.3,...  Oracle Corporation, Ethernet 802.3, .. 01/11/2021 9:28 AM
DESKTOP-OFFSTTF Network adapter New - Realtek Semiconductor Corp., Ether. 01/04/2021 2:37 PM
DESKTOP-OFFOTTF Matherboard New - LENQVO, Torronto 5C1, PFOPJB10 01/04/2021 2:37 PM
DESKTOP-OFFOTTF GPU New - Intel(R) HD Graphics Family 01/04/2021 2:37 PM
DESKTOP-OFFSTTF Disk New - (Standard disk drives), WDC WD10JP 01/04/2021 2:37 PM
DESKTOP-OFFITTF Network adapter New - Cisco Systems, Ethernet 802.3,00:0...  01/04/2021 2:37 PM
DESKTOP-OFFSTTF Network adapter New - Oracle Corporation, Ethernet 802.3, 01/04/2021 2:37 PM
DESKTOP-OFFITTF RAM New - Samsung, 98507122, 400 GB 01/04/2021 2:37 PM
DESKTOP-OFFTTF Network adapter New - TAP-NordVPN Windows Provider vo..  01/04/2021 2:37 PM
DESKTOP-OFFITTF RAM New - Micron, 00000000, 400 GB 01/04/2021 2:37 PM

More

AR FE B R Fe AT 8%

A2 S T /I TR 8 B R 48 E T IR N S8 1) A A JEE AT 2 3 i T MR SR s AR B BCA AR B R A
Ao

Remote sessions

Start time End time Duration Connection type  Protocol Connection sou...  Accessed by Connection des... £}
12/15/2022 4.... 12/15/20224:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part .14
12/15/2022 4.... 12/15/2022 4:4... afewseco.. Cloud NEAR RU-PCOYHMZL sk-part fiat-virtual-mac...
12/15/2022 4....  12/15/20224:4... 2 minutes Cloud NEAR RU-PCOYHMZL sk-part ACPM-Sveta
12/15/2022 4....  12/15/2022 4:1... 16 minutes Cloud NEAR BG-PF3EJ2GZ Boryana-part ACPM-Sveta
12/15/2022 3.... 12/15/2022 4:0... a minute Cloud NEAR BG-PF3EJ2GZ Boryana-part ACPM-Sveta
12/15/2022 3....  12/15/2022 35... afewseco.. Direct RDP RU-PCOYHMZL sk-part 35112
12/15/2022 3.... 12/15/20223:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part - K
12/15/2022 3.... 12/15/20223:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part .4
12/15/20221... 12/15/202212... afewseco.. Direct RDP RU-PCOYHMZL sk-part 25112
12/15/20221...  12/15/202212:... afewseco.. Cloud NEAR RU-PCOYHMZL sk-part fiat-virtual-mac...
More
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it & Cyber Protection 4% B F% 20 0 %% BE & k)

s nr DL B0 Ak re R Bk, BROFE BR B R ROR B B 4 A2 IR Windows &S I Ak e B kL. BR iR R TR
3 M AR EL A2 =0 Cyber Protect Cloud 4% & Hak & 7, W5 R &R KA T 26 2 I BIAE , R & BL
B ShUREERZ BT & R 552 B "R ETL & RN ks BIE" (38 59 H).

HERFIH
It T e 7E Cyber Protection i) Windows I fCEE#2 2\ 24.4.37758 Jit 80 5 B hiu A b 32 30 4%

HEWA B BIW R FER K

1. {1 Cyber Protect Cloud £ &, % £ ] > REEK].

2. fE MRERER]E B, 3R 25 HHOE e B S AR R A0, R84 — T [RRE].
3. fE RBEEIAAR] IR B, MO [(Rar e REE R 5 B E Sk pe st k] V)R BB .

H B Y 1) B ORE & A7 7R 5 OR 7 T R ) A B LR b, R AR Ay
C:\ProgramData\Acronis\ETLTool\ETL\,

EEFEREXEEH
T mT DA% it AR A RE OB, T A 0 B R e B AR AR AN B B Wi Ak RE kL

1. UASIEHAMTE S 70, EAZFRENERK.
2. LR TICT, AT T H A a4
e "C:\Program Files\Common Files\Acronis\ETLTool\etl-tool.exe" -o
ETL G B 865K — B 84T, B3 &g T i s % 1k, B E 3] 3600 &0 i ks [ b R Je i 7
1k,
e "C:\Program Files\Common Files\Acronis\ETLTool\etl-tool.exe" -o -i X
Forh X DARD &y BT A B e Ae £ Iy [ PR A, fc K AHL & 36000 5 BE s 12 F i 8 1A s S st vl BA
(ENNE
T AR (R A AE 2 ORI R A B A AR, R AR Ay
C:\ProgramData\Acronis\ETLTool\OnDemandCollect\ETL\

BN BE D3R

1. URSEHEMEHH T, TN Z RSN B .
2. WHEFEMER:
o H B KR RE & B AR & Bl A C:\ProgramData\Acronis\ETLTool\ETL\
o AU KR RE B B R B B3 C: \ProgramData\Acronis\ETLTool\OnDemandCollect\ETL\

ETL 18 Mt 10 & 7£ sysinfo Eff .

A e ETL &R 1 R RE B
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