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The billing for Advanced File Sync & Share does not start when you enable it.Billing starts only after
a customer starts using its advanced features.The enabled advanced feature set will be accounted
for and included in usage reports, but will not be billed for, unless its features are used.
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32 ® Unprotected 0 2
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o Resources ® Managed 3 Resources o Failed 0
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@ AUDIT LOG #CyberfFit Score by machine @
Machine name #CyberFit Score Findings &
{§} SETTINGS
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Protection status

® Protected 2

® Unprotected 0

® Managed 2
Discovered 0

R B T8
b S T /0 T B o B A 6 O A R[] R N 9 S R A 9 R

Discovered machines

Device name t IP address oS Organizational unit  Discovery type

~ Windows Server 2012 R2
win-6g34mv70qa3 10.248.90.221 Windows Server 2012 R2 - Local Network

~ Windows 10 Enterprise 2016 LTSB

devicel 10.248.90.238 Windows 10 Enterprise 2016 LTSB ou1 Active Directory, Local Network
cevice2 = Windows 10 Enterprise 2016 LTSB ou1 Active Directory
device3 10.248.91.243 Windows 10 Enterprise 2016 LTSB Qu1 Active Directory, Manual, Loc...
deviced 10.248.91.125 Windows 10 Enterprise 2016 LTSB = Active Directory, Local Network
clevice5 - Windows 10 Enterprise 2016 LTSB - Active Directory, Manual
10.250.41.189 - - Manual
10.248.44.199 = = Manual

i 78 I 4 JE 1) #CyberFit 43 ¥

s ST /S L AT $1 36 A 0 S B s #CyberFit 4843« L&A 4 0, LA KR BT A i AT 0 A R
o IR AR A

o i

P

. VPN

o I

o NTLM Ji &
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7 A B #CyberFit 73 8 SR AN & A1, 55 2 BT K 1) #CyberFit 73 81,

#CyberFit Score by machine @

Metric #CyberFit Score Findings {3
~ Bl DESKTOP-2N2TRE8 625

Anti-malware @ 275 You have anti-malware protection enabled

Backup Q 175 You have a backup solution protecting your data

Firewall @ 175 You have a firewall enabled for public and private networks

VPN O o No VPN solution was found, your connection to public and shared networks is n...
Encryption QO o No disk encryption was found, your device is at risk from physical tampering

NTLM traffic O o QOutgoing NTLM traffic to remote servers is not denied, your credentials may be ...
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Top Incident distribution per workload

B SCRANTON eTEEss—— 123
B qa-gw3t68hh - a1
B RG_345 - 32
B Georgy Win_64 — 11
B w_35jf 4 - 12
Show all
A MTTR

b 5 T /N TR o B R o e R A 0T R R R B ] o R A TR R
2T 2R IR T RR % P (CEROK]S [RGD AN [P D) A AL 3 1 WA, DA B AR iR AN () Bl 2 4 Jg 4 P
0 IRs FH] o B 71 76 35 5% 0 1K % {8 22 B — Bk ) A BE 3 n =l 2

Incident MTTR

® Critical: 4h (-11%) ® High:1h (-11%) Medium: 2 h (-11%)
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Security incident burndown

Average close rate: 77.8% @ Open: 40 (-11%) @ Closed: 14 (-11%)
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Workload network status

12 ® |[solated 5
Total @ Connected 7

i A Ak IR B 4
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Disk health overview

Resources

HV12-long
Total size: 2.27 TB

Warning: 1/3 disks
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"
Disk health overview

Resources / HV12-long

WDC WD1003FBYX-01Y7B0 WD-W...

Disk size: 931.51 GB
Forecast: will be degraded (55%)

ST31000333AS 5TEODDTP
Disk size: 931.51 GB
Forecast: will stay stable (85%)

WDC WD5000AAKS-00D2B0 WD-WCASYF284499

Disk size: 465.76 GB
Forecast: will stay stable (58%)

o AR AR POAR BB — {0 B0 B 5L 00 /0N R, AT SR IR R B R
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Disk health status

@ Calculating disk data 0
® Critical 0

® Warning 0

® OK 2
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Data protection map B X

Customers

nikita
#® Protected files 2 (256.74 KB)
® Unprotected files 6919 (778.73 MB)

[ Protect all files

nikita
6919

o FEKE AR - BT R SRR AT R, B EE B S OR A IR BB B0 R B R

N
X

Data protection map

Devices MNIKITATIKHOCAES
® Protected files 2 (256.74 KB)
® Unprotected files 4060 (253.86 MB)

Last scan: Feb 9, 2020 2:08 PM

® Protect all files

NIKITATIKHOCAES
4060 unprotected files

HERERZRERR R, HHERBEZER, A% T IREBEFEER]. EHFEHE T, &
T LA B R 32 (R AR R OH S AL B A B A e R R R R, e T IRET AR R

et w] LUR G CSV A% 3R S A R A .
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5y 5 BB 1) 7R M
S5 THT /S TR 0k 55 4 T B 5 R O B
B0 ] 55 8 Y 20 R A (CVSS) V3.0, S BLAY 55 86 7T BB LA S M B AL —

o SRV A B 55 2L

e HK:9.0-10.0 CVSS

e :7.0-8.9CVSS
H:4.0-6.9 CVSS

e f£:0.1-3.9CVSS

o f%:0.0 CVSS

Vulnerable machines

® Secured 1
Critical 3
® High 1
Medium 0
® Low O
None 0

BUA [ 55 B

RN T EgHREK EEHATHA M. /£ BRAE NSRS S/ TR, A R R R E
B

o B YRR BN - Fo) 78 8 LA R0 55 RS 59 H YA IR R
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https://nvd.nist.gov/vuln-metrics/cvss

Existing vulnerabilities

Machine name

DESKTOP-NUO0I945

DESKTOP-NUO0I945

DESKTOP-NU0I945

DESKTOP-NUO0I945

DESKTOP-NUO0I945

DESKTOP-NUOQI945

DESKTOP-NU0I945

DESKTOP-NUO0I945

DESKTOP-NUO0I945

DESKTOP-NUOI945

Vendor

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

Product

Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB

Windows 10 LTSB

Vulnerability name/ID

CVE-2019-7096
CVE-2019-0856
CVE-2019-0688
CVE-2019-0739
CVE-2019-0752
CVE-2019-0753
CVE-2019-0806
CVE-2019-0810
CVE-2019-0812

CVE-2019-0829

Severity 4

Critical
High
High
High
High
High
High
High
High
High

More

Last detected

06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM

06/12/2020 5:16 PM

First detected

06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM

06/12/2020 5:15 PM

1Al R 22 B L 1T /N TR
7 DU {514 2 X A D 0 ST D R

(ERREE N SN
ST /1 T B B A X 2 R R 00 T

« BRE-EMECHENA K EAHHER

- REENHM -k m, BT EERHE
o RE - 1R b B AR R

Patch installation status

® [nstalled 1
® Reboot required 0
® Failed 0

18 A o2 e 4
ST /1 T B 1 T TS 1 X 3R B B 0 1 A R

Patch installation summary

Installation status

© Installed

Total number of machines

1

2

Total number of updates  Microsoft updates

1

Application updates Critical severity High severity

1

2 0

Medium severity

0
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Patch installation history
Machine name Update name Version Severity Approval status Installation status
NIKITATIKHOCAES FastStone Soft FastStone .. 5.9 Medium New @ Installed
NIKITATIKHOB524 Mozilla Firefox 7201 Critical Approved © Failed
NIKITATIKHOB524 Mozilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved © railed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOCAES Oracle Java Runtime Envir..  8.0.2410.7 High New © railed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved © railed
NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved O Failed
More

Installation date 4

02/05/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020

B

T8 IR ) 5B (1)
ST /N T B O B X 4 S B SR T A

o waVEEH
o HAKHEH
o Hit

Missing updates by categories

Other 2
# Critical updates 0
® Security updates 3

5
Updates

15 03 J7 4 A0 R
W 5T /N T B ST o (2 2 A 3 A
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Backup scanning details (threats)

Device name Plan name Backup Date and time Contents type Location Threat name Affected files Date and time o
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer /m0@c05cs0dG  F:\382a04265361d588801b35..  01/21/2020 11:40 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2p2e30abe71f9a93d6ad7...  01/21/2020 11:40 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer|/m0@c05cs0dG  F:\882a04265361d588801b35..  01/21/2020 11:45 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2p2e30abe71f9a93d6ad7...  01/21/2020 11:45 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer|/m0@c05cs0dG  F:\882a04265361d588801b35..  01/21/2020 11:50 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2p2e30abe71f9a93d6ad7...  01/21/2020 11:50 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur PonyStealer In0@c05cs0dG  F\882a04265361d588801b35..  01/21/2020 1:10 PM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F2f2p2e30abe71f9a93d6ad7...  01/21/2020 1:10 PM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer/m0@c05cs0dG  F:\882a04265361d588801035...  01/21/2020 1:33 PM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenericKD.3347747 FA2f2b2e30abe71fSa93d6ad7...  01/21/2020 1:33 PM
More

Bﬁlﬁx&v

b SR T /D TR BEUR 2 B R R U R R O 2 R B AR A R A . T
DL F A A [ 35 A6 355 1600 0 0 B R R BB R, DA RS2 IR R .

Recently affected

Machine name Protection plan Threat Affected files Detection time el
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 15 27.12.2 Folder
Ubuntu_14.04_x54-1 Protection plan Bloodhound.MalMacrolgi 274 27.12.2 Customer
dc_w2k12_r2 Protection plan Backdoor:Win32/Caphaw... 13 2712.3 " Machine name
Win2012_r2-Hyper-V Protection plan Wa7M.Downloader!g32 5 27123 ~ Protection pldl‘ﬂ'ﬂ
HyperV_fori2A Total protection Miner.XMRiglgeni 68 27.12.2 Detected by
vm-sql_2012 Total protection BackdoorWin32/Caphaw... a1l 27.12.3 " Threat
vm-5ql_2012 Protection plan Adware.DealPlylgen2 L] 27.12.9 File name
MF_2012_R2 Total protection M5H.Downloaderlgend 73 27.12.2 File path
MF_2012_R2 Total protection Bloodhound.MalMacrolgi 182 2712.3  Affected files
MF_2012_R2 Protection plan Bloodhound.MalMacrolgi 18 27123 ~ Detection time
ESXirestore Protection plan MSH.Downloaderlgen8 682 27122007 1123 AM
MF_2012_R2 Protection plan Miner.xMRiglgen 13 27122017 11:23 AM
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 3 27.12.2017 11:23 AM
Win2012_r2-Hyper-vV Total protection W3I7M.Downloaderlg32 27 27122017 11:23 AM

Maore Show all 556

i Esia 2 NR(SSEIiN g
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SN TR & ORI BUR DB 82 URL Mt Bk, 4075 A B URL fifi 388 A7y S8R0 SE A Al
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e
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Blocked URLs g X

® News 14

® Jobs/empl... 9
® Email 5

® Advertising 4
® Malicious 1

LSRR TR NS

KBS ] A% S T /D T H & R 22 B /5 & 5 A4 P Windows #1 macOS #5 & b 11 T 47 i 11 7%
A AR

Software inventory

Folder name Customer name Machinename +  Software name Software version  Vendor name Status Date installed Lastrun Scan time Location User System type
5> ACP-QAZ03-A01
> ACP-QAZ03-AD1
v ACP-QAZ03-A03

foldert rharf4 ACP-QAZ03-A03 Microsoft Visual .. 9.0.30720.6161 Microsoft Corpora...  New - - 11/28/2020,11:39 .. - System X86
foldert rbarfa ACP-QAZO03-A03 Cyber ProtectAgent  15.0.25065 Acronis New - - 117282020, 11:39 .. - System X64
foldert rbarfd ACP-QAZO3-A03 Cyber Protect Agent 15025965 Acronis New - - 11/28/2020,11:30 .. C\Program Files\B...  System X64
foldert rbarfa ACP-QAZO3-A03 Mozilla Firefox 4501 Mozilla New = - 11/28/2020,11:39 .. C\Program Files\..  System X64
foldert rbarf4 ACP-QAZO3-A03 Mozilla Maintenan...  45.0.1 Mozilla New - - 17282020, 11:39 .. - System X86
foldert rbarfa ACP-QAZO03-A03 VMware Tools 10.0.6.3560309 VMware, Inc. New - - 11/28/2020,11:30 .. C\Program Files\V...  System X64

~ ACP-QAZO3-A04

foldert rbarfa ACP-QAZO3-A04 Google Chrome 79.03945.130 Google LLC New - - 11/28/2020, 249PM  C\Program Files (x..  System X86
foldert rbarf4 ACP-QAZO03-A04 Google Update He. 13.36.31 Google LLC New = - 11/28/2020, 249PM - System X86
foldert rbarfa ACP-QAZO3-A04 Microsoft Visual C...  9.0.30720.6161 Microsoft Corpora...  New - - 11/28/2020,249PM - System X86
foldert rbarfa ACP-QAZO3-A04 Cyber Protect Agent 15025065 Acronis New - - 11/28/2020, 249PM - System X64
foldert rbarfa ACP-QAZO3-A04 Cyber Protect Agent 15025965 Acronis New - - 11/28/2020, 249 PM  C\Program Files\B...  System x64
foldert rbarf4 ACP-QAZO03-A04 Notepad=+ 674 Notepad++Team  New = - 11/28/2020, 249PM - System X86
foldert rbarfd ACP-QAZO3-A04 Microsoft OneDrive  20.201.10050009  Microsoft Corpora.. New - - 11/28/2020, 249PM - System X86
foldert rbarfa ACP-QAZO03-A04 Mozila Firefox 4501 Mozilla New - - 11/28/2020, 249 PM  C:\Program Files\..  System X64
foldert rbarfa ACP-QAZO3-A04 Mozila Maintenan_.. 4501 Mozilla New - - 11/28/2020, 249PM - System X86
foldert rbarf4 ACP-QAZO3-A04 Microsoft Update .. 268.0.0 Microsoft Corpora...  New = - 1112802020, 249PM - System X64
foldert rharf4 ACP-QAZ03-A04 VMware Tools 10.06.3560309 VMware, Inc. New - - 11/28/2020,249PM  C:\Program Files\...  System X64
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Hardware inventory

Folder name Customer name Machine name 05 name 05 version CPU cores Disks total size RAM tatal (Gb) Motherboard name  Motherboard seria...  BIOS version Domain Regstersdowner ¥
vs_folder Vsl MacOSX10154 10154 o 9323268 800GB Part Component Base Board Asset . 0.0

ilyalt mac0S 11.0.1 10.16 6 23347GB 200GB 01
vs_folder vl MacOSX10.146 10146 3 2312268 400GB 01 -

iyall Microsoft Window...  10.0.16209 2 47694 GB 118368 Base Board LTHFGACOSPY NICETSIW(1.49)  corpacroniscom &, User
Hardware details
Folder name Customer name Machine name Hardware category Hardware name Manufacturer Hardware details Status Scan date o
~ Acroniss-Mac-mini.local
vs_folder Vil A Mac-minilocal Motherboard Part Component Mac-35C5E08120C7..  Macmini7, 1, Base Board A - 12/15/2020, 205PM
vs_folder Vsl A M cal Network adapter Ethernet - Ethernet, 00:00:00:000000 - 12/15/2020, 205PM
vs_folder vs1 A M cal Network adapter WirFi - EEES0211, 00:00:00:00:00:.. - 12/15/2020, 205 PM
vs_folder vl Acroniss-M eal Network adapter Bluetoath PAN - Ethernet, 00:00:00:00:00:00 - 12/15/2020, 205PM
vs_folder Vil A M cal Network adapter Thunderbolt 1 - Ethernet, 00:00:00:00:00:00 - 12/15/2020, 205PM
vs_folder Vsl A M cal Network adapter Thunderbolt Bridge - Bridge, 0000:00:00:0000 - 12/15/2020, 205PM
vs_folder vs1 A M cal Disk disks Apple Disk Image, 805347328 - 12/15/2020, 205 PM
vs_folder vl A Network adapter Thunderbolt 2 - Ethernet, 00:00:00:00:00:00 - 12/15/2020, 205PM
vs_folder Vil A Disk disk3 Apple Disk Image, 134217728 - 12/15/2020, 205PM
vs_folder Vsl A Disk diska Apple Disk Image, 134217728 - 12/15/2020, 205PM
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Hardware changes

Folder name Customer name + Machine name Hardware category Status Old value New value Meodification date and time £}

~ DESKTOP-OFF9TTF

PK_test.Customer DESKTOP-OFFITTF Netwaork adapter Removed Windscribe.com, Ethernet.. - 12/29/2020 9:35 AM
PKtest.Customer DESKTOP-OFFITTF Network adapter Removed Realtek Semiconductor C - 12/29/2020 9:35 AM
PK test.Customer DESKTOP-OFFSTTF Disk Removed (Standard disk drives), W.. - 12/29/2020 9:35 AM
PK.test.Customer DESKTOP-OFF9TTF Netwaork adapter Removed Realtek, Ethernet 802.3,C... - 12/29/2020 9:35 AM
PK test.Customer DESKTOP-OFFSTTF RAM Removed Samsung, 985D7122, 4.00. - 12/29/2020 9:35 AM
PK.test.Customer DESKTOP-OFFITTF Network adapter New - Cisco Systems, Ethernet 8...  01/04/2021 2:37 PM
PK test.Customer DESKTOP-OFFSTTF Motherboard New - LENOVO, Torronto 5C1, P 01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFOTTF GPU New - GeForce 940MX 01/04/2021 2:37 PM
PK test.Customer DESKTOP-OFFSTTF Network adapter New - Microsoft, Ethernet 8023, 01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFOTTF RAM New - Samsung, 98507122, 4.00... 01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFOTTF Network adapter New - TAP-NordVPN Windows P..  01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFOTTF Netwaork adapter New - Realtek Semiconductor C.. 01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFOTTF Network adapter New - Oracle Corporation, Ether...  01/04/2021 2:37 PM
PK test.Customer DESKTOP-OFFSTTF GPU New - Intel(R) HD Graphics Family ~ 01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFOTTF RAM New - Micron, 00000000, 4.00 GB  01/04/2021 2:37 PM
PK test.Customer DESKTOP-OFFSTTF Network adapter New - Windscribe.com, Ethernet..  01/04/2021 2:37 PM
PK.test.Customer DESKTOP-OFFITTF Disk New - (Standard disk drives), W... ~ 01/04/2021 2:37 PM
PK test.Customer DESKTOP-OFFSTTF CPU New - Genuinelntel, Intel64 Fam..  01/04/2021 2:37 PM

More Less Show 309

A 8 BURE F2 RO 8%

A2 5% T /I TR, 8 BRI 4R R 0T IR O AE 5 T i £ AR A e M AT 2 3o i S T A R S A R B R+
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Remote sessions

Start time End time Duration Connectiontype  Protocol Connection sou...  Accessed by Connectiondes..  §}
12/15/2022 4.... 12/15/2022 4:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part .14
12/15/2022 4.... 12/15/20224:4... afewseco.. Cloud NEAR RU-PCOYHMZL sk-part fiat-virtual-mac...
12/15/2022 4....  12/15/2022 4:4... 2 minutes Cloud NEAR RU-PCOYHMZL sk-part ACPM-Sveta
12/15/2022 4., 12/15/20224:1... 16 minutes Cloud NEAR BG-PF3E)2GZ Boryana-part ACPM-Sveta
12/15/2022 3.... 12/15/2022 4:.0...  a minute Cloud NEAR BG-PF3EJ2GZ Boryana-part ACPM-Sveta
12/15/2022 3:... 12/15/20223:5... afewseco.. Direct RDP RU-PCOYHMZL sk-part 35112
12/15/2022 3.... 12/15/20223:4.. afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part AN
12/15/2022 3:... 12/15/20223:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part .14
12/15/20221... 12/15/202212... afewseco.. Direct RDP RU-PCOYHMZL sk-part 35112
12/15/20221... 12/15/202212:... afewseco.. Cloud NEAR RU-PCOYHMZL sk-part fiat-virtual-mac...
More
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@ @ @ {§} Configure

Service  Company profile  General settings

Services

Cyber Protect

@ All-in-one cyber protection solution that integrates advanced data protection, file sync (}
and share, file notarization and e-signing, and physical data shipping functionality.

Protection

Provides all aspects of cyber protection for workloads through backup, antivirus, antimalware, anti-ransomware,
monitoring, management, and disaster recovery functionality.

Select a billing mode

© Perworkload ( New ) | Currently used

The billing is based on the number of protected workloads, and cloud storage is chargec

separately.

Standard Protection
Advanced Backup @
Advanced Management @

Advanced Security + EDR @ (New )

Advanced Security - EDR @ (Obsolete )
Advanced Email Security @

Advanced Data Loss Prevention @

Managed Detection and Response (MDR)
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Advanced Security + EDR ~

Enables antivirus and antimalware protection (local signature-based file detection), URL
filtering, forensic backup, centralized backup scanning for malware, safe recovery, corporate
whitelist, smart protection plans integrated with alerts from Cyber Protection Operations
Center (CPOC), endpoint firewall management, and Endpoint Detection and Response (event
correlation component, capable of identifying advanced threats or attacks that are in
progress). Applicable to the following types of workloads: workstations, servers, virtual

machines and web hosting servers. Find out more.

% Workloads 0 / Unlimited
[+] Managed Detection and Response 0/ Unlimited
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AP .
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3. BE [RHAETHE]> AR AR O RS AMQP @] K T DE&].

vm vCloud Director Ad

®  Extensibility

. AmaP

o . AMOP port
Exchan:

- VHost

R— Prefix

w UsessL

cat

1B 23.05 jR R B H IR

1. ‘22 4558 A 8 VMware Cloud Director ¥ 3% ff) RabbitMQ AMQP 48 B f2 =, .
1w A7 B ] 22 4¢ RabbitMQ 19 7 41 5% G, &5 2 B VMware SCfF @ 26007 2F RabbitMQ AMQP
REEFE .
. LLAGIE T E B, B N\ VMware Cloud Director # fft # A F149 35 .
3. BR [RHEFTH] > ERE] AEHEZRCE HEHE AMQP @] K T BUH D@ A,

vm vCloud Director

Roles ®  Extensibility
sContr. v AMOPBroker  Blocking T

Non-blocking AMGP Notifications.

AMGP Broker

AMOP host
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4. URHEH B &5, TN\ RabbitMQ EH £ &5 .
5. 7E [R#I R G L, MR O A0 (4 7 TR % SystemExchange), H H KA 2 F /8.
lbRabbit TS CEREEE

Exchanges

All exchanges (12)

Pagination
Page m of 1 - Filter: [ Regex ?

Name Type Features Message rate in Message rate out +/-
(AMQP default) direct D
acronisExtension.frontend_sso_plugin_config.exchange  direct

acronisExtension.sso.exchange direct 0.00/s 0.00/s
amag.direct direct D

amag.fanout fanout D

amgq.headers headers D

amgq.match headers D

amgq.rabbitmg.trace topic DI

amg.topic topic D

systemExchange topic D 0.00/s 0.00/s
vcd.notifications20 topic D 0.00/s

vcd.replyExchange topic D 0.00/s 0.00/s

Add a new exchange
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f%—F [BEAREER] EA, I N ZIP R

it JER s A A 3 AR 2 3 A B %2 vCDManagementAgent. ovf DL & FE $5k fifl B K %2 vCDManagementAgent-
disk1.vmdk,

. f£ vSphere Client H, % & #AQEE 12 28 OVF i A % 2 ¥ VMware Cloud Director & ¥ i) vCenter
AT B8R 1 ESXi E B

HEHIF
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o

Deploy OVF Template

6 works
7 Customize template

Acronis Cyber Cloud datacenter address

Acronis Cyber Cloud partner login

Acronis Cyber Cloud partner password

Cyber Protect Cloud & ¥} #10» ) URL. 141, https://us5-cloud.example. com.

b. GEMHERSEH B S NNEE.

5 @ —« 0

VMware Cloud Director B2 53 v, i 5t # &% i i 54 47 2 6] 1 1D Bt Al 0 faff A7 =[] 7T DA S 1 5 A
R PEEAA I o 0 A B A T B R A AR, A 2 B M B B A AR (BR 60 ).
HEME D, GEAEEEA D, B [BRE]> (BB, MR AR T I A 2 R . T
£ URL 1 1 uuid= &5 7p 1% i & 2 3 1D,

Cyber Protect Cloud &t # # =\ : [#% GB] 2¢ [#% Tk & #1.
HRFEIH

prigat B E R R E ST A R R R E

VMware Cloud Director £ ¥ : 5t #ff 42 F§ A7 bl . R %1% 1 B 35 N MRS

RabbitMQ £ it : & i & ¥ B 5 N\ HI% 1

HAERMBEANEHKE L, root i & K E 5.

AR 2P AL HE | T AR BRI B L TR 3E . DNS. DNS 1

T % L RO — fIE AR B T . EEROR D) — R AR B A T, RE IR [BUA eth1] S5 R U B .

EEEH
o T A T A B R e AU B AR 2R 2 3047 B VMware Cloud Director 3855 f1#5 1) Cyber
Protect Cloud & ¥} /1.0 o

et m] DUTE #0400 0 28 2 4%, e i BB AR S0 € < #E vSphere Client H, B PA 264 & LA B AR
B S, R R — T [BE] > [RRE] > [VApp BIR]. &M I & BIRE , /1% B Uk A 8 51

ARBERE 310 R A S
[ ] 7 vSphere Client H, Bl B3 A & PEACE RS 2U ) R B E 4% (0 £ &, AR Bl B €



[ vCDManagementAgent_31859 - ViWiware Remote Console — O X

VMRS 7 = Eﬂ =0 B 5
udhcpe: started, vl.31.1

route: SIOCDELRT: No such process

udhcpe: sending discouver

udhcpe: sending select for 10.136.161.122

udhcpc: lease of 10.136.161.12Z obtained, lease time 604800
route: SIOCDELRT: No such process

route: SIOCDELRT: Mo such process

{"go version":"gol.19.6","level”:"info", " nsg”: "Started", "name” : "unuare-cloud-d irector-agent-setup-to
pl","time":"2023-03-07T14:57:11.9601481552", "version":""1.7 .0+127"}
random: crng init done
random: 21 urandom warning(s) missed due to ratelimiting
rmg conmected”,"time":"2023-03-07T14:57:12.8072390412"}

{"level”:"info","msg":"no UI plugin installed. Proceeding with installing.”,"time":"2023-03-07T14:57
:13.058445019Z2
{"level”:"info","msg":"UI plugin installed."”,"time":"2023-03-07T14:57:13.1210266092", "version™:"1.0.
0"y
{"go version":"gol.19.6","level”:"info", " nsg”: "Started", "name” : "unuare-cloud-d irector-agent-setup-to

. i :"2023-03-07T14:57:14.1427151012", "version™:"1.7.0+127"}

info","msg":"registering agent”,"server":"https: [F= - .com”,"time" : 2023

03-07T14:57:14.240091092", "user" : " 3"}
{"level”:"info","msg" : "registering agent finished successfully”,"time":"2023-03-07T14:57:15.00880958
B2"}

BusyBox vl.31.1 (2022-12-1Z2 18:00:45 UTC) multi-call binary.
Copyright(C) 1998-2008 Erik fndersen, Rob Landley

Denys VUlasenko and others. Licensed under GFLuZ.

See zource distribution for full notice.

/binssh: can’t access tty: job control turned off

5% 5% RabbitMQ i# 4% .

a. URSEHEH 7, ¥ A RabbitMQ EH 1:iZ & .

b. & ZR#R] K5I HEE T, 821 RabbitMQ % % i [H & € I 3 i . MR PR THRR , H AT &
systemExchange.



c. Bug il vedmagq 1771 i1 B 4
h Ra b b it RabbitMQ 3.8.9  Erlang 23.1.4
Overview Connect tions Channels Queues Admin

|Exchange: systemExchange |

Overview

Message rates last minute ?

10/s
Publish
(In) 0.00/s
Publish
(Out) 0.00/s
00/s
11:28:30 11:26:40 11:26:50 11:29:00 11:20:10 11:29:20
Detail
Type  topic
Features  durable: true
Policy
Binding
This exchang
To Routing key Arguments
true.#.0rg.* Unbind
vedmag
true. #.: ith
o
e.#.session.login
vedmag 9 [ Unbind |
[
[
Add binding from this exchang
[owme )
Routing key:
Arguments: -
Publish g
Delete this exchange
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7. 1F [#F OVF A K &b, AT T 482 LA E i AR 5

Deploy OVF Template Customize template X

Customize the deployment properties of this software solution

o
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EEREHE
VMware Cloud Director 3255 i) KA & FLE W LEE T [BEBY VM R EIEBI R MEN T E &4
WA, R A EGEIMER. F, 8 A5 A ETERMOBIRATHE .

R AL B A A REAE
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1. 7E vSphere Client v, B Mo A QB R 2 e MG 28 1 £ 95 62
2. FEMARRTICR, $AT F 444 /bin/sshd LLRE) SSH K % .
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EH THIFER BN 54 & root: root.
2. BITEZE /bin H#%, /1% 4T sysinfo T A

# cd /bin/
# ./sysinfo

R RN R S AR TER H #% : /var/lib/Acronis/sysinfo.
0] DLAE AT sysinfo L B ff ] --target_dir i#IH, DL 4 H fih H $%.

./sysinfo --target_dir path/to/report/dir

3. i SSH H P N & T EAE R REHRE -
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o i ACHEFE 20 /opt/acronis/var/log/vmware-cloud-director-backup-service/log.log

o EHHACHFE L /opt/acronis/var/log/vmware-cloud-director-management-agent/log.log
T u] LUAE T 51 A7 B 3 3 4H BB A

o ML : /opt/acronis/etc/vmware-cloud-director-backup-service/config.yml

o EIARHF A /opt/acronis/etc/vmware-cloud-director-management-agent/config.yaml
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