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1 About the backup service

This service enables backup and recovery of physical and virtual machines, files, and databases to
local or cloud storage.

This service is available through a web interface called the backup console.

2 Software requirements

2.1 Suppoted web browsers

The web interface supports the following web browsers:

Google Chrome 29 or later

Mozilla Firefox 23 or later

Opera 16 or later

Windows Internet Explorer 10 or later

Microsoft Edge 25 or later

Safari 8 or later running in the macOS an8 wperating systems

> > > > >

In other web browsers (including Safari browsers running in other operating systems), the user
interface might be displayed incorrectly or some functions may be unavailable.

2.2 Supported operating systems and environments

Agent for Windows
Windows XP Professional SP3 (x86, x64)
Windows Server 2003 SP1/2003 R2 and latgtandard and Enterprise editions (x86, x64)
Windows Small Business Server 2003/2003 R2
Windows Vista; all editions
Windows Server 2008 Standard, Enterprise, Datacenter, and Web editions (x86, x64)
Windows Small Business Server 2008
Windows 7¢ all editions
Windows Server 2008 RStandard, Enterprise, Datacenter, Foundation, and Web editions
Windows MultiPoint Server 2010/2011/2012
Windows Small Business Server 2@l editions
Windows 8/8.1¢ all editions (x86, x64), except for the Windows RT editions
Windows Server 2012/2012 Rall editions
Windows Storage Server 2003/2008/2008 R2/2012/2B222016
Windows 10 Home, Pro, Educatig Enterprise, and loT Enterprise editions
Windows Server 2016all installation options, except for Nano Server
Windows Server 2018all installation options, except for Nano Server



Agent for SQL, Agent for Exchange, and Agent for Active Directory

Eachof these agents can be installed on a machine running any operating system listed
above and a supported version of the respective application.

Agent for Office 365
Windows Server 2008 Standard, Enterprise, Datacenter, and Web editions (x64 only)
WindowsSmall Business Server 2008
Windows Server 2008 R2Standard, Enterprise, Datacenter, Foundation, and Web editions
Windows Small Business Server 2QHll editions
Windows 8/8.1¢ all editions (x64 only), except for the Windows RT editions
Windows ServeP012/2012 RZ; all editions
Windows Storage Server 2008/2008 R2/2012/2&P22016 (x64 only)
Windows 10¢ Home, Pro, Education, and Enterprise editions (x64 only)
Windows Server 2016all installation options (x64 only), except for Nano Server

Agent for Linux
Linux with kernel from 2.6.9 to 4.15 and glibc 2.3.4 or later
Various x86 and x86_64 Linux distributions, including:
Red Hat Enterprise Linux 4.x, 5.x,6.x,7.0,7.1,7.2,7.3,7.4,7.5

Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 123M4, 13.10, 14.04, 14.10, 15.04,
15.10, 16.04, 16.10, 17.04, 17.10, 18.04

Fedora 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28
SUSE Linux Enterprise Server 10 and 11
SUSE Linux Enterprise Server, $8pported on file systemsxeept for Btrfs

Debian 4,5,6,7.0,7.2,7.4,75,7.6,7.7,8.0,8.1, 82,83, 84,85, 8.6, 8.7, 8.8, 8.11, 9.0,
9.1,9.2,9.3,94,95

CentOS5.x,6.x,7,7.1,7.2,73,7.4,7.5

Oracle Linux 5.x, 6.x, 7.0, 7.1, 7.2, 7.3, 7.4¢ B&h Unbreakablénterprise Kernel and
Red Hat Compatible Kernel

CloudLinux 5.x,6.x,7,7.1,7.2,7.3,7.4,7.5
ClearOS5.x,6.x,7,7.1,7.4
ALT Linux 7.0

Before installing the product on a system that does not use RPM Package Manager, such as
an Ubuntu system, you need install this manager manually; for example, by running the
following command (as the root usegpt - get install rpm

Agent for Mac
OS X Mavericks 10.9
OS X Yosemite 10.10
OS X El Capitan 10.11
macOS Sierra 10.12
macOS High Sierra 10.13
macOS Mojave 104

Agent for VMware (Virtual Appliance)
This agent is delivered as a virtual appliance for running on an ESXi host.



VMware ESXi4.1,5.0,5.1,5.5, 6.0, 6.5, 6.7

Agent for VMware (Windows)

This agent is delivered as a Windows application for running inperating system listed
above for Agent for Windows with the following exceptions:

A 32-bit operating systems are not supported.

A Windows XP, Windows Server 2003/2003 R2, and Windows Small Business Server
2003/2003 R2 are not supported.

VMware ESXi4.1,5.0,5.1,5.5, 6.0, 6.5, 6.7

Agent for HyperV
Windows Server 2008 (x64 only) with Hyper
Windows Server 2008 R2 with Hypér
Microsoft Hype#V Server 2008/2008 R2
Windows Server 2012/2012 R2 with Hypér
Microsoft Hype#V Server 2012/2(AR2
Windows 8, 8.1 (x64 only) with Hyper
Windows 10g Pro, Education, and Enterprise editions with Hyyer
Windows Server 2016 with Hyp¥fiq all installation options, except for Nano Server
Microsoft HypeyV Server 2016

Agent for Virtuozzo
Virtuozzo .10, 6.0.11, 6.0.12

2.3 Supported Microsoft SQL Server versions
A Microsoft SQL Server 2017

Microsoft SQL Server 2016

Microsoft SQL Server 2014

Microsoft SQL Server 2012

Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008

Microsoft SQL Server 2005

> > > > > D> P

2.4 Supported Microsoft Exchange Server versions
A Microsoft Exchange Server 20%6ll editions.
A Microsoft Exchange Server 20%3ll editions, Cumulative Update 1 (CU1) and later.

A Microsoft Exchange Server 20t(all editions, all service packs. Recovery of mailboxes and
mailbox items is supported starting with Service Pack 1 (SP1).

A Microsoft Exchange Server 20@Q7all editions, all service packs. Recovery of mailboxes and
mailbox items is not supported.

2.5 Supported Microsoft SharePoint versions
Backup Service supports the following Microsoft SharePoint versions:
A Microsoft SharePoint 2013



Microsoft SharePoint Server 2010 SP1

Microsoft SharePoint Foundation 2010 SP1
Microsoft Office SharePoint Served@ SP2*
Microsoft Windows SharePoint Services 3.0 SP2*

*In order to use SharePoint Explorer with these versions, you need a SharePoint recovery farm to attach the
databases to.

> > > >

The backups or databases from which you extract daiatrariginate from the same SharePoint
version as the one where SharePoint Explorer is installed.

2.6 Supported virtualization platforms

The following table summarizes how various virtualization platforms are supported.

Platform Backup at a hypevisor Backup from inside a
level (agentless backup guest OS

VMware

VMware vSphere versiongt.1, 5.0, 5.1, 5.5,
6.0, 6.5, 6.7

VMware vSphere editions:

VMware vSphere Essentials*
VMware vSphere Essentials Plus* + +
VMware vSphere Standard*
VMware vSphere Advanced
VMware vSphere Enterprise

VMware vSphere Enterprise Plus

VMware vSphere Hypervisor (Free ESXi)** +

VMware Server (VMware Virtual server)
VMware Workstation
VMware ACE

VMware Player

Microsoft

Windows Server 2008 (x64) with Hypér
Windows Server 2008 R2 with Hypér
Microsoft HyperV Server 2008/2008 R2
Windows Server 2012/2012 R2 with Hypér
Microsoft Hype#V Server 2012/2012 R2
Windows 8, 8.1 (x64) with Hyp&f
Windows 10 with Hype¥

Windows Server 2016 with Hypé&fc all
installation options, except for Nano Server

Microsoft Hype#V Server 2016




Platform Backup at a hypevisor Backup from inside a
level (agentless backup guest OS
Microsoft Virtual PC 2004 and 2007
Windows Virtual PC *
Microsoft Virtual Server 2005 +

Citrix

Citrix XenServer 4.1.5, 5.5, 5.6, 6.0, 6.1, 6.2,
70,7.1,72,73,7.4,75

Only fully virtualized
(aka HVM) guests

Red Hat and Linux

Red Hat Enterprise Virtualization (RHEV) 2.2
3.0,31,32,33,34,35,36

+
Red Hat Virtualization (RHV)44.1

Kernelbased Virtual Machines (KVM) +
Parallels

Parallels Workstation +
Parallels Server 4 Bare Metal +
Oracle

Oracle VM Server 3.0, 3.3, 3.4 +
Oracle VM VirtualBox 4.x +

Virtuozzo

Virtuozzo 6.0.10, 6.0.11, 6.0.12

(Virtual machines only]
Containers are not

supported)
Amazon
Amazon EC2 instances +
Microsoft Azure
Azure virtual machines +

* In these editions, the HotAdd transport for virtual disks is supported on vSphere 5.0 and later. On version 4.1,

backups may run slower.

** Backup at a hypervisor level is not supported for vSphere Hypervisor because this product restricts access to
Remde Command Line Interface (RCLI) to reatly mode. The agent works during the vSphere Hypervisor
evaluation period while no serial key is entered. Once you enter a serial key, the agent stops functioning.

Limitations
A Fault tolerant machines

Agent for VMware backs up a fault tolerant machine only if fault tolerance was enabled in
VMware vSphere 6.0 and later. If you upgraded from an earlier vSphere version, it is enough to
disable and enable fault tolerance for each machine. If you are usiegrier vSphere version,

install an agent in the guest operating system.

A Independent disks and RDM



Agent for VMware does not back up Raw Device Mapping (RDM) disks in physical compatibility
mode or independent disks. The agent skips these disks afwlvaarnings to the log. You can

avoid the warnings by excluding independent disks and RDMs in physical compatibility mode
from the backup plan. If you want to back up these disks or data on these disks, install an agent
in the guest operating system.

Passthrough disks

Agent for HypeiV does not back up pasisrough disks. During backup, the agent skhese

disks and adds warnings to the log. You can avoid the warnings by excludifigrpagh disks

from the backup plan. If you want to back up these disks or data on these disks, install an agent
in the guest operating system.

In-guest iISCSI connection

Agent for VMware and Agent for Hyp®rdo not back up LUN volumes connected by an iSCSI
initiator that works within the guest operating system. Because the ESXi and-Wypgrervisors
are not aware of such volumes, the volumes are not included in higme#evel snapshots and

are omitted from a backup without a warning. If you want to back up these volumes or data on
these volumes, install an agent in the guest operating system.

HyperV guest clustering

Agent for HypeiV does not support backup of HypV virtual machines that are nodes of a
Windows Server Failover Cluster. A VSS snapshot at the host level can even temporarily
disconnect the external quorum disk from the cluster. If you want to back up these machines,
install agents in the guest operay systems.

Linux machines containing logical volumes (LVM)

Agent for VMware and Agent for Hyp¥rdo not support the following operations for Linux
machines with LVM:

A P2V migration, V2P migration, and V2V migration from Virtuozzo. Use Agent fotd_inux
create the backup and bootable media to recover.

A Running a virtual machine from a backup created by Agent for Linux.
Encrypted virtual machinegintroduced in VMware vSphere 6.5)

A Encrypted virtual machines are backed up in an unencrypted state. If encryption is critical to
you, enable encryption of backupgen creating a backup pldp. 52).

A Recovered virtual machines are always ungpted. You can manually enable encryption
after the recovery is complete.

A If you back up encrypted virtual machines, we recommend that you also encrypt the virtual
machine where Agent for VMware is running. Otherwise, operations with encrypted
machines maye slower than expected. Apply théM Encryption Policyo the agent's
machine by using vSphere Web Client.

A Encrypted virtual machines will be backed up via LAN, even if you configure the SAN
transport mode for the agent. The agent will fall back on tfBDNransport because VMware
does not support SAN transport for backing up encrypted virtual disks.

Secure Boogintroduced in VMware vSphere 6.5)

Secure Boots disabled after a virtual machine is recovered as a new virtual machine. You can
manually enale this option after the recovery is complete.

ESXi configuration backup not supported for VMware vSphere 6.7.



2.7 Compatibility with encryption software

There are no limitations on backing up and recovering data that is encryptgid-lgvelencryption
software.

Disklevelencryption software encrypts data on the fly. This is why data contained in the backup is
not encrypted. Diskevel encryption software often modifies system areas: boot records, or partition
tables, or file systa tables. These factors affect diglvel backup and recovery, the ability of the
recovered system to boot and access to Secure Zone.

You can back up the data encrypted by the following-iiskl encryption software:

A Microsoft BitLocker Drive Encryption
A McAfee Endpoint Encryption
A PGP Whole Disk Encryption.

To ensure reliable diglkevel recovery, follow the common rules and softwapecific
recommendations.

Common installation rule

The strong recommendation is to install the encryption software beforeliitsy the backup agents.

The way of using Secure Zone

Secure Zone must not be encrypted with diskel encryption. This is the only way to use Secure
Zone:

1. Install the encryption software; then, install the agent.
2. Create Secure Zone
3. Exclude Secure Zone when encrypting the disk or its volumes.

Common backup rule

You can do a didkevel backup in the operating system.

Software-specific recovery procedures
Microsoft BitLocker Drive Encryption
To recover a system that was encrypted by BitLocker:

1. Boot from the bootable media.

2. Recover the system. The recovered data will be unencrypted.

3. Reboot the recovered system.

4. Turn on BitLocker.

If you only need to recover one partitiori @ multipartitioned disk, do so under the operating

system. Recovery under bootable media may make the recovered partition undetectable for
Windows.

McAfee Endpoint Encryption and PGP Whole Disk Encryption

You can recover an encrypted system partitiorubing bootable media only.

If the recovered system fails to boot, rebuild Master Boot Record as described in the following
Microsoft knowledge base articléttps://support.microsoft.com/kb/2622803



3 Supported file systems

A backup agent can back up any file system that is accessible from the operating system where the
agent is installed. For example, Agent for Windows can back up and recover an ext4 file system if the
corresponding driver is installed in Windows.

The followng table summarizes the file systems that can be backed up and recovered (bootable
media supports only recovery). The limitations apply to both the agents and bootable media.

Supported by
i Bootable L
File system . Bootable Limitations
media for .
Agents . media for
Windows and
. Mac
Linux
FAT16/32 + +
NTFS All agents + +
No limitations
ext2/ext3/ext4 + -
HFS+ - +
A Supported starting
with macOS High
Sierra 10.13
Agent for Mac P i .
A Disk configuration
APFS ) * should be recreated
manually when
recovering to a
non-original maching
or bare metal.
JFS + -
Files cannot be exclude
from a disk backup

ReiserFS3 | Agent for Linux + -

ReiserFS4 + - A Files cannot be
excluded from a disk
backup

ReFS + + B
A Volumes cannot be
All agents : .
resized during a
XFS + + recovery
Linux swap | Agent for Linux + - No limitations

The software automatically switches to the seebgrsector mode when backing up drives with
unrecognized or unsupported file systems. A setlpsector backup is possible for any file system
that:

A is blockbased



A spans a single disk
A has a standard MBR/Gpartitioning scheme

If the file system does not meet these requirements, the backup fails.

4 Activating the account

When an administrator creates an account for you, an email message is sent to your email address.
The message contains thdlwing information:

A An account activation linkClick the link and set the password for the account. Remember your
login that is shown on the account activation page.

A Alink to the backup console login pag¥se this link to access the console in thaifet The
login and password are the same as in the previous step.

5 Accessing the backup service

You can log in to the backup service if you activated your account.

To log in to the backup service

1. Go to the backup service login page. The login page address was included in the activation email
message.

2. Type the login, and then cli€ontinue

Type the password, and then cli§lign in

4. If you have the administrator role in the backup service, Badkup & Disaster Recovery
Users who do not have the administrator role log in directly to the backup console.

w

You can change the language of the web interface by clicking the account icon in-tghtop
corner.

If Backup & Disaster Recoveiy not theonly service you are subscribed to, you can switch between

00
the services by using th OO0 icon in the topright corner. Administrators caalso use this icon for

switching to the management portal.

6 Installing the software

6.1 Preparation
Step 1

Choose an agent, depending on what you are going to back up. The following table summarizes the
information, to help you decide.

Note that Agent for Windows is installed along with Agent for Exchange, Agent for SQL, Agent for
VMware, Agent for HypeY, and Agent for Active Directory. If you install, for example, Agent for SQL,
you also will be able to back up the entire machine vehigre agent is installed.



What are you going to
back up?

Which agent to install?

Where to install it?

Physical machines

Physical machines
running Windows

Agent for Windows

Physical machines
running Linux

Agent for Linux

Physical machines

running macOS

Agent for Mac

On the machine that will be backed up.

Applications

SQL databases

Agent for SQL

On the machine running Microsoft SQL Server.

Exchange databases

Agent for Exchange

On the machine running the Mailbox role of
Microsoft Exchange Server.

Microsoft Office 365
mailboxes

Agent for Office 365

On a Windows machine that is connected to the
Internet.

Depending on the settings chosen by your service
provider, you may or may not need to install Agent
for Office 365. For more information, refer to
"Protecting Office 365 datep. 130).

Microsoft Office 365
OnebDirive files and
SharePoint Online sites

This data can be backed up only by an agent that
installed in the cloud. For more information, refer t
"Protecting Office 365 datap. 130).

Machines running Activ
Directory Domain
Services

Agent for Active Directory

On the domain controller.

Virtual machines

VMware ESXi virtual
machines

Agent for VMware
(Windows)

On a Windows machine that has network access t
vCenter Server and to the virtual machine storage

Agent for VMware (Virtual
Appliance)

On the ESXi host.

HyperV virtual
machines

Agent for HypetvV

On the HypeiV host.

Virtuozzo virtual
machines and containe

Agent for Virtuozzo

On the Virtuozzo host.

Virtual machines hosted
on Amazon EC2

Virtual machines hosted
on Windows Azure

Citrix XenServer virtual
machines

Red Hat Virtualization
(RHV/RHEV)

Kernetbased Virtual
Machines (KVM)

The same as for physical
machines**

On the machine that will be backed up.




What are you going to
back up?

Which agent to install? Where to install it?

Oracle virtual machines|

Mobile devices

Mobile devices running | Mobile app for Android
Android

On the mobile device that will be backed up.
Mobile devices running | Mobile app for iOS

i0S

*If your ESXi uses a SAN attached storage, install the agent on a machine connected to the same SAN. The
agent will back up the virtual machindsectly from the storage rather than via the ESXi host and LAN. For
detailed instructions, refer tdAgent for VMware LANfree backup'(p. 157).

**A virtual machine is considered virtual if it is backed uphyexternal agent. If an agent is installed in the
guest system, the backup and recovery operations are the same as with a physical machine. Nevertheless, the
machine is counted as virtual when you set quotas for the number of machines.

Step 2

Review the gstem requirements for the agents.

Agent Disk space occupied by the agent(s)
Agent for Windows 550 MB
Agent for Linux 500 MB
Agent for Mac 450 MB

Agent for SQL 600 MB (50 MB + 550 MB Agent for Windowsg

Agent for Exchange

750 MB (200 MB + 550 MB Agent for Window

Agent for Office 365

550 MB

Agent for Active Directory

600 MB (50 MB + 550 MB Agent for Windowsg

Agent for VMware
Agent for HypetV
Agent for Virtuozzo

700 MB (150 MB + 550 MB Agent for Window
600 MB (50 MB + 550 MB Agent for Windowsg
500 MB

The typical memory consumption is 300 MB above the operating system and running applications.
The peak consumption may reach 2 GB, depending on the amount and type of data beinggatocess
by the agents.

Step 3
Download the setup program. To find the download links, ditklevices> Add.

TheAdd devicegage provides web installers for each agent that is installed in Windows. A web
installer is a small executable file that downloads the main setup program from the Internet and
saves it as a temporary file. This file is deleted immediately after thellaiiba.

If you want to store the setup programs locally, download a package containing all agents for
installation in Windows by using the link at the bottom of #theéd devicepage. Both 3it and

64-bit packages are available. These packages enablmyaustomize the list of components to
install. These packages also enable unattended installation, for example, via Group Policy. This
advanced scenario is describeddnploying agents through Group Policy

Installation in Linux and macOS is performeaff ordinary setup programs.



All setup programs require an Internet connection to register the machine in the backup service. If
there is no Internet connection, the installation will fail.

Step 4

Before the installation, ensure that your firewalls andetisomponents of your network security
system (such as a proxy sever) allow both inbound and outbound connections through the following
TCP ports:

A 443and8443These ports are used for accessing the backup console, registering the agents,
downloading tte certificates, user authorization, and downloading files from the cloud storage.

A 7770...7800The agents use these ports to communicate with the backup management server.
A 44445The agents use this port for data transfer during backup and recovery.

If a proxy server is enabled in your network, refer to throxy server settinggp. 18) section to
understand whether you need to configure these settings on each machine that runs a backup agent.

The minimum Interneconnection speed required for managing an agent from the cloud is 1 Mbit/s
(not to be confused with the data transfer rate acceptable for backing up to the cloud). Consider this
if you use a lowbandwidth connection technology such as ADSL.

6.2 Proxy server settings

The backup agents can transfer data through an HTTP/HTTPS proxy server. The server must work
through an HTTP tunnel without scanning or interfering with the HTTP traffic:idAdue-middle
proxies are not supported.

Because the agent registers itself in the cloud during the installation, the proxy server settings must
be provided during the installation or in advance.

In Windows

If a proxy server is configured in Windov@o(trol panel> Internet Options> Connection$, the

setup program reads the proxy server settings from the registry and uses them automatically. Also,
you can enter the proxy settings during the installation, or specify them in advance by using the
procedure described below. To change the proxy sg#tiafter the installation, use the same
procedure.

To specify the proxy settings in Windows
1. Create a new text document and open it in a text editor, such as Notepad.
2. Copy and paste the following lines into the file:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHMNEOFTWARECcronis \ Global \ HttpProxy]
"Enabled"=dword:00000001

"Host"=" proxy.company.com "

"Port"=dword: 000001bb

"Login"=" proxy_login

"Password"=" proxy_password "

3. Replaceroxy.company.com with your proxy server host name/IP address, &39001bb
with the hexadecimal value of the port number. For exam@Gf)001bb is port 443.

4. If your proxy server requires authentication, replgmexy_login andproxy_password with
the proxy server crederdls. Otherwise, delete these lines from the file.

5. Save the document ggoxy.reg



6. Run the file as an administrator.
7. Confirm that you want to edit the Windows registry.
8. If the backup agent is not installed yet, you can now install it. Otherwise, do tbeviiog to
restart the agent:
a. IntheStartmenu, clickRun and then typecmd
b. ClickOK
c. Run the following commands:

net stop mms
net start mms

In Linux

Run the installation file with the parameters http - proxy - host= ADDRESS

-- http - proxy - port= PORT-- http - proxy - login= LOGIN

-- http - proxy - password=PASSWORTDb change the proxy settings after the installation, use the
procedure described below.

To change the proxy settings in Linux
1. Open the fileetc/Acronis/Global.configin a text editor.
2. Do one of the following:

A If the proxy settings were specified during the agent installation, find the following section:

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">" ADDRESS/value>

<value name="Port" type="Tdword">" PORT</value>

<value name="Login" type="TString">" LOGIN</value>

<value name="Password" type="TString">" PASSWORdvalue>
</key>

A Otherwise, copy the above lines and paste them into the file betweer:thgistry
name="Global">...</registry> tags.

3. ReplaceADDRES®Ith the new proxy server host name/IP address, @R With the decimal
value of the port number.

4. If your proxy serverequires authentication, replacdeOGINand PASSWORth the proxy server
credentials. Otherwise, delete these lines from the file.

5. Save the file.
6. Restart the agent by executing the following command in any directory:
sudo service acronis_mms restart

In macOS

You can enter the proxy settings during the installation, or specify them in advance by using the
procedure described below. To change the proxy settings after the installation, use the same
procedure.

To specify the proxy settings in macOS

1. Create the fildLibrary/Application Support/Acronis/Registry/Global.confignd open itin a
text editor, such as Text Edit.

2. Copy and paste the following lines into the file:



<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>

<value name="Host" type="TString">" proxy.company.com "</value>

<value name="Port" type="Tdword">" 443"</value>

<value name="Login" type="TString">" proxy_lo gin "</value>

<value name="Password" type="TString">" proxy_password "</value>
</key>

</registry>
Replaceproxy.company.com with your proxy server host name/IP address, dd@ with the
decimal value of the port number.

If your proxy server reqres authentication, replacproxy_login andproxy_password with
the proxy server credentials. Otherwise, delete these lines from the file.

Save the file.

If the backup agent is not installed yet, you can now install it. Otherwise, do the following to
restat the agent:

a. Go toApplications> Utilities > Terminal
b. Run the following commands:

sudo launchctl stop acronis_mms
sudo launchctl start acronis_mms

6.3 Linux packages

To add the necessary modules to the Linux kernel, the setup program needs the following Linux

packages:
A The package with kernel headers or sources. The package version must match the kernel version.
A The GNU Compiler Collection (GCC) compiler system.J8e/&sion must be the one with
which the kernel was compiled.
A The Make tool.
A The Perl interpreter.
A Thelibelf -dev,libelf -devel,orelfutis -libelf -devel libraries for building kernels

starting with 4.15 and configured with CONFIG_UNWINDER_ORC-=y. For some distributions, such
as Fedora 28, they need to be installed separately from kernel headers.

The names of these packages vary depending on your Linuliistn.

In Red Hat Enterprise Linux, CentOS, and Fedora, the packages normally will be installed by the setup
program. In other distributions, you need to install the packages if they are not installed or do not
have the required versions.

Are the requied packages already installed?

To check whether the packages are already installed, perform these steps:

1.

2.

Run the following command to find out the kernel version and the required GCC version:

cat /proc/version

This command returns lines similar to the followih@ux version 2.6.35.6 andgcc

version 4.5.1

Run the following command to check whether the Make tool and the GCC compiler are installed:



make - v
gce -v
Forgcg ensure that the version returned bydlcommand is the same as in thec version in
step 1. Formake, just ensure that the command runs.
3. Check whether the appropriate version of the packages for building kernel modules is installed:

A In Red Hat Enterprise Linux, CentOS, and Fedora, runltb@ihg command:
yum list installed | grep kernel - devel

A In Ubuntu, run the following commands:
dpkg -- get - selections | grep linux - headers
dpkg -- get - selections | grep linux -image
In either case, ensure that the package versions are the same_asixiversion  in step 1.
4. Run the following command to check whether the Perl interpreter is installed:
perl -- version
If you see the information about the Perl version, the interpreter is installed.

5. In Red Hat Enterprise Linux, CentOS, and Fedora, run the following command to check whether
elfutils  -libelf -devel is installed:

yum list installed | grep elfutils - libelf - devel
If you see the information about the library version, the library is installed
Installing the packages from the repository

The following table lists how to install the required packages in various Linux distributions.

Linux Package names How to install
distribution
Red Hat kernel-devel The setup program will download and install the packages
Enterprise gcc automatically by using your Red Hat subscription.
Linux make

elfutils-libelf-devel

perl Run the following command:

yum install perl

CentOS kerneldevel The setip program will download and install the packages
Fedora gcc automatically.
make

elfutils-libelf-devel

perl Run the following command:

yum install perl

Ubuntu linux-headers Run the following commands:
linux-image
gce sudo apt - get _update_ . i
make sudo apt - get !nstall I!nux - _header§ - ‘uname -T
perl sudo apt - get install linux -image- ‘uname -r
sudo apt - get install gcc - <package version>

sudo apt - get install make
sudo apt - get install perl

The packages will be downloaded from the distribution's repositoryiasiglled.



For other Linux distributions, please refer to the distribution's documentation regarding the exact
names of the required packages and the ways to install them.

Installing the packages manually

You may need to install the packageanuallyif:

A The machine does not have an active Red Hat subscription or Internet connection.

A The setup program cannot find therneldevelor gccversion corresponding to the kernel
version. If the availablkernel-develis more recent than your kernel, you need to either update
the kernel or install the matchinkernel-develversion manually.

A You have the required packages on the local network and do not want to spend time for
automatic search and downloading.

Obtain thepackages from your local network or a trusted thjrarty website, and install them as
follows:

A In Red Hat Enterprise Linux, CentOS, or Fedora, run the following command as the root user:
rpm -ivh PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

A In Ubuntu, run the following command:
sudo dpkg -i PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

Example: Installing the packages manually in Fedora 14
Follow these steps to install the required packages in Fedora 14 otbia B2Achine:

1. Run the folloving command to determine the kernel version and the required GCC version:
cat /proc/version

The output of this command includes the following:

Linux version 2.6.35.6 -45.fc14.i686
gcc version 4.5.1

2. Obtain thekernel-develandgccpackages that correspond to this kernel version:

kernel -devel -2.6.35.6 -45.fc14.i686.rpm
gcc-4.5.1 -4.fc14.i686.rpm

3. Obtain themake package for Fedora 14:
make 3.82 - 3.fc14.i686

4. Install the packages by running the following commands as the root user:

rom -ivh kernel -devel -2.6.35.6 -45.fc14.i686.rpm
rpm -ivh gcc -4.5.1.fc14.i686.rpm
rpm -ivh make - 3.82 - 3.fc14.i1686

You can specify all these packages in a sipghecommand. Installing any of these packages may
require installing additional packages to resolve dependencies.

6.4 Installing agents

In Windows

1. Ensure that the machine is connected to the Internet.

2. Log on as an administrator and start the setup program.

3. [Optional] ClickCustomize installation settingand make the appropriate changes if you want:

A To verify or change the proxy server host name/IP address, port, and credentials. If a proxy
server is @abled in Windows, it is detected and used automatically.



A To change the installation path.
A To change the account for the agent service.
Clickinstall.

[Only when installing Agent for VMware] Specify the address and access credentials for the
vCenter Server or starglone ESXi host whose virtual machines the agent will back up, and then
clickDone We recommend using an account that has fttiministrator role assigned.

Otherwise, provide an account with timecessary privilegd®. 159 on the vCenter Server or

ESXi.

[Only when installing on a domain controller] Specify the user account under which the agent
service will runand then clickbone For security reasons, the setup program does not
automatically create new accounts on a domain controller.

Wait until the registration screen appears.
Do one of the following:

A ClickRegister the machineln the opened browser windowjgn in to the backup console,
review the registration details, and then cliClonfirm registration

A ClickShow registration info The setup program shows the registration link and the
registration code. You can copy them and perform the registrationsstepa different
machine. In this case, you will need to enter the registration code in the registration form.
The registration code is valid for one hour.

Alternatively, you can access the registration form by clichkihdevices> Add, scrolling downda
Registration via codeand then clickingRegister

Tip Do not quit the setup program until you confirm the registration. To initiate the registration again, you
will have to restart the setup program, and then chtdgister the machine

As a result, the machine will be assigned to the account that was used to log in to the backup

console.
In Linux
1. Ensure that the machine is connected to the Internet.
2. As the root user, run the installation file.
If a proxy server is enabled in your network, when running the file, specify the server host
name/IP address and port in the following format: http - proxy - host= ADDRESS
-- http - proxy - port= PORT-- http - proxy -login= LOGIN
-- http - proxy - password=PASSWORD
3. Select the check boxes for the agents that you want to install. The following agents are available:
A Agent for Linux
A Agent for Virtuozzo
Agent for Virtuozzo cannot be installed without Agent for Linux.
4. Wait until the registration screen appears.
5. Do one @ the following:

A ClickRegister the machineln the opened browser window, sign in to the backup console,
review the registration details, and then cliClonfirm registration

-

A ClickShow registration info The setup program shows the registration link &mal
registration code. You can copy them and perform the registration steps on a different
machine. In this case, you will need to enter the registration code in the registration form.
The registration code is valid for one hour.



Alternatively, you canaess the registration form by clickiAd devices> Add, scrolling down to
Registration via codeand then clickingRegister

Tip Do not quit the setup program until you confirm the registration. To initiate the registration again, you
will have to restart the setup program and repeat the installation procedure.

As a result, the machine will be assigned to the account that was oded in to the backup
console.

Troubleshooting information is provided in the file:
{usr/lib/Acronis/BackupAndRecovery/HOWTO.INSTALL

In macOS

1. Ensure that the machine is connected to the Internet.

Doubleclick the installation file (.dmg).

Wait while the operating system mounts the installation disk image.
DoubleclickInstall.

If a proxy server is enabled in your network, cBelckup Agentn the menu bar, clicRroxy
server settings and then speify the proxy server host name/IP address, port, and credentials.

If prompted, provide administrator credentials.
ClickContinue

Wait until the registration screen appeatrs.

Do one of the following:

A Clickregister the machineln the opened browser windg, sign in to the backup console,
review the registration details, and then cliClonfirm registration

A ClickShow registration info The setup program shows the registration link and the
registration code. You can copy them and perform the registratiepssbn a different
machine. In this case, you will need to enter the registration code in the registration form.
The registration code is valid for one hour.

Alternatively, you can access the registration form by clickihgevices> Add, scrolling dowrio
Registration via codeand then clickingRegister

a bk wbD
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Tip Do not quit the setup program until you confirm the registration. To initiate the registration again, you
will have to restart the setup program and repeat the installation procedure.

As a result, the machine will be assigned to the account that was used to log in to the backup
console.

6.5 Deploying Agent for VMware (Virtual Appliance)
from an OVF template

6.5.1 Before you start

System requirements for the agent

By cefault, the virtual appliance is assigned 4 GB of RAM and 2 vCPUs, which is optimal and sufficient
for most operations. We recommend increasing these resources to 8 GB of RAM and 4 vCPUs if the
backup traffic bandwidth is expected to exceed 100 MB perrsg¢for example, in 1-GBit

networks), in order to improve backup performance.



The appliance's own virtual disks occupy no more than 6 GB. Thick or thin disk format does not
matter, it does not affect the appliance performance.

How many agents do | need?

Even though one virtual appliance is able to protect an entire vSphere environment, the best practice
is deploying one virtual appliance per vSphere cluster (or per host, if there are no clusters). This
makes for faster backups because the appliance tactathe backeelp disks by using the HotAdd
transport, and therefore the backup traffic is directed from one local disk to another.

It is normal to use both the virtual appliance and Agent for VMware (Windows) at the same time, as
long as they are conneax to the same vCenter Serverthey are connected to different ESXi hosts.
Avoid cases when one agent is connected to an ESXi directly and another agent is connected to the
vCenter Server which manages this ESXi.

We do not recommend using locally attachstorage (i.e. storing backups on virtual disks added to
the virtual appliance) if you have more than one agent. For more consideration4/)siexg a locally
attached storage{(p. 27).

Disable automatic DRS for the agent

If the virtual appliance is deployed to a vSphere cluster, be sure to disable automatic vMotion for it.
In the cluster DRS settings, enable individual virtual machine automation levels, and then set
Automation levelfor the virtual appliance t®isabled

6.5.2 Deploying the OVF template

1. ClickAll devices>Add >VMware ESX# Virtual Appliance (OVE)

The .zip archive is downloaded to your machine.

Unpack the .zip archive. The folder contains one .ovf file and two .vmdk files.

Ensure that these files can be accessed from the machine running the vSphere Client.
Start the vSphere Client and log on to the vCenter Server.

Deploy the OVF template.

A Whenconfiguring storage, select the shared datastore, if it exists. Thick or thin disk format
does not matter, as it does not affect the appliance performance.

A When configuring network connections, be sure to select a network that allows an Internet
connection, so that the agent can properly register itself in the cloud.
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6.5.3 Configuring the virtual appliance
1. Starting the virtual apfiance

In the vSphere Client, display theventory, rightclick the virtual appliance's name, and then
selectPower>Power On Select theConsoletab.

2. Proxy server
If a proxy server is enabled in your network:
a. To start the command shell, press CTRL+ALT+F2 while in the virtual appliance Ul.
b. Open the filgetc/Acronis/Global.configin a text editor.
c. Find the following section:



<key name="HttpProxy">

<value name="Enabled" type="Tdword">" 0"</value>

<value name="Host" type="TString">" ADDRESS/value>

<value name="Port" type="Tdword">" POR</value>

<value name="Login" type="TString">" LOGIN</value>

<value name="Password" type="TString">" PASSWORdvalue>
</key>

Replaced with 1.

ReplaceADDRES®Ith the new proxy server host name/IP address, &@RWwith the
decimal value of the port number.

f. If your proxy server requires authentication, repldg@GINand PASSWORIith the proxy
server credentials. Otherwise, delete these lines from ftlee f

g. Save the file.

h. Execute theeboot command.
Otherwise, skip this step.
Network settings

The agent's network connection is configured automatically by using Dynamic Host Configuration
Protocol (DHCP). To change the default configuration, uAdent options inethO, clickChange
and specify the desired network settings.

vCenter/ESX(i)

UnderAgent options invCenter/ESX(j)clickChangeand specify the vCenter Server name or IP
address. The agent will be able to back up and recover any Mmnaehine managed by the
vCenter Server.

If you do not use a vCenter Server, specify the name or IP address of the ESXi host whose virtual
machines you want to back up and recover. Normally, backups run faster when the agent backs
up virtual machines hosetl on its own host.

Specify the credentials that the agent will use to connect to the vCenter Server or ESXi. We
recommend using an account that has théministrator role assigned. Otherwise, provide an
account with thenecessary privileggp. 159 on the vCenter Server or ESXi.

You can clickheck connectiono ensure the access credentials are correct.
Management server
a. UnderAgent options in Management ServerclickChange

b. InServer name/IRselectCloud The software displays the backup service address. Do not
change this address unless instructed otherwise.

c. InUser nameandPassword specify the user name and password for the backup service. The
agentand the virtual machines managed by the agent will be registered under this account.

Time zone

UnderVirtual machine in Time zone clickChange Select the time zone of your location to
ensure that the scheduled operations run at the appropriate time.

[Optional] Local storages

You can attach an additional disk to the virtual appliance so the Agent for VMware can back up to
this locally attached storage.

Add the disk by editing the settings of the virtual machine and Blafkesh TheCreate storage
link becomes available. Click this link, select the disk, and then specify a label for it.



6.5.4 Using a locally attached storage

You can attach an additional disk to Agent for VMware (Virtual Appliance) so the agent can back up
to this locally #ached storage. This approach eliminates the network traffic between the agent and
the backup location.

A virtual appliance that is running on the same host or cluster with the baggadrtual machines

has direct access to the datastore(s) where the machines reside. This means the appliance can attach
the backedup disks by using the HotAdd transport, @hdrefore the backup traffic is directed from

one local disk to another. If the datastore is connecte®e&/LUN rather thanNF$S the backup will

be completely LANree. In the case of NFS datastore, there will be network traffic between the
datastore ad the host.

Using a locally attached storage presumes that the agent always backs up the same machines.
Otherwise, if the machines are redistributed among the agents by the management server, a
machine's backups may be dispersed over multiple storagesidoM®t recommend using a locally
attached storage if you have more than one agent.

You can add the storage to an already working agent or vdegtoying the agent from an OVF
template (p. 25).

To attach a storage to an alredy working agent

1. In VMware vSphere inventory, right click the Agent for VMware (Virtual Appliance).

2. Add the disk by editing the settings of the virtual machine. The disk size must be at least 10 GB.

Warning Be carefuivhen adding an already existing disk. Once the storage is created, all data previously
contained on this disk will be lost.

3. Go to the virtual appliance console. TBeeate storagdink is available at the bottom of the
screen. If it is not, clidRefresh

4. Click theCreate storagdink, select the disk and specify a label for it. The label length is limited to
16 characters, due to file system restrictions.

To select a locally attached storage as a backup destination

Whencreating a backup plafp. 32), in Where to back upselectLocal foldersand then type the
letter corresponding to the locally attached storage, for exampte,

6.6 Deploying agents through Group Policy

You can centrally install (or deploy) Agent for Windows onto machines that are members of an Active
Directory domain, by using Group Policy.

In this section, you will find out how to set up a Group Policy object to deploy agents onto machines
in an entiredomain or in its organizational unit.

Every time a machine logs on to the domain, the resulting Group Policy object will ensure that the
agent is installed and registered.

Prerequisites
Before proceeding with agent deployment, ensure that:

A You have an Active Directory domain with a domain controller running Microsoft Windows
Server 2003 or later.

A You are a member of thBomain Adminsgroup in the domain.



A You have downloaded th&ll agents for installation in Windowsetup program. The downéai
link is available on thAdd devicegage in the backup console.

Step 1: Generating a registration token

A registration token passes your identity to the setup program without storing your login and
password for the backup console. This enables yoedgister any number of machines under your
account. For more security, a token has limited lifetime.

To generate a registration token

1. Sign in to the backup console by using the credentials of the account to which the machines
should be asigned.

ClickAll devices>Add.

Scroll down tdRegistration token and then cliciGenerate

Specify the token lifetime, and then cli@enerate token

Copy the token or write it down.

You can clicklanage active tokenso view and manage the already generated tokens.
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Step 2: Creating the .mst transform and extracting the installation package
1. Log on as an administrator on any machine in the domain.

2. Create a shared folde¢hat will contain the installation packages. Ensure that domain users can
access the shared folderfor example, by leaving the default sharing settingsEfeeryone

3. Start the setup program.

4. ClickCreate .mst and .msi files for unattended installation

5. Clck Specifynext to Registration token and then enter the token you generated.
6

Review or modify the installation settings that will be added to the .mst file, and then click
Proceed

7. InSave the files tpspecify the path to the folder you created.
8. ClickGenerate

As a result, the .mst transform is generated and the .msi and .cab installation packages are extracted
to the folder you created.

Step 3: Setting up the Group Policy objects

1. Log on to the domain controller as a domain administrator; if the domain has more than one
domain controller, log on to any of them as a domain administrator.

2. If you are planning to deploy the agent in an organizational unit, ensure that the organizationa
unit exists in the domain. Otherwise, skip this step.

3. Inthe Startmenu, point toAdministrative Tools and then cliclActive Directory Users and
Computers(in Windows Server 2008y Group Policy Managemenr(in Windows Server 2008
and Windows Server 2012).

4. In Windows Server 2003:

A Rightclick the name of the domain or organizational unit, and then &idperties In the
dialog box, click th&roup Policytab, and then clickNew.

In Windows Server 2008 amidindows Server 2012:

A Rightclick the name of the domain or organizational unit, and then €igate a GPO in this
domain, and Link it here

5. Name the new Group Policy objesgent for Windows.
6. Open theAgent for WindowsGroup Policy object for editings follows:



10.

11.
12.

13.

A In Windows Server 2003, click the Group Policy object, and therEdlitk

A In Windows Server 2008 and Windows Server 2012, uBdeup Policy Objectsightclick
the Group Policy object, and then cligHit

In the Group Policy object editor snap expandComputer Configuration
In Windows Server 2003 and Windows Server 2008:

A ExpandSoftware Settings

In Windows Server 2012:

A ExpandPolicies> Software Settings

Rightclick Software installation then pont to New, and then cliclPackage

Select the agent's .msi installation package in the shared folder that you previously created, and
then clickOpen

In the Deploy Softwaredialog box, clickkdvanced and then cliclOK

On theModificationstab, clickAdd, and then select the .mst transform that you previously
created.

ClickOKto close theDeploy Softwaredialog box.

6.7 Updating agents

Agents starting with the following versions can be updated by using the web interface:

A
A
A

Agent for Windows, Aent for VMware (Windows), Agent for Hyp¥r version 11.9.191 and later
Agent for Linux: version 11.9.179 and later
Other agents: any version can be updated

To find the agent version, select the machine, and then Cigdrview

To update from earlier agent versions, download and install the newest agent manually. To find the
download links, clickll devices> Add.

To update an agent by using the web interface

1.

2.
3.

ClickSettings> Agents

The software displays the list of machines. The machines with outdated agent versions are
marked with an orange exclamation mark.

Select the machines that you want to update the agents on. The machines must be online.
ClickUpdate agent

To update Agent foMware (Virtual Appliance)

1.

Remove Agent for VMware (Virtual Appliance), as describ8dninstalling agentgp. 30)". In
step 5, delete the agent fror8ettings> Agents even though you are planning to install the
agent again.

Deploy Agent for VMware (Virtual Appliance), as describéD@ploying the OVF templatép.
25).

Configure Agent for VMware (Virtual Appliance)dascribed irfConfiguring the virtual
appliance'(p. 25).

If you want to reconstruct the locally attached storage, in step 7 do the following:

a. Add the disk containing the local storage to the virtyaplaance.

b. ClickRefresh>Create storage> Mount.

c. The software displays the origiriaétter and Labelof the disk. Do not change them.



d. ClickOK

As a result, the backup plans that were applied to the old agent aappéed automaticallyo
the new agent.

4. The plans with applicatieaware backup enabled require the guest OS credentials to be
re-entered. Edit these plans and-emter the credentials.

5. The plans that back up ESXi configuration require the "root" password todteecd. Eit
these plans and renter the password.

6.8 Uninstalling agents
In Windows

If you want to remove individual product components (for example, one of the agents or Backup
Monitor), run theAll agents for installation in Windowsetup program, choose to modify the
product, and clear the selection of the components that you want to remove. The link to the setup
program is present on thBownloadspage (click the account icon in the toijght corner >

Downloadg.

If you want to renove all of the product components from a machine, follow the steps described
below.
1. Log on as an administrator.

2. Go toControl pane] and then selecPrograms and Featurgg\dd or Remove Prograris
Windows XP) AcronisBackup Agent Uninstall

3. [Optional] Select th&emove the logs and configuration settingbeck box.

If you are planning to install the agent again, keep this check box cleared. If you select the check
box, the machine may be duplicated in the backup console antidbkups of the old machine
may not be associated with the new machine.

4. Confirm your decision.

5. If you are planning to install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the machine where the agent svamstalled, and then clidielete

In Linux
1. As the root user, rutustr/lib/Acronis/BackupAndRecovery/uninstall/uninstall

2. [Optional] Select th€lean up all product traces (Remove the product's logs, tasks, vaults, and
configuration ttings) check box.

If you are planning to install the agent again, keep this check box cleared. If you select the check
box, the machine may be duplicated in the backup console and the backups of the old machine
may not be associated with the new machine

3. Confirm your decision.

4. If you are planning to install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the machine where the agent was installed, and then Dibéte.

In macOS

1. Doubleclick the installation file (.dmg).

Wait while the operating system mounts the installation disk image.

Inside the image, doublelickUninstall

If prompted, provide administrator credentials.

Confirm your decision.

ok wbd



6. If you are planning to install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the machine where the agent was installed, and then Didite

Removing Agent for VMware (Virtual Appliance)
1. Start the vSphere Client and log on to the vCenter Server.

2. If the virtual appliance (VA) is powered on, riglitk it, and then clicRower>Power Off
Confirm your decision.

3. Ifthe VA uses a locally attached storage on a virtual disk and youtevpréserve data on that
disk, do the following:

a. Rightclick the VA, and then cliédit Settings

b. Select the disk with the storage, and then ckhskmove UnderRemoval Optionsclick
Remove from virtual machine

c. ClickOK
As a reult, the disk remains in the datastore. You can attach the disk to another VA.
4. Rightclick the VA, and then cliékelete from Disk Confirm your decision.

5. If you are planning to install the agent again, skip this step. Otherwise, in the backup console, do
the following:

a. ClickSettings>Agents select the virtual appliance, and then cli2&lete

b. ClickBackups>Locations and then delete the location corresponding to the locally attached
storage.

7 Backup console views

The backup console has two views: a simple view and a table view. To switch between the views,
click the corresponding icon in the top rigldroer.



The simple view supports a small number of machines.

All devices m @ @

st1.localdomain &
- Status Last backup Next backup
Not protected Sep 22, 2016, 09:07 PM Sep 26, 2016, 08:00 PM
BACK UP NOW RECOVER
NEW_CT &

- Status Last backup Next backup
Not protected Sep 25, 2016, 09:00 PM Sep 26, 2016, 08:00 PM
BACK UP NOW + RECOVER

new-TEST &

- Status Last backup Nex!
Not protected

The table view is enabled automatically when the number of machines becomes large.

All devices m 5 @ @
Q Search Q!«) Backup
Type Name Status t Last backup @ {I} Recovery
st1.localdomain 0 C Jun22 11:39 AM
e.a Overview
- NEW_CT Not protected Sep 22 09:07 PM
-
I nevTEsT Not protected Sep 25 09:00 PM @ Activities
-

E test-01 Not protected

Both views provide access to the same featuned aperations. This document describes access to
operations from the table view.

7]
[}

@ Alerts

8 Backup

A backup plan is a set of rules that specify how the given data will be protected on a given machine.

A backup plan can be applied to multiple machinetha time of its creation, or later.
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To create the first backup plan
1. Select the machines that you want to back up.
2. ClickBackup
The software displays a new backup plan template.

New backup plan ¢ 88

Entire machine w

Monday to Friday at 23:00 @

Monthly: 6 months
Weekly: 4 weeks

@) off ®

Disabled

w

[Optional] To modify the backup plan name, click the default name.

4. [Optional] To modify the plan parameters, click the corresponding section of the backup plan
panel.

5. [Optional] To modify the backup options, click the gear icon.
6. ClickCreate

To apply an existing backup plan

1. Select the machines that you want to back up.

2. ClickBackup If a common backup plan is already applied to the selected mas;hitiekAdd
backup plan



The software displays previously created backup plans.

€— Back to applied backup plans

Create new
1st plan v
2nd plan v

3. Select a backup plan to apply.
4. ClickApply.

8.1 Backup plan cheat sheet

The following table summarizes the available backup plan parameters. Use the table to create a
backup plan that best fits your needs.

ITEMS TO BACK SCHEDULE
WHAT TO BACK UP WHERE TO BACK | Backup schemes | OV LONGTO
Selection methods KEEP
(not for Cloud)

Cloud(p. 40)
. : Local folder(p. 40
Direct selectior(p. Network fo:Ejper(p)
Disks/volumes (physice 35) 40) " | Always incrementa
machines) Policy rulegp. 35) NFS(p. 40)* (Singlefile) (p. 42)

File filters(p. 61) Secure Zonép Always fullp. 42)

A0y Weekly full, Daily
incremental(p. 42) By backumge
Custom (FB-I) (p. (single rule/per

Cloud(p. 40) 42) backl:_);:)1 )setlp_
Disks/volumes (virtual| Policy rulegp. 35) h%i\?/lof?kkig:(dpé:zo) By number of
machines) File filters(p. 61) 40) P- backups(p. 51)
NFSp. 40)* Keep indefinitely
(p.51)
Cloud(p. 40)

Local folder(p.40) | Always fullp.42)

Direct selectior(p. Network folder(p. Weekly full, Daily

Files (physical maching 38) .
. 40 incremental(p. 42
only) Pc_)I|cy_ rulegp. 38) NFS(p.)40)* Custom (FD(FI,) (p.)
File filters(p. 61) Secure Zonép. 42)

40y




ITEMS TO BACK U SCHEDULE
WHAT TO BACK UP ) WHERE TO BACK | Backup schemes kdnsclLS
Selection methods KEEP
(not for Cloud)
Local folder(p. 40)
. ) . Direct selectior(p. | Network folder(p.
ESXi configuration 39) 40)
NFSp. 40)*
Websites (files and | Direct selectior(p.
MySQL databases) 144) Cloud(p. 40) E
Direct selectior(p.
Syst tat
ystem state 39) Cloud(p. 40) Always fullp. 42)
Direct selectior(p. | Local foldei(p. 40) Weekly full, daily
SQL databases 120 Network folder(p. | incremental(p.42)
Exchange databases Direct ifzf'SCt'Or(P- 40) Custom (H) (p. 42)
Mailboxes Cloud(p. 40)
(local Agent| Direct selectior(p. | Local foldep.40) | Always incrementa
for Office 132 Network folder(p. | (Singlefile) (p.42)
365) 40)
Mailboxes
(cloud Agent| Direct selectior(p.
Microsof for Office 134)
t Office 365)
365 ) locti
OneDrive Direct iggctlor(p. Cloud(p. 40) T
files Policy rulegp. 137)
SharePoint Direct iiloe)ctlor(p.
Online data Policy rulegp. 140

* Backup to NFS shares is not available in Windows.

** Secure Zone cannot be created on a Mac.

8.2 Selecting data to back up

8.2.1 Selecting disks/volumes

A disklevel backup contains a copy of a disk or a volume in a packaged form. You can recover
individual disks, volumes, or files fnoa disklevel backup. A backup of an entire machine is a backup
of all its disks.

There are two ways of selecting disks/volumes: directly on each machine or by using policy rules. You
can exclude files from a disk backup by settingfiledfilters (p. 61).

Direct selection

Direct selection is available only for physical machines.

1. InWhat to back up selectDisks/volumes
2. Clickitems to back up
3. InSelect items for backupselectDirectly.



4. For each of the machines included in the backup plan, select the check boxes next to the disks or
volumes to back up.

5. ClickDone

Using policy rules

1. InWhat to back up selectDisks/volumes

2. Clickitems to back up

3. InSelect items for backupselectUsing policy rules

4. Select any of the predefined rules, type your own rules, or combine both.

The policy rules will be applied to all of the machines included in the backup plan. If no data
meeting at least one of the rulés found on a machine when the backup starts, the backup will
fail on that machine.

5. ClickDone

Rules for Windows, Linux, and macOS

A [Allvolumes]  selects all volumes on machines running Windows and all mounted volumes on
machines running Linux or macOS.

Rules for Windows

A Drive letter (for exampl€\) selects the volume with the specified drive letter.

A [FixedVolumes(Physicalmachines)] selects all volumes of physical machines, other than
removable media. Fixed volumes include volume$&SQSI, ATAPI, ATA, SSA, SAS, and SATA
devices, and on RAID arrays.

A [BOOT+SYSTEMElects the system and boot volumes. This combination is the minimal set of
data that ensures recovery of the operating system from the backup.

-

A [Disk 1] selects the first diskf the machine, including all volumes on that disk. To select
another disk, type the corresponding number.

Rules for Linux

A /dev/hdal selects the first volume on the first IDE hard disk.

A Idev/sdal selects the first volume on the first SCSI hard disk.

A /dev/ mdiselects the first software RAID hard disk.

To select other basic volumes, spedifgv/xdyN , where:

A "x" corresponds to the disk type

A "y" corresponds to the disk number (a for the first disk, b for the second disk, and so on)

A "N"is the volume number.

To select a logical volume, specify its name along with the volume group name. For example, to back

up two logical volumedy_root andlv_bin, both of which belong to the volume group
vg_mymachine specify:

/devivg_mymachine/lv_root
/dev/ivg_mymachine/lv_  bin

Rules for macOS

A [Disk 1] Selects the first disk of the machine, including all volumes on that disk. To select
another disk, type the corresponding number.



8.2.1.1  What does a disk or volume backup store?

A disk or volume backup stores a disk or a voldileesystemas a whole and includes all of the
information necessary for the operating system to boot. It is possible to recover disks or volumes as a
whole from such backups as well as individual folderfies.

With the sector-by-sector (raw modepackup optionp. 70) enabled, a disk backup stores all the disk
sectors. The sectdry-sector backup can be used for backing up disks with unrecognized or
unsupportedfile systems and other proprietary data formats.

Windows

A volume backup stores all files and folders of the selected volume independent of their attributes
(including hidden and system files), the boot record, the file allocation table (FAT) if it #yastsot
and the zero track of the hard disk with the master boot record (MBR).

A disk backup stores all volumes of the selected disk (including hidden volumes such as the vendor's
maintenance partitions) and the zero track with the master boot record.

The following items areot included in a disk or volume backup (as well as in defilel backup):

A The swap file (pagefile.sys) and the file that keeps the RAM content when the machine goes into
hibernation (hiberfil.sys). After recovery, the files w#l ke-created in the appropriate place with
the zero size.

A If the backup is performed under the operating system (as opposed to bootable media or backing
up virtual machines at a hypervisor level):

A Windows shadow storage. The path to it is determined mribgistry value/SS Default
Providerwhich can be found in the registry key
HKEY_LOCAL_MACHISESTEM urrentControlSetControh BackupRestoreFilesNotToBa
ckup. This means that in operating systems starting with Windows Vista, Windows Restore
Points are nobacked up.

A If the Volume Shadow Copy Service (V88¢kup optionp. 71) is enabled, files and folders
that are specified in the
HKEY_LOCAL_MACHISESTEM urrentControlSétControh BackupRestoreFilesNotToSn
apshotregistry key.

Linux

A volume backup stores all files and directories of the selected volume independent of their
attributes, a boot record, and the file system super block.

A disk backup stores all disk volumes as well as the zero track with the masteebaord.

Mac

A disk or volume backup stores all files and directories of the selected disk or volume, plus a
description of the volume layout.

The following items are excluded:

A System metadata, such as the file system journal and Spotlight index
A The Trash
A Time machine backups

Physically, disks and volumes on a Mac are backed up at a file level. Bare metal recovery from disk
and volume backups is possible, but the sedigssector backup mode is not available.



8.2.2  Selecting files/folders

Filelevel backup is available only for physical machines.

A filellevel backup is not sufficient for recovery of the operating system. Choose file backup if you
plan to protect only certain data (the current project, for example). This will reduce tHaipaize,
thus saving storage space.

There are two ways of selecting files: directly on each machine or by using policy rules. Either
method allows you to further refine the selection by setting the filters (p. 61).

Direct selection
1. InWhat to back up selectFiles/folders
2. Clickitems to back up
3. InSelect items for backupselectDirectly.
4. For each of the machines included in the backup plan:

a. ClickSelect files and folders

b. ClickLocal folderor Network folder.

The share must be accessible from the selected machine.

c. Browse to the required files/folders or enter the path and click the arrow button. If
prompted, specify the user name and password for the shared folder.

Baclng up a folder with anonymous access is not supported.
Select the required files/folders.
ClickDone

Using policy rules

1. InWhat to back up selectFiles/folders

2. Clicklitems to back up

3. InSelect items for backupselectUsing policy rules

4. Select any of the predefined rules, type your own rules, or combine both.

The policy rules will be applied to all of the machines included in the backup plan. If no data
meeting at least one of the rules is found on a machine wherb#ukup starts, the backup will
fail on that machine.

5. ClickDone

Selection rules for Windows
A Full path to a file or folder, for examplz\ Work\ Text.docor C\ Windows.

A Templates:
A [All Files] selects all files on all volumes of the machine.
A [All Profiles Folder] selects the folder where all user profiles are located (typically,

C\Usersor CADocuments and Settings
A Environment variables:

A %ALLUSERSPROFILE#6cts the folder where the common data of all user profiles is
located (typicallyC\ ProgramDateor CA Documents and Setting#\l Users.

A %PROGRAMFILE®%6cts the Program Files folder (for examg@&Program Filel
A %WINDIR%elects the folder where Windows is located (for exam@leyindows).



You can use other environment variablor a combination of environment variables and text. For
example, to select the Java folder in the Program Files folder, wpROGRAMFILES%va
Selection rules for Linux

A Full path to a file or directory. For example back ugfile.txt on the volune /dev/hda3
mounted on/home/usr/docs, specify/dev/hda3/file.txt or /home/usr/docs/file.txt .

A /home selects the home directory of the common users.
A Iroot selects the root user's home directory.
A Jusr selects the directory for all useelated programs.
A Jetc selects the directory for system configuration files.
A Templates:
A [All Profiles Folder] selectghome. This is the folder where all user profiles are
located by default.
Selection rules for macOS
A Full path to a file or directory.
A Templates:
A [All Profiles Folder] selects/Users. This is the folder where all user profiles are
located by default.
Examples:
A To back ugile.txt on your desktopspecify/Users/<username>/Desktop/file.txt where
<username> is your user name.
A To back up all usersbme directories, speciffUsers.
A To back up the directory where the applications are installed, spefglications.

8.2.3  Selecting system state

System state backup is available for machines running Windows Vista and later.
To back up system state, \hat to back up selectSystem state

A system state backup is comprised of the following files:

A Task scheduler configuration

A VSS Metadata Store

Performance counter configuration information
MSSearch Service

Background Intellignt Transfer Service (BITS)
The registry

Windows Management Instrumentation (WMI)
Component Services Class registration database

> > >y > D> D> P

8.2.4  Selecting ESXi configuration

A backup of an ESXi host configuration enables you to recover an ESXi hosttetahrd he
recovery is performed under bootable media.

The virtual machines running on the host are not included in the backup. They can be backed up and
recovered separately.



A backup of an ESXi host configuration includes:

A The bootloader and boot bangartitions of the host.

A The host state (configuration of virtual networking and storage, SSL keys, server network settings,
and local user information).

A Extensions and patches installed or staged on the host.
A Log files.

Prerequisites

A SSH must be enabled in tBecurity Profileof the ESXi host configuration.
A You must know the password for the 'root' account on the ESXi host.
To select an ESXi configuration

1. Go toVMware>Host and clusters

Browse to the ESXi hogtgt you want to back up.

Select the ESXi hosts and cBackup

InWhat to back up selectESXi configuration

In ESXi 'root' passwordspecify a password for the 'root' account on each of the selected hosts
or apply the same password to all of the hosts.

a bk wbD

8.3 Selecting a destination

ClickWhere to back upand then select one of the following:

A Cloud storage
Backups will be stored in the cloud data center.
A Local folders

If a single machine is selected, browse to a folder on the selected machine or type the folder
path.

If multiple machines are selected, type the folder path. Backups will be stored in lihés &m
each of the selected physical machines or on the machine where the agent for virtual machines is
installed. If the folder does not exist, it will be created.

A Network folder
This is a folder shared via SMB/CIFS/DFS.
Browse to the required sharedlfier or enter the path in the following format:
A For SMB/CIFS sharé§:<host name>\ <path>\ or smb://<host name>/<path>/
A For DFS sharest <full DNS domain name> \ <DFS root> \ <path>
For example) \ example.company.com\ shared \ files

Then, click the arrow button. If prompted, specify the user name and password for the shared
folder.

Backing up to a folder with anonymous access is not supported.
A NFS foldeKavailable for machines running Linux or macOS)
Browse to the required NFS folder or enter the path in the following format:
nfs://<host name>/<exported folder>:/<subfolder>
Then, click the arrow button.
It is not possible to back up to an NFS folder protected with a password.
A Secure Zong¢available ift is present on each of the selected machines)



Secure Zone is a secure partition on a disk of the baokemiachine. This partition has to be
created manually prior to configuring a backup. For information about how to create Secure
Zone, its advantageand limitations, refer td'/About Secure Zondp. 41).

8.3.1 About Secure Zone

Secure Zone is a secure partition on a disk of the baokesiachine. It can store backups of disks or
files of this machine.

Should the disk experience a physical failure, the backups located in the Secure Zone may be lost.
That's why Secure Zone shoulok e the only location where a backup is stored. In enterprise
environments, Secure Zone can be thought of as an intermediate location used for backup when an
ordinary location is temporarily unavailable or connected through a slow or busy channel.

Why use Secure Zone?
Secure Zone:

A Enables recovery of a disk to the same disk where the disk's backup resides.

A Offers a coseffective and handy method for protecting data from software malfunction, virus
attack, human error.

A Eliminates the need for a separate media or network connection to back up or recover the data.
This is especially useful for roaming users.

A Can serve as a primary destination when using replication of backups.
Limitations
A Secure Zone cannot be organizeda@Mac.

A Secure Zone is a partition on a basic disk. It cannot be organized on a dynamic disk or created as
a logical volume (managed by LVM).

A Secure Zone is formatted with the FAT32 file system. Because FAT32-G&sfdedsize limit,
larger backups arsplit when saved to Secure Zone. This does not affect the recovery procedure
and speed.

A Secure Zone does not support thimglefile backup forma{p. 166). When you change the
destination to Secure Zone in a backup plan tieg theAlways incremental (Singhéle) backup
scheme, the scheme is changedteekly full, daily incremental

How to create Secure Zone
1. Decide which disk you want to create Secure Zone on.
2. Start the commandine interface and typacrocmd list disks to see the disk's number.

3. Use thecreate asz command of theacrocmd utility. The command first uses the unallocated
space on that disk and then, if the unallocated space is insufficient, tadesace from the
specified volumes. For details, refer to "How creating Secure Zone transforms the disk" below.

Examples:
A Creating Secure Zone on disk 1 of the local machine. Secure Zone will be created with a

default size that is the average between the maximum (all the unallocated space) and
minimum (about 50 MB) values.

acrocmd create asz - disk=1
A Creating a passworgrotected Secure Zone of size 100 GB on disk 2 of the local machine. If

the unallocated spee is not enough, the space will be taken from the second volume of that
disk.



acrocmdcreateasz  -- disk=2 -- volume=2-2 -- asz_size=100gb -- password=abc12345

A Creating Secure Zone of size 20 GB on disk 1 of a remote machine.
acrocmd create asz  -- host=192. 168.1.2 -- credentials=john,passl -- disk=1
-- asz_size=20gb
For the detailed description of thereate asz  command, see the commarlihe reference.

How creating Secure Zone transforms the disk

A Secure Zone is always created at the end of the hard disk. When calculating the final layout of
the volumes, the program will first use unallocated space at the end.

A If there is no or not enough unallocated space at the end of the disk, but there iscatalio
space between volumes, the volumes will be moved to add more unallocated space to the end.

A When all unallocated space is collected but it is still not enough, the program will take free space
from the volumes you select, proportionally reducing tleduvnes' size. Resizing locked volumes
requires a reboot.

A However, there should be free space on a volume, so that the operating system and applications
can operate; for example, create temporary files. The software will not decrease a volume where
free spae is or becomes less than 25 percent of the total volume size. Only when all volumes on
the disk have 25 percent or less free space, will the software continue decreasing the volumes
proportionally.

As is apparent from the above, specifying the maximuissjide Secure Zone size is not advisable.
You will end up with no free space on any volume, which might cause the operating system or
applications to work unstably and even fail to start.

8.4 Schedule

The schedule employs the time settings (inlthg the time zone) of the operating system where the
agent installed. The time zone of Agent for VMware (Virtual Appliance) can be configuined
agent's interfacdp. 25).

For example, if a backup plarsisheduled to run at 21:00 and applied to several machines located in
different time zones, the backup will start on each machine at 21:00 local time.

The scheduling parameters depend on the backup destination.

When backing up to cloud storage

By default, lackups are performed on a daily basis, Monday to Friday. You can select the time to run
the backup.

If you want to change the backup frequency, move the slider, and then specify the backup schedule.

You can schedule the backup to run by events, instedny eime. To do this, select the event type in
the schedule selector. For more information, refer'&chedule by eventgp. 44).

Important The first backup is full, which means that it is the most #tmesuming. All subseent backups are
incremental and take significantly less time.

When backing up to other locations

You can choose one of the predefined backup schemes or create a custom scheme. A backup scheme
is a part of the backup plan that includes th&ckup schedule and the backup methods.

In Backup schemeselect one of the following:



[Only for diskevel backupsplways incremental (singlile)

By default, backups are performed on a daily basis, Monday to Friday. You carlgetene to
run the backup.

If you want to change the backup frequency, move the slider, and then specify the backup
schedule.

The backups use the nesinglefile backup forma(p. 166).
This scheme is not avalille when backing up to Secure Zone.
Always full

By default, backups are performed on a daily basis, Monday to Friday. You can select the time to
run the backup.

If you want to change the backup frequency, move the slider, and then specify the backup
schedule.

All backups are full.
Weekly full, Daily incremental

By default, backups are performed on a daily basis, Monday to Friday. You can modify the days of
the week and the time to run the backup.

A full backup is created once a week. All other baclanpsncremental. The day on which the
full backup is created depends on tWéeekly backupption (click the gear icon, theBackup
options >Weekly backup.

Custom
Specify schedules for full, differential, and incremental backups.
Differential backup is not available when backing up SQL data, Exchange data, or system state.

With any backup scheme, you can schedule the backup to run by events, instead of by time. To do
this, select the event type in the schedule selector. For mdgrimation, refer to"Schedule by
events"(p. 44).

Additional scheduling options

With any destination, you can do the following:

Specify the backup start conditions, so that a scheduled backup is performeif thiely
conditions are met. For more information, refer't8tart conditions'{p. 46).

Set a date range for when the schedule is effective. SeledRtimethe plan within a date range
check box, and then specify the date range.

Disable the schedule. While the schedule is disabled, the retention rules are not applied unless a
backup is started manually.

Introduce a delay from the scheduled time. The delay value for each machine igdelec
randomly and ranges from zero to the maximum value you specify. You may want to use this
setting when backing up multiple machines to a network location, to avoid excessive network
load.

Click the gear icon, theBackup options> Scheduling SelecDistribute backup start times

within a time window, and then specify the maximum delay. The delay value for each machine is
determined when the backup plan is applied to the machine and remains the same until you edit
the backup plan and change the maximusiay value.

Note This option is enabled by default, with the maximum delay set to 30 minutes.

ClickShow moreto access the following options:
A If the machine is turned off, run missed tasks at the machine starfdjsabled by default)



A Prevent the sleep or hibernate mode during back(gnabled by default)
This option is effective only for machines running Windows.

A Wake up from the sleep or hibernate mode to start a scheduled backdigabled by
default)

Thisoption is effective only for machines running Windows. This option is not effective when
the machine is powered off, i.e. the option does not employ the Wak& AN functionality.

8.4.1 Schedule by events

When setting up a schedule for a backdam you can select the event type in the schedule selector.
The backup will be launched as soon as the event occurs.

You can choose one of the following events:

A

A
A
A

Upon time since last backup

This is the time since the completion of the last successflugawithin the same backup plan.
You can specify the length of time.

When a user logs on to the system

By default, logging on of any user will initiate a backup. You can change any user to a specific
user account.

When a user logs off the system

By default, logging off of any user will initiate a backup. You can change any user to a specific
user account.

Note The backup will not run at a system shutdown because shutting down is not the same as logging off.

On the system startup

On the system shutdown

On Windows Event Log event

You must specifthe event propertiegp. 45).

The table below lists the events available for various data under Windows and Linux. On a Mac,
scheduling by evestis not supported.

WHAT TO BACK UP| Upon time | When a useff When auserf  On the Onthe |On Windows
since last | logsonto | logs off the system system Event Log
backup the system system startup shutdown event

Dlsks{volumes prflles qudows, Windows Windows Wmdows, Windows Windows
(physical machines) Linux Linux
Disks/volumes (virtual | Windows,
machines) Linux G G G ¢ ¢

. . . Windows,
ESXi configuration Linux C C C C C
Office 365 mailboxes | Windows C C C C Windows
Exchange databases . )
and mailboxes Windows C C C C Windows
SQL databases Windows C C C C Windows




8.4.1.1 On Windows Event Log event

You can schedule a backup to start when a certain Windows event has been recorded in one of the
event logs, such as thpplication, Security or Systemlog.

For example, you may want to set up a backup plan that will automatically perform an emergency
full backup of your data as soon as Windows discovers that your hard disk drive is about to fail.

To browse the events and view the event properties, useBbhent Viewer snapin available in the
Computer Managementonsole. To be able to open tiSecuritylog, you must be a member of the
Administratorsgroup.

Event properties

Log name

Specifies the name of the log. Select the name of a standard\[mgi¢ation, Security, or
Systen) from the list, or type a log namefor example:Microsoft Office Sessions

Event source

Specifies the event source, which typically indicates the program or the system component that
caused the event for exampledisk

Event type
Specifies the event typé&rror, Warning, Information, Audit successor Audit failure.
Event ID

Specifies the event number, which typically identifies the particular kind of events among events
from the same source.

For example, akrrorevent with Evensourcediskand EventD 7 occurs when Windows
discovers a bad block on a disk, whereag&morevent with Evensourcediskand EventD 15
occurs when a disk is not ready for access yet.

Example: "Bad block" emergency backup

One or more bad blocks thaave suddenly appeared on a hard disk usually indicate that the hard
disk drive will soon fail. Suppose that you want to create a backup plan that will back up hard disk
data as soon as such a situation occurs.

When Windows detects a bad block on a harekdit records an event with the event soumtisk
and the event numbey into the Systemlog; the type of this event i&rror.

When creating the plan, type or select the following in 8&hedulesection:

A Log nameSystem
A Event sourcedisk
A Event type Error
A EventID7

Important To ensure that such a backup will complete despite the presence of bad blocks, you must make the
backup ignore bad blocks. To do thisBackup optionsgo toError handling and then select thignore bad
sectorscheck box.




8.4.2 Start conditions

These settings add more flexibility to the scheduler, enabling it to execute a backup with respect to
certain conditions. With multiple conditions, all of them must be met simultaneously to enable a
backup to start. Start cafitions are not effective when a backup is started manually.

To access these settings, clgow morewhen setting up a schedule for a backup plan.

The scheduler behavior, in case the condition (or any of multiple conditions) is not met, is defined by
the Backup start conditionf. 59) backup option. To handle the situation when the conditions are

not met for too long and fuher delaying the backup is becoming risky, you can set the time interval
after which the backup will run irrespective of the condition.

The table below lists the start conditions available for various data under Windows and Linux. On a
Mac, start conditins are not supported.

WHAT TO BACH Disks/volumes orf Disks/volumes ESXi Office 365 Exchange SQL
UP files (physical (virtual configuration | mailboxes | databases and databases
machines) machines) mailboxes
User is idl€p. .
26) Windows C C C C G
The backup
location's host is| Windows, Linux| Windows, Linux| Windows, Linuy Windows Windows Windows
available(p. 47)
Users logged off .
Windows
(p. 47) q q q q q
Fits the time Windows, Linux| Windows, Linux|
interval (p. 48) ' ' ¢ ¢ G ¢
Save battery .
power (p. 48) Windows C G G G C
Do not start
when on
metered Windows C C G q C
connection(p.
49)
Do not start
when connected
to the following Windows C C C C C
Wi-Fi networks
(p-49)
Check device IP Windows
addresqp. 50) G G G G ¢
8.4.21 Userisidle

"User is idle" means that a screen saver is running on the machine or the machine is locked.

Example

Run the backup on the machine every day at 21:00, preferably when the user is idle. If the user is still
active by 23:00, run the backup anyway.




A Schedule: Daily, Run every day. Star2at0Q

A Condition:User is idle

A Backup start conditiona¥ait until the conditions are metStart the backup anyway afte2
hour(s).

As a result,
(1) If the user becomes idle before 21:00, the backup will start at 21:00.

(2) If the user becomes idle between 21:00 and 23:00, the backup will start imnmediately after the
user becomes idle.

(3) If the user is still active at 23:00, the backup will start at 23:00.

8.4.2.2  The backup location's host is available

"The backp location's host is available" means that the machine hosting the destination for storing
backups is available over the network.

This condition is effective for network folders, the cloud storage, and locations managed by a storage
node.

This condition des not cover the availability of the location itselfonly the host availability. For
example, if the host is available, but the network folder on this host is not shared or the credentials
for the folder are no longer valid, the condition is still coesed met.

Example

Data is backed up to a network folder every workday at 21:00. If the machine that hosts the folder is
not available at that moment (for instance, due to maintenance work), you want to skip the backup
and wait for the scheduled start ohé next workday.

A Schedule: Daily, Run Monday to Friday. Star2a100
A Condition:The backup location's host is available
A Backup start conditionsSkip the scheduled backup

As a result:
(1) If 21:00 comes and the host is available, the backup witlistenediately.

(2) If 21:00 comes but the host is unavailable, the backup will start on the next workday if the host is
available.

(3) If the host is never available on workdays at 21:00, the backup will never start.

8.4.2.3  Users logged off

Enables you to put a backup on hold until all users log off from Windows.

Example

Run the backup at 20:00 every Friday, preferably when all users are logged off. If one of the users is
still logged on at 23:00, run the backup anyway.

A Schedule: Weekly, ofridays. Start a20:0Q
A Condition:Users logged off



A Backup start conditiona¥ait until the conditions are metStart the backup anyway afteB
hour(s).

As a result:
(2) If all users are logged off at 20:00, the backup will start at 20:00.

(2) If the @t user logs off between 20:00 and 23:00, the backup will start immediately after the user
logs off.

(3) If any user is still logged on at 23:00, the backup will start at 23:00.

8.4.2.4 Fits the time interval

Restricts a backup start time to a sl interval.

Example

A company uses different locations on the same netwattkched storage for backing up users' data

and servers. The workday starts at 08:00 and ends at 17:00. Users' data should be backed up as soon
as the users log off, but not eamf than 16:30. Every day at 23:00 the company's servers are backed

up. So, all the users' data should preferably be backed up before this time, in order to free network
bandwidth. It is assumed that backing up user's data takes no more than one hobe, lstetst

backup start time is 22:00. If a user is still logged on within the specified time interval, or logs off at
any other timeg do not back up the users' data, i.e., skip backup execution.

A Event:When a user logs off the systenSpecify the user aount: Any user

A Condition:Fits the time intervalfrom 16:30to 22:0Q
A Backup start conditionsSkip the scheduled backup

As a result;

(1) if the user logs off between 16:30 and 22:00, the backup will start immediately following the
logging off.

(2) if the user logs off at any other time, the backup will be skipped.

8.4.25  Save battery power

Prevents a backup if the device (a laptop or a tablet) is not connected to a power source. Depending
on the value of thdBackup start condition§. 59) backup option, the skipped backup will or will not
be started after the device is connected to a power source. The following options are available:

A Do not start when on battery
A backup will start only if the devicedsnnected to a power source.

A Start when on battery if the battery level is higher than

A backup will start if the device is connected to a power source or if the battery level is higher
than the specified value.

Example

Data is backed up every workday24t00. If the device is not connected to a power source (for
instance, the user is attending a late meeting), you want to skip the backup to save the battery
power and wait until the user connects the device to a power source.

A Schedule: Daily, Run MondtyFriday. Start at: 21:00.



A Condition:Save battery powerDo not start when on battery
A Backup start conditiona¥ait until the conditions are met

As a result:
(1) If 21:00 comes and the device is connected to a power source, the backup will start immediately.

(2) If 21:00 comes and the device is running on battery power, the backup will start as soon as the
device is connected to a power source.

8.4.2.6 Do not start when on metered connection

Prevents a backup (including a backup to a local disk) if the device is connected to the Internet by
using a connection that is set as metered in Windows. For more information about metered
connections in Windows, ref to
https://support.microsoft.com/enus/help/17452/windowsmeteredinternet-connectionsfaq.

As an additional measure to prevent backups over mobile hotspots, when you enalie theat
start when on metered connectioondition, the conditiorDo not stat when connected to the
following Wi-Fi networksis enabled automatically. The following network names are specified by

default: "android”, "phone", "mobile", and "modem". You can delete these names from the list by
clicking on the X sign.

Example

Data ishacked up every workday at 21:00. If the device is connected to the Internet by using a
metered connection (for instance, the user is on a business trip), you want to skip the backup to save
the network traffic and wait for the scheduled start on the nexdrkday.

A Schedule: Daily, Run Monday to Friday. Start at: 21:00.

A Condition:Do not start when on metered connectian

A Backup start conditionsSkip the scheduled backup

As a result;

(1) If 21:00 comes and the device is not connected to the Internetiog @smetered connection,
the backup will start immediately.

(2) If 21:00 comes and the device is connected to the Internet by using a metered connection, the
backup will start on the next workday.

(3) If the device is always connected to the Internet bing a metered connection on workdays at
21:00, the backup will never start.

8.4.2.7 Do not start when connected to the following Wi -Fi networks

Prevents a backup (including a backup toaal disk) if the device is connected to any of the
specified wireless networks. You can specify theFiWietwork names, also known as service set
identifiers (SSID).

The restriction applies to all networks that contain the specified name as a subisttimgr name,
caseinsensitive. For example, if you specify "phone" as the network name, the backup will not start
when the device is connected to any of the following networks: "John's iPhone", "phone_wifi", or
"my_PHONE_wifi".



This condition is usefubtprevent backups when the device is connected to the Internet by using a
mobile phone hotspot.

As an additional measure to prevent backups over mobile hotspotf)theot start when

connected to the following WiFicondition is enabled automatically when you enable Benot

start when on metered connectiorondition. The following network names are specified by default:
"android", "phone", "mobile", and "modem". You can delete these names from the list by claking
the X sign.

Example

Data is backed up every workday at 21:00. If the device is connected to the Internet by using a
mobile hotspot (for example, a laptop is connected in the tethering mode), you want to skip the
backup and wait for the scheduled stamn the next workday.

A Schedule: Daily, Run Monday to Friday. Start at: 21:00.

A Condition:Do not start when connected to the following network&letwork name <SSID of
the hotspot network>

A Backup start conditionsSSkip the scheduled backup

As aresult:

(1) If 21:00 comes and the machine is not connected to the specified network, the backup will start
immediately.

(2) If 21:00 comes and the machine is connected to the specified network, the backup will start on
the next workday.

(3) If the machine is alwag®nnected to the specified network on workdays at 21:00, the backup
will never start.

8.4.2.8 Check device IP address

Prevents a backup (including a backup to a local disk) if any of the device IP addresses are within or
outside of the specified I&ddress range. The following options are available:

A Start if outside IP range
A Start if within IP range

With either option, you can specify several ranges. Only IPv4 addresses are supported.

This condition is useful in the event of a user being overdeas;oid large data transit charges. Also,
it helps to prevent backups over a Virtual Private Network (VPN) connection.

Example

Data is backed up every workday at 21:00. If the device is connected to the corporate network by
using a VPN tunnel (for instayadhe user is working from home), you want to skip the backup and
wait until the user brings the device to the office.

A Schedule: Daily, Run Monday to Friday. Start at: 21:00.

A Condition:Check device IP addresStart if outside IP rangdg-rom <beginningoftheVPNIP
address range> , Ta <end of the VPN IP address range>

A Backup start conditiondait until the conditions are met

As a result;



(1) If 21:00 comes and the machine IP address is not in the specified range, the backup will start
immediately.

(2) If 21:00 comes and the machine IP address is in the specified range, the backup will start as soon
as the device obtains a ne¥PN IP address.

(3) If the machine IP address is always in the specified range on workdays at 21:00, the backup will
never start.

8.5 Retention rules

1. ClickHow long to keep
2. InCleanup choose one of the following:
A By backup agédefault)

Specify how long to keep backups created by the backup plan. By default, the retention rules
are specified for eachackup se{p. 166) separately. If you want to use a single rule for all
backups, cliclswitch o single rule for all backup sets

A By number of backups
Specify the maximum number of backups to keep.
A Keep backups indefinitely

What else you need to know

A If, according to the backup scheme and backup format, each backup is stored as a siparate
this file cannot be deleted until the lifetime of all its dependent (incremental and differential)
backups expires. This requires extra space for storing backups whose deletion is postponed. Also,
the backup age, number, or size of backups may exttezdalues you specify.

This behavior can be changed by using"Backup consolidation(p.57) backup option.

A Retention rules are a part of a backup plan. They stop working for a machine's baskagen
as the backup plan is revoked from the machine, or deleted, or the machine itself is deleted from
the backup service. If you no longer need the backups created by the plan, delete them as
described if'Deleting backups(p. 112).

8.6 Replication

If you enable backup replication, each backup will be copied to a second location immediately after
creation. If earlier backups were not replicated (for example, the network connection was lost), the
software also replicates all of the backups that appeared after the last successful replication.

Replicated backups do not depend on the backups remaining in the original location and vice versa.
You can recover data from any backup, without access tordtivations.

Usage examples

A Reliable disaster recovery

Store your backups both esite (for inmediate recovery) and effte (to secure the backups
from local storage failure or a natural disaster).

A Using the cloud storage to protect data from a natumdikaster
Replicate the backups to the cloud storage by transferring only the data changes.
A Keeping only the latest recovery points



Delete older backups from a fast storage according to retention rules, in order to not overuse
expensive storage space.

Qupported locations
You can replicate a backéyom any of these locations:

A A local folder
A A network folder
A Secure Zone

You can replicate a backtgpany of these locations:

A Alocal folder

A A network folder

A The cloud storage

To enable backup replication

1. On the backup plan panel, enable tReplicate backupswitch.
This switch is shown only if replication is supported from the location selectéthare to back
up.

2. InWhere to replicate specify the replicatiodestination, as described fiselecting a
destination"(p. 40).

3. InHow long to keep specify the retention rules, as describedRetention rules'{p. 51).

8.7 Encryption

We recommend that you encrypt all backups that are stored in the cloud storage, especially if your
company is subject to regulatory compliance.

Important There is no way to recover encrypted backups if you lose or forget theqressw

Encryption in a backup plan

To enable encryption, specify the encryption settings when creating a backup plan. After a backup
plan is applied, the encryption settings cannot be modified. To use different encryption settings,
create a new backup plan.

To specify the encryption settings in a backup plan

1. On the backup plan panel, enable thacryptionswitch.

2. Specify and confirm the encryption password.

3. Select one of the following encryption algorithms:

A AES 128 the backups will be encrypted by using the Advanced Encryption Standard (AES)
algorithm with a 12&it key.

A AES 192 the backups will be encrypted by using the AES algorithm with @it $2y.
A AES 256 the backups will be encrypted by using the AESratgn with a 256bit key.
4. ClickOK

Encryption as a machine property

This option is intended for administrators who handle backups of multiple machines. If you need a
unique encryption password for each machine or if you need to enforce encryption kiifisc
regardless of the backup plan encryption settings, save the encryption settings on each machine
individually. The backups will be encrypted using the AES algorithm with-ait2&s,.



Saving the encryption settings on a machine affects the backug piahe following way:

A Backup plans that are already applied to the machitiethe encryption settings in a backup
plan are different, the backups will fail.

A Backup plans that will be applied to the machine latérhe encryption settings saved on a
machine will override the encryption settings in a backup plan. Any backup will be encrypted,
even if encryption is disabled in the backup plan settings.

This option can be used on a machine running Agent for VMwareetoawbe careful if you have
more than one Agent for VMware connected to the same vCenter Server. It is mandatory to use the
same encryption settings for all of the agents, because there is a type of load balancing among them.

After the encryption settingare saved, they can be changed or reset as described below.

Important If a backup plan that runs on this machine has already created backups, changing the encryption
settings will cause this plan to fail. To continue backing up, create a new plan.

To save the encryption settings on a machine
1. Log on as an administrator (in Windows) or the root user (in Linux).
2. Run the following script:

A In Windowsx<installation_path> \PyShelbin\acropsh.exem manage_creds
--set-password<encryp tion_password>

Here,<installation_path> is the backup agent installation path. By default, it
is%ProgramFiles¥BackupClient

A In Linux/ust/sbin/acropsh -m manage_creds-set-password<encryption_password>
To reset the encryption settings on a machine
1. Log on as an administrator (in Windows) or root user (in Linux).
2. Run the following script:

A In Windowsxinstallation_path> \PyShelbin\acropsh.exem manage_creds-reset

Here,<installation_path> is the backup agent installation path. By default, it
is %ProgramFiles¥BackupClient

A In Linux/ust/sbin/acropsh -m manage_credsreset
To change the encryption settings by using Backup Monitor
1. Log on as an administrator in Windows or macOS.
2. Click theBackup Monitoricon in the notification area (in Windows) or the menu bar (in macQOS).
3. Click the gear icon.
4. ClickEncryption
5. Do one of the following:

A SelectSet a specific password for this roline. Specify and confirm the encryption
password.

A SelectUse encryption settings specified in the backup plan
6. ClickOK

How the encryption works

The AES cryptographic algorithm operates in the Ciplagk chaining (CBC) mode and uses a
randomly generated key with a usdefined size of 128, 192 or 256 bits. The larger the key size, the
longer it will take for the program to encrypt the backups #éimel more secure your data will be.



The encryption key is then encrypted with AESS using an SH266 hash of the password as a key.

The password itself is not stored anywhere on the disk or in the backups; the password hash is used
for verification purpses. With this twdevel security, the backup data is protected from any
unauthorized access, but recovering a lost password is not possible.

8.8 Starting a backup manually

1. Select a machine that has at least one applied bpghkan.

2. ClickBackup

3. If more than one backup plans are applied, select the backup plan.
4. ClickRun nowon the backup plan panel.

The backup progress is shown in B&tuscolumn for the machine.

8.9 Backup options

To modify the backup options, click the gear icon next to the backup plan name, and then click
Backup options

Availability of the backup options
The set of available backup options depends on:

A The environment the agent operates in (Windows, Linux, macOS)
A The type of the data being backed up (disks, files, virtual machines, application data).
A The backup destination (the cloud storage, local or network folder).

The following table summarizes the availability of the backup options.

Disklevel backup Filelevel backup Virtual machines SQL and
Exchange
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8.9.1 Alerts

No successful backups for a specified number of consecutive days
The preset isDisabled

This option determines whether to generate an alert if no successful backups were performed by the
backup plan for a specified period of time. In addition to failed backups, the software counts backups
that did not run on schedule (missed backups).

The alets are generated on a panachine basis and are displayed on lertstab.

You can specify the number of consecutive days without backups after which the alert is generated.

8.9.2 Backup consolidation

This option defines whether to consolidateckups during cleanup or to delete entire backup chains.
The preset isDisabled
Consolidation is the process of combining two or more subsequent backups into a single backup.

If this option is enabled, a backup that should be deleted during cleangm$®lkdated with the
next dependent backup (incremental or differential).

Otherwise, the backup is retained until all dependent backups become subject to deletion. This helps
avoid the potentially timeconsuming consolidatiotput requires extra space for storing backups

whose deletion is postponed. The backups' age or number can exceed the values specified in the
retention rules.

Important Please be aware that consolidation is just a method of deletion, but not an altertaiiladetion.
The resulting backup will not contain data that was present in the deleted backup and was absent from the
retained incremental or differential backup.

This option isot effective if any of the following is true:

A The backup destination is¢hcloud storage.
A The backup scheme is setAdways incremental (singldile).
A Thebackup formaip. 58) is set toVersion 12

Backups stored in the cloud storage, as well as siiiiglbackups (both version 11 and 12 formats),
are always consolidated because their inner structure makes for fast and easy consolidation.

However, if version 12 format is used, and multiple baclhgires are present (every chain being
stored in a separate .tibx file), consolidation works only within the last chain. Any other chain is
deleted as a whole, except for the first one, which is shrunk to the minimum size to keep the meta
information (~12 KB This meta information is required to ensure the data consistency during
simultaneous read and write operations. The backups included in these chains disappear from the
GUI as soon as the retention rule is applied, although they physically exist erdihtine chain is
deleted.

In all other cases, backups whose deletion is postponed are marked with the trash can.igan (
the GUIIf you delete such a backup by clicking the X sign, consolidation will be performed.



8.9.3 Backup format

This option defines the format of the backups created by the backup plan. You can choose between
the new format Yersion 12 designed for fagr backup and recovery, and the legacy form&trsion

11) preserved for backward compatibility and special cases. After the backup plan is applied, this
option cannot be modified.

This option isiot effective for mailbox backups. Mailbox backups always have the new format.
The preset isAutomatic selection

You can select one of the following:

A Automatic selection
Version 12 will be used unless the backup plan appends backups to the ones creaselichby
product versions.

A Version 12
A new format recommended in most cases for fast backup and recovery. Each backup chain (a
full or differential backup, and all incremental backups that depend on it) is saved to a single .tibx
file.

A Version 11
A legacy format to be used in a new backup plan that appends backups to the ones created by
earlier product versions.
Also, use this format (with any backup scheme excepffaays incremental (singhdile)) if you
want full, incremental, and differentiddackups to be separate files.

Backup format and backup files

For backup locations that can be browsed with a file manager (such as local or network folders), the
backup format determines the number of files and their extension. The following tablehesfdds
that can be created per machine or mailbox.

Always incremental (singlile) Other backup schemes

Version 11backup Multiple .tib files and one .xml metadata fil

One .tib file and one .xml metadata fi

format (traditional format)
Version 12backup One .tibx file per backup chain (a full or differential backup, and all increment
format backups that depend on it)

8.9.4 Backup validation

Validation is an operation that checks the possibility of data recovery from a backup. When this
option is enabled, each backup created by the backup plan is validated immediately after creation.

The preset isDisabled

Validation calculates a checksum for every data block that can be recovered from the backup. The
only exception is validation of fillevel backups that are located in the cloud storage. These backups
are validated by checking consistency of the metadataed in the backup.

Validation is a time&onsuming process, even for an incremental or differential backup, which are
small in size. This is because the operation validates not only the data physically contained in the



backup, but all of the data recoveraby selecting the backup. This requires access to previously
created backups.

While the successful validation means a high probability of successful recovery, it does not check all
factors that influence the recovery process. If you back up the operagisigm, we recommend
performing a test recovery under the bootable media to a spare hard drivenming a virtual

machine from the backufp. 147) in the ESXi or Hyp&f environment.

8.9.5 Backup start conditions

This option is effective in Windows and Linux operating systems.

This option determines the program behavior in case a backup is about to start (the scheduled time
comes or the event specified in the schedule occurs), but the condition (or any of multiple
conditions) is not met. For more information about conditions refef$tart conditions'(p. 46).

The preset isWait until the conditions are met.

Wait until the conditions are met

With this setting, the scheder starts monitoring the conditions and launches the backup as soon as
the conditions are met. If the conditions are never met, the backup will never start.

To handle the situation when the conditions are not met for too long and further delaying thepack
is becoming risky, you can set the time interval after which the backup will run irrespective of the
condition. Select th&tart the backup anyway aftecheck box and specify the time interval. The
backup will start as soon as the conditions are metl@Rmaximum time delay lapses, depending on
which comes first.

Skip the scheduled backup

Delaying a backup might be unacceptable, for example, when you need to back up data strictly at the
specified time. Then it makes sense to skip the backup rathentlzdirfor the conditions, especially
if the backups occur relatively often.

8.9.6 Changed block tracking (CBT)

This option is effective for didkvel backups of virtual machines and of physical machines running
Windows.

The preset isEnabled

This option determines whether to use Changed Block Tracking (CBT) when performing an
incremental or differential backup.

The CBT technology accelerates the backup process. Changes to the disk content are continuously
tracked at the block level. When addaip starts, the changes can be immediately saved to the
backup.

8.9.7 Compression level

The option defines the level of compression applied to the data being backed up. The available levels
are:None, Normal, High

The preset isNormal.



A highercompression level means that the backup process takes longer, but the resulting backup
occupies less space.

The optimal data compression level depends on the type of data being backed up. For example, even
maximum compression will not significantly redube backup size if the backup contains essentially
compressed files, such as .jpg, .pdf or .mp3. However, formats such as .doc or .xlIs will be compressed
well.

8.9.8 Error handling

These options enable you to specify how to handle errors thabhhtigcur during backup.

Reattempt, if an error occurs

The preset isEnabled. Number of attempts: 30. Interval between attempts: 30 seconds.

When a recoverable error occurs, the programateempts to perform the unsuccessful operation.
You can set therie interval and the number of attempts. The attempts will be stopped as soon as
the operation succeeds OR the specified number of attempts are performed, depending on which
comes first.

For example, if the backup destination on the network becomes undlita not reachable, the
program will attempt to reach the destination every 30 seconds, but no more than 30 times. The
attempts will be stopped as soon as the connection is resumed OR the specified number of attempts
is performed, depending on which comérst.

Cloud storage

If the cloud storage is selected as a backup destination, the option value is automatically set to
Enabled Number of attempts: 300Interval between attempts: 30 seconds.

In this case, the actual number of attempts is unlimited, tnt timeout before the backup failure is
calculated as follows: (300 secondmterval between attempt9 * (Number of attempts+ 1).

Examples:

A With the default values, the backup will fail after (300 seconds + 30 seconds) * (300 + 1) = 99330
seconds, or27.6 hours.

A If you setNumber of attemptsto 1 andinterval between attemps to 1 second, the backup will
fail after (300 seconds + 1 second) * (1 + 1) = 602 seconds, or ~10 minutes.

If the calculated timeout exceeds 30 minutes, and the data transfer has not started yet, the actual
timeout is set to 30 minutes.

Do not show messages and dialogs while processing (silent mode)
The preset isEnabled

With the silent mode enabled, the program will automatically handle situations requiring user
interaction (except for handling bad sectors, which is defined as a separate option). If an operation
cannot continue without user interaction, it will fail. Dé&aof the operation, including errors, if any,
can be found in the operation log.

Ignore bad sectors
The preset isDisabled



When this option is disabled, each time the program comes across a bad sector, the backup activity
will be assigned thinteraction requiredstatus. In order to back up the valid information on a

rapidly dying disk, enable ignoring bad sectors. The rest of the data will be backed up and you will be
able to mount the resulting disk backup and extract valid files to another disk.

Reattempt, if an error occurs during VM snapshot creation

The preset isEnabled. Number of attempts: 3. Interval between attempts: 5 minutes.

When taking a virtual machine snapshot fails, the prograsattempts to perform the unsuccessful
operation. You caset the time interval and the number of attempts. The attempts will be stopped

as soon as the operation succeeds OR the specified number of attempts are performed, depending
on which comes first.

8.9.9 Fast incremental/differential backup

This opion is effective for incremental and differential dikvel backup.
The preset isEnabled

Incremental or differential backup captures only data changes. To speed up the backup process, the
program determines whether a file has changed or not by tleesfite and the date/time when the

file was last modified. Disabling this feature will make the program compare the entire file contents
to those stored in the backup.

8.9.10 File filters

File filters define which files and folders to skip during bfackup process.

File filters are available for both ditdvel and filelevel backup, unless stated otherwise.

To enable file filters

1. Select the data to back up.

2. Click the gear icon next to the backup plan name, and thenB#ckup options
3. SelectFile filters

4. Use any of the options described below.

Exclude files matching specific criteria

There are two options that function in an inverse manner.

-

A Back up only files matching the following criteria

Example: If you select taabk up the entire machine and sped@yFile.exein the filter criteria,
only this file will be backed up.

Note This filter is not effective for fillevel backup i¥/ersion 11lis selected iBackup format(p. 58) and
the backup destination is NOT cloud storage.

A Do not back up files matching the following criteria
Example: If you select to back up the entire machine and sp&tile.exein the filter criteria,
only this file will be skipped.

It is possible tase both options simultaneously. The latter option overrides the former, i.e. if you
specifyC\File.exein both fields, this file will be skipped during a backup.



Criteria
A Full path

Specify the full path to the file or folder, starting with the drieg&tdr (when backing up
Windows) or the root directory (when backing up Linux or macOS).

Both in Windows and Linux/macOS, you can use a forward slash in the file or folder path (as in
C:/Temp/File.tmp. In Windows, you can also use the traditional backglastin
C\Temp File.tmp).

A Name

Specify the name of the file or folder, suchxument.txt All files and folders with that name
will be selected.

The criteria arenot casesensitive. For example, by specifyl@fTemp you will also selec€\ TEMR
Citemp, and so on.

You can use one or more wildcard characters (*, **, and ?) in the criterion. These characters can be
used both within the full path and in the file or folder name.

The asterisk (*) substitutes for zero or more characters in a file naonexample, the criterion
Doc*.txt matches files such d3oc.txtand Document.txt

The double asterisk (**) substitutes for zero or more characters in a file name and path, including the
slash character. For example, the criteridfDocs/**.txt matches altxt files in all subfolders of all
foldersDocs

The question mark (?) substitutes for exactly one character in a file name. For example, the criterion
Doc?.txtmatches files such d3ocl.txtand Docs.txt but not the filesDoc.txtor Doc11.txt

Exclude hdden files and folders

Select this check box to skip files and folders that havéHiddenattribute (for file systems that are
supported by Windows) or that start with a period (.) (for file systems in Linux, such as Ext2 and Ext3).
If a folder is hiddepall of its contents (including files that are not hidden) will be excluded.

Exclude system files and folders

This option is effective only for file systems that are supported by Windows. Select this check box to
skip files and folders with th8ystemattribute. If a folder has th&ystemattribute, all of its contents
(including files that do not have tHgystemattribute) will be excluded.

Tip You can view file or folder attributes in the file/folder properties or by using the attrib command. For more
information, refer to the Help and Support Center in Windows.

8.9.11 File-level backup snapshot

This option is effective only for filevel backup.

This option defines whether to back up files one by one or by taking an instant data snapshot.

Note Files that are stored on network shares are always backed up one by one.

The preset isCreate snapshot if it is possihle

You can select one of the following:

A Create a snapshot if it is possible



Back up files directly if taking a shapshot is not possible.
A Always create a snapshot

The snapshot enables backing up of all files including files opened for exclusive access. The files
will be backed up at the same point in time. Choose this settingibtitese factors are critical,
that is, backing up files without a snapshot does not make sense. If a snapshot cannot be taken,
the backup will fail.

A Do not create a snapshot

Always back up files directly. Trying to back up files that are openeddusitre access will
result in a read error. Files in the backup may be not tcoesistent.

8.9.12 Log truncation

This option is effective for backup of Microsoft SQL Server databases and fmveisiackup with
enabled Microsoft SQL Server dpation backup.

This option defines whether the SQL Server transaction logs are truncated after a successful backup.
The preset isEnabled

When this option is enabled, a database can be recovered only to a point in time of a backup created
by this softwae. Disable this option if you back up transaction logs by using the native backup engine
of Microsoft SQL Server. You will be able to apply the transaction logs after a recovery and thus
recover a database to any point in time.

8.9.13 LVM snapshoting

This option is effective only for physical machines.

This option is effective for didkvel backup of volumes managed by Linux Logical Volume Manager
(LVM). Such volumes are also called logical volumes.

This option defines how a snapshot of a logical volume is taken. The backup software can do this on
its own or rely on Linux Logical Volume Manager (LVM).

The preset isBy the backup software

-

A By the backup softwareThe snapshot data is kept mostlyRAM. The backup is faster and
unallocated space on the volume group is not required. Therefore, we recommend changing the
preset only if you are experiencing problems with backing up logical volumes.

A By LVM The snapshot is stored on unallocated spacéefuolume group. If the unallocated
space is missing, the snapshot will be taken by the backup software.

8.9.14 Mount points

This option is effective only in Windows for afédeel backup of a data source that includes
mounted volumesr clustershared volumes

This option is effective only when you select for backup a folder that is higher in the folder hierarchy
than the mount point. (A mount point is a folder on which an additional volume is logically attached.)

A If such folder (a parent folder) is selected for backup, andMbent points option is enabled, all
files located on the mounted volume will be included in the backup. IMbant points option is
disabled, the mount point in the backup will be empty.



During recovery of a parent folder, the mount point content will or will not be recovered,
depending on whether th&lount points option for recoveryp. 89) is enabled or disabled.

A If you select the mount point directly, select any folder within the mounted volume, the
selected folders will be considered as ordinary folders. They will be backed up regardless of the
state of theMount points option and recovered regardless of the state of Meunt points
option for recovey (p. 89).

The preset isDisabled

Tip. You can back up Hyp¥rvirtual machines residing on a cluster shared volume by backing up the required
files or the entire volume with fillevel backup. Just power off the virtuahohines to be sure that they are
backed up in a consistent state.

Example

Let's assume that th€\Datal\ folder is a mount point for the mounted volume. The volume
contains folderg-olderland Folder2 You create a backup plan for fievel backup of your data.

If you select the check box for volume C and enabléMbant points option, the C\ Datal\ folder in
your backup will contaifrolderlandFolder2 When recovering the backagp data, be aware of
proper using théMount points option for recoveryp. 89).

If you select the check box for volume C, and disablévtbent points option, the CA Datal\ folder
in your backup will be empty.

If you select the check box for tiigatal, Folderlor Folder2folder, the checked folders will be
included in the backup as ordinary folders, regardless of the state dfithent points option.

8.9.15 Multi-volume snhapshot

This option is effectivéor backups of physical machines running Windows or Linux.

This option applies to didkvel backup. This option also applies to-fdeel backup when the
file-level backup is performed by taking a snapshot. ('Hile-level backup snapshotp. 62) option
determines whether a snapshot is taken during-Fdeel backup).

This option determines whether to take snapshots of multiple volumes at the same time or one by
one.

The preset is:

A If at least one machinaunning Windows is selected for backinabled
A Otherwise:Disabled

When this option is enabled, snapshots of all volumes being backed up are created simultaneously.
Use this option to create a timeonsistent backup of data spanning multiple volumesjristance,
for an Oracle database.

When this option is disabled, the volumes' snapshots are taken one after the other. As a result, if the
data spans several volumes, the resulting backup may be not consistent.

8.9.16 Performance
Process priority

This option defines the priority of the backup process in the operating system.



The available settings arkow, Normal, High
The preset istow (in Windows, corresponds telow norma).

The priority of a process running in a system determines the amafu@PU and system resources
allocated to that process. Decreasing the backup priority will free more resources for other
applications. Increasing the backup priority might speed up the backup process by requesting the
operating system to allocate more @srces like the CPU to the backup application. However, the
resulting effect will depend on the overall CPU usage and other factors like disk in/out speed or
network traffic.

This option sets the priority of the backup processryice_process.exéh Windws and the
niceness of the backup procesefvice_processh Linux and macOS.

17 Task Manager

File Options View

Processes  Performance  App history  Start-up  Users Details  Services

Mame FID Status Username CPU  Mem
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[8=] svchost.exe UAC virtualisation Moo

[#=] svchost.exe Create dump file i kol b
[l swchost.exe ; ; Low

(85| svchost.exe Open file location TOCALSE.. o0

(8] svchost.exe Search online SYSTEM 00

(8=l svchost.exe Properties SYSTEM 00

P
[z svchost.exe Go to service(s) METWORK... 00
[l evirhact sva e HimAR A LAl S )

Output speed during backup

This option enables you to limit the hard drive writing speed (when backing up to a local folder) or
the speed of transferring the backup data through the network (when backing up to a network share
or to cloud storage).

The preset isDisabled

When thisoption is enabled, you can specify the maximum allowed output speed in KB/second.

8.9.17 Physical Data Shipping

This option is effective if the backup destination is the cloud storage anbatieup format(p. 58) is
set toVersion 12

This option is effective for didkvel backups and file backups created by Agent for Windows, Agent
for Linux, Agent for Mac, Agent for VMware, Agent for Hypeand Agent for Virtuozzo.



This option determing whether the first full backup created by the backup plan will be sent to the
cloud storage on a hard disk drive by using the Physical Data Shipping service. The subsequent
incremental backups can be performed over the network.

The preset isDisabled.

About the Physical Data Shipping service

The Physical Data Shipping service web interface is available only to administrators.

For detailed instructions about using the Physical Data Shipping service and the order creation tool,
refer to the Physical Data plping Administrator's Guide. To access this document in the Physical
Data Shipping service web interface, click the question mark icon.

Overview of the physical data shipping process
1. Create a new backup plan. In this plan, enableRhgsical Data Shippingackup option.

You can back up directly to the drive or back up to a local or a network folder, and then
copy/move the backup(s) to the drive.

Important  Oncethe initial full backup is done, the subsequent backups must be performed by the same
backup plan. Another backup plan, even with the same parameters and for the same machine, will require
another Physical Data Shipping cycle.

2. After the first backup isamplete, use the Physical Data Shipping service web interface to
download the order creation tool and create the order.

To access this web interface, log in to the management portal,@liekview> Usage and then
clickManage serviceinderPhysical D& Shipping

3. Package the drives and ship them to the data center.

Important Ensure that you follow the packaging instructions provided in the Physical Data Shipping
Administrator's Guide.

4. Track the order status by using the Physical Data Shippingseveb interface. Note that the
subsequent backups will fail until the initial backup is uploaded to the cloud storage.

8.9.18 Pre/Post commands

The option enables you to define the commands to be automatically executed before and after the
backup procedure.

The following scheme illustrates when pre/post commands are executed.

Prebackup Backup Postbackup
command command

Examples of how you can use the pre/post commands:

A Delete some temporary files from the disk before starting backup.

A Configure a thireparty antivirus product to be started each time before the backup starts.

A Selectively copy backups to another locati®his option may be useful because the replication
configured in a backup plan copiegerybackup to subsequent locations.

The agent performs the replicati@fter executing the posbackup command.

The program does not support interactive commands, i.e. commands that require user input (for
example, "pause").



8.9.18.1 Pre-backup command
To specify a command/batch file to be executed before the backup process starts

1. Enable tle Execute a command before the backspitch.
2. IntheCommand..field, type a command or browse to a batch file. The program does not
support interactive commands, i.e. commands that require user input (for example, "pause".)
3. IntheWorking directoryfield, specify a path to a directory where the command/batch file will
be executed.
4. IntheArgumentsF A St R aLISOATe GKS O02YYlIyRQ& SESOQdzirazy
5. Depending on the result you want to obtain, select the appropriate options as describieel in t
table below.
6. ClickDone
Check box Selection
Fail the backup if the commanc Selected Cleared Selected Cleared
execution fails*
Do not back up until the Selected Selected Cleared Cleared
command execution is
complete
Result
Preset Perform the N/A Perform the backup
backup after the concurrently with

Perform the backup

command is the command
only after the

. executed despite execution and
command is . . . .
execution failure irrespective of the
successfully :
. or success. command executior
executed. Fail the result

backup if the
command executior
fails.

* A command is considered failed if its exit code is not equal to zero.

8.9.18.2 Postbackup command
To specify a command/executable file to be executed after the backup is completed

1.
2.
3.

Enable theExecute a command after the backwgwitch.
In the Command..field, type a command or browse to a batch file.

In the Working directoryfield, specify a path to a directory where the command/batch file will
be executed.
In the Argumentsfield, specify the command execution arguments, if required.

Select theFail the backup if the command execution fagdheck box if successful execution of

the command is critical for you. The command is considered failed if its exiiaodeequal to
zero. If the command execution fails, the backup status will be detrar.

When the check box is not selected, the command execution result does not affect the backup
failure or success. You can track the command execution result hyriexptheActivities tab.

ClickDone



8.9.19 Pre/Post data capture commands

The option enables you to define the commands to be automatically executed before and after data
capture (that is, taking the data snapshot). Data capture is performéueabeginning of the backup
procedure.

The following scheme illustrates when the pre/post data capture commands are executed.

< Backup
Prebackup Predata Data Postdata Postbackup
command capture capture capture command
command command

If the Volume Shadow Copy Servigetion (p. 71) is enabled, the commands' execution and the
Microsoft VSS actions will be sequenced as follows:

b. ST2NB Rl G Oy VESEDdEPeid DAta capfurey RIS Resume "After data
capture" commands.

By using the pre/post data capture commands, gan suspend and resume a database or
application that is not compatible with VSS. Because the data capture takes seconds, the database or
application idle time will be minimal.

8.9.19.1 Pre-data capture command
To specify a command/batch file to bexecuted before data capture
1. Enable theExecute a command before the data captuseitch.

2. IntheCommand..field, type a command or browse to a batch file. The program does not
support interactive comrands, i.e. commands that require user input (for example, "pause".)

3. IntheWorking directoryfield, specify a path to a directory where the command/batch file will
be executed.

4. IntheArgumentsF A St R &aLISOATEe G(KS O02YYlIYyRQa SESOdziazy |
5. Depending on the result you want to obtain, select the appropriate options as described in the

table below.
6. ClickDone
Check box Selection
Fail the backup if the Selected Cleared Selected Cleared

command execution fails*
Do not perform the data Selected Selected Cleared Cleared

capture until the command
execution is complete

Result
Preset Perform the data | N/A Perform the data
Perform the data capture aft_er the ce_ipture concurrently
command is with the command

capture only after the
command is
successfully executec
Fail the backup if the
command execution
fails.

executed despite and irrespective of
execution failure the command
or success. execution result.

* A command is considered failed if its exit code is not equal to zero.



8.9.19.2 Postdata capture command
To specify a command/batch file to be executed after data capture

1. Enable theExecute a command after the data captusavitch.
2. IntheCommand..field, type a command or browse to a batch file. The program does not
support interactive commands, i.e. commands that require user input (for example, "pause".)
3. IntheWorking directoryfield, specify a path to a directory wheethe command/batch file will
be executed.
4. IntheArgumentsF A St R aLISOATe GKS O02YYlIyRQ& SESOQdzirazy
5. Depending on the result you want to obtain, select the appropriate options as described in the
table below.
6. ClickDone
Check box Selection
Fail the backup if the Selected Cleared Selected Cleared
command execution fails*
Do not back up until the Selected Selected Cleared Cleared
command execution is
complete
Result
Preset Continue the N/A Continue the
backup after the backup concurrently

Continue the backup

command is with the command
only after the . .
. executed despite execution and
command is ) .
command irrespective of the
successfully ! . .
execution failure command execution
executed.
or success. result.

* A command is considered failed if its exit code is not equal to zero.

8.9.20 Scheduling

This option defines whether backups start as scheduled or with a delay, and how many virtual
machines are backed up simultaneously.

The preset isDistribute backup start times within a time windowMaximum delay 30 minutes.

You can select one of the following:

A Startall backups exactly as scheduled

Backups of physical machines will start exactly as scheduled. Virtual machirmesheaidked up
one by one.

Distribute start times within a time window

Backups of physical machines will start with a delay from the scheduled time. The delay value for
each machine is selected randomly and rangesifzero to the maximum value you specify. You
may want to use this setting when backing up multiple machines to a network location, to avoid
excessive network load. The delay value for each machine is determined when the backup plan is
applied to the macime and remains the same until you edit the backup plan and change the
maximum delay value.

Virtual machines will be backed up one by one.
Limit the number of simultaneously running backups by



This option is available only when a backup plan is appliedultiple virtual machines. This
option defines how many virtual machines an agent can back up simultaneously when executing
the given backup plan.

If, according to the backup plan, an agent has to start backing up multiple machines at once, it
will choosetwo machines. (To optimize the backup performance, the agent tries to match
machines stored on different storages.) Once any of the two backups is completed, the agent
chooses the third machine and so on.

You can change the number of virtual machinesafoagent to simultaneously back up. The
maximum value is 10. However, if the agent executes multiple backup plans that overlap in time,
the numbers specified in their options are added up. Youligaihthe total number of virtual
machinegqp. 162) that an agent can back up simultaneously, no matter how many backup plans
are running.

Backups of physical machines will start exactly as scheduled.

8.9.21 Sector-by-sector backup

The option is effective onlpf disklevel backup.
This option defines whether an exact copy of a disk or volume on a physical level is created.
The preset isDisabled

If this option is enabled, all disk or volume's sectors will be backed up, including unallocated space
and those setors that are free of data. The resulting backup will be equal in size to the disk being
backed up (if théCompression levelp. 59) option is set toNone). The software automatically
switches to the secteby-sector mode when backing up drives with unrecognized or unsupported file
systems.

8.9.22 Splitting

This option is effective for thalways fult Weekly full, Daily incrementalandCustombackup
schemes.

This option enables you to select the method of splitting of large backups into smaller files.
The preset isAutomatic.

The following settings are available:

-

A Automatic

A backup will be split if it exceeds the maximum file size suppdayatie file system.
A Fixed size

Enter the desired file size or select it from the diagwn list.

8.9.23 Task failure handling

This option determines the program behavior when a scheduled execution of a backup plan fails. This
option is not effetive when a backup plan is started manually.

If this option is enabled, the program will try to execute the backup plan again. You can specify the
number of attempts and the time interval between the attempts. The program stops trying as soon
as an attemptompletes successfully OR the specified number of attempts is performed, depending
on which comes first.



The preset isDisabled

8.9.24 Volume Shadow Copy Service (VSS)

This option is effective only for Windows operating systems.

The option defines whether a Volume Shadow Copy Service (VSS) provider has to natifaéSS
applications that the backup is about to start. This ensures the consistent state of all data used by the
applications; in particular, completion of all databassnsactions at the moment of taking the data
snhapshot by the backup software. Data consistency, in turn, ensures that the application will be
recovered in the correct state and become operational immediately after recovery.

The preset isEnabled Automatically select snapshot provider

You can select one of the following:

A Automatically select snapshot provider

Automatically select among the hardware snapshot provider, software snapshot providers, and
Microsoft Software Shadow Copy provider.

A Use Microsft Software Shadow Copy provider

We recommend choosing this option when backing up application servers (Microsoft Exchange
Server, Microsoft SQL Server, Microsoft SharePoint, or Active Directory).

Disable this option if your database is incompatible WIiBS. Snapshots are taken faster, but data
consistency of the applications whose transactions are not completed at the time of taking a
shapshot cannot be guaranteed. You may Bsg/Post data capture commangs. 68) to ensure that
the data is backed up in a consistent state. For instance, specifygbaecapture commands that will
suspend the database and flusth @ches to ensure that all transactions are completed; and specify
post-data capture commands that will resume the database operations after the snapshot is taken.

Note If this option is enabled, files and folders that are specified in the
HKEY_LOCAL_MANINESYSTEMurrentControlSatControh BackupRestord-ilesNotToSnapshatgistry key

are not backed up. In particular, offline Outlook Data Files (.ost) are not backed up because they are specified in
the OutlookOSvalue of this key.

Enable VSS full backup

If this option is enabled, logs of Microsoft Exchange Server and of othen8& applications
(except for Microsoft SQL Server) will be truncated after each successful full, incremental or
differential disklevel backup.

The preseis: Disabled

Leave this option disabled in the following cases:

-

A If you use Agent for Exchange or thpdrty software for backing up the Exchange Server data.
This is because the log truncation will interfere with the consecutive transaction log sackup

A If you use thirdparty software for backing up the SQL Server data. The reason for this is that the
third-party software will take the resulting did&vel backup for its "own" full backup. As a result,
the next differential backup of the SQL Serveradatll fail. The backups will continue failing until
the third-party software creates the next "own" full backup.

A If other VS&ware applications are running on the machine and you need to keep their logs for
any reason.



Enabling this option does not resin the truncation of Microsoft SQL Server logs. To truncate the
SQL Server log after a backup, enableltbg truncatiorn(p. 63) backup option.

8.9.25 Volume Shadow Copy Service (VSS) for virtual machines

This option defines whether quiesced snapshots of virtual machines are taken. To take a quiesced
snapshot, the backup software applies VSS inside a virtual machine by using VMware Tools or
HyperV Integration Services.

The preset isEnabled

If this optian is enabled, transactions of all V&&are applications running in a virtual machine are
completed before taking snapshot. If a quiesced snapshot fails after the numbeaternepts
specified in the'Error handling'{(p. 60) option, and application backup is disabled, a +ypiesced
snhapshot is taken. If application backup is enabled, the backup fails.

If this option is disabled, a neguiesced snapshot is taken. The virtual machine will be backed up in a
crashconsistent stte.

8.9.26 Weekly backup

This option determines which backups are considered "weekly" in retention rules and backup
schemes. A "weekly" backup is the first backup created after a week starts.

The preset isMonday.

8.9.27 Windows event log

This option is effective only in Windows operating systems.

This option defines whether the agents have to log events of the backup operations in the
Application Event Log of Windows (to see this log, run eventvwr.exe or €xattol Paneb
Administrative tools>Event Viewe}. You can filter the events to be logged.

The preset isDisabled

9 Recovery

9.1 Recovery cheat sheet

The following table summarizes the available recovery methods. Use the table to choose a recovery
methodthat best fits your need.

What to recover Recovery method

Using the web interfacé. 74)
Using bootable mediép. 78)
Physical machine (Mac) Using bootable medi§p. 78)
Using the web interfacép. 76)
Using bootable medi§p. 78)

Physical machine (Windows or Linux)

Virtual machine (VMware or Hyp#&f)

Virtual machine or container (Virbzzo) Using the web interfacép. 76)

ESXi configuration Using bootable mediép. 86)




What to recover Recovery method

Using the web interfacép. 81)
Downloading files from the cloud stora@e 82)
Using bootable medi§p. 84)
Extracting files from local backufys 85)

Files/Folders

Microsoft Mailboxes
Office 365 (cloud Agent for Office 365)

System state Using the web interfacép. 85)

SQL databases Using the web interfacé. 122

Exchange databases Using the web interfacé. 125

Exchange mailboxes Using the web interfacé. 126)

Websites Using the web interfacé. 146)
Mailboxes

(local Agent for Office 365) Using the web interfacé. 132

Using the web interfacp. 135)

OneDrive files Using the web interfac. 138)
SharePoint Online data Using the web interfacé. 141)

Note for Mac users

A

Starting with 10.11 El Capitan, certain system files, folders, and processes are ftagged
protection with an extended file attribute com.apple.rootless. This feature is called System
Integrity Protection (SIP). The protected files include preinstalled applications and most of the
folders in /system, /bin, /sbin, /usr.

The protected filesad folders cannot be overwritten during a recovery under the operating
system. If you need to overwrite the protected files, perform the recovery under bootable media.

Starting with macOS Sierra 10.12, rarely used files can be moved to iCloud by the Sloral
feature. Small footprints of these files are kept on the file system. These footprints are backed up
instead of the original files.

When you recover a footprint to the original location, it is synchronized with iCloud and the
original file becomas available. When you recover a footprint to a different location, it cannot be
synchronized and the original file will be unavailable.

9.2 Creating bootable media

Bootable media is a CD, DVD, USB flash drive, or other removable media that enables you to run the
agent without the help of an operating system. The main purpose of bootable media is to recover an
operating system that cannot start.

We highly recommend #it you create and test a bootable media as soon as you start usintededk
backup. Also, it is a good practice teamate the media after each major update of the backup
agent.

You can recover either Windows or Linux by using the same media. Toretas®S, create a
separate media on a machine running macOS.

To create bootable media in Windows or Linux

1.

Download the bootable media ISO file. To download the file, select a machine, and then click
Recover> More ways to recover..>Download ISO image

[Optional] Copy and print, or write down the registration token displayed by the backup console.
This token allows access to the cloud storage from bootable media without entering a login and

password. It is necessary if you do nawvh a direct login to the cloud, but use thipdrty
authentication instead.



3. Do any of the following:
A Burn a CD/DVD using the 1SO file.

A Create a bootable USB flash drive by using the ISO file and one of the free tools available
online.

UselSO to USB or RUFUSE you need to boot an UEFI machifgin32Diskimager for a
BIOS machine. In Linux, using titeutility makes sense.

A Connect the ISO file as a CD/DVD drive to the virtual machine that you want to recover.
To create bootable media in macOS
1. On a machine where Agent for Mac is installed, @ipglications>Rescue Media Builder

2. The software displays the connected removable media. Select the one that you want to make
bootable.

Warning All data on the disk will be erased.

3. ClickCreate
4. Wait while the software creates the bootable media.

9.3 Recovering a machine

9.3.1 Physical machine

This section describes recovery of physical machines by using the web interface.

Use bootable media instead of the web irfece if you need to recover:

A macOs
A Any operating system to bare metal or to an offline machine
Recovery of an operating system requires a reboot. You can choose whether to restart the machine
automatically or assign it thieteraction requiredstatus. The recovered operating system goes
online automatically.
To recover a physical machine
1. Select the backedp machine.
2. ClickRecovery
3. Select a recovery point. Note that recovery points are filtered by location.
If the machine is offline, the recovery points are not displayed. Do any of the following:

A If the backup location is cloud or shared storage (i.e. other agents can access iBelditk
maching select a target machine that is online, and then select a recovery point.

A Select a recovery point ahe Backups talfp. 110).
A Recover the machine as describedRecovering disks by using bootable medja'78).
4. ClickRecover>Entire machine
The software automatically maps the disks from the backup to the disks of the target machine.

A To recover to another physical machine, cligkget machineand then select a target
machine that inline.



A If the disk mapping fails, recover the machine as describ&8écovering disks by using
bootable media'{p. 78). The media enables you to choose disks for recovery and to map the
disks manually.

Physical machine w
tw-win-2012-2

Disk 1 — Disk 1
Disk 2 — Disk 2

START RECOVERY @ RECOVERY OPFTIONS

5. ClickStart recovery

6. Confirm that you want to overwrite the disks with their backeul versions. Choose whether to
restart the machine autmatically.

The recovery progress is shown on thetivitiestab.

9.3.2 Physical machine to virtual

This section describes recovery of a physical machine as a virtual machine by using the web interface.
This operation can be performed if laast one Agent for VMware or Agent for Hypéis installed
and registered.

For more information about P2V migration, refer"tdachine migration'(p. 156).

To recover a physical machine as a virtual machine
1. Select the backedp machine.
2. ClickRecovery
3. Select a recovery point. Note that recovery points are filtered by location.
If the machine is offline, the recovery points are not displayed. Do any of the following:

A If the backup location is cloud ehared storage (i.e. other agents can access it), 8btéct
maching select a machine that is online, and then select a recovery point.

A Select a recovery point ahe Backups talfp. 110).
A Recover the machine as describedRecovering disks by using bootable medja'78).
4. ClickRecover> Entire machine
5. InRecover tq selectVirtual machine
6. ClickTarget machine
a. Select the hypervisoMMware ESXbr HyperV).
At least one Agent for VMware or Agent for Hy¥emust be installed.



b. Select whether to recover to a new or existing machine. The new maobiien is
preferable as it does not require the disk configuration of the target machine to exactly
match the disk configuration in the backup.

c. Select the host and specify the new machine name, or select an existing target machine.
d. ClickOK
7. [Optional] Wten recovering to a new machine, you can also do the following:

A ClickDatastorefor ESXi oPathfor HyperV, and then select the datastore (storage) for the
virtual machine.

A ClickVM settingsto change the memory size, the number of processors, and the network
connections of the virtual machine.

Virtual machine w

PN s

Mew machine on 1043258 s MNew

datastore3

Memory: 1.00 GB
Virtual processors: 1
Network adapters: 1

START RECOVERY @ RECOVERY OFTIONS

8. ClickStart recovery
9. When recovering to an existing virtual machine, confirm that you want to overwrite the disks.

The recovery progress is shown on thetivities tab.

9.3.3 Virtual machine

A virtual machine must be stopped during the recovery to this machine. Ttvease stops the
machine without a prompt. When the recovery is completed, you have to start the machine
manually.

This behavior can be changed by using the VM power management recovery optioRécllery
options >VM power management
To recover a virtual machine
1. Do one of the following:
A Select a backedp machine, clicRecovery and then select a recovery point.



A Select a recovery point che Backups talp. 110).
2. ClickRecover>Entire machine

3. If you want to recover to a physical machine, seklgysical machinén Recover to Otherwise,
skip this step.

Recovery to a physical machine is possible only if the disk configuration of the target machine
exactly matches the disk configation in the backup.

If this is the case, continue to step 4"'Physical machine(p. 74). Otherwise, we recommend
that you perform the V2P migration lusing bootable mediép. 78).

4. The software automatically selects the original machine as the target machine.
To recover to another virtual machine, clithrget machineand then do the following:
a. Select the hypervisoMMware ESXHyperV, or Virtuozzg.

OnlyVirtuozzo virtual machines can be recovered to Virtuozzo. For more information about
V2V migration, refer tdMachine migration'{p. 156).

b. Select whether to recover to a new or existing machine.
c. Select the hosand specify the new machine name, or select an existing target machine.
d. ClickOK

5. [Optional] When recovering to a new machine, you can also do the following:

A ClickDatastorefor ESXi oPathfor HyperV and Virtuozzo, and then select the datastore
(storage) for the virtual machine.

A ClickVM settingsto change the memory size, the number of processors, and the network
connections of the virtual machine.

Virtual machine

PN e A RS

New machine on 10 Mew

datastore3

Memory: 1.00 GB
Virtual processors: 1
Network adapters: 1

START RECOVERY @ RECOVERY OPTIONS

6. ClickStart recovery
7. When recovering to an existing virtual machine, confirm that you want to overwrite the disks.

The recovery progress is shown on thetivities tab.



9.3.4 Recovering disks by using bootable media

For information about how to create bootable media, refer'@reating bootable mediap. 73).

To recover disks by using bootable media

1.
2.

10.
11.

12.

Boot the target machine by using bootable media.

[Only when recovering a Mac] If you are recovering ABRSatted disks/volumes to a
non-original machine or to bare metal,4@eate the original disk configuration manually:

a. ClickDis Utility.

b. Recreate the original disk configuration. For instructions, refer to
https://support.apple.com/guide/distutility/welcome.

c. ClickDisk Utility>Quit Disk Utility.

ClickManage this machine locallgr clickRescue Bootable Meditwice, dependhg on the

media type you are using.

If a proxy server is enabled in your network, cliclols>Proxy serveyand then specify the

proxy server host name/IP address, port, and credentials. Otherwise, skip this step.
[Optional] When recovering Windows anux, clickTools> Register media in the backup

service and then specify the registration token that you obtained when downloading the media.
If you do this, you will not need to enter credentials or a registration code to access the cloud
storage, as decribed in step 8.

On the welcome screen, cli€ecover

ClickSelect dataand then cliclBrowse

Specify the backup location:

A To recover from cloud storage, selé€ibud storageEnter the credentials of the account to
which the backed up machine is @p®ed.

When recovering Windows or Linux, you have the option to request a registration code and
use it instead of the credentials. Clidke registration code- Request the codeThe
softwareshows the registration link and the registration code. You can copy them and
perform the registration steps on a different machine. The registration code is valid for one
hour.

-

A To recover from a local or a network folder, browse to the folder undealfolders or
Network folders

ClickOKto confirm your selection.

Select the backup from which you want to recover the data. If prompted, type the password for
the backup.

In Backup contentsselect the disks that you want to recover. Cl@ikto confirm your selection.
UnderWhere to recover the software automatically maps the selected disks to the target disks.

If the mapping is not successful or if you are unsatisfied with the mapping result, you-capre
disks manually.

Changing diskalyout may affect the operating system bootability. Please use the original machine's disk
layout unless you feel fully confident of success.

[When recovering Linux] If the backep machine had logical volumes (LVM) and you want to
reproduce the original VM structure:

a. Ensure that the number of the target machine disks and each disk capacity are equal to or
exceed those of the original machine, and then clipkly RAID/LVM



b. Review the volume structure, and then clisgply RAID/LVMo create it.
13. [Optional] ClickRecovery optiongo specify additional settings.
14. ClickOKto start the recovery.

9.3.5 Using Universal Restore

The most recent operating systems remain bootable when recovered to dissimilar hardware,
including the VMware or Hypé¥ platforms. If a recovered operating system does not boot, use the
Universal Restore tool to update the drivers and modules that atiearfor the operating system
startup.

Universal Restore is applicable to Windows and Linux.

To apply Universal Restore

1. Boot the machine from the bootable media.

2. ClickApply Universal Restore

3. If there are multiple operating systenos the machine, choose the one to apply Universal
Restore to.

4. [For Windows onlyConfigure the additional settindp. 79).

5. ClickOK

9.35.1 Universal Restore in Windows
Preparation

Prepare drivers

Before applying Universal Restore to a Windows operating system, make sure that you have the
drivers for the new HDD controller and the chipset. These drivers are critical to start the operating
system. Use the CD or DVD supplied by the hardware vendtmvarload the drivers from the
OSYR2NRA 6S0aAiS® ¢KS RNAOGSNI FAfSa akKz2dzZ R KI @S
*.exe, *.cab or *.zip format, extract them using a thipdrty application.

The best practice is to store drivers for &kthardware used in your organization in a single
repository sorted by device type or by the hardware configurations. You can keep a copy of the
repository on a DVD or a flash drive; pick some drivers and add them to the bootable media; create
the custom lmotable media with the necessary drivers (and the necessary network configuration) for
each of your servers. Or, you can simply specify the path to the repository every time Universal
Restore is used.

Check access to the drivers in bootable environment
Make sure you have access to the device with drivers when working under bootable media. Use
WinPEbased media if the device is available in Windows but Lizased media does not detect it.

Universal Restore settings

Automatic driver search

Specify where th@rogram will search for the Hardware Abstraction Layer (HAL), HDD controller
driver and network adapter driver(s):

A If the drivers are on a vendor's disc or other removable media, turn oSéaech removable
media.



A If the drivers are located in a networttdolder or on the bootable media, specify the path to the
folder by clickingAdd folder.

In addition, Universal Restore will search the Windows default driver storage folder. Its location is
determined in the registry valuBevicePathwhich can be found in the registry key
HKEY_LOCAL_MACHISBFTWARR/Icrosoft\ Windows\ CurrentVersion This storage folder is
usually WINDOWS/inf.

Universal Restore will perform the recursive search in all thefslalers of the specified folder, find

the most suitable HAL and HDD controller drivers of all those available, and install them into the
system. Universal Restore also searches for the network adapter driver; the path to the found driver
is thentransmitted by Universal Restore to the operatingsgem. If the hardware has multiple

network interface cards, Universal Restore will try to configure all the cards' drivers.

Mass storage drivers to install anyway

You need this setting if:

A The hardware has a specific mass storage controller such agésfiizially NVIDIA RAID) or a
fibre channel adapter.

A You migrated a system to a virtual machine that uses a SCSI hard drive controller. Use SCSI
drivers bundled with your virtualization software or download the latest drivers versions from
the software maufacturer website.

A If the automatic drivers search does not help to boot the system.

Specify the appropriate drivers by clickifddd driver. The drivers defined here will be installed, with
appropriate warnings, even if the program finds a better driver.

Universal Restore process

After you have specified the required settings, cliik

If Universal Restore cannot find a compatible driver in the specified locations, it will display a prompt
about the problem device. Do one of the following:

-

A Add the drive to any of the previously specified locations and dRekry.

-

A If you do not remember the location, clibdnoreto continue the process. If the result is not
satisfactory, reapply Universal Restore. When configuring the operation, spgeeif\ecessary
driver.

Once Windows boots, it will initialize the standard procedure for installing new hardware. The
network adapter driver will be installed silently if the driver has the Microsoft Windows signhature.
Otherwise, Windows will ask for confiation on whether to install the unsigned driver.

After that, you will be able to configure the network connection and specify drivers for the video
adapter, USB and other devices.

9.35.2 Universal Restore in Linux

Universal Restore can be appliedLinux operating systems with a kernel version of 2.6.8 or later.

When Universal Restore is applied to a Linux operating system, it updates a temporary file system
known as the initial RAM disk (initrd). This ensures that the operating system can bibat oew
hardware.



Universal Restore adds modules for the new hardware (including device drivers) to the initial RAM
disk. As a rule, it finds the necessary modules inlthénodules directory. If Universal Restore
cannot find a module it needs, itred®@ G KS Y2 RdzZf SQ¥g FAE{S yIYS Ayid2 i

Universal Restore may modify the configuration of the GRUB boot loader. This may be required, for
example, to ensure the system bootability when themmachine has a different volume layout than
the original machine.

Universal Restore never modifies the Linux kernel.

Reverting to the original initial RAM disk

You can revert to the original initial RAM disk if necessary.

The initial RAM disk is stored tme machine in a file. Before updating the initial RAM disk for the
first time, Universal Restore saves a copy of it to the same directory. The name of the copy is the
name of the file, followed by theacronis_backup.imguffix. This copy will not be omeritten if you
run Universal Restore more than once (for example, after you have added missing drivers).

To revert to the original initial RAM disk, do any of the following:

A Rename the copy accordingly. For example, run a command similar to the following

mv initrd -2.6.16.60 -0.21 - default_acronis_backup.img
initrd -2.6.16.60 -0.21 - default

A Specify the copy in thigitrd line of theGRUB boot loader configuration

9.4 Recovering files

9.4.1 Recovering files by using the web interface

1. Select the machine that originally contained the data that you want to recover.
2. ClickRecovery

3. Select the recovery point. Note that recovery points are filtered by location.

If the selected machine is physical and it is offline, recovery points are not displayed. Do any of
the following:

A [Recommended] If the backup location is cloud or shared storage (i.e. other agents can
access it), clickelect machingselect a target mdgne that is online, and then select a
recovery point.

A Select a recovery point ahe Backups talfp. 110).
A Download the files from the cloud storagje. 82).
A Use bootable medi§p. 84).
4. ClickRecover> Files/folders
5. Browse to the required folder or use search to obtain the list of the required files and folders.

You can use one or more wildcard characters (* and ?). For more details aboutvildtayds,
refer to"File filters"(p.61).

Note Search is not available for dikkvel backups that are stored in the cloud storage.

6. Select the files that you want to recover.

7. If you want to save the files as a .zip file, didkvnload select the location to save the data to,
and clickSave Otherwise, skip this step.

For a better downloading experience, download no more than 100 MB at a time.



8. ClickRecover
In Recover tg you see one of the following:

A The machine that originally contained the files that you want to recover (if an agent is
installed on this machine).

A The machine where Agent for VMware, Agent for Hypeor Agent for Virtuozzo is installed
(if the files aiginate from an ESXi, Hypet or Virtuozzo virtual machine).

This is the target machine for the recovery. You can select another machine, if necessary.
9. InPath, select the recovery destination. You can select one of the following:

A The original locatin (when recovering to the original machine)

A Alocal folder on the target machine

A A network folder that is accessible from the target machine.
10. ClickStart recovery
11. Select one of the file overwriting options:

A Overwrite existing files

A Overwrite an existing file if it is older

A Do not overwrite existing files

The recovery progress is shown on thetivities tab.

9.4.2 Downloading files from the cloud storage

You can browse the cloud storage, view the contents of the backupsjamaload files that you
need.

Limitations
A Backups of system state, SQL databases, and Exchange databases cannot be browsed.
A Entire folders cannot be downloaded. Please select individual files.

A The total size of the selected files must not exceed 100 MB. To quickly retrieve larger amounts of
data from the cloud, use thfle recovery procedurép. 81).

To download files from the cloud storage

1. Select a machine that was backed up.

2. ClickRecover> More ways to recover..>Download files

3. Enter the credentials of the account to which the backed up machine is assigned.
4

[When browsing diskevel backups] Undeversions click the backup from whigfou want to
recover the files.

ABRTTMMS > ABR11MMS-New Backup Plan

Versions

= Backup#10 14/01/15 08:43 Size: 21.52 MB

? Backup #1 14/01/15 07:32 Size: 3.05GB

[When browsing fildevel backups] You can select the backup date and time in the next step,
under the gear icon located to the right of the selected file. By default, files are recovered from
the latest backup.



5. Browse to the required folder or use seaitchobtain the list of the required files.

9.4.3 Signing a file with ASign

ASign is a service that allowslltiple people to sign a backedp file electronically. This feature is
available only for fildevel backups stored in the cloud storage.

Microsoft Windows

NAME

[ .

- AutomaticDestinations
[ .

- CustomDestinations

D asdas.Ink

B desktop.ini

523 byte

432 byte

Q Search

DATE
03/27/15 11:27 PM
03/12/15 03:30 AM
03/27/15 11:20 PM

07/12/11 02:27 PM

1-40f4

2o
€03

Download

View versions

Select the check boxes for the items you need to recover, and therDaiekload
If you select a single file, it will be downloaded as is. Otherwise, the selected data will be archived

into a .zip file.

Select the location to save the data to, and then cBeke

Only one file version can be signed at a time. If the file was backed up multiple times, you must

choose the versioto sign, and only this version will be signed.

For example, ASign can be used for electronic signing of the following files:

Do DD D D D DD D B B B> D D

Rental or lease agreements

Sales contracts

Asset purchase agreements

Loan agreements

Permission slips

Financial documents

Insurance documents

Liability waivers

Healthcare documents

Research papers

Certificates of product authenticity
Nondisclosure agreements

Offer letters

Confidentiality agreements
Independent contractor agreements




To sign a file version

1.

w

Select the file as described in step$5of the"Recovering files by using the web interfagpe:'81)
section.

Ensure that the correct date and time is selected on the left panel.
ClickSign this file version

Specify the password for the cloud storage account under which the backup is stored. The login
of the account is displayed in the prompt window.

The ASign service interface is opened in a web browser window.

Add other signees by specifying their emaitigbses. It is not possible to add or remove signees
after sending invitations, so ensure that the list includes everyone whose signature is required.

Clickinvite to signto send invitations to the signees.

Each signee receives an email message witlsigp@ature request. When all the requested
signees sign the file, it is notarized and signed through the notary service.

You will receive natifications when each signee signs the file and when the entire process is
complete. You can access the ASign wele figgclicking/iew detailsin any of the email
messages that you receive.

Once the process is complete, go to the ASign web page anéelidocumentto download
a .pdf document that contains:

A The Signature Certificate page with the collected signature

A The Audit Trail page with history of activities: when the invitation was sent to the signees,
when each signee signed the file, and so on.

9.4.4 Recovering files by using bootable media

For information about how to create bootable media, refetr'@reating bootable mediap. 73).

To recover files by using bootable media

1.
2.

Boot the target machine by using the bootable media.

ClickManage this machine locallgr clickRescue Bootable Meditwice, depending on the
media type you are using.

If a proxy server is enabled in your network, clidlols>Proxy serveyand then specify the
proxy server host name/IP address, port, and credgst Otherwise, skip this step.

[Optional] When recovering Windows or Linux, clidols> Register media in the backup

service and then specify the registration token that you obtained when downloading the media.
If you do this, you will not need to esit credentials or a registration code to access the cloud
storage, as described in step 7.

On the welcome screen, cli®ecover
ClickSelect dataand then cliciBrowse
Specify the backup location:

A To recover from cloud storage, sel€dibud storageEner the credentials of the account to
which the backed up machine is assigned.

When recovering Windows or Linux, you have the option to request a registration code and
use it instead of the credentials. Clidke registration code> Request the codeThe

software shows the registration link and the registration code. You can copy them and
perform the registration steps on a different machine. The registration code is valid for one
hour.



A To recover from a local or a network folder, browse to the déoldnderLocal foldersor
Network folders

ClickOKto confirm your selection.

8. Select the backup from which you want to recover the data. If prompted, type the password for
the backup.

9. InBackup contentsselectFolders/files
10. Select the data that you want to recover. Cl@Kto confirm your selection.

11. UnderWhere to recovey specify a folder. Optionally, you can prohibit overwriting of newer
versions of files or exclude some files from recovery.

12. [Optional] ClickRecovery optimsto specify additional settings.
13. ClickOKto start the recovery.

9.45 Extracting files from local backups

You can browse the contents of backups and extract files that you need.

Requirements
A This functionality is available only in Windows by using File Explorer.
A A backup agent must be installed on the machine from which you browse a backup.

A The backedip file system must be one of the following: FAT16, FAT32, NTFS, ReFS, Ext2, Ext3,
Ext4, XFRyr HFS+.

A The backup must be stored in a local folder or on a network share (SMB/CIFS).

To extract files from a backup

1. Browse to the backup location by using File Explorer.

2. Doubleclick the backup file. The file names are based on the following template:
<machine name> - <backup plan GUID>

3. If the backup is encrypted, enter the encryption password. Otherwise, skip this step.
File Explorer displays the recovery points.

4. Doube-click the recovery point.
File Explorer displays the backed data.

5. Browse to the required folder.

6. Copy the required files to any folder on the file system.

9.5 Recovering system state

Select the machine for which you want to recover the system state.

ClickRecovery

Select a system state recovery point. Note that recovery points are filtered by location.
ClickRecover system state

Confirm that you want to overwrite the system state with its backgdversion.

a s~ wnNPeE

The recovery progress is shown on thetivitiestab.



9.6 Recovering ESXi configuration

To recover an ESXi configuration, you need Livased bootable media. Forformation about how
to create bootable media, refer ttCreating bootable medialp. 73).

If you are recovering an ESXi configuration to a-oieginal host and the original ESXi host is still
connected to the Center Server, disconnect and remove this host from the vCenter Server to avoid
unexpected issues during the recovery. If you want to keep the original host along with the
recovered one, you can add it again after the recovery is complete.

The virtual macimes running on the host are not included in an ESXi configuration backup. They can
be backed up and recovered separately.

To recover an ESXi configuration

1. Boot the target machine by using the bootable media.
ClickManage this machine locally

On the welcome screen, cli€ecover

ClickSelect dataand then cliciBrowse

Specify the backup location:

A Browse to the folder underocal foldersor Network folders
ClickOKto confirm your selection.

6. InShow selectESXi configurations

7. Select the backup from which you want to recover the data. If prompted, type the password for
the backup.

8. ClickOK
9. InDisks to be used for new datastoredo the following:

A UnderRecover ESXi fselect the disk where the host configtion will be recovered. If you
are recovering the configuration to the original host, the original disk is selected by default.

o bk wND

A [Optional] UndeiUse for new datastoreselect the disks where new datastores will be
created. Be careful because all datatba selected disks will be lost. If you want to preserve
the virtual machines in the existing datastores, do not select any disks.

10. If any disks for new datastores are selected, select the datastore creation methtmhiio
create new datastoresCreateone datastore per dislor Create one datastore on all selected
HDDs

11. [Optional] InNetwork mapping change the result of automatic mapping of the virtual switches
present in the backup to the physical network adapters.

12. [Optional] ClickRecovery optiongo specify additional settings.
13. ClickOKto start the recovery.

9.7 Recovery options

To modify the recovery options, clilecovery optionsvhen configuring recovery.

Availability of the recovery options
The set of available recovery opt®depends on:

A The environment the agent that performs recovery operates in (Windows, Linux, macOS, or
bootable media).

A The type of data being recovered (disks, files, virtual machines, application data).



The following table summarizes the availabilitytted recovery options.

Virtual SQL and

Disks Files machines | Exchange

media

macOS

media
S

Bootable
ESXi,

HyperV,
and

Virtuozzo

+ | Windows
Linux

Bootable

+ | Windows
Linux

+ | Window:

+
+
+
+
+
+

Backup
validation(p. 87)

Date and time
for files(p. 88)

Error handling
(p. 88)

File exclusions
(p. 88)

Filelevel
security(p. 88)

Flashbackp.89) | ™ + + - - - - + -

Full path - - - + + + + - -
recovery(p. 89)

Mount points(p.
89)

Performancgp.
89)

Pre/post
commandgp.
90)

SID changingp. + - - - - - - - -
91)

VM power
managemenip.
91)

Windows event | t - - + - - - HyperV +
log (p. 91) only

9.7.1 Backup validation

This option defines whether to validate a backup to ensure that the backup is not corrupted, before
data is recovered from it.

The preset isDisabled

Validation calculates a checksum for every data block saved in the backup. The only exception is
validation of filelevel backups that are located in the cloud storage. These backups are validated by
checking consistency of the meta information saved altackup.

Validation is a timeonsuming process, even for an incremental or differential backup, which are
small in size. This is because the operation validates not only the data physically contained in the



backup, but all of the data recoverable by stileg the backup. This requires access to previously
created backups.

9.7.2  Error handling

These options enable you to specify how to handle errors that might occur during recovery.
Reattempt, if an error occurs
The preset isEnabled. Number ofttempts: 30. Interval between attempts: 30 seconds.

When a recoverable error occurs, the programateempts to perform the unsuccessful operation.

You can set the time interval and the number of attempts. The attempts will be stopped as soon as
the operdion succeeds OR the specified number of attempts are performed, depending on which
comes first.

Do not show messages and dialogs while processing (silent mode)
The preset isDisabled

With the silent mode enabled, the program will automatically handigasions requiring user
interaction where possible. If an operation cannot continue without user interaction, it will fail.
Details of the operation, including errors, if any, can be found in the operation log.

9.7.3 Date and time for files

This option is effective only when recovering files.

This option defines whether to recover the files' date and time from the backup or assign the files the
current date and time.

If this option is enabled, the files will be assigned the current date iamel t

The preset isEnabled

9.7.4 File exclusions

This option is effective only when recovering files.

The option defines which files and folders to skip during the recovery process and thus exclude from
the list of recovered items.

Note Exclusins override the selection of data items to recover. For example, if you select to recover file
MyFile.tmp and to exclude all .tmp files, file MyFile.tmp will not be recovered.

9.7.5 File-level security

This option is effective when recovering files from eéehd filelevel backups of NTHS8rmatted
volumes.

This option defines whether to recover NTFS permissions for files along with the files.
The preset isEnabled

You can choose whether to recovéetpermissions or let the files inherit their NTFS permissions
from the folder to which they are recovered.



9.7.6 Flashback

This option is effective when recovering disks and volumes on physical and virtual machines, except
for Mac.

This option verks only if the volume layout of the disk being recovered exactly matches that of the
target disk.

If the option is enabled, only the differences between the data in the backup and the target disk data
are recovered. This accelerates recovery of physicd virtual machines. The data is compared at
the block level.

When recovering a physical machine, the presdbisabled

When recovering a virtual machine, the presetiaabled

9.7.7 Full path recovery

This option is effective only whergovering data from a fikevel backup.
If this option is enabled, the full path to the file will beae=ated in the target location.

The preset isDisabled

9.7.8 Mount points

This option is effective only in Windows for recovering data feofie-level backup.

Enable this option to recover files and folders that were stored on the mounted volumes and were
backed up with the enablellount points(p. 63) option.

The preset isDisabled

This option is effective only when you select for recovery a folder that is higher in the folder
hierarchy than the mount point. If you select for recovery folders within the mount point or the
mount point itself, the selected items will be recovered refjess of theMount points option value.

Note Please be aware that if the volume is not mounted at the moment of recovery, the data will be recovered
directly to the folder that has been the mount point at the time of backing up.

9.7.9 Performance

This option defines the priority of the recovery process in the operating system.
The available settings arkow, Normal, High
The preset isNormal.

The priority of a process running in a system determines the amount of CPU and system resources
allocated to that process. Decreasing the recovery priority will free more resources for other
applications. Increasing the recovery priority might speed upéoevery process by requesting the
operating system to allocate more resources to the application that will perform the recovery.
However, the resulting effect will depend on the overall CPU usage and other factors like disk I/O
speed or network traffic.



9.7.10 Pre/Post commands

The option enables you to define the commands to be automatically executed before and after the
data recovery.

Example of how you can use the pre/post commands:

A Launch theCheckdisicommand in order to find and fix logidde system errors, physical errors
or bad sectors to be started before the recovery starts or after the recovery ends.

The program does not support interactive commands, i.e. commands that require user input (for
example, "pause".)

A postrecovery commad will not be executed if the recovery proceeds with reboot.

9.7.10.1 Prerecovery command
To specify a command/batch file to be executed before the recovery process starts
1. Enable theExecute a command before the recoveswitch.
2. IntheCommand..field, type a command or browse to a batch file. The program does not
support interactive commands, i.e. commands that require user input (for example, "pause".)
3. IntheWorking directoryfield, specify a path to a directory where the carand/batch file will
be executed.
4. IntheArgumentsF A St R aLISOATe G(G(KS O02YYIFyRQa SESOdziAazy |
5. Depending on the result you want to obtain, select the appropriate options as described in the
table below.

6. ClickDone
Check box Selection
Fail the recovery if the Selected Cleared Selected Cleared
command execution fails*
Do not recover until the Selected Selected Cleared Cleared
command execution is
complete
Result
Preset Perform the N/A" perform the
recovery after the recovery

Perform the recovery
only after the
command is
successfully executec
Fail the recovery if the
command execution
failed.

command is concurrently with

executed despite the command

execution failure execution and

or success. irrespective of the
command executior
result.

* A command is considered failed if its exit code is not equal to zero.

9.7.10.2 Postrecovery command

To specify a command/executable file to be executed after the recovery is completed
1. Enable theExecute a command after the recovesyvitch.

2. IntheCommand..field, type a command or browse to a batch file.



3. IntheWorking directoryfield, specify a path to a directory where the command/batch file will
be executed.

4. In the Argumentsfield, specify the command execution arguments, if required.

5. Select theFail the recovery if the command execution fadheck box if successful executioh
the command is critical for you. The command is considered failed if its exit code is not equal to
zero. If the command execution fails, the recovery status will be sEtriar.
When the check box is not selected, the command execution result daedfaot the recovery
failure or success. You can track the command execution result by exploriAgtitigies tab.

6. ClickDone

Note A postrecovery command will not be executed if the recovery proceeds with reboot.

9.7.11 SID changing

This option is effective when recovering Windows 8.1/Windows Server 2012 R2 or earlier.

This option is not effective when recovery to a virtual machine is performed by Agent for VMware or
Agent for HypeiV.

The preset isDisabled

The software can generate a unigue security identifier (Computer SID) for the recovered operating
system. You only need this option to ensure operability of thiatty software that depends on
Computer SID.

Microsoft does not officially support changintpSn a deployed or recovered system. So use this
option at your own risk.

9.7.12 VM power management

These options are effective when recovery to a virtual machine is performed by Agent for VMware,
Agent for Hypei/, or Agent for Virtuozzo.

Poweroff target virtual machines when starting recovery
The preset isEnabled

Recovery to an existing virtual machine is not possible if the machine is online, and so the machine is
powered off automatically as soon as the recovery starts. Users will bendiscied from the
machine and any unsaved data will be lost.

Clear the check box for this option if you prefer to power off virtual machines manually before the
recovery.

Power on the target virtual machine when recovery is complete
The preset isDisabled

After a machine is recovered from a backup to another machine, there is a chance the existing
machine's replica will appear on the network. To be on the safe side, power on the recovered virtual
machine manually, after you take the necessary precautions.

9.7.13 Windows event log

This option is effective only in Windows operating systems.



This option defines whether the agents have to log events of the recovery operations in the
Application Event Log of Windows (to see this log, run eventvwr.egelectControl Paneb
Administrative tools>Event Viewe}. You can filter the events to be logged.

The preset isDisabled



10 Disaster recovery

The disaster recovery functionality enables you to own a virtual machine in the cloud. In case of a
disaster, the workload can be instantly switched (failed over) from a corrupted machine to the cloud
virtual machine.

To include the cloud machine in ydocal TCP/IP network, you need to extend the network to the
cloud via a secure VPN tunnel. This can be easily done by installing the VPN appliance that is
delivered in two flavors: for VMware ESXi and for Hyyper

Once the VPN connection is configured @melvirtual machine is created in the cloud, you can
access the virtual machine directly from the backup console. You can also use the RDP or SSH
connection.

The disaster recovery functionality is available only for administrators at the company level. The
administrators are responsible for providing user access to the cloud virtual machine and for
instructing the users on how to access this machine in case of a disaster.

The paid resources controlled by quotas

Having a virtual machine in the cloud, yourds need to care about spare hardware, but you do

need to pay for the computing resources consumed by the virtual machine. These include CPU and
RAM calculated in compute points; the datastore space occupied by the virtual machine files; and a
public IP adress if it is necessary.

The datastore space is referred to as "disaster recovery storage". This fast storage is more expensive
than ordinary cloud storage where backups are stored. The cost of the disaster recovery storage also
includes the cost of thifrastructure that is required for disaster recovery.

Recovery servers

The cloud virtual machine may be a copy of your local server, based on the server backups stored in
the cloud. This machine is namedezovery server

A recovery server is stopped stof the time. You start it only for testing or when a failover is
required. Because the CPU and RAM resources are consumed for a relatively short time, you pay
mostly for the cloud storage where the backups are kept and for reservation of the disasteerg
storage. Other advantages of a recovery server are as follows:

A Deep knowledge of the software installed on the server is not required.

A Longterm data retention. You can go back to a recovery point that is years in the past, and view
the data chages or access deleted data.

A Additional recovery capabilities. You can recover the machine or perform granular recovery from
the same backup that is used for disaster recovery.

Primary servers

Another type of a cloud virtual machine ipamary server Itis simply an additional server in your
network. The service enables you to create a virtual machine based on one of the provided templates.
Further maintenance of the server is your responsibility.

Typically, a primary server is used for raae data eplication across servers running crucial
applications. You set up the replication by yourself, using the application's native tools. For example,



Active Directory replication or SQL replication can be configured among the local servers and the
primary sever.

Alternatively, a primary server can be included in an AlwaysOn Availability Group (AAG) or Database
Availability Group (DAG).

Both methods require a deep knowledge of the application and the administrator rights for it. A
primary server constantlyomsumes computing resources and space on the fast disaster recovery
storage. It needs maintenance on your side: monitoring the replication, installing software updates,
backing up. The benefits are the minimal RPO and RTO with a minimal load on theiproduct
environment (as compared to backing up entire servers to the cloud).

Limitations
Disaster recovery is not supported:

A For Virtuozzo virtual machines and containers
A For Mac machines

A For Linux machines that have logical volumes (LVM) or volumes formatted with the XFS file
system or disks without a partition table.

A For Windows machines that have dynamic disks
A If the backups of the original machine are encrypted

A recovery server has ometwork interface. If the original machine has several network interfaces,
only one is emulated.

Cloud servers are not encrypted.

10.1 Software requirements

Supported operating systems
Protection with a recovery server has been tested for tHofaing operating systems:

A Centos 6.6,7.1,7.2,7.3,7.4,7.5

Debian 9

Ubuntu 16.04, 18.04

Windows Server 2008/2008 R2

Windows Server 2012/2012 R2

Windows Server 2016all installation options, except for Nano Server

> > > > > P

Windows desktop operating systemeanot supported due to Microsoft product terms.

The software may work with other Windows operating systems and Linux distributions, but this is not
guaranteed.

Supported virtualization platforms

Protection of virtual machines with a recovery server has been tested for the following virtualization
platforms:

A VMware ESXi 5.1, 5.5, 6.0, 6.5

A Windows Server 2008 R2 with Hypér

A Windows Server 2012/2012 R2 with Hypér



Microsoft Hype#V Server 2012/2@R2

Windows Server 2016 with Hyp¥f¢ all installation options, except for Nano Server
Microsoft Hype#V Server 2016

Kernetbased Virtual Machines (KVM)

Red Hat Enterprise Virtualization (RHEV) 3.6

Red Hat Virtualization (RHV) 4.0

Citrix XenServer: 6.3,0, 7.1, 7.2

Azure virtual machines
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The VPN appliance has been tested for the following virtualization platforms:

A VMware ESXi 5.1, 5.5, 6.0, 6.5

Windows Server 2008 R2 with Hypér

Windows Server 2012/2012 R2 with Hypér

Microsoft HypetsV Server 2012/22 R2

Windows Server 2016 with Hyp¥fi¢ all installation options, except for Nano Server
Microsoft HypeyV Server 2016

The software may work with other virtualization platforms and versions, but this is not guaranteed.

> > > > > P

10.2 Configuring a VPN connection

Before creating a recovery server or a primary server, a VPN connection to the cloud recovery site
must be set up. The VPN connection uses two virtual machines:

A A VPN appliance, located on your premises.
A A VPN server, locatesh the cloud recovery site.

The VPN appliance enables connection between the cloud recovery site and your local network. In
case the local network is down, you need the capability to connect directly to the VPN server.

The diagram below illustrates the iti@ds of connection to the cloud recovery site and translation
of IP addresses in the failover and test failover modes.

A In the failover mode (as shown), a recovery server is connected to the production network and
assigned the production IP address.

A In the test failover mode, a recovery server is connected to the isolated test network and also
assigned the production IP address. However, to access the server via VPN, you must use the test
IP address. The VPN server replaces the test IP address withothecpon IP address within the
test network.



A If the recovery server has a public IP address, it is also translated to the production IP address in
both the failover and test failover modes.
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10.2.1 Requirements for the VPN appliance

System requirements
A 1cPU

A 1GBRAM

A 8 GB disk space

Ports
A TCP 443 (outbound)or VPN connection
A TCP 80 (outbound)for automaticupdate of the appliancép. 98)

Ensure that your firewalls and other components of your network security system allow connections
through these ports to any IP address.

10.2.2 Connection via the VPN apgiance

The VPN appliance extends your local network to the cloud via a secure VPN tunnel. This kind of
connection is often referred to as a "site-site” (S2S) connection.

To set up a connection via the VPN appliance

1. ClickDevices> Cloud recovery site

2. ClickStarton the welcome page.

The system starts deploying the VPN server in the cloud, this will take some time. Meanwhile,
you can proceed to the next step.

Note The VPN server is provided without additional charge. It will be deleted if the disaster recovery
functionality is not used, i.e. no primary or recovery server is present in the cloud for seven days.




3. Depending on the virtualization platform you are ugidownload the VPN appliance for VMware
vSphere or Microsoft HypeY.

4. Deploy the appliance and connect it to the production network.
In vSphere, ensure thétromiscuous modés enabled and set tAcceptfor all virtual switches

that connect the VPN applnce to the production network. To access this setting, in vSphere
Client, select the host Summary>Network > select the switch Edit settings..> Security

In HypetV, create a Generation 1 virtual machine with 1024 MB of memory. We also
recommend enabling Dynamic Memory for the machine. Once the machine is created, go to
Settings>Hardware> Network Adapter>Advanced Featureand select theenable MAC
address spoofingheck box.

5. Power on the appliance.

6. Open the appliance console and log on with the "admin"/"admin" user name and password.

Dizaster Recowvery UPN fippliance [Verzion: H.14.2.661
Regiztered by: [trust_adminl

[Network Settings]

IF address: 192 .168.1.188
Subnet mask: 255.255.255.8
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.1.1
Alternate DNS server:

MAC address: BB :58:56:94:b7:1a

______________________________________ +

[Appliance 3Statusl

DHCF : Enabled
UPN tunnel: Commected
UPN Service: Stopped
Internet: Available
Routing: Available
Gateway: Available
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Commands

Conf igure network settings
Change password

Restart the UPN service
Reboot

<Up>, <Dowm>, <Enter> - to select command
<Ctrl+C> to log out

7. [Optional] Change the password.
8. [Optional] Change the network settings. You may want to assign the appliance a static IP address.
9. Register the appliance in the backup service by using the credentials of the company
administrator.
These crdentials are only used once to retrieve the certificate. The datacenter URL is
predefined.




The appliance connects to the VPN server. Once the configuration is complete, the appliance will
show theOKstatus.

£— Back VPN Setti ngs @ Activities @ @
192.168.1.180 192.168.1.1
& . o T
192.168.1.0/24 192.168.1.0/24
VPN VPN
appliance server
Connection established
Qct 22, 2017, 12:11:50 PM
TEST CONNECTION

To test the VPN connection

1. ClickDevices>Cloud recovery site

2. ClickVPN settings

3. Ensure that the VPN appliance and the VPN server hav@kls¢atus.
4. ClickTest

The VPN appliance checks the connectivity to the VPN server. You see the list of tests being
performed and their results.

10.2.3 Operations with VPN appliance
In the backup consol®gvices> Cloud recovery sitee VPN setting you can:

A Connect/disconnect the appliance
A Unregister the appliance

To access these settings, click the gear icon on the VPN appliance image.

In the appliance console you can:

A Change the password for the appliance

A View and change the network settings

Register/change the registration account (by repeating the registration)
Restart the VPN service

Reboot the appliance

> > > > >

Ping a network address for troubleshooting
Updating the VPN appliance

The VPN appliance automatically checks for updates once a day. When a new version is detected, the
update is applied automatically without a reboot or stopping the VPN service.

10.2.4 Pointto-site connection

The VPN appliance enables connectieitn®en the cloud recovery site and your local network. In

case the local network is down, you need the capability to connect directly to the cloud recovery site.
This kind of connection is often referred to as a "pdowsite” (P2S) connection, in conttas the
"site-to-site” (S2S) connection.



To set user name and password for the petatsite connection

1. Inthe backup consoldgvices> Cloud recovery sitee VPN settingy click the gear icon on the
VPN server image.

ClickChange credentials

Create and type in the user name.

Create and type in the password.

Confirm the password.

ClickOK

To establish the pointo-site connection

1. Install the OpenVPN client on the machine that you want to connect tolthelaecovery site.
Supported OpenVPN client versions: 2.4.0 and later.

In the backup console, cli€kevices> Cloud recovery sitee VPN settings
Click the gear icon in upper left corner of the VPN server.
ClickDownload configuration for OpenVPN

Import the configuration to OpenVPN.

When the connection is initiated, enter the user name and password that were set up as
described above.
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10.2.5 Pointto-site connection parameters

In the backup consoldgvices> Cloud recovery sitee VPN settingy click the gear icon on the VPN
server image. The software displays the user name that is set for the-jopegite connection and the
following menu items.

Download configuration for OpenVPN

This will download the configuration file for tli@penVPN client. The file is required to establish a
point-to-site connection to the cloud recovery site. 99).

Change credentials

You can change the user name and/or password that are used for thetpesite connection.

This is required in the following cases:

A During the initial configuration of thpoint-to-site connectior(p. 98).
A To perform a planned password change according to the security policy set in your organization.

A In order to restrict access to the cloud recovery site for some users (for example, former
employees).

After the credentials have been changed, make sure to inform the users that they need to use
different credentials.

Regenerate config file

You can regenerate the configuration file for the OpenVPN client.

This is required in the following cases:

A If the VPN client certificate is about to expire. To view the expiration date, click the (i) icon on the
VPN server image.

A If you suspect that the configuratidite is compromised.



As soon as the configuration file is updated, the connection by means of the old configuration file
becomes not possible. Make sure to distribute the new file among the users who are allowed to use
the pointto-site connection.

10.3 Working with a recovery server

10.3.1 Creating a recovery server

Prerequisites
A A backup plan must be applied to the machine that you want to protect.

A You can back up the entire machine, or only the disks required for booting up and providing
the necessary services.

A The cloud storage must be selected as a destination.
A Encryption of backups must be disabled.

A We recommend that you run the backup plan at least once prior to creating the recovery
server, to ensure that cloud backups are successfully created.

A A VPN connection to the cloud recovery site must be set.
To create a recovery server
1. Select the machine that you want to protect.



2.

3.

6.

ClickDisaster recoveryand then cliciCreate recovery server

X Create recovery server

CPU and RAM:

1 wCore, 2.00 GE RAM v

IP address in production network:

172.16.2.2 v @0

NIErnet acCess

Public IF address

Mame:

WIN-JIDI5)SITOP - recovery

Description:

Select the number of virtual cores and the size of RAM.

Be aware of the compute points next to every option. The number of compute points reflects the
cost of running the recovery server per hour.

Specify the IP address that the server will have inpiteeluction network. By default, the IP
address of the original machine is set.

Note If you use a DHCP server, add this IP address to the server exclusion list in order to avoid IP address
conflicts.

[Optional] Select th@est IP addressheck box, and then specify the IP address.

This will give you the capability to connect to the recovery server via RDP or SSH during a test
failover. In the test failover modehe VPN server will replace the test IP address with the
production IP address by using the NAT protocol.

If you leave the check box cleared, the console will be the only way to access the server during a
test failover.

Note If you use a DHCP servedidahis IP address to the server exclusion list in order to avoid IP address
conflicts.

You can select one of the proposed IP addresses or type in a different one.
[Optional] Select thénternet accessheck box.



This will enable the recovery serverdocess the Internet during a real or test failover.
7. [Optional] Select thé>ublic IP addressheck box.

Having a public IP address makes the recovery server available from the Internet during a failover
or test failover. If you leavéne check box cleared, the server will be available only in your
production network.

The public IP address will be shown after you complete the configuration. The following ports are
open for inbound connections to public IP addresses:

TCP: 80, 443, 8088443

UDP: 1194

If you need other ports to be open, contact the support team.
8. [Optional] Change the recovery server name.
9. [Optional] Type a description for the recovery server.
10. ClickDone

The recovery server appears in t@oud recovery sitasection ofthe backup console. You can also
access its settings by selecting the original machine and cliDisagter recovery

X WIN-JID15J5170P - recovery

B vivooisisi7oe
-_—

Cloud Feb 23, 09:18 PM 45
1vCPU, 2048 MB RAM, 1 Points
172.16.2.10

Disabled

10.3.2 How a failover works

The failover operation employs theun VM from a backup(p. 147) functionality.

When we say "a recovery server starts", it means that a virtual machine with predefined parameters
isrun from one of the backups of the original machine.



During atest failover, the virtual machine is not finalized. This means that the agent reads the virtual
disks' content directly from the backup, i.e. performs random access to different parts of tkagha
Therefore, the server may work slower, but occupies little space on the datastore (the disaster
recovery storage).

During areal failover, the virtual machine is finalized as soon as possible, to achieve the best
performance. Once a recovery server starts, its state changemé#bization This process transfers

the server's virtual disks from the backup to the disaster recovery stonadact, the virtual

machine recovery takes place while the machine is running. Because of this process, the server may
work slower. When the finalization is completed, the server performance reaches its nhormal value.
The server state changes Failover.

If the recovery server has a backup agent inside, the agent service is stopped to avoid undesired
activity such as starting a backup or reporting outdated statuses to the backup service.

The following diagram illustrates running a recovery server, incligtorgge consumption.

| Cloud recovery site

ESXi

M |

Agent for VMware

c;f
&‘:9
Save changes

r

_________________________________.-—"Fr

Backups /

Backup Storage Disaster Recovery Storage

10.3.3 Testing a failover

Testing a failover means starting a recovery server in the test VLAN that is isolated from your
production network. You can test several recovery servers at a time in order to check their
interaction. In the test network, the servers communicate usingrtpeeduction IP addresses, but
they cannot initiate TCP or UDP connections to the machines in your local network.



Though testing a failover is optional, we recommend that you make it a regular process with a
frequency that you find adequate in terms of tasid safety. A good practice is creating a
runbookr a set of instructions describing how to spin up the production environment in the cloud.
To run a test failover
1. Select the original machine or select the recovery server that you ieasst.
2. ClickDisaster Recovery

The description of the recovery server opens.
3. ClickTest failover
4. Select the recovery point, and then clitkst failover

When the recovery server starts, its state change$dsting failover
5. Test the recovery server by using any of the following methods:

A In the backup console, cli€evices> Cloud recovery siteselect the recovery server, and
then clickConsoleon the right panel.

A Connect to the recovery server by using RDP or SSH, and the test IP address that you
specified when creating the recovery server. Try the connection from both inside and outside
the production network (as described'lRoint-to-site connection'{p. 98)).

A Run a script within the recovery server.

The script may check the logon screen, whether applications are started, the Internet
connection, and the ability of other machines to connect to the recovery server.

A If the recovery server has access to the Internet and a public IP, you may want to use
TeamViewer.

6. When the test is complete, clickop testingin the backup console.

The recovery server is stopped. All changes made to the recovery server durtegttfaglover
are lost.

10.3.4 Performing a failover

A failover is a process of moving a workload from your premises to the cloud, and also the state
when the workload remains in the cloud.

When you initiate a failover, the recovery server starts in the production network. All backup plans
are revoked from the original machine. A new backup plan is automatically created and applied to
the recovery server.

To perform a failover

1. Ensure that the original machine is not available on the network.

2. Inthe backup console, select the original machine or select the recovery server that corresponds
to this machine.

3. ClickDisaster Recovery

The description of the recovery server opens.
4. ClickFailover
5. Select the recovery point, and then clie&ilover

When the recovery server starts, its state changeBitmlization and after some time to
Failover.lt is critical to understand that theesver is available in both states, despite the spinning
progress indicator. For details, refer to tfidow a failover works(p. 102) section.

6. Ensure that the recovery server is started by viewing its constbi @evices> Cloud recovery
site, select the recovery server, and then cli@énsoleon the right panel.



7. Ensure that the recovery server can be accessed using the production IP that you specified when
creating the recovery server.

Once the recovery server is finalized, a new backup plan is automatically created and applied to it.
This backup plan is based on the backup plan that was used for creating the recovery server, with
certain limitations. In this plan, you can change onby skhedule and retention rules. For more
information, refer to"Backing up the cloud server§y. 106).

The only way to get out of the failover state is a failback.

10.3.5 Performing a failback

A failback is a process of moving the workload from the cloud back to your premises.

During this process, the server being moved is unavailable. The length of the maintenance window is
approximately equal to the duration of a backup and the subsequemivesy of the server.
To perform a failback
1. Select the recovery server that is in tRailoverstate.
2. ClickDisaster Recovery
The description of the recovery server opens.
3. ClickPrepare failback

The recovery server will be stopped and backed up to the cloud storage. Wait for the backup to
complete.

At this time, two actions become availabt@éancel failbacland Commit failback If you click

Cancel failbackthe recovery server will start and the failover will continue.
4. Recover the server from this backup to hardware or to a virtual machine on your premises.

A When using bootable media, proceed as describe@Recovering disks by using bootable
media”(p. 78). Ensure that you sign in to the cloud with the account for which the server is
registered and that you select the most recent backup.

A If the target machine is online or is a virtual machine, you can use the backugesobs the
Backupdab, select the cloud storage. Machine to browse from select the target physical
machine or the machine running the agent, if the target machine is virtual. The selected
machine must be registered for the same account for whichstmweer is registered. Find the
most recent backup of the server, cliBecover entire machineand then set up other
recovery parameters. For the detailed instructions, refetRecovering a machingp. 74).

Ensure thathe recovery is completed and the recovered machine works properly.
5. Return to the recovery server in the backup console, and then@bokmit failback

The recovery server and recovery points become ready for a next failover. To create new
recovery poins, apply a backup plan to the new local server.

10.4 Working with a primary server

10.4.1 Creating a primary server

Prerequisites

A A VPN connection to the cloud recovery site must be set.
To create a primary server

1. ClickDevices> Cloud



2. ClickNew.
Select a template for the new virtual machine.
4. Select the number of virtual cores and the size of RAM.

Pay attention to the compute points next to every option. The number of compute points reflects
the cost of runninghe primary server per hour.

5. Specify the IP address that the server will have in the production network. By default, the first
free IP address from your production network is set.

w

Note If you use a DHCP server, add this IP address to the server exclusion list in order to avoid IP address
conflicts.

6. [Optional] Select thénternet accessheck box.
This will enable the primary server to access the Internet.
7. [Optional] Select thé>ubic IP addressheck box.

Having a public IP address makes the primary server available from the Internet. If you leave the
check box cleared, the server will be available only in your production network.

The public IP address will be shown after you complete the configuration. The following ports are
open for inbound connections to public IP addresses:

TCP: 80, 443, 8088, 8443
UDP: 1194
If you need other ports to be open, contact the support team.

8. [Optional] Change the virtual disk size. If you need more than one hard diskAdtiattisk and
then specify the new disk size.

9. Create and type in the primary server name.
10. [Optional] Type a description for the primary server.
11. ClickDone

The primary server betes available in the production network. You can manage the server by
using its console, RDP, SSH, or TeamViewer.

10.4.2 Operations with a primary server

The primary server appears in tl#oud recovery sitsection of the backup console.
To startor stop the server, clictartor Stopon the right panel.
To edit the primary server settings, stop the server, dhiék, and then clicledit

To apply a backup plan to the primary server, diakkup You will see a predefined backup plan
where youcan change only the schedule and retention rules. For more information, ref&attking
up the cloud servers(p. 106).

10.5 Backing up the cloud servers

Primary and recovery servers are backed up by Agent for VMware, which is installed on the cloud
recovery site. In the initial release, this backup is somewhat restricted in functionality as compared to
backup performed by local agents. These limitatioresstamporary and will be removed in future
releases.

A The only possible backup location is the cloud storage.



>\

A backup plan cannot be applied to multiple servers. Each server must have its own backup plan,
even if all of the backup plans have the same Bg#i

Only one backup plan can be applied to a server.
Applicationraware backup is not supported.
Encryption is not available.

Backup options are not available.

> > > >

When you delete a primary server, its backups are also deleted.

A recovery server is backed aply in the failover state. Its backups continue the backup sequence of
the original server. When a failback is performed, the original server can continue this backup
sequence. So, the backups of the recovery server can only be deleted manually osals @f re
applying the retention rules. When a recovery server is deleted, its backups are always kept.

10.6 Using runbooks

A runbook is a set of instructions describing how to spin up the production environment in the cloud.
You can create runbogkin the backup console. To accessRumbookgab, selectDisaster
recovery>Runbooks

Why use runbooks?

Runbooks let you:

A Automate a failover of one or multiple servers

-

A Automatically check the failover result by pinging the server IP and checkigrihection to
the port you specify

A Set the sequence of operations for servers running distributed applications
A Include manual operations in the workflow
A Verify the integrity of your disaster recovery solution, by executing runbooks in the test mode



10.6.1 Creating a runbook

To start creating a runbook, cli€iteate runbook>Add step>Add action You can use drag and
drop to move actions and steps. Do not forget to give a distinctive name to the runbook. While
creating a long runbook, clidavefrom time to time. Once you are finished, cliClose

Steps and actions

A runbook consists of steps that are executed consecutively. A step consists of actions that start
simultaneously. An action may consist of:

-

A

An operation to be performed with a cloud servEa{lover serverStart server Stop server
Failback server Todefine this operation, you need to choose the operation, the cloud server,
and the operation parameters.

A manual operation that you need to describe verbally. Once the operation is completed, a user
must click the confirmation button to allow the runbotdk proceed.

Execution of another runbook. To define this operation, you need to choose the runbook.

A runbook can include only one execution of a given runbook. For example, if you added the

action "execute Runbook A", you can add the action "executd&uak B", but cannot add
another action "execute Runbook A".

Note In this product version a user has to perform a failback manually. A runbook shows the prompt when it is
required.

Action parameters

All operations with cloud servers have the following parameters:

A Continue if already dondenabled by default)

This parameter defines the runbook behavior when the required operation is already done (for
example, a failover has already been performe@ @erver is already running). When enabled,

the runbook issues a warning and proceeds. When disabled, the operation fails and the runbook
fails.

















































































































































































