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1 What's new in Acronis Backup

1.1 What's new in Update 3

A Backup and recovery of Office 365 mailboged 11)

The capability to create and delete Secure Zone in the web inte(fad&)
Support for the selection rulgAll Profiles Folder] in Linux and Ma¢p. 42)

Support for vSphere 6.5 (in goaremise deployments only) and Microsoft HypeéServer 2016p.
14)
Support for Linux kernel versie.74.9

A Support for Red Hat Enterprise Linux 7.3, Oracle Linux 7.3, CentOS 7.2 and 7.3, Debian 8.4 and
8.5

> > >

\>\

1.2 What's new in Update 2

A Support for macOS Sierra 10.12

1.3 What's new in Acronis Backup 12
A Brand new, moder#ooking webinterface(p. 37)
A Management Server the central point for managing all of your backups

Installation
A Cloud or orpremise deploymen(p. 7)
A Remote installation of agent®. 23)

Application backup

A Backup of Exchange databagps102)

A Backup of SQL databages102)

A Applicationaware tackup of physical and virtual maching@s103
A Granular recovery of Exchange déa108)

Virtualization

A Backup of Hype¥ virtual machines

Running a virtual machine from a backup (Instant Res{gre)14)
Replication of ESXi virtual machirfps116)

WAN optimization for replication of virtual machines (replica seedindg)20) T in onpremise
deployments only

File recovery into ESXi virtual machiesr6)

Bare metal recovwsy of ESX(p. 44)

Agentbased backup of virtual machines hosted on Windows Azure and Amazdp.EZD
Flashback incremental recovery of virtual machings. 82)

> > >

> > > >

Common
A Backup of Mac
A Backup of mobile devicdp.95) T in cloud deployments only



A Managing groups and accourfs 130) T in cloud deployments dg
A Search for files and folders in a bacKpp76)
A Powerful file filtergp. 56)

2 Installation

2.1 Installation overview

Acronis Backup supports two methods of deploymentpoemise and cloud. The main difference
between them is the location of Acronis Backup Management Server.

Acronis Backup Management Server is the central point for managing all of your backups. With the
on-premise deployment, it is installed in your local network; with the cloud deployment, it is located
in one of the Acronis data centers. The web interfacthts server is named a backup console.

Both types of deployment require that a backup agent is installed on each machine that you want to
back up. The supported types of storage are also the same: local folders, network shares, and Acronis
Cloud StorageThe cloud storage space is sold separately from the Acronis Backup licenses.

On-premise deployment

Onpremise deployment means that all of the product components are installed in your local
network. This is the only deployment method available with a per@idicense. Also, you have to
use this method if your machines are not connected to the Internet.

/r Acronis data center \

s Software component interactions

—p»  How users access the web interface

|:| Available backup locations \_ /

/ Backup management - \

server
-
i’l @) (@) (k) € Ehe| 4
X @ Network
) . share
Agent for | Agentfor  Agentfor | Agent for Agent for T
Windows Linux Mac Hyper-v/ Viware
Administrator
Backup console
\ Organization /

Management server location

000

You can install the management server on a machine running either Windows or Linux. Installation in
Windows is recommended because you will be able to deploy agents to other machines from the



management server. Installation in Linux is recommended inwa-oinly environment. You will need
to install an agent locally on the machines that you want to back up.

Cloud deployment

Cloud deployment means that the management server is located in one of the Acronis data centers.
The benefit of this approach is thgbu do not need to maintain the management server in your local
network. You can think of Acronis Backup as of a backup service provided to you by Acronis.

Access to the account server enables you to create user accounts, set service usage quotas for them
and create groups of users (units) to reflect the structure of your organization. Every user can access
the backup console, download the required agent, and install it on their machines in minutes.

Administrator accounts can be created at the unit agamization level. Each account has a view
scoped to their area of control. Users have access only to their own backups.

/ Acronis data center \

Cloud Storage
Account management
console

|:| Available backup locations \ A A /

Account server, Backup management
web server server

e

Backup console

+ ¥

Software component
> interactions

How administrators and users
> acress the web interface

& 00 0000 Q0:

Administrator End user Agent for End user Agent for  Agent for | Agent for End user
Windows Linux Mac Hyper-\f Viiware

k Organization

The following table summares differences between the ggremise and cloud deployments.




Onpremise deployment Cloud deployment

A Onpremise management server A Group and account management
A Both subscription and perpetual licenses can be use A A subscription license is required
A Agent for VMware (Virtual Appliance) and Agent for A No Agent for VMware (Virtual Appliance)

VM Wind <
ware (Windows) A Mobile backup to cloud

A WAN optimization for replication of virtual machines
(replica seeding)

A Bootable Media Builder
A Backup and disk management in bootable media

A Upgrade from previous versions of Acronis Backup,
including Acronis Backup for VMware

A Participation in the Acronis Gtomer Experience
Program

2.2 Components
Agents

Agents are applications that perform data backup, recovery, and other operations on the machines
managed by Acronis Backup.

Choose an agent, depending on what you are going to back up. The following table summarizes the
information, to help you decide.

Note that Agent for Windows is installed along with Agent for Exchange, Agent for SQL, and Agent for
Active Directory. If you install, for example, Agent for SQL, you also will be able to back up the entire
machine where the agent is installed.

; Agent availability
UAESETEYR LS Which agent to install? Where to install it?
back up?
Onprem | Cloud
Physical machines
Disks, volumes, and file| Agent for Windows + +
on physical machines
running Windows
Disks, volumes, and file| Agent for Linux + +
on physical machines On the machine that will be backed up.
running Linux
Disks, volumes, and file| Agent for Mac + +
on physical machines
running OS X
Applications
SQL databases Agent for SQL On the machine running Microsoft SQL] + +
Server.
Exchange databases |Agent for Exchange On the machine running the Mailbox ro + +
of Microsoft Exchange Server.




i Agent availability
Whatare you ging to Which agent to install? Where to install it?
back up?
Onprem | Cloud
Microsoft Office 365 | Agent for Office 365 On a Windows machine that is connect + +
mailboxes to the Internet.
Machines running Activ{ Agent for Active Director] On the domain controller. + +
Directory Domain
Services
Virtual machines
VMware ESXi virtual | Agent for VMware On a Windows machine that has netwa + +
machines (Windows) access to vCenter Server and to the
virtual machine storage.*

Agent for VMware On the ESXi host. + q

(Virtual Appliance)
HypekV virtual Agent for HypetV On the HypedV host. + +
machines
Virtual machines hosted + +
on Windows Azure i

The rs]gme*?s for physica On the machine that will be backed up.
Virtual machines hosteq Machines + +
on Amazon EC2
Mobile devices
Mobile devices running | Mobile app for Android G +
Android On the mobile device that will be backe
Mobile devices running | Mobile app for iOS up. S +
i0S

*If your ESXi uses a SAN attached storage, install the agent on a machine connected to the same SAN. The
agent will back up the virtual machindsectly from the storage rather than via the ESXi host and LAN. For
detailed instructions, refer t6Agent for VMware LANfree backup'(p. 122).

**A virtual machine is considered virtual if it is backed up by an exterraitatf an agent is installed in the

guest system, the backup and recovery operations are the same as with a physical machine. Nevertheless, the

machine is counted as virtual when you set quotas for the number of machines in a cloud deployment.

Other compments

Availability
Component Function Where to install it?
Onprem | Cloud
Management Server | Manages the agents. On a machine running Windows or Lint + G
Provides the web
interface to users.
Bootable Media Builder| Creates bootable media.| On a machine running Windows or Lint + G
Backup Monitor Enables users to monitof On a machine running Windows or OS + +
backups outside the web
interface.
CommanelLine Tool Provides the On a machine running Windows or Lint + +
commandline interface.




2.3 Software requirements

2.3.1

Supported web browsers

The web interface supports the following web browsers:

> > > >

Google Chrome 29 or later

Mozilla Firefox 23 or later

Opera 16 or later

Windows Internet Explorer 10 or later

Safari 5.1.7 or later running in the OS X and iOS operating systems

In other web browsers (including Safari browsers running in other operating systems), the user
interface might be displayed incorrectly, or some functions may be unavailable.

2.3.2 Supported operating systems and environments

2.3.2.1 Agents
Agent for Windows

Windows XP Professional SP3 (x86, x64)

Windows Server 2003/2003 RZ5tandard and Enterprise editions (x86, x64)

Windows Small Business Server 2003/2003 R2

Windows Vista all editions

Windows Server 2008 Standard, Enterprise, Datacenter, and Web editions (x86, x64)
Windows Small Business Server 2008

Windows 7¢ all editions

Windows Server 2008 R2Standard, Enterprise, Datacenter, Foundation, and Web editions
Windows MultiPoint Server 2010/2011/2012

Windows Small Business Server 2QHll editions

Windows 8/8.1¢ all editions except for the Windows RT editions (x86, x64)

Windows Server 2012/2012 Rall editions

Windows Storage Server 2003/2008/2008 R2/2004/2R2

Windows 10 Home, Pro, Education, and Enterprise editions

Windows Server 2016all installation options, except for Nano Server

Agent for SQL, Agent for Exchange, and Agent for Active Directory

Each of these agents can be installed on a machineing any operating system listed
above and a supported version of the respective application.

Agent for Office 365

Windows Server 2008 Standard, Enterprise, Datacenter, and Web editions (x64 only)
Windows Small Business Server 2008

Windows Server 20082R. Standard, Enterprise, Datacenter, Foundation, and Web editions
Windows Small Business Server 2QHll editions

Windows 8/8.1¢ all editions except for the Windows RT editions (x64 only)

Windows Server 2012/2012 Rall editions



Windows Storage Serv@008/2008 R2/2012/201R2 (x64 only)
Windows 10¢ Home, Pro, Education, and Enterprise editions (x64 only)
Windows Server 2016all installation options, except for Nano Server (x64 only)

Agent for Linux
Linux with kernel from 2.6.9 to 4.9 and glibc.2.8r later
Various x86 and x86_64 Linux distributions, including:
Red Hat Enterprise Linux 4.x, 5.x, 6.x, 7.0, 7.1, 7.2, 7.3

Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 12.10, 13.04, 13.10, 14.04, 14.10, 15.04,
15.10, 16.04

Fedora 11, 12, 13, 14, 1835, 17, 18, 19, 20, 21, 22, 23

SUSE Linux Enterprise Server 10 and 11

SUSE Linux Enterprise Server, $8pported on file systems, except for Btrfs
Debian 4,5,6,7.0,7.2,7.4,75,7.6,7.7,8.0,8.1,82,83,84,85
CentOS5.x,6.x,7,7.1,7.2,7.3

Oracle Linux 5.%, 6.x, 7.0, 7.1, 7.2,Jth Unbreakable Enterprise Kernel and Red Hat
Compatible Kernel

CloudLinux 5.x, 6.x, 7, 7.1
ClearOS 5.x,6.x, 7, 7.1

Before installing the product on a system that does not use RPM Package Manager, such as
an lbuntu system, you need to install this manager manually; for example, by running the
following command (as the root usegpt - get install rpm

Agent for Mac
OS X Mountain Lion 10.8
OS X Mavericks 10.9
OS X Yosemite 10.10
OS X El Capitan 10.11
macOS Sierrd0.12¢ Apple File System (APFS) is not supported

Agent for VMware (Virtual Appliance)
This agent is delivered as a virtual appliance for running on an ESXi host.
VMware ESXi 4.1, 5.0, 5.1, 5.5, 6.0, and 6.5

Agent for VMware (Windows)

This agent is delived as a Windows application for running in any operating system listed
above for Agent for Windows with the following exceptions:

A 32-bit operating systems are not supported.

A Windows XP, Windows Server 2003/20R3, and Windows Small Business Server
2003/2003 R2 are not supported.

Agent for HyperV
Windows Server 2008 (x64) with Hypér
Windows Server 2008 R2 with Hypér
Microsoft HypeyV Server 2008/2008 R2
Windows Server 2012/2012 R2 with Hypér
Microsoft Hyr-V Server 2012/2012 R2



Windows 8, 8.1 (x64) with Hyp&t

Windows 10g Pro, Education, and Enterprise editions with Hyger

Windows Server 2016 with Hyp¥f¢ all installation options, except for Nano Server
Microsoft HypetV Server 2016

2.3.2.2  Management Server (for on-premise deployment only)

In Windows

Windows Server 2008 Standard, Enterprise, and Datacenter editions (x86, x64)
Windows Small Business Server 2008

Windows 7¢ all editions (x86, x64)

Windows Server 2008 RStandard, Enterprisdatacenter, and Foundation editions
Windows MultiPoint Server 2010/2011/2012

Windows Small Business Server 2QHll editions

Windows 8/8.1¢ all editions except for the Windows RT editions (x86, x64)
Windows Server 2012/2012 Rall editions

Windows Storage Server 2008/2008 R2/2012/2&22

Windows 10 Home, Pro, Education, and Enterprise editions

Windows Server 2016all installation options, except for Nano Server

In Linux

2.3.3

> > >y > > >

Linux with kernel from 2.6.18 to 4.9 and glibc 2.3.4 or later
Variows x86_64 Linux distributions, including:
Red Hat Enterprise Linux 4.x, 5.x,6.x,7.0,7.1,7.2,7.3

Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 12.10, 13.04, 13.10, 14.04, 14.10, 15.04,
15.10, 16.04

Fedora 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21222

SUSE Linux Enterprise Server 10, 11, 12

Debian 4,5,6,7.0,7.2,7.4,75,7.6,7.7,8.0,8.1,8.2,8.3,84,85
CentOS5.x,6.x,7,7.1,7.2,7.3

Oracle Linux 5.x, 6.x, 7.0, 7.1, 7.2,J®th Unbreakable Enterprise Kernel and Red Hat
CompatibleKernel

CloudLinux 5.x, 6.x, 7, 7.1

Supported Microsoft SQL Server versions

Microsoft SQL Server 2016
Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008
Microsoft SQL Server 2005

2.3.4 Supported Microsoft Exchange Server versions
A Microsoft Exchange Server 20%8all editions.



A Microsoft Exchange Server 20%3ll editions, Cumulative Update 1 (CU1) and later.

A Microsoft Exchange Server 20%t@ll editions, all service pack’ecovery of mailboxes and
mailbox items is supported starting with Service Pack 1 (SP1).

A Microsoft Exchange Server 20@7all editions, all service packs. Recovery of mailboxes and
mailbox items is not supported.

2.3.5 Supported Microsoft SharePant versions
Acronis Backup 12 supports the following Microsoft SharePoint versions:

A Microsoft SharePoint 2013

Microsoft SharePoint Server 2010 SP1
Microsoft SharePoint Foundation 2010 SP1
Microsoft Office SharePoint Server 2007 SP2*
Microsoft Windows ShaPoint Services 3.0 SP2*

*In order to use SharePoint Explorer with these versions, you need a SharePoint recovery farm to attach the
databases to.

> > > > >

The backups or databases from which you extract data must originate from the same SharePoint
version as the one where SharePoint Explorer is installed.

2.3.6  Supported virtualization platforms

The following table summarizes how various virtual@aplatforms are supported.

Platform Backup at a hypervisor| Backup from inside a
level guest OS

VMware

VMware vSphere versiongt.1, 5.0, 5.1, 5.5,
6.0, 6.5

VMware vSphere editions:

VMware vSphere Essentials*
VMware vSphere Essentials Plus* + +
VMware vSphere Standard*
VMware vSphere Advanced
VMware vSphere Enterprise

VMware vSphere Enterprise Plus

VMware vSphere Hypervisor (Free ESXi)** +

VMware Server (VMware Virtual server)
VMware Workstation
VMware ACE

VMware Player

Microsoft




Platform

Backup at a hypervisor
level

Backup from inside a
guest OS

Windows Server 2008 (x64) with Hypér
Windows Server 2008 R2 with Hypér
Microsoft HyperV Server 2008/2008 R2
Windows Server 2012/2012 R2 with Hypér
Microsoft HyperV Server 2012/2012 R2
Windows 8, 8.1 (x64) with Hyp&f
Windows 10 with Hype¥

Windows Server 2016 with Hypé&fc all
installation options, except for Nano Server

Microsoft HypefV Server 2016

Microsoft Virtual PC 2004 and 2007
Windows Virtual PC

Microsoft Virtual Server 2005

Parallels

Parallels Workstation

Parallels Server 4 Bare Metal

Amazon

Amazon EC2 instances

Microsoft Azure

Azure virtual machines

+

* In these editions, the HotAdd transport for virtual disks is supported on vSphere 5.0 and later. On version 4.1,

backups may run slower.

** Backup at a hypervisor level is not supported for vSphere Hypervisor because this product restricts access to
Remote Command Line Interface (RCLI) to+@dgl mode. The agent works during the vSphere Hypervisor
evaluation period while no serial keydntered. Once you enter a serial key, the agent stops functioning.

Limitations
A Fault tolerant machines

Agent for VMware backs up a fault tolerant machine only if fault tolerance was eniabled
VMware vSphere 6.0 and later. If you upgraded from an earlier vSphere version, it is enough to
disable and enable fault tolerance for each machine. If you are using an earlier vSphere version,

install an agent in the guest operating system.

A Independentdisks and RDM

Agent for VMware does not back up Raw Device Mapping (RDM) disks in physical compatibility
mode or independent disks. The agent skips these disks and adds warnings to the log. You can
avoid the warnings by excluding independent disks anBlIRiD physical compatibility mode

from the backup plan. If you want to back up these disks or data on these disks, install an agent

in the guest operating system.
A Passthrough disks




Agent for HypeiV does not back up pasisrough disks. During backup,gafagent skips these

disks and adds warnings to the log. You can avoid the warnings by excludisigrpagh disks

from the backup plan. If you want to back up these disks or data on these disks, install an agent
in the guest operating system.

A Encrypted wtual machines(introduced in VMware vSphere 6.5)

A Encrypted virtual machines are backed up in an unencrypted state. If encryption is critical to
you, enable encryption of backupsen creating a backup plgp. 50).

A Recovered virtual machines are always unencrypted. You can manually enable encryption
after the recovery is complete.

A If you back up encrypted virtual machines, we recommend that you also encrypt the virtual
machine where Agent for VMware is rungirOtherwise, operations with encrypted
machines may be slower than expected. Apply ¢ Encryption Policyo the agent's
machine by using vSphere Web Client.

A Encrypted virtual machines will be backed up via LABR éwou configure the SAN
transport mode for the agent. The agent will fall back on the NBD transport because VMware
does not support SAN transport for backing up encrypted virtual disks.

A Secure Boofintroduced in VMware vSphere 6.5)

Secure Boots dsabled after a virtual machine is recovered as a new virtual machine. You can
manually enable this option after the recovery is complete.

2.3.7 Linux packages

To add the necessary modules to the Linux kernel, the setup program needs the folldmvirg
packages:

A The package with kernel headers or sources. The package version must match the kernel version.

A The GNU Compiler Collection (GCC) compiler system. The GCC version must be the one with
which the kernel was compiled.

A The Make tool.
A The Perl interpreter.

The names of these packages vary depending on your Linux distribution.

In Red Hat Enterprise Linux, CentOS, and Fedora, the packages normally will be installed by the setup
program. In other distributions, you need to install the pagés if they are not installed or do not

have the required versions.

Are the required packages already installed?

To check whether the packages are already installed, perform these steps:

1. Run the following command to find out the kernarsion and the required GCC version:
cat /proc/version

This command returns lines similar to the followih@ux version 2.6.35.6 andgcc
version 4.5.1
2. Run the following command to check whether the Make tool and the GCC compiler are installed:
make - v
gcec -v

Forgcg ensure that the version returned by the command is the same as igdbeersion in
stepl. Formake, just ensure that the command runs.



3.

Check whether the appropriate version of the packages for building kernel modules i®adhstall

A In Red Hat Enterprise Linux, CentOS, and Fedora, run the following command:
yum list installed | grep kernel - devel

A In Ubuntu, run the following commands:

dpkg -- get - selections | grep linux - headers
dpkg -- get - selections | grep linux - image

In either case, ensure that the package versions are the same_asixiversion  in step 1.

Run the following command to check whether the Perl interpreter is installed:
perl -- version

If you see the information about the Perl version, the interpreter is installed.

Installing the packages from the repository

The following table lists how to install the required packages in various Linux distributions.

Linux Package names Howto install
distribution
Red Hat kernel-devel The setup program will download and install the packages
Enterprise | gcc automatically by using your Red Hat subscription.
Linux make
perl Run the following command:

yum install perl

CentOS kernel-devel The setup program will download and install the packages
Fedora gcc automatically.

make

perl Run the following command:

yum install perl

Ubuntu linux-headers Run the following commands:
linux-image
gec sudo apt - get update
make sudo apt - get install linux - headers - 'uname -r
perl sudo apt - get install linux -image- ‘uname -r°
sudo apt - get install gcc - <package version>

sudo apt - get install make
sudo apt - get install perl

The packages will be downloaded from the distribution's repository and installed.

For other Linux distributions, please refer to the distribution's documentation regarding the exact
names of the required packages and the ways to install them.

Installing the packages manually

You may need to install the packageanuallyif:

A

A

The machine does not have an active Red Hat subscription or Internet connection.

The setup program cannot find thernel-develor gccversion corresponding to the kernel
version. If the availablkernel-develis more recent than your kernel, you need to either update
the kernel or install the matchinkerneldevelversion manually.

You have the required packages on the local networkdmdot want to spend time for
automatic search and downloading.



Obtain the packages from your local network or a trusted tpiagty website, and install them as
follows:

A In Red Hat Enterprise Linux, CentOS, or Fedora, run the following command ast theero
rpm -ivh PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

A In Ubuntu, run the following command:
sudo dpkg -i PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

Example: Installing the packages manually in Fedora 14
Follow these steps to install the required packages in Fedora 14 oib@ B&chine:

1. Run the following command to determine the kernel version and the required GCC version:
cat /proc/version

The output of this command includes thalbwing:

Linux version 2.6.35.6 -45.fc14.i1686
gcc version 4.5.1

2. Obtain thekernel-develandgccpackages that correspond to this kernel version:

kernel -devel -2.6.35.6 -45.fc14.i686.rpm
gcc-4.5.1 -4.fc14.i686.rpm

3. Obtain themake package for Fedora 14:
make 3.82 - 3.fc14.i686

4. Install the packages by running the following commands as the root user:

rpm -ivh kernel -devel -2.6.35.6 -45.fc14.i686.rpm
rpm -ivh gcc -4.5.1.fc14.i686.rpm
rom -ivh make - 3.82 - 3.fc14.i686

You can specify all these packages in a sipghecommand. Installing any of these packages may
require installing additional packages to resolve dependencies.

2.3.8 Compatibility with encryption software

There are no limitations on backing up and recovering data that is encryptiid-lgvelencryption
software.

Disklevelencryption software encrypts data on the fly. This is why data contained in the backup is
not encrypted. Diskevel encryption software often modifies system areas: boot records, or partition
tables, or file system tales. These factors affect didvel backup and recovery, the ability of the
recovered system to boot and access to Secure Zone.

You can back up the data encrypted by the following-tiigkl encryption software:

A Microsoft BitLocker Drive Encryption
A McAfee Endpoint Encryption
A PGP Whole Disk Encryption.

To ensure reliable didlevel recovery, follow the common rules and softwaecific
recommendations.

Common installation rule

The strong recommendation is to install the encryption software before installing the backup agents.



The way of using Secure Zone

Secure Zone must not be encrypted with diskel encryption. This is the only way to use Secure
Zone:

1. Ingall the encryption software; then, install the agent.
2. Create Secure Zone.
3. Exclude Secure Zone when encrypting the disk or its volumes.

Common backup rule

You can do a didkvel backup in the operating system. Do not try to back up using bootable media.

Softwarespecific recovery procedures
Microsoft BitLocker Drive Encryption
To recover a system that was encrypted by BitLocker:

1. Boot from the bootable media.

2. Recover the system. The recovered data will be unencrypted.
3. Reboot the recoveed system.

4. Turn on BitLocker.

If you only need to recover one partition of a mypartitioned disk, do so under the operating
system. Recovery under bootable media may make the recovered partition undetectable for
Windows.

McAfee Endpoint Encryption anBGP Whole Disk Encryption

You can recover an encrypted system partition by using bootable media only.

If the recovered system fails to boot, rebuild Master Boot Record as described in the following
Microsoft knowledge base articlattps://support.microsdt.com/kb/2622803

2.4 System requirements

The following table summarizes disk space and memory requirements for typical installation cases.
The installation is performed with the default settings.

Components to be installed Occupied disk spact Mir;i(;m:g:]mn;:g\nory
Agent for Windows 850MB 150MB
Agent for Windows and one of the following agents:
A Agent for SQL 950MB 170MB
A Agent for Exchange
Agent for Windows and one of the following agents:
A Agent for VMware (Windows) 1170MB 180MB
A Agent for HypeiV
Agent for Office 365 500 MB 170 MB
Agent for Linux 720MB 130MB




Agent for Mac 500MB 150MB

For onpremise deployments only

Management Server in Windows 1.7GB 200MB
Management Server in Linux 0.6GB 200MB
Management Server and Agent for Windows 2.4GB 360MB

Management Server and agents on a machine running
Windows, Microsoft SQL Server, Microsoft Exchange Server 3.35GB 400MB
Active Directory Domain Services

Management Server and Agent for Linux 12GB 340MB

While backing up, an agent typically consumes about 350 MB of memory (measured durinrGB 500
volume backup). The peak consumption may reach 2 GB, depending on the amount and type of data
being processed.

Bootable media or a disk recovery with a reboot requires at least 1 GB of memory.

A management server with one registered machine consumes 200 MB of memory. Each of the newly
registered machines adds about 4 MB. Thus, a server with 100 registexelines consumes
approximately 600 MB above the operating system and running applications. The maximum number
of registered machines is 9MO00. This limitation originates from the management server's

embedded SQLite.

2.5 Supported file systems

A backup agent can back up any file system that is accessible from the operating system where the
agent is installed. For example, Agent for Windows can back up and recover an ext4 file system if the
corresponding driver is installed in Windows.

The fdlowing table summarizes the file systems that can be backed up and recovered. The
limitations apply to both the agents and bootable media.

Supported by
Flie aear Win-PE Linuxbased | Mac bootable Ll
Agents bootable . .
: bootable media media
media
FAT16/32 + + +
NTFS All agents + + +
No limitations
ext2/ext3/extd + + -
HFS+ Agent for Mac - - +
JFS - + -
Agent for Linux Files cannot be excludg
9 from a disk backup

ReiserFS3 - + -




Supported by
Rile system Win-PE Linuxbased | Mac bootable Limitations
Agents bootable . :
; bootable media media
media
ReiserFS4 - + - A Files cannot be
excludel from a disk
backup
ReFS + + + 3
All agents A Volumes cannot be
resized during a
XFS + + + recovery
Linux swap | Agent for Linux - + - No limitations

The software automatically switches to the seebgrsector mode when backing up drives with
unrecognized or unsupported file systems. A settpgsector backup is possible for any file system
that:

A is blockbased
A spans a single disk
A has a standard MBR/Gpartitioning scheme

If the file system does not meet these requirements, the backup fails.

2.6 On-premise deployment

2.6.1 Installing the management server

2.6.1.1 Installation in Windows

To install the management server

1. Log on as an administrator and start the Acronis Backup setup program.

2. [Optional] To change the language the setup program is displayed inSeligk language

3. Accept the terms of the license agreement and select whether the machlhpasticipate in the
Acronis Customer Experience Program (CEP).



4. Leave the default settinpstall a backup agent andcronisBackupManagement Server
- X

Acronis

Welcome to
Acronis Backup
Setup

12.0,3500 ® Install a backup agent and Acronis Backup Management Server
The management serer is required to corfigure and manage badups,

Install 2 backup agent
The backup agent mustbe registered on the management server,

Specify the managerment serser narme/IP

Customize installation settings

Create .mst and .msi files for unattended installation

By default, the following components will be installed:
A Management Server
A Agent for Windows

A Other agents (Agent for Hyp&f, Agent for Exchange, Agent for SQL, and Agent for Active
Directory), if the respective hypervisor or application is detected on the machine

A Bootable Media Builder

A CommanedLine Tool

A Backup Monitor

You can configure the setlgy clickingCustomize installation settings
5. Proceed with the installation.

6. After the installation completes, cli€klose The backup console will open in your default web
browser.

2.6.1.2 Installation in Linux

Preparation

1. Before installing the product on a system that does not use RPM Package Manager, such as an
Ubuntu system, you need to install this manager manually; for example, by running the following
command (as the root userpt - get install rpm

2. If you want to ingall Agent for Linux along with the management server, ensure that the
necessary.inux package@. 16) are installed on the machine.

Installation
To install the management server
1. As the root user, run the installation file.

2. Accept the terms of the license agreement.
3. [Optional] Select the components that you want to install.



By default, the following components will be installed:
A Management Server

A Agent for Linux

A Bootable Media Builder

4. Specify the port that will be used by a web browser to access the management server. The
default value is 9877.

5. Specify the port that will be used for communication between the product components. The
default value is 7780.

6. ClickNext to proceed with the installation.

7. After the installation completes, sele@pen web consolgand then clickExit The backup
console will open in your default web browser.

2.6.2 Adding machines via the web interface

To start adding a machine the management server, cliédl devices> Add.

If the management server is installed in Linux, you will be asked to select the setup program based
on the type of the machine that you want to add. Once the setup program is downloaded, run it
locally on tlat machine.

The operations described later in this section are possible if the management server is installed in
Windows. In most cases, the agent will be silently deployed to the selected machine.

2.6.2.1  Adding a machine running Windows

Preparatin

1. For successful installation on a remote machine running Windows XP, the Qutidgrol panel>
Folder options>View > Use simple file sharingiust bedisabledon that machine.
For successful installation on a remote machine running Windows Vista or later, the option
Control panel> Folder options>View >Use Sharing Wizarthust bedisabledon that machine.

2. For successful installation on a remote machine thabisa memberof an Active Directory
domain,User Account Control (UAC) mustdisabled(p. 24).

3. File and Printer Sharing must baeabledon the remote machine. To access this option:

A On a machine running Windows XP wi#ngce Pack 2 or Windows 2003 Server: go to
Control panel>Windows Firewalb> Exceptions> File and Printer Sharing
A On a machine running Windows Vista, Windows Server 2008, Windows 7, or later: go to
Control panel>Windows Firewalb> Network and Sharing Center Change advanced
sharing settings
4. Acronis Backup uses TCP ports 445 and 25001 for remote installation. Also, it uses TCP port 9876
for remote installation and for communication between the components.
Port 445 is automatichl opened when you enable File and Printer Sharing. Ports 9876 and
25001 are automatically opened through Windows Firewall. If you use a different firewall, make
sure that these three ports are open (added to exceptions) for both incoming and outgoing
requests.

After the remote installation is complete, you can remove ports 445 and 25001 from exceptions.
Port 25001 is automatically closed through Windows Firewall. Port 9876 needs to remain open.

Adding the machine
1. ClickAll devices>Add.



2. Clickwindowsor the button that corresponds to the application that you want to protect.
Depending on the button you click, one of the following options is selected:

A Agent for Windows

A Agent for HypeiV

Agent for SQL + Agent for Windows

Agent for Exchage + Agent for Windows

Agent for Active Directory + Agent for Windows
Agent for Office 365

3. Specify the host name or IP address of the machine, and the credentials of an account with
administrative privileges on that machine.

4. ClickAdd.

> > > >

Requirements on User Account Control (UAC)

On a machine that is running Windows Vista or later and is not a member of an Active Directory
domain, centralized management operations (including remote installation) require that UAC be
disabled.

To disable UAC

Do one of the following depending on the operating system:

A In a Windows operating system prior to Windows 8:

Go toControl panel>View by: Small icons User Accounts Change User Account Control
Settings and then move the slider thdever notify. Then, restart the machine.

A In any Windows operating system
1. Open Registry Editor.

2. Locate the following registry key:
HKEY_LOCAL_ MACHIS&ftware Microsoft\ Windows\ CurrentVersionPolicied System

3. FortheEnableLUAvalue, change the $ting to O.
4. Restart the machine.

2.6.2.2  Adding a machine running Linux

1. ClickAll devices> Add.

2. ClickLinux This will download the installation file.

3. On the machine that you want to protectyn the setup program localljp. 27).

2.6.2.3  Adding a machine running OS X

1. ClickAll devices>Add.

2. ClickMac. This will download the installation file.

3. On the machine that you want to protectjn the setup program locallp. 28).

2.6.2.4  Adding a vCenter or an ESXi host

There are three methods of adding a vCenter or a si@ode ESXi host to the management server:

A Deploying Agent for VMwa (Virtual Appliancep. 25)



This method is recommended in most cases. The virtual appliance will be automatigatlyed
to every host managed by the vCenter you specify. You can select the hosts and customize the
virtual appliance settings.

Installing Agent for VMware (Window§). 25)

You may want to install Agent for VMware on a physical machine running Windows for the
purpose of an offloaded or LAMee backup. The agent will be automatically deployed to the
machine you specify.

A Offloaded backup
Use if your production ESXi hosts aceheavily loaded that running the virtual appliances is
not desirable.

A LANfree backup

If your ESXi uses a SAN attached storage, install the agent on a machine connected to the
same SAN. The agent will back up the virtual machdirestly from the storage rather than

via the ESXi host and LAN. For detailed instructions, reféygent for VMware LANfree
backup"(p.122).

Registering an already installed Agent for VMw@gre6)

Use this method if you installed Agent for VMware (Windows) manually, deployed Agent for
VMware (Virtual Appliancdjom an OVF templaté. 28), or had to reinstall the management
server.

Deploying Agent for VMware (Virtual Appliance) via the web interface

1.

2.
3.
4

6.

ClickAll devices>Add.
ClickvMware ESXi
SelectDeploy as a virtual appliance to each host of a vCenter

Specify the address and access credentials for the vCenter Server cattaecESXi host. We
recommend using an account that has #eéministrator role assigned. Otherwise, provide an
account with thenecessary privileggp. 125 on the vCenter Server or ESXi.

[Optional] Clicksettingsto customize the deployment settings:

A ESXi hosts that you want to deploy the agent to (only if a vCenter Server was specified in the
previous step).

The virtual appliance name.

The datastoravhere the appliance will be located.

The resource pool or vApp that will contain the appliance.

The network that the virtual appliance's network adapter will be connected to.

Network settings of the virtual appliance. You can choose DHCP auto configurasipecify
the values manually, including a static IP address.

ClickDeploy.

> > > > >

Installing Agent for VMware (Windows)

Preparation

Follow the preparatory steps described in thedding a machine running Window. 23) section.

Installation

1.
2.

ClickAll devices> Add.
ClickVMware ESXi



3. SelectRemotely install on a machine running Windows

4. Specify the host name or IP address of the machine, and the credentials of an account with
administrative privileges on that machine. Cli@nnect

5. Specify the address and credentials for the vCenter Server or-aland ESXi host, and then
clickConnect We recommend using an account that has #dministrator role assigned.
Otherwise, provide an account with timecessary privilegg®. 125) on the vCenter Server or
ESXi.

6. Clickinstallto install the agent.

Registering an already installed Agent for VMware

This section describes registering Agent for VMware via the web interface.

Alternative registration methods:

A You can register Agent for VMware (Virtual Appliance) by specifying the management server in
the virtual appliance Ul. See step 3 under "Configuring the virtual appliance" liDeyoying
Agent for VMware (Virtual Appliance) from an OVF templgte28) section.

A Agent for VMware (Windows) is registerddring itslocal installation(p. 26).
To register Agent for VMware

ClickAll devices>Add.

ClickvMware ESXi

SelectRegister an already installed agent

If you registerAgent for VMware (Windows$pecify the host name or IP address of the machine
where the agent is installed, and credentials of an account with administrative privileges on that
machine.

If you registerAgent for VMware (Virtual Appliancegpecify the het name or IP address of the
virtual appliance, and credentials for the vCenter Server or the stdmuk ESXi host where the
appliance is running.

ClickConnect

5. Specify the host name or IP address of the vCenter Server or the ESXi host, and credentials
access it, and then cli€konnect We recommend using an account that has wmninistrator
role assigned. Otherwise, provide an account withrieeessary privileggp. 125) on the
vCenter Server or ESXi.

6. ClickRegisterto register the agent.

P owbhe

2.6.3 Installing agents locally

2.6.3.1 Installation in Windows

To install Agent for Windows, Agent for Hyp#f, Agent for Exchange, Agent for SQL, or Agent
for Active Directory

1. Log on as an administrator and start the Acronis Backup setup program.

2. [Optional] To change the language the setup program is displayed inSeligg language

3. Accept the terms of the license agreement and select whether the machine will participate in the
Acronis Customer Experience Program (CEP).

4. Selectinstall a backup agentand then specify the host name or IP address of the machine
where the management seev is installed.

By default, the following components will be installed:



5.
6.

A Agent for Windows

A Other agents (Agent for Hyp&f, Agent for Exchange, Agent for SQL, and Agent for Active
Directory), if the respective hypervisor or application is detected omtaehine

A Bootable Media Builder

A CommandLine Tool

A Backup Monitor

You can configure the setup by clickidgstomize installation settings
Proceed with the installation.

After the installation completes, clicklose

To install Agent for VMware (Windows) or Agent for Office 365

1.
2.
3.

10.
11.

Log on as an administrator and start the Acronis Backup setup program.
[Optional] To change the language the setup program is displayed inSeligk language

Accept theterms of the license agreement and select whether the machine will participate in the
Acronis Customer Experience Program (CEP).

ClickCustomize installation settings
Next toWhat to install, clickChange

Select theAgent for VMware (Windowspr the Agert for Office 365check box. If you do not
want to install other components on this machine, clear the corresponding check boxes. Click
Doneto continue.

Next toAcronisBackupManagement ServerclickChange and then specify the host name or IP
address othe machine where the management server is installed. Claketo continue.

[Optional] Change other installation settings.
Clickinstallto proceed with the installation.
After the installation completes, clicklose

[Only when installing Agent for VMware (Windows)] Perform the procedure described in the
"Registering an already installed Agent for VMwge'26) section.

2.6.3.2 Installation in Linux

Preparation

1.

2.

Before installing the product on a system that does not use RPM Package Manager, such as an
Ubuntu system, you need to install this manager manually; for example, by running the following
command (as the root userpt - get install rpm

Ensure that the necessabynux package®. 16) are installed on the machine.

Installation
To install Agent for Linux
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6.

As the root user, run the appropriate installation file (an .i686 or an .x86_64 file).

Accept the terms of the license agreement.

Clear theAcronisBackupManagement Servecheck box, and then clidkext.

Specify the host name or IP address of the machinhere the management server is installed.
ClickNextto proceed with the installation.

After the installation completes, clidkxit

Troubleshooting information is provided in the file:
lusr/lib/Acronis/BackupAndRecovery/HOWTO.INSTALL



2.6.3.3 Installation in OS X
To install Agent for Mac

1.

2.
3.
4

Doubleclick the installation file (.dmg).

Wait while the operating system mounts the installation disk image.
DoubleclickInstall.

Follow the onscreen instructions.

2.6.3.4  Deploying Agent for VMware (Virtual Appliance) from an OVF

template

After the management server is installed, the virtual appliance's OVF package is located in the
folder %oProgramFilesVAcronid ESXAppliancén Windows) ofust/lib/ AcronigESXAppliancgin
Linux).

The folder contains one .ovf file and two .vmdk files. Ensure that these files can be accessed from the
machine running the vSphere Client.

Deploying the OVF template

1.
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10.
11.

Start the vSphere Client and log on to the vCenter Server.

On theFilemenu, clickDeploy OVF Template

In Source specify the path to the virtual appliance's OVF package.
Review theOVF Template Detailand clickNext.

In Name and Locationtype the name for the appliance or leave the default name of
AcroniseSXppliance

InHost / Cluster select the ESXi host that the appliance will be deployed to.
[Optional] InResource Poglselect the resource pool that will contain the appliance.

In Storage leave the default datastore unless it does not have enough spacdhd virtual
appliance. In this case, select another datastore. Skip this step if there is only one datastore on
the server.

In Disk Format select any required value. The disk format does not affect the appliance
performance.

In Network mapping selectthe bridged mode for the network adapter.

Review the summary, and then cligkish After the successful deployment is reported, close
the progress window.

Configuring the virtual appliance

1.

Starting the virtual appliance

In the vSphere Client, display theventory, right-click the virtual appliance's name, and then
selectPower>Power On Select theConsoletab. On the welcome screen, cliCkose

vCenter/ESX(i)

UnderAgent options invCenter/ESX(j)clickChangeand specify the vCenter Server name or IP
address. The agent will be able to back up and recover any virtual machine managed by the
vCenter Server.

If you do not use a vCenter Server, specify the name or IP address of the ESXi host whose virtual

machinesyou want to back up and recover. Normally, backups run faster when the agent backs
up virtual machines hosted on its own host.



Specify the credentials that the agent will use to connect to the vCenter Server or ESXi. We
recommend using an account thatsithe Administrator role assigned. Otherwise, provide an
account with thenecessary privileggp. 125 on the vCenter Server or ESXi.

You can clickheck connectiomo ensure the access credentials are correct.
3. AcronisBackupManagement Server
UnderAgent options in AcronisBackupManagement ServerclickChange

Specify the host name or IP address of the machine where the management server is installed,
and the access credentials for that machine.

4. Time zone

UnderVirtual maching in Time zone clickChange Select the time zone of your location to
ensure that the scheduled operations run at the appropriate time.

The virtual appliance is ready to work. In addition, you can change the following settings:

A Network settings
The agent's network connection is configured automatically by using Dynamic Host Configuration

Protocol (DHCP). To change the default configuration, uAdent options ineth0, clickChange
and specify the desired network settings.

A Local storages
You can attach an additional disk to the virtual appliance so the Agent for VMware can back up to
this locally attached storage. This kind of backup is normally faster than a backup via LAN and it
does not consume the network bandwidth.
The virtual dislsize must be at least 10 GB. Add the disk by editing the settings of the virtual
machine and clicRefresh TheCreate storagdink becomes available. Click this link, select the
disk, and then specify a label for it.

Be careful when adding an alreadysixig disk. Once the storage is created, all data previously contained
on this disk will be lost.

2.6.4 Managing licenses

Licensing of Acronis Backup is based on the number of the bagkptysical machines and
virtualization hosts. Both subscription and perpetual licenses can be used. A subscription expiration
period starts when you register it on the Acronis site.

To startusing Acronis Backup, you need to add at least one license key to the management server. A
license is automatically assigned to a machine when a backup plan is applied. You can also assign and
revoke licenses manually.

To add a license key

1. ClickSettings>Licenses
ClickAdd keys

Enter the license keys.
ClickAdd.

To activate a subscription, you must be signed in. If you entered at least one subscription key,
enter the email address and password of your Acronis account, and thkisigitin If you

entered only perpetual keys, skip this step.

6. ClickDone

Tip If you have already registered the subscription keys, the management server can import them from your
Acronis account. To synchronize the subscription keysSgindand sign in.
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Managing perpetual licenses
To assign a perpetual license to a machine
1. ClickSettings>Licenses
2. Select a perpetual license.
The software displays the license keys that correspond to the selected license.
3. Select the key to assign.
4. ClickAssign
The software displays the machines that the selected key can be assigned to.
5. Select the machine, and then clibone
To revoke a perpetual license from a machine
1. ClickSettings>Licenses
2. Sekct a perpetual license.

The software displays the license keys that correspond to the selected license. The machine that
the key is assigned to is shown in thssigned tacolumn.

3. Select the license key to revoke.
4. ClickRevoke
5. Confirm your decision.
The revoked key will remain in the license keys list. It can be assigned to another machine.

Managing subscription licenses
To assign a subscription license to a machine
1. ClickSettings>Licenses
2. Select a subscription license.
The software displays the machines that the selected license is already assigned to.
3. ClickAssign
The software displays the machines that the selected license can be assigned to.
4. Select the machine, and then clitlone
To revoke a subscription licenf®m a machine
1. ClickSettings>Licenses
2. Select a subscription license.
The software displays machines that the selected license is already assigned to.
3. Select the machine to revoke the license from.
4. ClickRevoke license
5. Confirm your decision.

2.7 Cloud deployment

2.7.1 Preparation
Step 1

Choose the agent, depending on what you are going to back up. For the information about the
agents, refer to thé Components'{p. 9) section.



Step 2
Download the setup program. To find the download links, &itklevices> Add.

TheAdd devicegage provides web installers for each agent that is installed in Windows. A web
installer is a small executable filesthdownloads the main setup program from the Internet and
saves it as a temporary file. This file is deleted immediately after the installation.

If you want to store the setup programs locally, download a package containing all agents for
installation in Vihdows by using the link at the bottom of ti#ald devicegpage. Both 3dit and

64-bit packages are available. These packages enable you to customize the list of components to
install. These packages also enable unattended installation, for example pup Balicy. This
advanced scenario is described'eploying agents through Group Poli¢p' 34).

Installation in Linux and OS X is performed from ordinary setup programs.

All setup programs require an Interheonnection to register the machine in the backup service. If
there is no Internet connection, the installation will fail.

Step 3

Before the installation, ensure that your firewalls and other components of your network security
system (such as a proxy seyallow both inbound and outbound connections through the following
TCP ports:

A 443and8443These ports are used for accessing the backup console, registering the agents,
downloading the certificates, user authorization, and downloading files fromlthelcstorage.

A 7770...7800The agents use these ports to communicate with the backup management server.

A 44445The agents use this port for data transfer during backup and recovery.

If a proxy server is enabled in your network, refer to tReoxy server séings" (p. 31) section to
understand whether you need to configure these settings on each machine that runs a backup agent.

2.7.2 Proxy server settings

The backup agents can transfer data through an HTTP proxy server.

The agent installation requires an Internet connection. If a proxy server is configured in Windows
(Control panel> Internet Options>Connection$, the setup program reads the proxy sergettings

from the registry and uses them automatically. In Linux and OS X, you must specify the proxy settings
before the installation.

Use the procedures below to specify the proxy settings before the agent installation or to change
them at a later time.

In Linux
1. Create the fildetc/Acronis/Global.configand open it in a text editor.

2. Copy and paste the following lines into the file:

<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>

<value name="Host" type="TString">" proxy.company.com "</value>
<value name="Port" type="Tdword">" 443"</value>
</key>

</registry>



3. Replaceproxy.company.com with your proxy server host namki? address, andi43 with the
decimal value of the port number.

4. Save the file.

5. If the backup agent is not installed yet, you can now install it. Otherwise, restart the agent by
executing the following command in any directory:
sudo service acronis_mms rest art

In OS X

1. Create the fildLibrary/Application Support/Acronis/Registry/Global.confignd open itin a
text editor, such as Text Edit.

2. Copy and paste the following lines into the file:

<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>

<value name="Host" type="TString">" proxy.company.com "</value>
<value name="Port" type="Tdword">" 443"</value>
</key>

</registry>

3. Replaceroxy.company.c omwith your proxy server host name/IP address, dd@ with the
decimal value of the port number.

4. Save the file.

5. If the backup agent is not installed yet, you can now install it. Otherwise, do the following to
restart the agent:

a. Go toApplications> Utilities > Terminal
b. Run the following commands:

sudo launchctl stop acronis_mms
sudo launchctl start acronis_mms

In Windows
1. Create a new text document and open it in a text editor, such as Notepad.
2. Copy and paste the following lines into the file:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHMNEOFTWAREcronis \ Global \ HttpProxy]
"Enabled"=dword:00000001

"Host"=" proxy.company.com "

"Port"=dword: 000001bb

3. Replaceroxy.company.com with your proxy server host name/IP address, &0001bb
with the hexadecimal value of the port number. For exam@G£)001bb is port 443.

Save the document ggoxy.reg

Run the file as an administrator.

Confirmthat you want to edit the Windows registry.

If the backup agent is not installed yet, you can now install it. Otherwise, do the following to
restart the agent:

a. IntheStartmenu, clickRkun and then typecmd
b. ClickOK
c. Run the folleving commands:
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net stop mms
net start mms

2.7.3 Installing agents

In Windows

1. Ensure that the machine is connected to the Internet.

Log on as an administrator and start the setup program.

Clickinstall.

Specify the credentials of the account to which the machine should be assigned.

ClickShow proxy settingsf you want to verify or change the proxy server host name/IP address
and port. Otherwise, skip this step. If a proxy server is enabled in Windawsleitected and
used automatically.

6. [Only when installing Agent for VMware] Specify the address and access credentials for the
vCenter Server or starglone ESXi host whose virtual machines the agent will back up. We
recommend using an account that hag#dministrator role assigned. Otherwise, provide an
account with thenecessary privileggp. 125 on the vCenter Server or ESXi.

7. [Only when installing on a domain controller] Specify the user account under which the agent
service will run. For security reasons, the setup program does not automatically create new
accounts on a domain controller.

8. ClickStart installation

ok wnD

You can change thastallation path and the account for the agent service by clickingtomize
installation settingson the first step of the installation wizard.

In Linux

1. Ensure that the machine is connected to the Internet.

2. As the root user, run thenstallation file.

3. Specify the credentials of the account to which the machine should be assigned.

4. Select the check boxes for the agents that you want to install. The following agents are available:
A Agent for Linux
A Agent for Virtuozzo
Agent for Virtuozzo cannot be installed without Agent for Linux.

5. Complete the installation procedure.

Troubleshooting information is provided in the file:
lusr/lib/Acronis/BackupAndRecovery/HOWTO.INSTALL

In OS X

Ensure that the machine is connected to the Internet.

Doubleclick the installation file (.dmg).

Wait while the operating system mounts the installation disk image.
DoubleclickInstall.

If prompted, provide administrator credentials.

Specify the credentials of the account to which the machine should be assigned.
Complete the installation procedure.
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2.7.4 Activating the account

When an administrator creates an account for you, an email message is sent to your email address.
Themessage contains the following information:

A Anaccount activation link, f A Q1 GKS fAyl FYyR 480 GKS L} aasz2NR
login that is shown on the account activation page.

A Alink to the backup console login pag¥se this link to acceghe console in future. The login
and password are the same as in the previous step.

2.8 Deploying agents through Group Policy

You can centrally install (or deploy) Agent for Windows onto machines that are members of an Active
Directory domainby using Group Policy.

In this section, you will find out how to set up a Group Policy object to deploy agents onto machines
in an entire domain or in its organizational unit.

Every time a machine logs on to the domain, the resulting Group Policy @hjeensure that the
agent is installed and registered.

Prerequisites

Before proceeding with agent deployment, ensure that:

A You have an Active Directory domain with a domain controller running Microsoft Windows
Server 2003 or later.

A You are a member of thBomain Adminggroup in the domain.

A You have downloaded th&ll agents for installation in Windowsetup program. The download
link is available on thAdd devicegage in the backup console.

Step 1: Creating the .mst transform and extracting the installation package

1. Log on as an administrator on any machine in the domain.

2. Create a shared folder that will contain the installation packages. Ensure that domain users can
acces the shared foldar for example, by leaving the default sharing settingsEfeeryone

Copy the setup program to the folder you created.

Start the setup program.

ClickCreate .mst and .msi files for unattended installation

If prompted, specify the credeiatls of the account to which the machines should be assigned.
Review or modify the installation settings that will be added to the .mst file.

ClickGenerate
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As a result, the .mst transform is generated and the .msi and .cab installation packages are@xtra
to the folder you created. You can now move or delete the setup program .exe file.

Step 2: Setting up the Group Policy objects

1. Log on to the domain controller as a domain administrator; if the domain has more than one
domain controller, log on to any of them as a domain administrator.

2. If you are planning to deploy the agent in an organizational unit, ensure that the organizationa
unit exists in the domain. Otherwise, skip this step.



3. IntheStartmenu, point toAdministrative Tools and then cliclActive Directory Users and
Computers(in Windows Server 2008y Group Policy Managemen(in Windows Server 2008
and Windows Server 2012).

4. In Windows Server 2003:

A Rightclick the name of the domain or organizational unit, and then &lidperties In the
dialog box, click th&roup Policytab, and then clickew.

In Windows Server 2008 amidindows Server 2012:

A Rightclick the name of the domain or organizational unit, and then ¢lidate a GPO in this
domain, and Link it here

5. Name the new Group Policy objesgent for Windows.
6. Open theAgent for WindowsGroup Policy object for editings follows:
A In Windows Server 2003, click the Group Policy object, and therEalitk

A In Windows Server 2008 and Windows Server 2012, uBdeup Policy Objectsightclick
the Group Policy object, and then cligHit

7. Inthe Group Policy object editor snép expandComputer Configuration
8. In Windows Server 2003 and Windows Server 2008:

A ExpandSoftware Settings

In Windows Server 2012:

A ExpandPolicies> Software Settings
9. RightclickSoftware installation then point to New, and then cliclPackage

10. Select the agent's .msi installation package in the shared folder that you previously created, and
then clickOpen

11. In the Deploy Softwaredialog box, clickdvanced and then cliclOK

12. On theMadifications tab, clickAdd, and then select the .mst transform that you previously
created.

13. ClickOKto close theDeploy Softwaredialog box.

2.9 Updating agents

A Onpremise deployment: to update the agents, first update the management servethand
repeat the agent installation locally or by using the web interface.

A Cloud deployment: the agents are updated automatically as soon as a new version is released. If
an automatic update fails for any reason, use the procedure described below.
To find he agent version, select the machine, and then cligkrview

To update an agent in a cloud deployment
1. ClickSettings>Agents

The software displays the list of machines. The machines with outdated agent versions are
marked with arorange exclamation mark.

2. Select the machines that you want to update the agents on. The machines must be online.
3. ClickUpdate agent
The update progress is shown in the status column for each machine.



2.10 Uninstalling the product

If you want to remove individual product components from a machine, run the setup program,
choose to modify the product, and clear the selection of the components that you want to remove.
The links to the setup programs are present on Br@vnloadspage (tick the account icon in the
top-right corner >Downloadsg.

If you want to remove all of the product components from a machine, follow the steps described
below.

Warning In onpremise deployments, please do mminstall the management server by mistake. The backup
console will become unavailable. You will no longer be able to back up and recover all machines that are
registered on the management server.

In Windows
1. Log on as an administrator.

2. Go toControl pane] and then selecPrograms and Featurgg\dd or Remove Prograrnis
Windows XP) AcronisBackup> Uninstall.

3. [Optional] Select th&emove the logs and configuration settingieck box.

Keep this check box cleared if you are uninstalling an agent and are planning to install it again. If
you select the check box, the machine may be duplicated in the backup console and the backups
of the old machine may not be associated with the new mazhin

4. Confirm your decision.

5. If you are planning to install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the machine where the agent was installed, and then Didéte

In Linux
1. As he root user, rurustr/lib/Acronis/BackupAndRecovery/uninstall/uninstall

2. [Optional] Select th&€lean up all product traces (Remove the product's logs, tasks, vaults, and
configuration settings)heck box.

Keep this check box cleared if you are uninstglan agent and are planning to install it again. If
you select the check box, the machine may be duplicated in the backup console and the backups
of the old machine may not be associated with the new machine.

3. Confirm your decision.

4. If you are planningd install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the machine where the agent was installed, and then Ditéte.

In OS X

Doubleclick the installation file (.dmg).

Wait while the operating system mounts the installation disk image.
Inside the image, doublelickUninstall

If prompted, provide administrator credentials.

Confirm your decision.

If you are planning to install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the machine where the agent was installed, and then Dibéte.
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Removing Agent for VMware (Virtual Appliance)
1. Start the vSphere Client and log on to the vCenter Server.



2. If the virtual appliance (VA) is powered on, riglitk it, and then clicRower>Power Off
Confirm your decision.

3. Ifthe VA uses a locally attached storage on a virtual disk and youtevpréserve data on that
disk, do the following:

a. Rightclick the VA, and then clidédit Settings

b. Select the disk with the storage, and then ciRe&kmove UnderRemoval Optionsclick
Remove from virtual machine

c. ClickOK
As a reult, the disk remains in the datastore. You can attach the disk to another VA.
4. Rightclick the VA, and then cliékelete from Disk Confirm your decision.

5. If you are planning to install the agent again, skip this step. Otherwise, in the backup console,
clickSettings> Agents select the virtual appliance, and then cli2klete.

3 Accessing the backup console

Enter the login page address to the web browser address bar, and then specify the user name and
password.

On-premise deployment

The login page address is the IP address or name of the machine where the management server is
installed.

To be able to log iryou must be a member of th&cronisCentralized Admingroup on the machine
running the management server. By default, this group includes all members Afithmistrators
group. If the management server is installed in Linux, only the root user is dlkmNeg in.

Cloud deployment

The login page addressh#ps://backup.acronis.com/The user name and password are those of
your Acronis account.

If your account was created by the backup administrator, you need to activate the account and set
the passwad by clicking the link in your activation email.

Changing the language

When logged in, you can change the language of the web interface by clicking the-figoraricon
in the top-right corner.

4 Backup console views

The backup console has two views: a simple view and a table view. To switch between the views,
click the corresponding icon in the top right corner.



The simple view supports a small number of machines.

All devices m @ @

st1.localdomain &
- Status Last backup Next backup
Not protected Sep 22, 2016, 09:07 PM Sep 26, 2016, 08:00 PM
BACK UP NOW RECOVER
NEW_CT &

- Status Last backup Next backup
Not protected Sep 25, 2016, 09:00 PM Sep 26, 2016, 08:00 PM
BACK UP NOW + RECOVER

new-TEST &

- Status Last backup Nex!
Not protected

The table view is enabled automatically when the number of machines becomes large.

All devices m 5 @ @
Q Search Q!«) Backup
Type Name Status t Last backup @ {I} Recovery
st1.localdomain 0 C Jun22 11:39 AM
e.a Overview
- NEW_CT Not protected Sep 22 09:07 PM
-
I nevTEsT Not protected Sep 25 09:00 PM @ Activities
-

E test-01 Not protected

Both views provide access to the same features and operations. This document describes access to
operations from the table view.

7]
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@ Alerts

5 Backup

A backup plan is a set of rules that specify how the given data will be protected on a given machine.

A backup plan can be applied to multiple machines at the time of its creation, or later.
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To create the first backup plan
1. Select the machines that you want to back up.
2. ClickBackup
The software displays a new backup plan template.

Entire machine to Cloud Storage # S
WHAT TO BACK UP Entire machine +

WHERE TO BACK UP Cloud Storage

SCHEDULE Monday to Friday at 11:00 PM

HOW LONG TO KEEP Monthly: 6 months
Weekly: 4 weeks
Daily: 7 days

NCRYPTION @ _Joff ®

APPLY

3. [Optional] To modify the backup plan name, click the default name.

4. [Optional] To modify the plan parameters, click the corresponding sectidmedbackup plan
panel.

5. [Optional] To modify the backup options, click the gear icon.

6. ClickApply.

To apply an existing backup plan

1. Select the machines that you want to back up.

2. ClickBackup If a common backup plan is already applieth® selected machines, cliéidd
backup plan




The software displays previously created backup plans.

e

1st plan

2nd plan

Back to applied backup plans

Create new

3. Select a backup plan to apply.

4. ClickApply.

5.1 Backup plan cheat sheet

The following table summarizes the available backup plan parameters. Use the table to create a

backup plan that best fits your needs.

WHAT TO BACK U

ITEMS TO BACK UF

WHERE TO BA(

SCHEDULE

Backup schemes

HOW LONG TO KE

Secure Zonép.

45)**

Selection methods up
(not for Cloud)
Cloud(p. 45)
Local folder(p.
Direct selectior(p. 41) 45)
Disks/volumes ; - Network folder
) . Policy rulegp.41) .
(physical machines| File filters(p. 56) (p.45) Always incremental
P- NFYp. 45* (Singléefile) (p. 48)
Secure Zon. | Always fulp. 48)
45)** Weekly full, daily
Cloud(p. 45) incremental(p. 48) (zi):]blaecﬁzggr
Local folde(p. | Custom (FD-I) (p. 48) 9 P
. . backup set)p. 49)
Disks/volumes Policy rulegp.41) 45)
. . S By number of
(virtual machines) File filters(p. 56) Network folder back
(p. 45) ack ups(.p..49)
NFS(p. 45)* Keep mig;‘mltel)(p.
Cloud(p. 45)
Local folder(p.
. : 45) Always fulp. 48)
Files (physical | D'reCt Selectionp.-42) 4 o vork folder | Weekly full, daily
. Policy rulegp. 42) .
machines only) File filters(p. 56) (p.45) incremental(p. 48)
P- NFSp.45* | Custom (FD-I) (p. 48)




Local folder(p.

45)
ESXi configuration| Direct selectior(p.44) | Network folder
(p-49)
NFYp. 45)*
System state Direct selectior(p. 44) Always fulkp. 48)
Cloud(p. 45) Weekly full, daily

SQL databases | Direct selectior(p. 102

incremental(p. 48)

Local folder(p. Custom (H) (p. 48)

Exchange databasg Direct selectior(p. 102 45)
Netv(vorZSf)older By number of
Office 365 . . P Always incremental| backupdp.49)
mailboxes Direct selectior(p. 112) (Singlefile) (p. 48) | Keep indefinitelyp.
49)

* Backup to NFS shares is not available in Windows.

** Secure Zone cannot be created on a Mac.

5.2 Selecting data to back up

5.2.1 Selecting disks/volumes

A disklevel backup contains a copy of a disk or a volume in a packaged form. You can recover
individual disks, volumes, or files from a diskel backup. A backup of an entire machine is a backup
of all its disks.

There are two ways of selecting disks/volumes: directly on each machine or by using policy rules. You
can exclude files from a disk backup by settingfilefilters (p. 56).

Direct selection

Direct selection is available lyrfor physical machines.

1.
2.
3.
4

5.

InWhat to back up selectDisks/volumes
Clickitems to back up
In Select items for backupselectDirectly.

For each of the machines included in the backup plan, select the check boxes next to the disks or
volumes to back up.

ClickDone

Using policy rules

1.

2.
3.
4

In What to back up selectDisks/volumes

Clickitems to back up

In Select items for backupselectUsing policy rules

Select any of the predefined rules, type your own rules, or combine both.

The policy rules will be applied to all of the machines included in the backup plan. If no data
meeting at least one of the rules is found on a machine when the backup startsa¢ckapwill
fail on that machine.

ClickDone



Rules for Windows, Linux, and OS X

A [Allvolumes]  selects all volumes on machines running Windows and all mounted volumes on
machines running Linux or OS X.

Rules for Windows

A Drive letter (for exampl€)\) selects the volume with the specified drive letter.

A [FixedVolumes(Physicalmachines)] selects all volumes of physical machines, other than
removable media. Fixed volumes include volumes on SCSI, ATAPI, ATA, SSA, SAS, and SATA
devices, and on RAID argay

A [BOOT+SYSTEMElects the system and boot volumes. This combination is the minimal set of
data that ensures recovery of the operating system from the backup.

A [Disk 1] selects the first disk of the machine, including all volumes on that disk. To select
another disk, type the corresponding number.

Rules for Linux

A Idev/ihdal selects the first volume on the first IDE hard disk.

A /dev/sdal selects the first volume on the first SCSI hard disk.

A /dev/imdl selects the first software RAID hard disk.

To select other basic volumes, spedifgv/xdyN , where:

A "x" corresponds to the disk type

A "y" corresponds to the disk number (a for the first disk, b for the second disk, and so on)

A "N"is the volume number.

To select a logical volume, specify its narmag with the volume group name. For example, to back

up two logical volumedy root andlv_bin, both of which belong to the volume group
vg_mymachine specify:

/devivg_mymachine/lv_root
/devivg_mymachine/lv_bin
Rules for OS X

A [Disk 1] Selects the firstlisk of the machine, including all volumes on that disk. To select
another disk, type the corresponding number.

5.2.2 Selecting files/folders

Filelevel backup is available only for physical machines.

A filellevel backup is not sufficient for recovery of the operating system. Choose file backup if you
plan to protect only certain data (the current project, for example). This will reduce the backup size,
thus saving storage space.

There are two ways oktecting files: directly on each machine or by using policy rules. Either
method allows you to further refine the selection by setting the filters (p. 56).

Direct selection

1. InWhat to back up selectFiles/folders

2. Clickitems to back up

3. InSelect items for backupselectDirectly.

4. For each of the machines included in the backup plan:



a. ClickSelect files and folders
b. ClickLocal folderor Network folder.
The share must be accessible from the selected machine.

c. Browse to the required files/folders or enter the path and click the arrow button. If
prompted, specify the user name and password for the shared folder.

Select the required files/folders.
ClickDore.

Using policy rules

1. InWhat to back up selectFiles/folders

2. Clickitems to back up

3. InSelect items for backupselectUsing policy rules

4. Select any of the predefined rules, type your own rules, or combine both.

The policy rules will be applied to all of the machines included in the backup plan. If no data
meeting at least one of the rules is found on a machine when the backup starts, the backup will
fail on that machine.

5. ClickDone

Selection rules for Windows
A Full path to a file or folder, for exampl2\ Work\ Text.docor C\Windows.

A Templates:
A [All Files] selects all files on all volumes of the machine.
A [All Profiles Folder] selects the folder where all user profiles are located (typically,

C\Usersor CA\Documents and Settings
A Environment variables:

A %ALLUSERSPROFILE#&cts the folder where the common data of all user profiles is
located (typicallyC\ ProgramDateor CA Documents and Setting#\ll Users.

A %PROGRAMFILE®%é6cts the Program Files foldgor example C\Program Filel
A  %WINDIR%elects the folder where Windows is located (for exam@leyWindows).
You can use other environment variables or a combination of environment variables and text. For
example, to select the Java folder in the gham Files folder, typ€oPROGRAMFILES®va
Selection rules for Linux

A Full path to a file or directory. For example back ufile.txt on the volume/dev/hda3
mounted on/home/usr/docs, specify/dev/hda3/file.txt or /home/usr/docsf/file.txt .

A /home selects the home directory of the common users.
A Iroot selects the root user's home directory.
A Jusr selects the directory for all useelated programs.
A Jletc selects the directory for system configuration files.
A Templates:
A [All Profiles Folder] selectghome. This is the folder where all user profiles are
located by default.
Selection rules for OS X
A Full path to a file or directory.
A Templates:



A [All Profiles Folder] selectgUsers. This is the folder where all user profiles are
located by default.

Exampes:

A To back ugile.txt on your desktopspecify/Users/<username>/Desktopl/file.txt where
<username> is your user name.
A To back up all users' home directories, spettifsers.

A To back up the directory where the applications are installed, spifglications.

5.2.3 Selecting system state

System state backup is available for machines running Windows Vista and later.
To back up system state, What to back up selectSystem state

A system state backup is comprised of the following files:

A Task scheduler configuration

A VSS Metadata Store

Performance counter configuration information
MSSearch Service

Background Intelligent Transfer Service (BITS)
The registry

Windows Management Instrumentation (WMI)

> > > > > > P

Component Services Class registration datse

5.2.4 Selecting ESXi configuration

A backup of an ESXi host configuration enables you to recover an ESXi host to bare metal. The
recovery is performed under bootable media.

The virtual machines running on the host are not included in th&igacThey can be backed up and
recovered separately.

A backup of an ESXi host configuration includes:

A The bootloader and boot bank partitions of the host.

A The host state (configuration of virtual networking and storage, SSL keys, server network settings,
and local user information).

A Extensions and patches installed or staged on the host.
A Log files.

Prerequisites

A SSH must be enabled in tBecurity Profileof the ESXi host configuration.
A You must know the password for the 'root' account on the ESXi host.
To select an ESXi configuration

1. Go toVMware>Host and clusters

2. Browse to the ESXi hosts that you want to back up.

3. Select the ESXi hosts and cBackup

4. InWhat to back up selecte SXi configuration



5. InESXi 'root' passwordspeciy a password for the 'root’ account on each of the selected hosts
or apply the same password to all of the hosts.

5.3 Selecting a destination

ClickWhere to back upand then select one of the following:

A Cloud storage
Backups will be stored in the cloud data center.
A Local folders

If a single machine is selected, browse to a folder on the selected machine or type the folder
path.

If multiple machines are selected, type the folder path. Backups will be stored inldes &m
each of the selected physical machines or on the machine where the agent for virtual machines is
installed. If the folder does not exist, it will be created.

A Network folder
This is a folder shared via SMB/CIFS/DFS.
Browse to the required sharedlfier or enter the path in the following format:
A For SMB/CIFS shar&s:<host name> \ <path>\ or smb://<host name>/<path>/
A For DFS shares\ <full DNS domain name> \ <DFS root> \ <path>
For example) \ example.company.com\ shared \ files

Then, click the arrow button. If prompted, specify the user name and password for the shared
folder.

A NFS folde(available for machines running Linux or OS X)
Browse to the required NFS folder or enter the path in the following format:
nfs://<host name>/<exported folder>:/<subfolder>
Then, click the arrow button.
It is not possible to back up to an NFS folder protected with a password.
A Secure Zon¢available if it is present on each of the selected machines)

Secure Zone is a secure fgoh on a disk of the backedp machine. This partition has to be
created manually prior to configuring a backup. For information about how to create Secure
Zone, its advantages and limitations, refet'&bout Secure Zondp. 45).

5.3.1 About Secure Zone

Secure Zone is a secure partition on a disk of the baokesiachine. It can store backups of disks or
files of this machine.

Should the disk experience a physical failure, the backups located in the Secure Zone may be lost.
That's why Secure Zone should not be the only location where a backup is stored. In enterprise
environments, Secure Zone can be thought of as an intermebtiaggion used for backup when an
ordinary location is temporarily unavailable or connected through a slow or busy channel.

Why use Secure Zone?
Secure Zone:

A Enables recovery of a disk to the same disk where the disk's backup resides.



A Offers a coseffective and handy method for protecting data from software malfunction, virus
attack, human error.

A Eliminates the need for a separate media or network connection to back up or recover the data.
This is especially useful for roaming users.

A Can serve as a primary destination when using replication of backups.
Limitations
A Secure Zone cannot be organized on a Mac.

A Secure Zone is a partition on a basic disk. It cannot be organized on a dynamic disk or created as
a logical volume (managed by LYM

A Secure Zone is formatted with the FAT32 file system. Because FAT32-G&sfdedsize limit,
larger backups are split when saved to Secure Zone. This does not affect the recovery procedure
and speed.

A Secure Zone does not support thimglefile backupformat (p. 136). When you change the
destination to Secure Zone in a backup plan that hasiaeys incremental (Singhéle) backup
scheme, the scheme is changedwteekly full, daily incremental

How creating Secure Zorteansforms the disk
A Secure Zone is always created at the end of the hard disk.

A If there is no or not enough unallocated space at the end of the disk, but there is unallocated
space between volumes, the volumes will be moved to add more unallocated spde=eénd of
the disk.

A When all unallocated space is collected but it is still not enough, the software will take free space
from the volumes you select, proportionally reducing the volumes' size.

A However, there should be free space on a volume, so thabgherating system and applications
can operate; for example, create temporary files. The software will not decrease a volume where
free space is or becomes less than 25 percent of the total volume size. Only when all volumes on
the disk have 25 percent ¢ess free space, will the software continue decreasing the volumes
proportionally.

As is apparent from the above, specifying the maximum possible Secure Zone size is not advisable.
You will end up with no free space on any volume, which might cause #ratopy system or
applications to work unstably and even fail to start.

Important Moving or resizing the volume from which the system is booted requires a reboot.

How to create Secure Zone

1. Select the machine that you want to create Secure Zone on.

2. ClickOverview> CreateSecure Zone

3. UnderSecure Zonelisk, clickSelect and then select a hard disk (if several) on which to create
the zone.
The software calculates the maximum possible size of Secure Zone.

4. Enter the Secure Zone size or drag the slider to select any size between the minimum and the
maximum ones.

The minimum size is approximately 50 MB, depending on the geometry of the Iskrdrtie
maximum size is equal to the disk's unallocated space plus the total free space on all of the disk's
volumes.



5. If all unallocated space is not enough for the size you specified, the software will take free space
from the existing volumes. By defaudll volumes are selected. If you want to exclude some
volumes, cliclSelect volumesOtherwise, skip this step.

X Create Secure Zone

Secure Zone disk
Disk 1, 60.0 GB
Maximum possible size of Secure Zone: 35.9 GB

Secure Zone size:

O - 20 |+ GB ~

There is not enough unallocated space. Free space will be taken
from all volumes where it is present.

Select volumes

Password protection

@) off

6. [Optional] Enable th&assword protectiorswitch and specify a password.

The password will be required to access the backups located in Secure Zone. Backing up to
Secure Zone does not require a password, unless the backup if performed under bootable media.

7. ClickCreate
Thesoftware displays the expected partition layout. ClK
8. Wait while the software creates Secure Zone.

You can now choose Secure Zon®\Vimere to back upvhen creating a backup plan.

How to delete Secure Zone

1. Select a machine with Sare Zone.

2. ClickOverview.

3. Click the gear icon next tBecure Zongand then cliclDelete
4

[Optional] Specify the volumes to which the space freed from the zone will be added. By default,
all volumes are selected.

The space will be distributed equally among the selected volumes. If you do not select any
volumes, the freed space will become unallocated.

Resizing the volume from which the system is booted requires a reboot.
5. ClickDelete

As a result, Secure Zone il deleted along with all backups stored in it.



5.4 Schedule

The scheduling parameters depend on the backup destination.

When backing up to cloud storage

By default, backups are performed on a daily basis, Monday to Friday. You can select the time to run
the backup.

If you want to change the backup frequency, move the slider, and then specify the backup schedule.

Important The first backup is full, whichaans that it is the most timeonsuming. All subsequent backups are
incremental and take significantly less time.

When backing up to other locations

You can choose one of the predefined backup schemes or create a custom scheme. A backup scheme
is a part of the backup plan that includes the backup schedule and the backup methods.

In Backup schemeselect one of the following:

A [Only for diskevel backps]Always incremental (singldile)

By default, backups are performed on a daily basis, Monday to Friday. You can select the time to
run the backup.

If you want to change the backup frequency, move the slider, and then specify the backup
schedule.

The ackups use the newinglefile backup forma(p. 136).
This scheme is not available when backing up to Secure Zone.
A Always full

By default, backups are performed on a daily basis, Monday to Friday. You can select the time to
run the backup.

If you want to change the backup frequency, move the slider, and then specify the backup
schedule.

All backups are full.
A Weekly full, Daily incremental

By default, backups are performed on a daily basis, Monday to Friday. You can modify the days of
the week and the time to run the backup.

A full backup is created once a week. All other backups are incremental. The dajchriheh
full backup is created depends on tiéeekly backupoption (click the gear icon, theBackup
options >Weekly backup.

A Custom
Specify schedules for full, differential, and incremental backups.
Differential backup is not available when backingSgpL data, Exchange data, or system state.

Additional scheduling options

With any destination, you can do the following:

-

A Set a date range for when the schedule is effective. SeledRthmethe plan within a date range
check box, and then specify the datnge.

A Disable the schedule. While the schedule is disabled, the retention rules are not applied unless a
backup is started manually.



A Introduce a delay from the scheduled time. The delay value for each machine is selected
randomly and ranges from zero toghmaximum value you specify. You may want to use this
setting when backing up multiple machines to a network location, to avoid excessive network
load.

Click the gear icon, theBackup options> Scheduling SelecDistribute backup start times

within a time window, and then specify the maximum delay. The delay value for each machine is
determined when the backup plan is applied to the machine and remains the same until you edit
the backup plan and change the maximum delay value.

Note In cloud deploymentghis option is enabled by default, with the maximum delay set to 30 minutes.
In onpremise deployments, by default all backups start exactly as scheduled.

5.5 Retention rules

1. ClickHow long to keep
2. InCleanup choose one of the following:
A By backup ag¢default)
Specify how long to keep backups created by the backup plan. By default, the retention rules
are specified for eachackup se{p. 136) separately. If you want to use a single rule for all
backups, cliclswitch to single rule for all backup sets
A By number of backups
Specify the maximum number of backups to keep.
A Keep backups indefinitely

Note A backup stored in a local or network folder cannot be deleted if it has dependent backups that are not
subject to deletion. Such backup chains are deleted only when the lifetime of all their backups expires. This
requires extra space for storing backupsose deletion is postponed. Also, the backup age and number of
backups may exceed the values you specify.

5.6 Replication

If you enable backup replication, each backup will be copied to a second location immediately after
creation. If earlier bekups were not replicated (for example, the network connection was lost), the
software also replicates all of the backups that appeared after the last successful replication.

Replicated backups do not depend on the backups remaining in the original foeatiovice versa.
You can recover data from any backup, without access to other locations.

Usage examples
A Reliable disaster recovery

Store your backups both esite (for immediate recovery) and edite (to secure théackups
from local storage failure or a natural disaster).

A Using the cloud storage to protect data from a natural disaster
Replicate the backups to the cloud storage by transferring only the data changes.
A Keeping only the latest recovery points

Deleteolder backups from a fast storage according to retention rules, in order to not overuse
expensive storage space.

Supported locations

You can replicate a backiqpm any of these locations:



A A local folder
A A network folder
A Secure Zone

You can replicate a blupto any of these locations:

A Alocal folder

A A network folder

A The cloud storage

To enable backup replication

1. On the backup plan panel, enable tReplicate backupswitch.
This switch is shown only if replication is supported from the location selectéthére to back
up.

2. InWhere to replicate specify the replication destination, as describetiSelecting a
destination"(p. 45).

3. InHow long to keep specify the retention rules, as describedRetention rules'{p. 49).

5.7 Encryption

We recommend that you encrypt all backups that are stored in the cloud storage, especially if your
company is subject to regulatory compliance.

Important There is no way to recover encrypted backups if you lose or forget the password.

Encryption in a badkp plan

To enable encryption, specify the encryption settings when creating a backup plan. After a backup
plan is applied, the encryption settings cannot be modified. To use different encryption settings,
create a new backup plan.

To specify the encryption settings in a backup plan

1. On the backup plan panel, enable thacryptionswitch.

2. Specify and confirm the encryption password.

3. Select one of the following encryption algorithms:

A AES 128 the backups will be encrypted by using the Advanced Encryption Standard (AES)
algorithm with a 12&it key.

A AES 192 the backups will be encrypted by using the AES algorithm with @it $2y.
A AES 256 the backups will be encrypted by using the AESralgn with a 256bit key.
4. ClickOK

Encryption as a machine property

This option is intended for administrators who handle backups of multiple machines. If you need a
unique encryption password for each machine or if you need to enforce encryption kiifxac
regardless of the backup plan encryption settings, save the encryption settings on each machine
individually.

Saving the encryption settings on a machine affects the backup plans in the following way:

A Backup plans that are already applied to the maoh. If the encryption settings in a backup
plan are different, the backups will fail.



A Backup plans that will be applied to the machine latdthe encryption settings saved on a
machine will override the encryption settings in a backup plan. Any backup will be encrypted,
even if encryption is disabled in the backup plan settings.

After the settings are saved, they cannot be modified, but youreaat them as described below.
This option is available for machines running Windows or Linux. It is not supported for OS X.

This option can be used on a machine running Agent for VMware. However, be careful if you have
more than one Agent for VMware coacted to the same vCenter Server. It is mandatory to use the
same encryption settings for all of the agents, because there is a kind of load balancing among them.

To save the encryption settings on a machine
1. Log on as an administratan(Windows) or the root user (in Linux).
2. Run the following script:

A In Windowsx<installation_path> \PyShelbin\acropsh.exem manage_creds
--set-password<encryption_password>

Here,<installation_path> is the backup agent installation path. By default, it
is %ProgramFiles¥BackupClientn cloud deployments angProgramFiles¥Acronisin
on-premise deployments.

A In Linux/usr/shin/acropsh -m manage_creds-set-password<encryption_password>
The backups i be encrypted using the AES algorithm with a-bi6ey.

To reset the encryption settings on a machine
1. Log on as an administrator (in Windows) or root user (in Linux).
2. Run the following script:

A In Windowsx<installation_path> \ PySlell\ bin\acropsh.exem manage_creds-reset

Here,<installation_path> is the backup agent installation path. By default, it
is %ProgramFiles¥BackupClientn cloud deployments an#bProgramFiles¥Acronisin
on-premise deployments.

A In Linux/usr/sbin/acropsh-m manage_credsreset

Important After you reset the encryption settings on a machine, the backups of this machine will fail. To
continue backing up the machine, create a new backup plan.

How the encryption works

The AES cryptographic algorithm operates in the Ciplek chaining (CBC) mode and uses a
randomly generated key with a usdefined size of 128, 192 or 256 bits. The larger the key size, the
longer it will take for the program to encrypt the backups #imel more secure your data will be.

The encryption key is then encrypted with AES6 using an SH256 hash of the password as a key.

The password itself is not stored anywhere on the disk or in the backups; the password hash is used
for verification purpses. With this twdevel security, the backup data is protected from any
unauthorized access, but recovering a lost password is not possible.

5.8 Starting a backup manually

1. Select a machine that has at least one applied bpghkan.

2. ClickBackup

3. If more than one backup plans are applied, select the backup plan.
4. ClickRun nowon the backup plan panel.



The backup progress is shown in SB&tuscolumn for the machine.

5.9 Backup options

To modify the backup options, click the gear icon next to the backup plan name, and then click
Backup options

Availability of the backup options

The set of available backup options depends on:

A The environment the agent operates in (Windows, Linux, OS X).
A The type of the data being backed up (disks, files, virtual machines, application data).
A The backup destination (the cloud storage, local or network folder).

The following table summarizes the availability of the backup options.

Disklevel backup |  Filelevel backup Virtual SQL and
machines Exchange
0 wn %
- >
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Backup consolidatiop. 53) + + + + + + + + .
Backup validatioifp. 54) + + + + + + + ¥ T
Changed block tracking (CB1 7 - - - - - + n -
(p.54)
Compression levép. 54) + + + + + + + ¥ n
Email notificationgp. 55) + + + + + + + + T
Error handlingp. 55)
Reattempt, if an error occurs| * + + + + + + + +
Do not show messages and | * + + + + + + + +
dialogs while processing
(silent mode)
Ignore bad sectors + + + + + + + + N
Reattempt, if an error occurs| - - - - - - + + -
during VM snapshot creation
Fast incremental/differential | + + - - - - - i
backup(p. 56)
Filelevel backup snapshdgp. - - - + + + - _ i}
57)
Filelevel securityp. 58) - - - + - - - - -
File filters(p. 56) + + + + + + + " N
Log truncationp. 58) - - - - - - + + SQL only
LVM snapshottingp. 58) - + - - - - - - _




Disklevel backup Filelevel backup Virtual SQL and
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Mount points(p. 59) - - - + - - _ _ i
Multi-volume snapshofp.59) | * - - + - - - - _
Performancgp. 60) + + + + + + + + +
Pre/Post command. 61) + + + + + + + + +
Pre/Post data capture + + + + + + - - ¥
commandgp. 63)
Schedulindp. 64)
Distribute start times withing  * + + + + + + + ¥
time window
Limit the number of - - - - - - + + _
simultaneously running
backups
Sectorby-sector backugp. + + - - - - + + _
69)
Splitting(p. 65) + + + + + + + + T
Task failure handlinp. 65) + + + + + + + + +
Volume Shadow Copy Servi¢ * - - + - - - + +
(VSSjp. 66)
Volume Shadow Copy Serviq - - - - - - + + -
(VSS) for virtual machings.
67)
Weekly backugp. 67) + + + + + + ¥ + T
Windows event lodp. 67) + - - + - - ¥ + T

5.9.1 Backup consolidation

This option is effective for thalways fult Weekly full, Daily incrementalandCustombackup
schemes.

The preset isDisabled
Consolidation is the process of combining two or more subsequent backups into a single backup.

If this option is enabled, a backup that should be deleted during cleanup is consolidated with the
next dependent backup (incremental or differential).

Otherwise, the backup is retained until all dependent backups become subject to deletion. This helps
avad the potentially timeconsuming consolidation, but requires extra space for storing backups



whose deletion is postponed. The backups' age or number can exceed the values specified in the
retention rules.

Important Please be aware that consolidationustja method of deletion, but not an alternative to deletion.
The resulting backup will not contain data that was present in the deleted backup and was absent from the
retained incremental or differential backup.

5.9.2 Backup validation

Validationis an operation that checks the possibility of data recovery from a backup. When this
option is enabled, each backup created by the backup plan is validated immediately after creation.

The preset isDisabled

Validation calculates a checksum for every data block that can be recovered from the backup. The
only exception is validation of fillevel backups that are located in the cloud storage. These backups
are validated by checking consistency of the metadataed in the backup.

Validation is a time&onsuming process, even for an incremental or differential backup, which are
small in size. This is because the operation validates not only the data physically contained in the
backup, but all of the data recoveraby selecting the backup. This requires access to previously
created backups.

While the successful validation means a high probability of successful recovery, it does not check all
factors that influence the recovery process. If you back up the operayisigm, we recommend
performing a test recovery under the bootable media to a spare hard drivenming a virtual

machine from the backufp. 114) in the ESXi or Hyp&f environment.

5.9.3 Changed black tracking (CBT)

This option is effective for didkvel backups of virtual machines and of physical machines running
Windows.

The preset isEnabled

This option determines whether to use Changed Block Tracking (CBT) when performing an
incremental or diferential backup.

The CBT technology accelerates the backup process. Changes to the disk content are continuously
tracked at the block level. When a backup starts, the changes can be immediately saved to the
backup.

5.9.4 Compression level

The option defines the level of compression applied to the data being backed up. The available levels
are:None, Normal, High

The preset isNormal.

A higher compression level means that the backup process takes longer, but the resulting backup
occupies less space.

The optimal data compression level depends on the type of data being backed up. For example, even
maximum compression will not significantieduce the backup size if the backup contains essentially



compressed files, such as .jpg, .pdf or .mp3. However, formats such as .doc or .xIs will be compressed
well.

5.9.5 Emall notifications

The option enables you to set up email notificati@ut errors, warnings, and successfully
completed backups.

This option is available only in-gmemise deployments. In cloud deployments, the settings are
configured per account whean account is createfb. 131).

The preset isUse the default settings.

You can either use the default settings, or override them with custom values that will be specific for
this plan only. The default settings are configured as describ&enmail notifications'(p. 129).

Important  When the default settings are changed, all backup plans that use the default settings are affected.

Before enabling this option, ensure that tEenail servelp. 128) settings are configured.

To customize email notifications for a backup plan
1. SelectCustomize the settings for this backup plan

2. IntheRecipients' email addressdield, type the destination email address. You can enter
several addresses separated by semicolons.

3. Select the types of notifications that you want to be sent. The following types are available:
A Errors
A Warnings
A Successful backups

The subject of the emaihessages is based on the following templ@sebject] [machine name]

[backup plan name] The[subject] placeholder will be replaced by one of the following phrases:
Backup succeede®Backup failedBackup succeeded with warnings

5.9.6 Error handling

These options enable you to specify how to handle errors that might occur during backup.

Reattempt, if an error occurs

The preset isEnabled. Number of attempts: 30. Interval between attempts: 30 seconds.

When a recoverable error occurs, the programateempts to perform the unsuccessful operation.

You can set the time interval and the number of attempts. The attempts will be stopped as soon as
the operation succeeds OR the specified number of attemptpar®mrmed, depending on which
comes first.

For example, if the backup destination on the network becomes unavailable or not reachable, the
program will attempt to reach the destination every 30 seconds, but no more than 30 times. The
attempts will be stoped as soon as the connection is resumed OR the specified number of attempts
is performed, depending on which comes first.

Note If the cloud storage is selected as the primary or the second destination, the option value is automatically
set toEnabled Number of attempts: 300




Do not show messages and dialogs while processing (silent mode)
The preset isEnabled

With the silent mode enabled, the program will autoneatily handle situations requiring user
interaction (except for handling bad sectors, which is defined as a separate option). If an operation
cannot continue without user interaction, it will fail. Details of the operation, including errors, if any,
can befound in the operation log.

Ignore bad sectors

The preset isDisabled

When this option is disabled, each time the program comes across a bad sector, the backup activity
will be assigned thinteraction requiredstatus. In order to back up the valid infoation on a

rapidly dying disk, enable ignoring bad sectors. The rest of the data will be backed up and you will be
able to mount the resulting disk backup and extract valid files to another disk.

Reattempt, if an error occurs during VM snapshot creation

The preset isEnabled. Number of attempts: 3. Interval between attempts: 5 minutes.

When taking a virtual machine snapshot fails, the prograsattempts to perform the unsuccessful
operation. You can set the time interval and the number of attempts.ateanpts will be stopped

as soon as the operation succeeds OR the specified number of attempts are performed, depending
on which comes first.

5.9.7 Fast incremental/differential backup

This option is effective for incremental and differential diskel backup.
The preset isEnabled

Incremental or differential backup captures only data changes. To speed up the backup process, the
program determines whether a file has changed or not by the file size and the date/time when the
file was last modifid. Disabling this feature will make the program compare the entire file contents

to those stored in the backup.

5.9.8 Filefilters

File filters define which files and folders to skip during the backup process.

File filters are available for bothiglklevel and filelevel backup, unless stated otherwise.

To enable file filters

1. Select the data to back up.

2. Click the gear icon next to the backup plan name, and thenB#ckup options
3. SelectFile filters

4. Use any of the options described below.

Exclude files matching specific criteria

There are two options that function in an inverse manner.

A Back up only files matching the following criteria



Example: If you select to back up the entire machine and sp&tijle.exein the filter criteria,
only this file will be backed up.

Note This filter is not effective for fillevel backup unless the backup destination is cloud storage.

A Do not back up files matching the following criteria
Example: If you select to back up the entire machine and sp&tijle.exein the filter criteria,
only this file will be skipped.

It is possible to use both options simultaneously. The latter option overrides the former, i.e. if you
specifyC\File.exein both fields, this file will be skipped during a backup.

Criteria
A Full path

Specify the full path to the file or folder, starting with the drive letter (when backing up
Windows) or the root directory (when backing up Linux or OS X).

Both in Windows and Linux/OS X, you can use a forward slash in the file or folder path (as in
C:/Temp/File.tmp. In Windows, you can also use the traditional backslash (as in
C\Temp File.tmp).

A Name
Specify the name of the file or folder, suchxmcumer.txt. All files and folders with that name
will be selected.

The criteria arenot casesensitive. For example, by specifyidfjTemp you will also selec€\ TEMR
Citemp, and so on.

You can use one or more wildcard characters (* and ?) in the critéffeese characters can be used
both within the full path and in the file or folder name.

The asterisk (*) substitutes for zero or more characters in a file name. For example, the criterion
Doc*.txt matches files such d3oc.txtand Document.txt

The questiomark (?) substitutes for exactly one character in a file name. For example, the criterion
Doc?.txtmatches files such d3ocl.txtand Docs.txt but not the filesDoc.txtor Doc11.txt

Exclude hidden files and folders

Select this check box to skip files and folders that havéHiddenattribute (for file systems that are
supported by Windows) or that start with a period (.) (for file systems in Linux, such as Ext2 and Ext3).
If a folder is hidden, all of its contenis¢luding files that are not hidden) will be excluded.

Exclude system files and folders

This option is effective only for file systems that are supported by Windows. Select this check box to
skip files and folders with thBystemattribute. If a folder hashe Systemattribute, all of its contents
(including files that do not have tH&ystemattribute) will be excluded.

Tip You can view file or folder attributes in the file/folder properties or by using the attrib command. For more
information, refer to tie Help and Support Center in Windows.

5.9.9 File-level backup snapshot

This option is effective only for filevel backup.

This option defines whether to back up files one by one or by taking an instant data snapshot.



Note Files that are stored on network shares are always backed up one by one.

The preset isCreate snapshot if it is possihle

You can select one of the following:

A Create a snapshot if it is possible
Back up files directly if taking a snapshot is not possibl
A Always create a snapshot

The snapshot enables backing up of all files including files opened for exclusive access. The files
will be backed up at the same point in time. Choose this setting only if these factors are critical,
that is, backing up filewithout a snapshot does not make sense. If a snapshot cannot be taken,
the backup will fail.

A Do not create a snapshot

Always back up files directly. Trying to back up files that are opened for excdusizes will
result in a read error. Files in the backup may be not ttoesistent.

5.9.10 File-level security

This option is effective only for flevel backup in Windows.
This option defines whether to back up NTFS permissions for files altmthe/files.
The preset isEnabled.

When this option is enabled, files and folders are backed up with the original permissions to read,
write or execute the files for each user or user group. If you recover a secured file/folder on a
machine without theuser account specified in the permissions, you may not be able to read or
modify this file.

If this option is disabled, the recovered files and folders will inherit the permissions from the folder
to which they are recovered or from the disk, if recovetedhe root.

Alternatively, you can disablecovery(p. 82) of the security settings. The result will be the same
the files will inherit the permissions from the parent folder.

5.9.11 Log truncation

This option is effective for backup of Microsoft SQL Server databases and faveisikackup with
enabled Microsoft SQL Server application backup.

This option defines whether the SQL Server transaction logs are truncated after a successful backup.
The peset is:Enabled

When this option is enabled, a database can be recovered only to a point in time of a backup created
by this software. Disable this option if you back up transaction logs by using the native backup engine
of Microsoft SQL Server. Youlkié able to apply the transaction logs after a recovery and thus

recover a database to any point in time.

5.9.12 LVM snapshotting

This option is effective only for physical machines.



This option is effective for didkvel backup of volumes managed by Linux Logical Volume Manager
(LVM). Such volumes are also called logical volumes.

This option defines how a snapshot of a logical volume is taken. The backup software can do this on
its own or rely on Linux Logical Volume Manager (LVM).

The preset isBy the backup software

A By the backup softwareThe snapshot data is kept mostly in RAM. The backup is faster and
unallocated space on the volume group is not required. Therefore, we neem changing the
preset only if you are experiencing problems with backing up logical volumes.

A By LVM The snapshot is stored on unallocated space of the volume group. If the unallocated
space is missing, the snapshot will be taken by the backup software.

5.9.13 Mount points

This option is effective only in Windows for a-fideel backup of a data source that includes
mounted volumer cluster shared volumes

This option is effective only when you select for backup a folder that is higher folte hierarchy
than the mount point. (A mount point is a folder on which an additional volume is logically attached.)

A If such folder (a parent folder) is selected for backup, andMbent points option is enabled, all
files located on the mounted vahue will be included in the backup. If tdount points option is
disabled, the mount point in the backup will be empty.

During recovery of a parent folder, the mount point content will or will not be recovered,
depending on whether th&lount points option for recoveryp. 82) is enabled or disabled.

A If you select the mount point directly, or select any folder within the mounted volume, the
selected folders will be considered as ordinary folders. They will be backedjayless of the
state of theMount points option and recovered regardless of the state of Meunt points
option for recoveryp. 82).

The preset isDisabled

Tip. You can back up Hyp¥rvirtual machines residing orcluster shared volume by backing up the required
files or the entire volume with fillevel backup. Just power off the virtual machines to be sure that they are
backed up in a consistent state.

Example

Let's assume that th€\Datal\ folder is a mount point for the mounted volume. The volume
contains folderg-olderland Folder2 You create a backup plan for fievel backup of your data.

If you select the check box for volume C and enabléMbent points option, theC\Datal\ folderin
your backup will contaifrolderlandFolder2 When recovering the backagp data, be aware of
proper using theMount points option for recoveryp. 82).

If you select the check box for volume C, and distit#éviount points option, the CADatal folder
in your backup will be empty.

If you select the check box for tiizatal, Folderlor Folder2folder, the checked folders will be
included in the backup as ordinary folders, regardless of the state d¥ithent points option.

5.9.14 Multi-volume snapshot

This option is effective only for Windows operating systems.



This option applies to diskevel backup. This option also applies to-fdeel backup when the
file-level backup is performed by taking a snapshot. ('Hile-level backup shapshotp. 57) option
determines wiether a snapshot is taken during filevel backup).

This option determines whether to take snapshots of multiple volumes at the same time or one by
one.

The preset isEnabled

When this option is enabled, snapshots of all volumes being backed up ateccsdaultaneously.
Use this option to create a timeonsistent backup of data spanning multiple volumes; for instance,
for an Oracle database.

When this option is disabled, the volumes' snapshots are taken one after the other. As a result, if the
data spas several volumes, the resulting backup may be not consistent.

5.9.15 Performance

Process priority

This option defines the priority of the backup process in the operating system.
The available settings arkow, Normal, High

The preset istow (in Windows, corresponds tBelow norma).

The priority of a process raimg in a system determines the amount of CPU and system resources
allocated to that process. Decreasing the backup priority will free more resources for other
applications. Increasing the backup priority might speed up the backup process by requesting the
operating system to allocate more resources like the CPU to the backup application. However, the
resulting effect will depend on the overall CPU usage and other factors like disk in/out speed or
network traffic.



This option sets the priority of the backppocess gervice_process.exéh Windows and the
niceness of the backup procesefvice_processh Linux and OS X.

17 Task Manager

File Options View

Processes  Performance  App history  Start-up  Users Details  Services

Mame FID Status Username CPU  Mem
[5=] services.exe 520 Running SYSTEM 00
{ICE] ser'.rice_prl.:ucess o . Acronis A... 03 9
[8Z] ShellExperience tester 00 1
(85 sihost.exe EERNF DS ee tester 00

[#=] SkypeHost.exe Set priority » Realtime

[Elsmss.exe Set affinity High

= spoolsy.exe Ab |

[ svchost.exe Analyse wait chain evenerma

(85| swehost.exe UAC virtualisation i

[#=] svchost.exe Create dump file i kol b
[l swchost.exe ; ; Low

(85| svchost.exe Open file location TOCALSE.. o0

(8] svchost.exe Search online SYSTEM 00

[8=] swechost.exe Properties SYSTEM 00

P
[8] swchost.exe Go to service(s) METWORE... 00
[l evirhact sva e HimAR A LAl S )

Output speed during backup

This option enables you to limit the hard drive writing speed (when backing up to a local folder) or
the speed of transferring the backup data through the network (when backing up to a network share
or to cloud storage).

The preset isDisabled

When this option is enabled, you can specify the maximum allowed output speed in KB/second.

5.9.16 Pre/Post commands

The option enables you to define the commands to be automatically executed before and after the
backup procedure.

The following schme illustrates when pre/post commands are executed.

Prebackup Backup Postbackup
command command

Examples of how you can use the pre/post commands:

A Delete some temporary files from the disk before starting backup.
A Configure a thirebarty antivirus product to be started each time before the backup starts.

-

A Selectively copy backups to another location. This option may be useful because the replication
configured in a backup plan copiegerybackup to subsequent locations.

The agent performs the replicatiafter executing the posbackup command.



The program does not support interactive commands, i.e. commands that require user input (for
example, "pause").

5.9.16.1 Pre-backup command
To specify a command/batch file to be executed before the backup process starts

1. Enable theExecute a command before the backspitch.
2. IntheCommand..field, type a command or browse to a batch file. The program does not
support inteactive commands, i.e. commands that require user input (for example, "pause".)
3. IntheWorking directoryfield, specify a path to a directory where the command/batch file will
be executed.
4. IntheArgumentsT A St R aLISOATe GKS O2YiMdqyredQa SESOdziA2y
5. Depending on the result you want to obtain, select the appropriate options as described in the
table below.
6. ClickDone
Check box Selection
Fail the backup if the commanc Selected Cleared Selected Cleared
execution fails*
Do not back up until the Selected Selected Cleared Cleared
command execution is
complete
Result
Preset Perform the N/A Perform the backup
badkup after the concurrently with

Perform the backup

command is the command
only after the

. executed despite execution and
command is . . . .
execution failure irrespective of the
successfully .
. Or success. command executior
executed. Fail the result

backup if the
command executior
fails.

* A command is considered failed if its exit code is not equal to zero.

5.9.16.2 Postbackup command
To specify a command/executable file to be executed after the backup is completed

1.
2.
3.

Enable theExecute a command after the backwgwitch.
In the Command.. field, type a command or browse to a batch file.

In the Working directoryfield, specify a path to a directory where the command/batch file will
be executed.

In the Argumentsfield, specify the command execution arguments, if required.
Select theFail the backup if the command execution fadheck box if successful execution of

the command is critical for you. The command is considered failed if its exit code is not equal to

zero. If the command execution fails, the backup status will be detrar.

When the check box is not selected, the command execution result does not affect the backup

failure or success. You can track the command execution result by exploriAgtitaies tab.
ClickDone



5.9.17 Pre/Post data capture commands

The option enables you to define the commands to be automatically executed before and after data
capture (that is, taking the data snapshot). Data capture is performed at the begirfrimg loackup
procedure.

The following scheme illustrates when the pre/post data capture commands are executed.

< Backup
Prebackup Predata Data Postdata Postbackup
command capture capture capture command
command command

If the Volume Shadow Copy Servigetion (p. 66) is enabled, the commands' execution and the
Microsoft VSS actions will be sequenced as follows:

b. ST2NB R lcdmmandst> VESddkBeis Data capture> VSS Resume "After data
capture" commands.

By using the pre/post data capture commands, you can suspend and resume a database or
application that is not compatible with VSS. Because the data capture takeslsetiom database or
application idle time will be minimal.

5.9.17.1 Pre-data capture command
To specify a command/batch file to be executed before data capture
1. Enable theExecute a command before the data captuseitch.
2. IntheCommand..field, type a command or browse to a batch file. The program does not
support interactive commands, i.e. commands that require user input (for example, "pause".)
3. IntheWorking directoryfield, specify a path to a directory where the commandtiafile will
be executed.
4. IntheArgumentsF A St R aLISOATEe G(KS O02YYlIYyRQa SESOdziazy |
5. Depending on the result you want to obtain, select the appropriate options as described in the
table below.

6. ClickDone
Check box Selection
Fail the backup if the Selected Cleared Selected Cleared

command execution fails*
Do not perform the data Selected Selected Cleared Cleared

capture until the command
execution is complete

Result
Preset Perform the data | N/A Perform the data
Perform the data capture aft_er the ce_ipture concurrently
command is with the command

capture only after the
command is
successfully executed
Fail the backup if the
command execution
fails.

executed despite and irrespective of
execution failure the command
or success. execution result.

* A command is considered failed if its exit code is not equal to zero.



5.9.17.2 Postdata capture command
To specify a command/batch file to be executed after data capture
1. Enable theExecute a command after the data captusavitch.
2. IntheCommand..field, type a command or browse to a batch file. The program does not
support interactive commands, i.e. commands that require user input (for example, "pause".)
3. IntheWorking directoryfield, specify a path to a directory where the command/batch filkk wi
be executed.
4. IntheArgumentsF A St R aLISOATe GKS O02YYIFIyRQa SESOdziAazy |
5. Depending on the result you want to obtain, select the appropriate options as described in the
table below.

6. ClickDone
Check box Selection
Fail the backup if the Selected Cleared Selected Cleared
command execution fails*
Do not back up until the Selected Selected Cleared Cleared
command execution is
complete
Result
Preset Qontinue the N/A Continue the
backup after the backup concurrently

Continue the backup

command is with the command
only after the

. executed despite execution and
command is . .
command irrespective of the
successfully . . .
execution failure command executior
executed.
or success. result.

* A command is considered failed if its exit code is not equal to zero.

5.9.18 Scheduling

This option defines whether backups start as scheduled or with a delay, and how many virtual
machines are backed up simultaneously.

The preset is:

A Onpremie deploymentStart all backups exactly as scheduled.

A Cloud deploymentDistribute backup start times within a time window. Maximum delay: 30
minutes.

You can select one of the following:

A Start all backups exactly as scheduled
Backups of physical machines will start exactly as scheduled. Virtual machines will be backed up
one by one.

A Distribute start times within a time window

Backups of physical machines will start with a delay from the scheduled time. The delay value for
ead machine is selected randomly and ranges from zero to the maximum value you specify. You
may want to use this setting when backing up multiple machines to a network location, to avoid
excessive network load. The delay value for each machine is determvimedthe backup plan is



applied to the machine and remains the same until you edit the backup plan and change the
maximum delay value.

Virtual machines will be backed up one by one.
A Limit the number of simultaneously running backups by

This option is avlable only when a backup plan is applied to multiple virtual machines. This
option defines how many virtual machines an agent can back up simultaneously when executing
the given backup plan.

If, according to the backup plan, an agent has to start baakingultiple machines at once, it

will choose two machines. (To optimize the backup performance, the agent tries to match
machines stored on different storages.) Once any of the two backups is completed, the agent
chooses the third machine and so on.

You ca change the number of virtual machines for an agent to simultaneously back up. The
maximum value is 10.

Backups of physical machines will start exactly as scheduled.

5.9.19 Sector-by-sector backup
The option is effective only for did&vel backup.

This option defines whether an exact copy of a disk or volume on a physical level is created.
The preset isDisabled

If this option is enabled, all disk or volume's sectors will be backed up, including unallocated space
and those sectors that are free of data. The resulting backup will be equal in size to the disk being
backed up (if théCompression levelp. 54) option is set toNone). The software automatically
switches to the secteby-sector mode when backing up drives with unrecognized or unsupported file
systems.

5.9.20 Splitting

This option is effective for thalways fult Weekly full, Daily incrementalandCustombackup
schemes.

This option enables you to select the method of splitting of large backups into smaller files.
The preset isAutomatic.

The following settings are available:

A Automatic
A backup wilbe split if it exceeds the maximum file size supported by the file system.

A Fixed size
Enter the desired file size or select it from the didpwn list.

5.9.21 Task failure handling

This option determines the program behavior when execution of a backup plan fails.

If this option is enabled, the program will try to execute the backup plan again. You can specify the
number of attempts and the time interval between the attempts. The paogstops trying as soon



as an attempt completes successfully OR the specified number of attempts is performed, depending
on which comes first.

The preset isDisabled

5.9.22 Volume Shadow Copy Service (VSS)

This option is effective only for Windows operating systems.

The option defines whether a Volume Shadow Copy Service (VSS) provider has to natifaéSS
applications that the backup is about to start. This ensures the consistent state of all datayubed b
applications; in particular, completion of all database transactions at the moment of taking the data
snapshot by the backup software. Data consistency, in turn, ensures that the application will be
recovered in the correct state and become operaibimmediately after recovery.

The preset isEnabled Automatically select snapshot provider

You can select one of the following:

A Automatically select snapshot provider

Automatically select among the hardware snapshot provider, software snapshot preyahd
Microsoft Software Shadow Copy provider.

A Use Microsoft Software Shadow Copy provider

We recommend choosing this option when backing up application servers (Microsoft Exchange
Server, Microsoft SQL Server, Microsoft SharePoint, or Active Director

Disable this option if your database is incompatible with VSS. Snapshots are taken faster, but data
consistency of the applications whose transactions are not completed at the time of taking a
snapshot cannot be guaranteed. You may Bse/Post data gature commandgp. 63) to ensure that

the data is backed up in a consistent state. For instance, specifygpaecapture commands that will
suspend the database and flush all caches to ensure that all transactie completed; and specify
post-data capture commands that will resume the database operations after the snapshot is taken.

Enable VSS full backup

If this option is enabled, logs of Microsoft Exchange Server and of othea8& applications
(exceptfor Microsoft SQL Server) will be truncated after each successful full, incremental or
differential disklevel backup.

The preset isDisabled

Leave this option disabled in the following cases:

-

A If you use Agent for Exchange or thpdrty software for backing up the Exchange Server data.
This is because the log truncation will interfere with the consecutive transaction log backups.

A If you use thireparty software for backing up the SQL Servead@he reason for this is that the
third-party software will take the resulting did&vel backup for its "own" full backup. As a result,
the next differential backup of the SQL Server data will fail. The backups will continue failing until
the third-party software creates the next "own" full backup.

A If other VS&ware applications are running on the machine and you need to keep their logs for
any reason.

Enabling this option does not result in the truncation of Microsoft SQL Server logs. To truncate the
SQ Server log after a backup, enable thog truncation(p. 58) backup option.



5.9.23 Volume Shadow Copy Service (VSS) for virtual machines

This option defines whether quiesced snapshots of virtual machines are taken. To take a quiesced
snapshot, the backup software applies VSS inside a virtual machine by using VMware Tools or
HyperV Integration Services.

The preset isEnabled

If this optian is enabled, transactions of all V&8are applications running in a virtual machine are
completed before taking snapshot. If a quiesced snapshot fails after the numbeatiErapts
specified in the'Error handling'{(p. 55) option, and application backup is disabled, a +piesced
shapshot is taken. If application backup is enabled, the backup fails.

If this option is disabled, a nequiesced snapshot is taken. The virtual machine will be backed up in a
crashconsistent stte.

5.9.24 Weekly backup

This option determines which backups are considered "weekly" in retention rules and backup
schemes. A "weekly" backup is the first backup created after a week starts.

The preset isMonday.

5.9.25 Windows event log

This option is effective only in Windows operating systems.

This option defines whether the agents have to log events of the backup operations in the
Application Event Log of Windows (to see this log, run eventvwr.exe or €xattol Paneb
Administrative tools>Event Viewe). You can filter the events to be logged.

The preset isDisabled

6 Recovery

6.1 Recovery cheat sheet

The following table summarizes the available recovery methods. Use the table to choose a recovery
method that best fits your need.

What to recover Recovery method
Physical machine Using the web interfacép. 69)
(Windows or Linux) Using bootable medi§p. 73)
Physical machine (Mad Using bootable medi§p. 73)
Virtual machine Using the web interfac. 71)
(VMware or Hyped/) Using bootable medi§p. 73)
ESXi configuration Using bootable medi§p. 79)

Using the web interfacép. 76)
Downloadirg files from the cloud storag@. 77)
Using bootable medi§p. 77)
Extracting files from local backufys 78)
System state Using the web interfacép. 79)
SQL databases Using the web interfac. 104)

Files/Folders




Exchange databases Using the web interfacé. 107)

Exchange mailboxes Using the web interfac. 108)

Office 365 mailboxes Using the web interfacé. 112)

Note for Mac users

A

Starting with 10.11 El Capitan, certain system files, fsldend processes are flagged for
protection with an extended file attribute com.apple.rootless. This feature is called System
Integrity Protection (SIP). The protected files include preinstalled applications and most of the
folders in /system, /bin, /sbip/usr.

The protected files and folders cannot be overwritten during a recovery under the operating
system. If you need to overwrite the protected files, perform the recovery under bootable media.

Starting with macOS Sierra 10.12, rarely used files can be moved to iCloud by the Store in Cloud
feature. Small footprints of these files are kept on the file system. These footprints are backed up
instead of the original files.

When you recover a footpit to the original location, it is synchronized with iCloud and the
original file becomes available. When you recover a footprint to a different location, it cannot be
synchronized and the original file will be unavailable.

6.2 Creating bootable media

Bootable media is a CD, DVD, USB flash drive, or other removable media that enables you to run the
agent without the help of an operating system. The main purpose of bootable media is to recover an
operating system that cannot start.

We highly reconmend that you create and test a bootable media as soon as you start usiAgisk
backup. Also, it is a good practice teaate the media after each major update of the backup
agent.

You can recover either Windows or Linux by using the same mexdiac@ver OS X, create a
separate media on a machine running OS X.

To create bootable media in Windows or Linux

1.

Download the bootable media ISO file. To download the file, select a machine, and then click
Recover> More ways to recover. >Download ISO image

Do any of the following:
A Burn a CD/DVD using the 1SO file.

-

A Create a bootable USB flash drive by using the ISO file and one of the free tools available
online.

UselSO to USB or RUFU¥ you need to boot an UEFI machifgin32Diskimager for a
BIOS machine. In Linux, using titeutility makes sense.

A Connect the ISO file as a CD/DVD drive to the virtual machine that you want to recover.

Alternatively, you can create bootable media by udtogtable Media Buildefp. 88).

To create bootable media in OS X

1.
2.

On a machine where Agent for Mac is installed, digglications>Rescue Media Builder

The software displays the connected remable media. Select the one that you want to make
bootable.

Warning All data on the disk will be erased.

ClickCreate




4. Wait while the software creates the bootable media.

6.3 Recovering a machine

6.3.1 Physical machine

This section dscribes recovery of physical machines by using the web interface.

Use bootable media instead of the web interface if you need to recover:
A 0S X
A Any operating system to bare metal or to an offline machine
Recovery of an operating systerequires a reboot. You can choose whether to restart the machine
automatically or assign it thieteraction requiredstatus. The recovered operating system goes
online automatically.
To recover a physical machine
1. Select the backedp machine.
2. ClickRecovery
3. Select a recovery point. Note that recovery points are filtered by location.
If the machine is offline, the recovery points are not displayed. Do any of the following:

A If the backup location is cloud or shared storage (i.e. other agents can access iHeldtk
machine select a target machine that is online, and then select a recovery point.
A Select a recovery point ahe Backups talfp. 85).
A Recover the machine as describedRecovering disks by using bootable medja'73).
4. ClickRecover>Entire machine
The software automatically maps the disks from the backup to the disks of the target machine.

A To recover to another physical machine, clicgkget machineand then select a target
machine that is online.



A If the disk mapping fails, recover the machine as describ&8écovering disks by using
bootable media'{p. 73). The media enables you to choose disks for recovery and to map the
disks manually.

Physical machine +
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5. ClickStart recovery

6. Confirm that you want to overwritehe disks with their backedp versions. Choose whether to
restart the machine automatically.

The recovery progress is shown on thetivities tab.

6.3.2 Physical machine to virtual

This section describes recovery of a physical machine as a virtual machine by using the web interface.
This operation can be performed if at least one Agent for VMware or Agent for Myjsenstalled
and registered.

For more information about P2V migrati, refer to"Machine migration'(p.122).

To recover a physical machine as a virtual machine
1. Select the backedp machine.
2. ClickRecovery
3. Select a recovery point. Note that recovery points are filtered by location.
If the machine is offline, the recovery points are not displayed. Do any of the following:

A If the backup location is cloud or shared storage (i.e. other agents can acceliskifelect
maching select a machine that is online, and then select a recovery point.

A Selecta recovery point adhe Backups taffp. 85).
A Recover the machine as describedRecovering disks by using bootable medj@a'73).
4. ClickRecover> Entire machine
5. InRecover tq selectVirtual machine
6. ClickTarget machine
a. Select the hypervisoMMware ESXor HyperV).
At least one Agent for VMware or Agent for Hydemust be installed.



b. Select whether to recover to a new or existing machine. The new maobiien is
preferable as it does not require the disk configuration of the target machine to exactly
match the disk configuration in the backup.

c. Select the host and specify the new machine name, or select an existing target machine.
d. ClickOK
7. [Optional] Wten recovering to a new machine, you can also do the following:

A ClickDatastorefor ESXi oPathfor HyperV, and then select the datastore (storage) for the
virtual machine.

A . f MMD4ettingsto change the memory size, the number of processors, and the network
connections of the virtual machine.

Virtual machine w
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8. ClickStart recovery
9. When recoveringo an existing virtual machine, confirm that you want to overwrite the disks.

The recovery progress is shown on thetivities tab.

6.3.3 Virtual machine

A virtual machine must be stopped during the recovery to this machine. The software stops the
machine without a prompt. When the recovery is completed, you have to start the machine
manually.

This behavior can be changed by using the VM power management recovery optioRécllery
options>VM power management
To recover a virtual machine
1. Do one of the following:
A Select a backedp machine, clicRecovery and then select a recovery point.



A Selecta recovery point dhe Backups taffp. 85).
2. ClickRecover>Entire machine

3. If you want torecover to a physical machine, sel@ttysical machinén Recover to Otherwise,
skip this step.

Recovery to a physical machine is possible only if the disk configuration of the target machine
exactly matches the disk configuration in the backup.

If this is the case, continue to step 4"'Physical maching(p. 69). Otherwise, we recommend
that you perform the V2P migration lusing bootable mediép. 73).

4. The software automatically selects the original machine as the target machine.
To recover to another virtual machine, clitkrget machineand then do the following:
a. Select the hypervisoMMware ESXor HyperV).
b. Select whether taecover to a new or existing machine.
c. Select the host and specify the new machine name, or select an existing target machine.
d. ClickOK
5. [Optional] When recovering to a new machine, you can also do the following:

A ClickDatastorefor ESXi oPathfor Hype-V, and then select the datastore (storage) for the
virtual machine.

A . f MMDgettingsto change the memory size, the number of processors, and the network
connections of the virtual machine.
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6. ClickStart recovery
7. When recovering to an existing virtual machine, confirm that you want to overwrite the disks.

The recovery progress is shown on thetivities tab.



6.3.4 Recovering disks by using bootable media
For information about how to create bootable media, refer'@reating bootable mediap. 68).

To recover disks by using bootable media
1. Boot the target machine by using bootable media.

2. ClickManage this machine locallgr clickRescue Bootable Mediavice, depending on the
media type you are using.

3. If a proxy server is enabled in your network, cliclols>Proxy serverand then specify the
proxy server host name/IP address and port. Otherwise, skip this step.

4. On the welcome screen, cli€ecover
5. ClickSelect dataand then cliclBrowse
6. Specify the backup location:

A To recover from cloud storage, selé€ibud storageEnter the credentials of the account to
which the backed up machine is assigned.

A To recover from a local or a network folder, browse to the folder undeal foldersor
Network folders

ClickOKto confirm your selection.

7. Select the backup from which you want to recover the data. If prompted, type the password for
the backup.

8. InBackup contentsselect the disks that you want to recover. Cl@ikto confirm your selection.
9. UnderWhere to recover the software automaticallynaps the selected disks to the target disks.

If the mapping is not successful or if you are unsatisfied with the mapping result, you-ceapre
disks manually.

Changing disk layout may affect the operating system bootability. Please use the originaletsadisk
layout unless you feel fully confident of success.

10. [When recovering Linux] If the backeg@ machine had logical volumes (LVM) and you want to
reproduce the original LVM structure:

a. Ensure that the number of the target machine disks and each disk capacity are equal to or
exceed those of the original machine, and then clipkly RAID/LVM

b. Review the volume structure, and then clisgply RAID/LVMo create it.
11. [Optional] ClickRecovery optiongo specify additional settings.
12. ClickOKto start the recovery.

6.3.5 Using Universal Restore

The most recent operating systems remain bootable when recovered to dissimilar hardware,
including the VMware or Hypé¥ platforms. If aecovered operating system does not boot, use the
Universal Restore tool to update the drivers and modules that are critical for the operating system
startup.

Universal Restore is applicable to Windows and Linux.

To apply Universal Restore
1. Boot the machine from the bootable media.
2. ClickApply Universal Restore

3. If there are multiple operating systems on the machine, choose the one to apply Universal
Restore to.



4. [For Windows onlyConfigure the additional settindp. 74).
5. ClickOK

6.3.5.1 Universal Restore in Windows
Preparation

Prepare drivers

Before applying Universal Restore to a Windows operating system, make sure that ydbéave

drivers for the new HDD controller and the chipset. These drivers are critical to start the operating
system. Use the CD or DVD supplied by the hardware vendor or download the drivers from the
GSYR2NRA 6S0aAlSd® ¢KS R Nhads Nyod doivnfoad the HrifedsiinRhe K I @S
*.exe, *.cab or *.zip format, extract them using a thipdrty application.

The best practice is to store drivers for all the hardware used in your organization in a single
repository sorted by device type or llye hardware configurations. You can keep a copy of the
repository on a DVD or a flash drive; pick some drivers and add them to the bootable media; create
the custom bootable media with the necessary drivers (and the necessary network configuration) for
each of your servers. Or, you can simply specify the path to the repository every time Universal
Restore is used.

Check access to the drivers in bootable environment

Make sure you have access to the device with drivers when working under bootable media. Use
WinPEbased media if the device is available in Windows but Eirased media does not detect it.

Universal Restore settings

Automatic driver search

Specify where the program will search for the Hardware Abstraction Layer (HAL), HDD controller
driver and etwork adapter driver(s):

A If the drivers are on a vendor's disc or other removable media, turn oSéaech removable
media.

A If the drivers are located in a networked folder or on the bootable media, specify the path to the
folder by clickingAdd folder.

In addition, Universal Restore will search the Windows default driver storage folder. Its location is
determined in the registry valuBevicePathwhich can be found in the registry key
HKEY_LOCAL_MACHINBFTWARR/Icrosoft\ Windows\ CurrentVersion This storage folder is
usually WINDOWS/inf.

Universal Restore will perform the recursive search in all thefslalers of the specified folder, find

the most suitable HAL and HDD controller drivers of all those available, and install them into the
system. Universal Restore also searches for the network adapter driver; the path to the found driver
is thentransmittedby Universal Restore to the operating system. If the hardware has multiple
network interface cards, Universal Restore will try to configlr¢he cards' drivers.

Mass storage drivers to install anyway
You need this setting if:

A The hardware has a specific mass storage controller such as RAID (especially NVIDIA RAID) or a
fibre channel adapter.



A You migrated a system to a virtual machine thaés a SCSI hard drive controller. Use SCSI
drivers bundled with your virtualization software or download the latest drivers versions from
the software manufacturer website.

A If the automatic drivers search does not help to boot the system.

Specify the apmpriate drivers by clickingdd driver. The drivers defined here will be installed, with
appropriate warnings, even if the program finds a better driver.

Universal Restore process

After you have specified the required settings, clitk

If Universal Reste cannot find a compatible driver in the specified locations, it will display a prompt
about the problem device. Do one of the following:

A Add the driver to any of the previously specified locations and Rlétky.

A If you do not remember the locatioklicklgnoreto continue the process. If the result is not
satisfactory, reapply Universal Restore. When configuring the operation, specify the necessary
driver.

Once Windows boots, it will initialize the standard procedure for installing new hardware. The
network adapter driver will be installed silently if the driver has the Microsoft Windows signhature.
Otherwise, Windows will ask for confirmation on whether to install the unsigned driver.

After that, you will be able to configure the network connectiordapecify drivers for the video
adapter, USB and other devices.

6.3.5.2 Universal Restore in Linux

Universal Restore can be applied to Linux operating systems with a kernel version of 2.6.8 or later.

When Universal Restore is applied to a Linuxratieg system, it updates a temporary file system
known as the initial RAM disk (initrd). This ensures that the operating system can boot on the new
hardware.

Universal Restore adds modules for the new hardware (including device drivers) to the initial RAM
disk. As a rule, it finds the necessary modules inltbénodules directory. If Universal Restore
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Universal Restore may modify the configuration of the GRUB boot loader. This may be required, for
example, to ensure the system bootability when the new machine has a different volume layout than
the original machine.

Universal Restoraever modifies the Linux kernel.
Reverting to the original initial RAM disk
You can revert to the original initial RAM disk if necessary.

The initial RAM disk is stored on the machine in a file. Before updating the initial RAM disk for the
first time, Uniersal Restore saves a copy of it to the same directory. The name of the copy is the
name of the file, followed by theacronis_backup.imguffix. This copy will not be overwritten if you
run Universal Restore more than once (for example, after you hastedachissing drivers).

To revert to the original initial RAM disk, do any of the following:

A Rename the copy accordingly. For example, run a command similar to the following:

Y 2



mv initrd -2.6.16.60 -0.21 - default_acronis_backup.img
initrd -2.6.16.60 -0.21 - default

A Specify the copy in thigitrd line of theGRUB boot loader configuration

6.4 Recovering files

6.4.1 Recovering files by using the web interface

1. Select the machine that originally contained the data that you want to recover.
2. ClickRecovery

3. Select the recovery point. Note that recovery points are filtered by location.

If the selected machine is physical and it is offline, recovery points are not displayed. Select a
recovery point orthe Backups talp. 85) or use other ways to recover:

A Download the files from the cloud storage. 77)
A Use bootable medigp. 77)
4. ClickRecover> Files/folders
5. Browse to the required folder or use search to obtain the list of the required files and folders.

You can ge one or more wildcard characters (* and ?). For more details about using wildcards,
refer to "File filters"(p. 56).

6. Select the files that you want to recover.

7. If you want to save the files as a .zip filésldDownload select the location to save the data to,
and clickSave Otherwise, skip this step.

8. ClickRecover
In Recover tg you see one of the following:

A The machine that originally contained the files that you want to recover (if it is a machine
with an agent or an ESXi virtual machine).

A The machine where Agent for Hyp¥ris installed (if the files originate from a Hypéwirtual
machine). Files from a Hyp®tvirtual machine cannot be recovered to the original machine.

This is the target maché for the recovery. You can select another machine, if necessary.

9. [Only when recovering to an ESXi virtual machine] Provide the credentials of a guest system user.
The user must be a member of tAelministratorsgroup in Windows or a root user in Linux.

10. In Path, select the recovery destination. You can select one of the following:
A The original location (when recovering to the original machine)
A Alocal folder on the target machine
A A network folder that is accessible from the target machine.
11. ClickStart recovery.
12. Select one of the file overwriting options:
A Overwrite existing files
A Overwrite an existing file if it is older
A Do not overwrite existing files

The recovery progress is shown on thetivities tab.



6.4.2 Downloading files from the cloud storage

You can browse the cloud storage, view the contents of the backups, and download files that you
need.

Limitation: Backups of system state, SQL databases, and Exchange databases cannot be browsed.

To download files from the cloud storage

1. Select a machine that was backed up.

2. ClickRecover> More ways to recover..> Download files

3. Enter the credentials of the account to which the backed up machine is assigned.
4

[When browsing diskevel backups] Undéversions click the bakup from which you want to
recover the files.

[When browsing fildevel backups] You can select the backup date and time in the next step,
under the gear icon located to the right of the selected file. By default, files are recovered from
the latest backup.

5. Browse to the required folder or use seartchobtain the list of the required files and folders.

6. Select the check boxes for the items you need to recover, and therDdiekload

If you select a single file, it will be downloaded as is. Otherwise, the selected data will be archived
into a .zip file.

7. Select the location to save the data to, and then cBake

6.4.3 Recovering files by using bootable media

For informationabout how to create bootable media, refer t€reating bootable mediap. 68).
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