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1 Introducing Acronis Backup

1.1 What's new in Update 1

Installation

A Microsoft SQL Server 2016 can be used to store the databagesafis Backup Management
Server

A By default, Microsoft SQL Server 2008 Express is installed with Acronis Backup Management
Server in Windows earlier than Windows 8.

Applications support
A Recovery of Exchange 2016 mailboxes and their contents from dathbakeps.

A Protection of Oracle data with didkvel and databaséevel backups. For database backups,
Acronis enables integration of Acronis Backup backup plans with Oracle Recovery Manager
(RMAN). More information is available in the "Protecting Orackalizxse with Acronis Backup"
white paper.

Virtualization

A Support for Red Hat Enterprise Virtualization 3.6

A Support for Windows Server 2016 with Hypérole (agerdess backup of HypeY virtual
machines)

Supported operating systems

A Support for Windows $eer 2016

A Support for Debian 8:8.5, CentOS 7.1, Ubuntu 16.04, and Fedora 24

A Support for Linux kernel version 4.5

Other

A Updated Linux kernel for Acronis Bootable Media environment to support more modern
hardware.

A Support for Windows Assessment and Deployment Kit (ADK) for Windows 10, version 1607.
A Backups to FTP are no longer automatically split ir&2files.

1.2 What's new in Acronis Backup 11.7

Installation

A Microsoft SQL Server 2014 can be used to store the databagesafis Backup Management
Server

Licensing

A Support for the subscription licensing model. For more information, please refer tadtuis
Backup Licensing FAQ

Deduplication

A 128 MB of RM per 1 TB of unique data are required, instead of 3 GB.

A No need to allocate the deduplication database on expensive SSD disks. Regular HDD disks can be
used without performance degradation.



Recovery from a deduplicated backup is now 40 percent faster.

Thebackup speed does not reduce as the deduplication database size increases.

The Storage Node startup time on large data sets is reduceeétmihutes.

Validating deduplicated backups and compacting the data store are now 2.5 times faster.

> > > >

These improvemes are effective when v11.7 agents back up to deduplicating vaults created on
v11.7 storage nodes. When a new agent backs up to an old vault or an old agent backs up to a new
vault, the old deduplication algorithm is used. To apply the new deduplicatimmitim to old

backups, you need to import the backups into a newly created vault.

Tape support
A Configurable block siZp. 192) for reading and writing to tapes. The default value is taken from
the tape device driver.

A Hardvare Compatibility List (HCL) and Hardware Compatibility Tool are introddaediware
Compatibility Listontains tape devices with confirmed support by Acronis Backup. To learn if
your specific device is supported, use thardware Compatibility Tool

A Fdl support for the LTE technology. See the HCL for the exact names of the tested devices.

Centralized management

A ltis possible to specify@istom backup locatiofp. 355) for each machine that is included in a
centralized backup plan.

A In addition to exporting licenses from the management server to an .xml file, yoexgemt
them to a .txt file(p. 376).

Microsoft Exchange Server support

A Agent for Exchange can back up and recover Microsoft Exchange Server 2016 databases. Backup
and recovery of Exchange 2016 mailboxes (including mailbox recovery from database backups)
are not supported.

Supported operating systems
A Support for Windows Seer 2016 Technical Preview 4.
A Support for Linux kernel version 4.2, 4.3, and 4.4.

A Support for Red Hat Enterprise Linux 7.2, Oracle Linux 7.2, ClearOS, Debian 8.2, Ubuntu 15.10,
and Fedora 23.

A Support for Windows 2000 in Acronis Backup Advanced is lin@@aponents of v11.7 cannot
be installed in this operating system. To back up machines that run Windows 2000, use the
agents of v11.5. The v11.5 agents are compatible with the management components of v11.7.

Acronis Backup for Windows Server and Acronck@&afor PC cannot be installed in Windows
2000. To back up machines that run this operating system, use v11.5.

Acronis Backup v11.5 supports Windows 2000 SP4.

Other

A ltis possible to use compression in combination with tmedity hardware or software
deduplication (for diskevel backups only). This effectively reduces the storage space occupied
by the backups.

A More functionality is available via the commatide interface:
A Generating management server reports
A Deploying Agent for VMware (Virtual Appliance)



A Agent for VMware does not back up independent disks and Raw Device Mapping (RDM) disks in
physical compatibility mode, regardless of the state of a virtual machine. This limitation is
introduced for better pedictability of the product behavior.

A 32-bit Linuxbased bootable media was optimized in size by removing the rarelyacsedmd
utility.

A When a disk backup is mounted in the read/write mode, the respective incremental backup is
not created immediatelybut after the disk backup is unmounted, instead. While the backup is
mounted, the changes are saved in the %Temp% folder.

1.3 Acronis Backup components

Acronis Backup includes the following main types of components.

Components for a managed maite (agents)

These are applications that perform data backup, recovery and other operations on the machines
managed with Acronis Backup. Agents require a license to perform operations on each managed
machine.

Components for centralized management

These components, included in Acronis Backup Advanced, provide centralized management
capability. Usage of these components is not licensed.

Console

The console provides Graphical User Interface to other Acronis Backup components. Usage of the
console is ot licensed.

Bootable media builder

With bootable media builder, you can create bootable media in order to use the agents and other
rescue utilities in a rescue environment.

Bootable Media Builder does not require a license if installed together with an agent. To use a media
builder on a machine without an agent, you need to enter the license key or have at least one license
on the license server. The license may be eitheilavie or assigned.

1.3.1 Agent for Windows

This agent enables dig&vel and filelevel data protection under Windows.

Disk backup

Disklevel data protection is based on backing up either a disk or a volume file system as a whole,
along with althe information necessary for the operating system to boot; or all the disk sectors using
the sectorby-sector approach (raw mode). A backup that contains a copy of a disk or a volume in a
packaged form is called a disk (volume) backup or a disk (volomaggi It is possible to recover

disks or volumes as a whole from such backup, as well as individual folders or files.

File backup

Filelevel data protection is based on backing up files and folders residing on the machine where the
agent is installed or oa network share. Files can be recovered to their original location or to another



place. It is possible to recover all files and folders that were backed up or select which of them to
recover.

Conversion to a virtual machine

Agent for Windows performs theonversion by recovering a disk backup to a new virtual machine of
any of the following types: VMware Workstation, Microsoft Virtual PC, Citrix XenServer Open Virtual
Appliance (OVA) or Red Hat Kerhabked Virtual Machine (KVM). Files of the fully comé&duand
operational machine will be placed in the folder you select. You can start the machine using the
respective virtualization software or prepare the machine files for further usage.

Disk management

Agent for Windows includes Acronis Disk Directar 1dt handy disk management utility. Disk
management operations, such as cloning disks; converting disks; creating, formatting and deleting
volumes; changing a disk partitioning style between MBR and GPT or changing a disk label, can be
performed either inthe operating system or using bootable media.

1.3.2 Agent for Linux

This agent enables digével and filelevel data protection under Linux.

Disk backup

Disklevel data protection is based on backing up either a disk or a volume file systewhatea

along with all information necessary for the operating system to boot; or all the disk sectors using the
sectorby-sector approach (raw mode.) A backup that contains a copy of a disk or a volume in a
packaged form is called a disk (volume) backua disk (volume) image. It is possible to recover

disks or volumes as a whole from such backup, as well as individual folders or files.

File backup

Filelevel data protection is based on backing up files and directories residing on the machine where
the agent is installed or on a network share accessed using the smb or nfs protocol. Files can be
recovered to their original location or to another place. It is possible to recover all files and
directories that were backed up or select which of them to rezov

Conversion to a virtual machine

Agent for Linux performs the conversion by recovering a disk backup to a new virtual machine of any
of the following types: VMware Workstation, Microsoft Virtual PC, Citrix XenServer Open Virtual
Appliance (OVA) or ReditKernelbased Virtual Machine (KVM). Files of the fully configured and
operational machine will be placed in the directory you select. You can start the machine using the
respective virtualization software or prepare the machine files for further usage.

1.3.3 Agent for VMware

Acronis Backup Agent for VMware enables backup and recovery of ESX(i) virtual machines without
installing agents into the guest systems. This backup method is known asleggbackup or

backup at a hypervisor level. Thgemt can be imported or deployed to a VMware ESX(i) host as a
virtual appliance.



1.3.4 Agent for Hyper-V

Acronis Backup Agent for Hyp¥éiprotects virtual machines residing anHyperV virtualization
server. The agent allows for backing up virtual machines from the host without having to install
agents on each virtual machine.

1.3.5 Agent for SQL

Acronis Backup Agent for SQL enables you to create giagkedisk and agipation backups and to
recover Microsoft SQL databases from them. The databases can be recovered directly to a running
SQL Server instance or extracted to a folder on a file system.

The agent uses Microsoft VSS to ensure the consistency of the bapkiadabases. After a
successful backup, the agent can truncate the SQL Server transaction log.

The agent is included in the setup program of Acronis Backup Advanced.

The agent is installed withgent for Windowgp. 12) or on a machine where Agent for Windows is
already installed.

1.3.6 Agent for Active Directory

Acronis Backup Agent for Active Directory enables you to create giagtedisk and application
backups and to extract Microsoft Active Directory dfitan them to a folder on a file system.

The agent uses Microsoft VSS to ensure the consistency of the bapldata.
The agent is included in the setup program of Acronis Backup Advanced.

The agent is installed withgent for Windowgp. 12) or on a machine where Agent for Windows is
already installed.

1.3.7 Components for centralized management

This section lists the components that are included in Acronis Backup Advanced and provide the
centralized management capiity. Besides these components, Acronis Backup Agents have to be
installed on all machines that need data protection.

1.3.7.1  Management Server

Acronis Backup Management Server is the central server that drives data protection within the
enterprisenetwork. The management server provides the administrator with:

-

A a single entry point to the Acronis Backup infrastructure

A an easy way to protect data on numeromsachinegp. 438) using centralized backup plans and
grouping

integration with VMware vCenter to discover virtual machines for protection

enterprisewide monitoring and reporting functionality

built-in license management

the ability to createcentralized vaultép. 432) for storing enteprisebackup archive§. 430

the ability to managetorage nodegp. 440)

> D D> > >

the centralizectatalog(p. 433) of all data stored on the storage nodes.



If there aremultiple management servers on the network, they operate independently, manage
different machines and use different centralized vaults for storing archives.

1.3.7.2  Storage Node

Acronis Backup Storage Node is a server designed to optimize the abaarious resources (such as
the corporate storage capacity, the network bandwidth, or the managed machines' CPU load) which
are required to protect the enterprise data. This goal is achieved by organizing and managing the
locations that serve as dedited storages of the enterprise backup archives (managed vaults).

The most important function of a storage nodededuplication(p. 225) of backups stored in its
vaults. This means that identical data will be backed up tovthigt only once. This minimizes the
network usage during backup and storage space taken by the archives.

The storage nodes enable creating highly scalable and flexible, in terms of the hardware support,
storage infrastructure. Up to 50 storage nodes carsbt up, each being able to manage up to 20
vaults.

The administrator controls the storage nodes centrally fromAleeonis Backup Management Server
(p. 14). Direct console connection to a storage node is not possible.

1.3.7.3  Components for Remote Installation

These are Acronis component installation packages used bydmagement consol. 16) for
installation on remote machines.

Components for Remote Installation neeallie installed on the machine with the console or with
the management servep. 14). During installation, the setup program saves the components in the
default location and saves this location path in the regisfts a result, the components are readily
available in theRemote Installation Wizaras "registered components”.

1.3.7.4 PXE Server

Acronis PXE Server allows for booting machines into Acronis bootable components through the
network.

The network booting:
A Eliminates the need to have a technician onsite to instalkibetable mediap. 431) into the
system that has to be booted

A During group operations, reduces the time required for booting multiple nmeshas compared
to using physical bootable media.

1.3.7.5 License Server

The server enables you to manage licenses of Acronis products and install the components that
require licenses.

You carinstall a license server as a separate compomenisethe one integrated into the
management server. THeanctionality of the license servép. 375) is similar for both types of
installation.



1.3.8 Management Console

Acronis Backup Management Console is an administrative tool for access to Acronis Backup agents
and, in Acronis Backup Advanced, to Acronis Backup Management Server.

The console has two distributions: for installation on Windows and installation on Mfibe both
distributions enable connection to any Acronis Backup agent and Acronis Backup Management
Server, we recommend that you use the console for Windows if you have a choice between the two.
The console that installs on Linux has limited functiopalit

A Remote installation of Acronis Backup components is not available.
A The Active Directoryelated features, such as browsing the AD, are not available.

1.3.9 Bootable Media Builder

Acronis Bootable Media Builder is a dedicated tool for credimgable mediap. 431). There are
two media builder distributions: for installation in Windows and installation in Linux.

The media builder that installs on Windows can create bootable media based on either Windows
Preinstalation Environment, or Linux kernel. The media builder that installs on Linux creates
bootable media based on Linux kernel.

1.3.10 Acronis Wakeon-LAN Proxy

Acronis Waken-LAN Proxy enables Acronis Backup Management Server to wake up for backup
machines located in another subnet. Acronis WakeLAN Proxy installs on any server in the subnet
where the machines to be backed up are located.

1.4 About using the product in the trial mode

Before buying an Acronis Backup license, you may want to try the software. This can be done without
a license key.

To install the product in the trial mode, run the setup program locally or usecimete installation
functionality. Unattended installatioand otherways of installatiorare not supported.

Limitations of the trial mode

When working under bootable media:

A The disk management functionality is not available. You can try the user interface, but there is no
option to commit the changes.

-

A The recoery functionality is available, but the backup functionality is not. To try the backup
functionality, install the software in the operating system.

Upgrading to the full mode

After the trial period expires, the product GUI displays a notification requgytii to specify or
obtain a license key.

To specify a license key, clidklp>Change Licensg. 329). Specifying the key by running the setup
program is not possible.



If you have activated a trial or purchased a subscription forctbad backup servicg. 407), cloud
backup will be available until the subscription period expires, regardless of whether you specify a
license key.

1.5 Supported file systems

Acronis Backup can back up and recover the following file systems with the following limitations:

A FAT16/32
A NTFS

A ReFSvolume recovery without the volume resize capability. Supported/indows Server
2012/2012 R2 and Windows Ser 2016(p. 45) only.

A Ext2/Ext3/Ext4

A ReiserFS3particular files cannot be recovered from disk backups located on Acronis Backup
Storage Node

A ReiserFS4volume recovery without the volume resize capability; particular files cannot be
recovered from disk backups located on Acronis Backup Storage Node

A XFS volume recovery without the volume resize capability; particular files cannot be recovered
from disk backups located on Acronis Backup Storage Node

A JFS particular files cannot be recovered from disk backups located on Acronis Backup Storage

Node
A Linux SWAP

Acronis Backup can back up and recover corrupted orsumported file systems usingeh
sectorby-sector approach.

1.6 Technical Support

Maintenance and Support Program

If you need assistance with your Acronis product, please go to
http://www.acronis.com/enus/support/

Product Updates

You can download the latest updates for all yoegistered Acronis software products from our
website at any time after logging into yoAccount(http://www.acronis.com/enus/my) and
registering the product. SeRRegistering Acronis Products at the Website
(http://kb.acronis.com/content/4833 andAcronis Website User Guide
(http://kb.acronis.com/content/8128.



2 Getting started

L& Step 1. Installation

@ These brief installation instructions enable you to start using the product quickly. For the
complete description of installation methods and procedures, please refer tindtallation
documentation

Before installation, make sure that:

A Your hardwaremeets thesystem requirements

A You have license keys for the product of your choice.

A You have the setup program. You can download it fromAtmnis website
Procedure

When following the instructions below, you can select more than one machine role.

1. Install themanagement serveto be able to manage multiple machines.
a. Run the setup program and clibikstall AcronisBackup

b. After accepting the terms of the license agreement, selectGbatrally monitor and
configure the backing up of physical and virtual machingseck box.

c. Type your license keys or import them from a text file.

d. Follow the orscreen instructions.

Details The console will also be installed that you can control the management server locally.
2. Install anagenton each machine you want to back up.

a. Run the setup program and clibiistall AcronisBackup

b. After accepting the terms of the license agreement, selectBhekup this machine's data
check box.

c. Select purchased a license or a subscription

d. Select thdJse the following license servatheck box, and then enter the name or IP address
of the previously installed management server.

e. When prompted, register the maaie on the management server.
f. Follow the orscreen instructions.
Details The console will also be installed on each machine.

3. [Optional] Install thestorage nodeon the machine that will serve as a storage for backups of
other machines.

a. Run the setup program and clitstall AcronisBackup

b. After accepting the terms of the license agreement, seleciStwre the backups of other
machines on this machineheck box.

c. When prompted, register the storage node on the management serve
d. Follow the onscreen instructions.

4. [Optional] Install theconsoleon a machine from which you prefer to operate, if this machine is
not the management server and does not have an agent.

a. Run the setup program and clitstall AcronisBackup

b. After accepting the terms of the license agreement, seleciGbanect to remote machines
check box.



c. Follow the orscreen instructions.

M Step 2. Running
Run Acronis Backup Management Console.

A InWindows  giart the console by selecting® AcronisBackupfrom the Startmenu.

A InLinux Log in as root or log in as an ordinary user and then switch user as
required. Start the console with the command

lusr/sbin/acronis_console

@ For understanding of the GUI elements $&ksing the management consol§d. 21).

o .
‘a7 Step 3. Bootable media

To be able to recover an operating system that fails to start, or deploy it on bare metal, create
bootable media.

1. Select® Tools > % Create bootable median the menu.

2. ClickNextin the welcome screen. Keep clickiNgxt until the list of components appears
3. Proceed as described Thinuxbased bootable mediap. 249).

'E' Step 4. Connection

Connect the console to the managed machine, or to the management server.

On the first page of the console, click one of the following:

"= Manage this machine
If the agent is installed on the same aféne as the console.

L-i: Manage a remote machine
If the agent is installed on a remote machine.

[\é Connect to a management server
To manage multiple physical and virtual machines.

|
~.~ Step 5. Backup
|

Back up now(p. 50)

ClickBack up nowto do a onetime backup in a few simple steps. The backup process will
start immediately after you perform the required steps.

To save your machine to a file:

UnderWhere to back upclickLocation and select the location where the backup will be
saved. ClicloKto confirm your selection. ClicRKat the bottom of the window to start the
backup.



Tip. Using the bootable media, you can do-tiffe ("cold") backups in the same way as in the
operatingsystem.

Create backup plafp. 50)
Create a backup plan if you need a ldagn backup stategy including backup schemes,
schedules and conditions, timely deleting of backups, or moving them to different locations.

Notes for users okcronisBackup Advance®Vhen creating a backup plan on the
management server, you can:

- Select entire machines or groups of machines.
- Select different data items on each machine.
- Use selection rules to select the same data items on different machines.

This way, you will create a centralized backup plan to be deployed to the selectbthesac
For more information, please refer t€reating a centralized backup plaip: 348).

Sep 6. Recovery
|

Recover(p.127)
To recover data, you need to select the backgddata and the destination the data will be
recovered to. As a result, a recovery task will be created.

Recovery of a disk or volume over a volume locked by the operating system requires a reboot.
After the recovery is completed, the recovered operating system goes online automatically.

If the machine fails to boot or if you need to recover a system to bare metal, boot the
machine using the bootable media and configure the recovery operation in the same way as
the recovery task.

Notes for users dhcronisBackup Advanced/ou cannot control operations under bootable
media by using the management server. But you can disconnect the console from the server
and connect it to the machine booted from the media.

LU Step 7. Management

TheNavigationpane (at the left part of the console) enablgsu to navigate across the product
views that are used for different administering purposes.

A Use theCl Backup plans and tasksew to manage backup plans and tasks: run, edit, stop and
delete plans and tasks, view their states and progress.

A Use the # Alerts view to rapidly identify and solve the problems.
A Use the - Logview to browse the operations log.

A The location where you store backup archives is callealit (p. 441). Navigate to the®-
Vaults(p. 171) view to obtain information about your vaults. Navigate further to the specific
vault to view backups and their contents. You can also select the data to recover and perform
manual operations with backups (mountinglidating, deleting).

Administering the management server

A Use the'™=! Machines with agentview to manage machines registered the management
server. To effectively work with a large number of machines, organize thengriontgs(p. 359).

A Use theE Virtual machineqp. 371) view to manage supported virtualization environments.



A If you opt for storing all backup archives in a single or a few networked locations, create
centralizedvaults in these locations. After a vault is created, you can view and administer its
content by selecting®" Vaults > centralized> ¥ 'Vault name'in the Navigationpane.
The shortcut to the vault will be deployed to all the registered machines. The vault can be
specified as a backup destination in any backup plan created by you or by the registered
machines' users.

managed vaults.

load during backup.

2.1 Using the management console

As soon as the console connects tmanaged maching. 438) or to amanagement servep. 439),

the respective items appear across the console's workspace (in the menu, in the main area with the

A Ceate centralized managed vaults on tsirage nodep. 213) to be able to:
A search thel Data catalog(p. 131) for the required version of backed up data in all of the

A Back up multiple machines tape devicegp. 190) attached to the storage node.
A Usededuplication(p. 225) to minimize storage space taken by the data and reduce network

Welcomescreen, or in théNavigationpane) enabling you to perform agesapecific or servespecific

operations.

&%/ Acronis Backup - Connected to This Machine (Local Connection) as Administrator @MYMACHINE

@ :jw @ connect~

Actions v Toolsw g Navigation= & Options~ (@) Help v

& ask acronis

Navigation

Shortlist Fulllist
2 MyMachine
[E) Backup plans and tasks
b 7 vaults
B, Tape management
{2 Disk management
€3 Mounked images
¥ Alerts
Log
shortcuts

IE Local machine [MyMachine]

o

3

Welcome to 'MyMachine'

? Back up now U’
Specify 2 backup location and start [

<4~ backing up the maching now. ~a

Create backup plan

Create a backup plan to protect data

on the machine.

Recent alerts (0 of Q) vewa

The console is connected to the managed machine. Choose the action to perform or the tool to use.

Recover

Recover the data from an earlier created backup,

Show My Account

Manage your cloud backup subscriptions, access license keys,
dowerload product updates, and more,

G’ Acronis @)

Signin

There are no alerts,

Recent activities

(2]

Validating backup my_backup

Backing up files my_barkip

Backing up disk

4i52014 12:50:22 AM  Succeeded
4j6/2014 12:50:03 M Succeeded

Backup /82014 12:41:26 AM 4j5/2014 12:47:37 AW Succeeded

The trial period expires in 14 days. Request license 1 already have a license or a subscription

@ Current activities

Acronis Backup Management Conscl#&/elcome sceen

Key elements of the console workspace

Name

Description

Contains theNavigationtree and theShortcutsbar. Lets you navigate to the
different views. For details, sé¢avigation pangp. 22).

Here you configure and monitor backup, recovery and other operations. ~
main area displays views aadtion pagegp. 24) depending on the items
selected in the menu dlavigationtree.



o Menu bar Appears across the top of the program window. Lets you perform most o
operations available in Acronis Backup. The mig@ms change dynamically
depending on the item selected in tidavigationtree and the main area.

2.1.1 "Navigation" pane

The navigation pane includes thaavigationtree and theShortcutsbar.

Navigation tree

TheNavigationtree enables you to navigate across the program views. Views depend on whether

the console is connected to a managed machine or to the management server. In both cases, you can
choose between thé&ull listor the Short listof views. TheShort listcontairs the most frequently

used views from thé&ull list

Views for a managed machine

When the console is connected to a managed machine, the following views are available in the
navigation tree.

TheShort listdisplays

A% [Machine name] This is the root of the tree also calle\selcomescreen. It displays the
name of the machine the console is currently connected to. Use this view for quick access to the
main operations, available on the managed machine.

A B Backup plans and taskéJse this view to manage backup plans and tasks on the
managed machine: run, edit, stop and delete plans and tasks, view their progress.

A B2 Vaults Use this view to manage personal vaults and archives stored in there, add new
vaults, rename and delete the existing ones, validate vaults, explore backup cqregiotm
operations on archives and backups, etc. If the machine is registered on the management
server, you can browse the centralized vaults and perform operations on the archives for
which you have the appropriate permissions.

A ¥ Alerts. Use this view to examine warning messages for the managed machine.
TheFull listadditionally displays

A Tape managemetn Use this view to perform operations with tapes.

A <> Disk managementUse this view to perform operations on the machine's hard disk
drives.

-

A Lag. Use this view to examine information on operations performed by the program on
the managed machine.

-

A <2 Mounted images Thisnode is displayed if at least one volume is mounted. Use this view
to manage mounted images.

Views for a management server

When the console is connected to a management server, the following views are available in the
navigation tree.

TheShort listdisplays

A [Management server name]This is the root of the tree also calleth\&elcomescreen.
Displays the name of the management server the console is currently connected to. Use this view
for quick access to the main operations, available on the management server.



A @ Dashboard Use this view to estimate at a glance whether the data is successfully
protected on the machines registered on the management server.

A B Machines with agentsUse this view to manage machines registered on the
management server.

A G Backup plans and taskéJse this view to manage centralized backup plans and tasks on
the management server.

A B Vaults Use this view to manage centralized vaults and archives stored in there: create
new centralized vaults, rename and delete the existing ones, assign vault users and
administrators, perform operations on archives and backups.

A ¥ Alerts. Use this view to examine warning messages for the management server and all
the registered machines.

TheFull listaddtionally displays

A B Dpata catalog Use this view for quick searchthe required version of backed up data in
the centralized managed vaults.

A & Virtual machines Use this view to manage suppedt virtualization environments.

>\

Storage nodesUse this view to manage storage nodes. Add a storage node to be able to
createcentralized vaults that will be managed by the node.

>\

Tape managementUse this view to perform operations with tapes.

& LicensesUse this view manage licenses.

>\

] Reports Use this view to generate reports.

> >

Log Use this view to examine thestory of centralized management operations, as well
as the history of operations logged in the local logs of the registered machines and the
storage nodes.

Shortcuts bar

TheShortcutsbar appears under the navigation tree. It offgirsu an easy and convenient way of
connection to the machines in demand by adding them as shortcuts.

To add a shortcut to a machine

1. Connect the console to a managed machine.

2. Inthe navigation tree, rightlick the machine's name (a root element of the navigation tree), and
then selectCreate shortcut

If the console and agent are installed on the same machine, the shortcut to this machine will be
added to the shortcuts bar aomatically ad_ocal machine [Machine name]

Operations with pane

How to expand/minimize panes

By default, theNavigationpane appears expanded. You might need to minimize the pane in order to

free some additional workspace. To do this, click the che)1 The pane will be minimized and

the chevron changes its directi. Click the chevron once again to expand the pane.

How to change the panes' borders

1. Point to the pane's border.

2. When the pointer becomes a doubleaded arrow, drag the pointer to move the border.



2.1.2 Main area, views and action pages

The main area is a basic place where you work with the console. Here you create, edit and manage
backup plans, recovery tasks and perform other operations. The main area displays different views
and action pages according the items you select in the menNavigationtree.

2.1.2.1 Views

A view appears on the main area when clicking any item imNtnggationtree in theNavigation
pane(p. 22).

% Acronis Backup - Connected to This Machine (Local Connection) as Administrator@MYMACHINE
@ o @ Comnecte 4 actionsv 38 Tooks [ Navigation &8 options =] Log= @ Helpr @ Askicronis Acronis @
Mavigation &« Signin
Short st Fulllist Log
405 MyMachine Browse the log of the Acronis Backup operations.
Backup plans and tasks Display: Activiies ¥  Forlast 24 hours v
> B vauls Q_ petals g Save selected tofie |4 Saveslltofie 3 Delete al
B, Tape management Activity Backupplan  Task Start date End dats Duration Result
&}; Disk management al
S Mourked images
F © Cataloging data - - 4/8/2014 12:50:08 AN 4/6/2014 12:50:22 AWM 14 secands Suceee
Alert:
F Herts © Cataloging data - - 4812014 12:47:39 A 4/5/2014 12:48:16 AM 37 seconds Succee
[E] Log 4 (O Running backup plan 'my_backup' my_backup  Simple backyu... 4/8{2014 12:47:07 &M 4/8/2014 12:50:22 &AM 3 minutes 15 sec... Succeer
Ghortcuts O validting backup my_backup  Simple backu... 4/B/2014 1Z:50:08 AM_ 4/8/2014 12:50:22 AM 14 seconds Succes:
O Backing up files my_backup  Simple back... 4/8/2014 12:47:40 AN 4j6/2014 12:50:03 AM 2 minutes 23 sec... Succes

B
SRLocalachne [ Bxchie] > |0 Running backup plan ‘Backup 4... Backup #/8/... Simple backup  4/8(2014 12:42:03 AM 4/8/2014 12:47:37 AM 5 minUtes 34 sec,.. Succes

Log Details Backup

04D
Type | Date and tine Message

(G0 4/8/201412:50:22 AW Archive validation has successfully completed.
) 4i8[2014 12:50:22 AM  Command "Valdating' has completed successfully.

! 4fB/2014 12:50:11 AM  Archive validation has started.
\’.j,‘s 4/8/2014 12:50:08 AM  Command "Valdating' is running.

©) Current activities

"Log" view

Common way of working with views

Generally, every view contains a table of items, a table toolbar with buttons, andfibrenation
panel.

A Usefiltering and sortingp. 24) capabilities to search the table for the item in question.
A In the table, select the desired item.

A In the information panel (collapsed by default), view the item's details. To expand the panel, click
the arrow mark * ).

A Perform actions on the selected item. There are several ways of performing the same action on
selected items:

A By clickig the buttons on the table toolbar.
A By selecting the items in th&ctionsmenu.
A By rightclicking the item and selecting the operation in the context menu.

Sorting, filtering and configuring table items

The following is a guideline to sort, filter and configure table items in any view.



To

Sort items by any column

Filter items by predefined
column value

Filter items by entered value

Filter items by predefined
parameters

Show or hide table columns

2.1.2.2

Do the following

Click a column's header to sort items in ascending order.
Click it once again to sort items in descending order.

In a field below the corresponding column's header, select the required v
from the dropdown list.

In a field below the corresponding column's header, type a value.

As a result yowvill see the list of values, fully or just partly coincide with th
entered value.

Click the appropriate buttons above the table.

For example, in th&ogview, you can filter the log entries by event type
(Error, Warning, Information) or by the period when the event occurFeat (
last 24 hoursFor last weekFor last three monthsor For custom periodl.

By defaul, any table has a fixed number of columns that are shown, othel
are hidden. If required, you can hide the shown columns and show the hi
ones.

To show or hide columns
1. Rightclick any column header to open the context menu.

2. Click he items you want to be displayed/hidden.

Action pages

An action page appears in the main area when clicking any action item Actiomsmenu. It
contains steps you nekto perform in order to create and launch any task or a backup plan.

%' Acronis Backup - Connected to This Machine {Local Connection) as Administrator@MYMACHINE

@ Jo @ Comnect~ % Actions Toolsw  {af Navigation & Options v @) Helpv @ sk Acronis Acronis @
Mavigation « Sign in
Short st Fullist Create backup plan
4 U MyMachine Create a backup plan to protect data on the selected machine.

I Backup plans and tasks —%a  What to back up

v 5 vaults

B, Tape management Trems to back up. . Remove < Disksfvolumes: a

%%" Disk management Remove € Disk 1 PyMachine

(]

2! Mounted images Remove € Disk 2 PyMachine

F Hlerts Remove € Disk 3 PyMachine

Log
Shartcuts

[E. Local machine [MyMaching]

) Shaw exchusions

Where to back up

i

Location, .. Required

) Shaw backap file naming, archive comments

How to back up

Backup scheme: Simples
Backups will be created regularly on schedule.

Schedule... Start the bask svery 1 day(s) at 12:00:00 AM,

Retention rules: Keep backups indefinitely ¥

2nd lacation: [7] Replicate newly created backup b another location

The best practice is storing two copies of backups, one local and one on off-site storage, such as
Acronis Cloud Storage.

3) Show backup bype, walidation, convert to virtual machine

Cancel

Ok

O Current activities

Action page- Create backup plan



Using controls and specifying settings

Use active controls to specify a backup plan or recovery task settings and parameters. By default,
such fields as credentials, options, comments, and some others are hidden. Most settings are
configured by clicking threspectiveshowX links. Others are selected from the drdpwn list, or

typed manually in the page's fields.

Where to back up

ki

Action page- Controls

Acronis Backup remembers the changes you made on the action pages. For example, if you started to
create a backup plan, and then for any reason switched to another view without accomplishing the
plan creation, you can click tigacknavigationbutton on the menu. Or, if you have passed several

steps forward, click th®ownarrow and select the page where you started the plan creation from

the list. Thus, you can perform the remaining steps and accomplish the backup plan creation.

% Acronis Backup - Connected to This Mad
@ B @ Connect~ %y Actions»

Start page

Machine start page
Backup plans and tasks
All vaults
Tape management
Disk management
Manage mounted images
Alerts

v Log

Navigation buttons

2.1.3 Console options

The console options define the way information is represented in the Graphical User Interface of
Acronis Backup.

To access the console options, sel@gtions > Consoleptions from the top menu.

2.1.3.1 Alert display options

The option specifies ich alerts to show and which to hide in tAderts view.
The preset isAll alerts.

To show (hide) alerts, select (clear) the check boxes next to the respective alert types.

2.1.3.2 Credentials cache

The option specifies whether to store the credentials entered while using the management console.

The preset isEnabled



If the option is enabled, the credentials for various locations that you enter during a console session
are saved for use during lateessions. In Windows, the credentials are stored in the Windows
Credential Manager. In Linux, the credentials are stored in a special encrypted file.

If the option is disabled, the credentials are stored only until the console is closed.

To clear the creentials cache for the current user account, click @lear credentials cachieutton.

2133 Fonts

The option defines the fonts to be used in the Graphical User Interface of Acronis BackMenihe
font setting affects the droflown and context meus. TheApplication fontsetting affects all other
GUI elements.

The preset isSystem Defaulfont for both the menus and the application interface items.

To make a selection, choose the font from the respective coboand set the font's properties.
You can preview the font's appearance by clickBrgwseto the right.

2.1.3.4  Pop-up messages

These options are effective when the console is connected to a managed machine or to the
management server.

¢KS GLYGSNI OGAz2zYy wSIljdZANBRé RALFf 23

This option @fines whether to display a pegp window when one or more activities require user
interaction. This window enables you to specify your decision, such as to confirm reboot or to retry
after freeingup the disk space, on all the activities in the same plalcgil at least one activity

requires interaction, you can open this window at any time from the managed machine's welcome
screen. Alternatively, you can review the task execution states iB#o&up plans and tasksew

and specify your decision on eatask in the information panel.

The preset isEnabled.
To make a selection, selectorclearth& S a Ly G4 SNI Ol A 2héckba.lj dZA NS R¢ RA | f 2
¢tKS GCSSRolFOl /2YFANNIGAZ2YE RALFE 23

This option defines whether to display a pop window with the information bout your system
after an error occurs. You can send this information to Acronis technical support.

The preset isEnabled.
To make a selection, selectorclearth& S G CSSRol O1 [/ ZhedkbdwX | GA2y¢é RAL §

Notify if bootable media is not created

This option defines whether to display a pop window when the management console is launched
on a machine and no bootable media has been created on that machine.

The preset isEnabled.

To make a selection, select or clear thetify if bootable media $ not createdcheck box.



Notify when the management console is connected to a component of a different
version

This option defines whether to display a pop window when a console is connected to an
agent/management server and their versions differ.

The preset isEnabled.

To make a selection, select or clear tietify when the management console is connected to a
component of a different versiortheck box.

Request description when ejecting a tape

This option defines whether to display a prompt ja@u to describe a tape when y@ject (p. 204) it

from a tape device by using Acronis Backup. For example, you may describe the physical location
where the tape will be kept (recommended). If a tape is ejected automaticalbyrdiong to theEject
tapes after successful backumgption (p. 120), no such prompt is displayed.

The preset isEnabled.

To make a selection, select or clear RRequest description when ejecting a tapdeck box.

Note Tape devices can only be used with Acronis Backup Advanced.

About the task execution results

This option is effective only when the console is connected to a managed machine.

The option defines whether to display the pap messages about task run resuftaccessful
completion, failure or success with warnings. When the displaying ciipapessages is disabled,
you can review the task execution states and results irBekup plans and taskdew.

The preset isEnabledfor all results.

To make a settinfpr each result (successful completion, failure or success with warnings)
individually, select or clear the respective check box.

2.1.3.5  Startup page

This option defines whether to show tiW¢elcomescreen or theDashboardview on the console
connection to the management server.

The preset is: th&Velcomescreen.
To make a selection, select or clear the check bosifmw the "Dashboard" view

This option can also be set on tiiéelcomescreen. If you select the check box Adrstartup, show
the Dasiboard instead of the current vievon the Welcomescreen, the setting mentioned above
will be updated accordingly.



3 Understanding Acronis Backup

This section attempts to give its readers a clear understanding of the product so that they can use
the product in various circumstances without step-step instructions.

3.1 Owners

This section explains the concept of a backup @ask) owner and an archive owner.

Plan (task) owner

A local backup plan owner is the user who created or last modified the plan.

A centralized backup plan owner is the management server administrator who created or last
modified the centralized backupan.

Tasks, belonging to a backup plan, either local or centralized, are owned by the backup plan owner.

Tasks that do not belong to a backup plan, such as the recovery task, are owned by the user who has
created or last modified the task.

Managing a plant@sk) owned by another user

Having Administrator privileges on the machine, a user can modify local backup plans and tasks
owned by any user registered in the operating system.

When a user opens a plan or task for editing, which is owned by another llggsswords set in

the task are cleared. This prevents the "modify settings, leave passwords" trick. The program displays
a warning each time you are trying to edit a plan (task) last modified by another user. On seeing the
warning, you have two options:

A ClickCancelnd create your own plan or task. The original task will remain intact.

A Continue editing. You will have to enter all credentials required for the plan or task execution.
Archive owner

An archive owner is the user who saved the archive tadigsination. To be more precise, this is the
user whose account was specified when creating the backup plan Whisge to back upstep. By
default, the plan's credentials are used.

3.2 Credentials used in backup plans and tasks

This section g¥ains the concept of access credentials, backup plan's credentials and task
credentials.

Access credentials

When browsing backup locations, setting up backups, or creating recovery tasks, you may need to
provide credentials for accessing various resoursesh as the data you are going to back up or the
location where the backups are (or will be) stored.

If the Credentials cachép. 26) option is enabled (it is enabled by default), the credentials which yo
provide during a console session are saved for use during the later sessions. Thus, there is no need to



enter the credentials next time. The credentials are cached independently for each user who uses the
console on the machine.

Backup plan's credentials

Any backup plan running on a machine runs on behalf of a user.

In Windows

By default, the plan runs under the agent service account, if created by a user having administrative
privileges on the machine. If created by a regular user, such as a memberddalsgroup, the
plan runs under this user's account.

When creating a backup plan, you are only asked for credentials in specific cases. For example:

A You are scheduling backups as a regular user and did not enter credentials when connecting the
consoleto the machine. This may be the case when the console is installed on the same machine
that you are backing up.

A You are backing up a Microsoft Exchange cluster to a storage node.

Specifying the credentials explicitly

You have the option to explicitly spca user account under which the backup plan will run. To do
this, on the backup plan creation page:

1. InthePlan parametersection, clickShow plan's credentials, comments, label

2. ClickPlan's credentials

3. Enter the credentials under which the plan will run. When entering the name of an Active
Directory user account, be sure to also specify the domain name (DQMg#dhhame or
Username@domain).

In Linux

You do not need to specify backup plan's credentialkidox, backup plans always run under the
root user account.

Task credentials

Like a backup plan, any task runs on behalf of a user.

In Windows

When creating a task, you have the option to explicitly specify an account under which the task will
run. Your choice depends on whether the task is intended for manual start or for executing on
schedule.

-

A Manual start

Every time you manually start thedig, the task will run under the credentials with which you are
currently logged on. Any person that has administrative privileges on the machine can also start
the task. The task will run under this person's credentials.

The task will always run under tlsame credentials, regardless of the user who actually starts
the task, if you specify the task credentials explicitly.

A Scheduled or postponed start

The task credentials are mandatory. You cannot complete the task creation until you specify the
task credatials. Task credentials are specified on the task creation page in a similar manner as
0KS LXIyQada ONBRSYyl(UAlfa NS aLSOATASRO



In Linux

You do not need to specify task credentials. In Linux, tasks always run under the root user account.

3.3 User privileges on a managed machine
Windows

When managing a machine running Windows, the scope of a user's management rights depends on
the user's privileges on the machine.

Regular users

A regular user, such as a member of the Users group, has the following management rights:

A Perform filelevel backup and recovery of the files that the user has permissions to acoess
without using dile-level backup snapshdgp. 112).

A Create backup plans and tasks and manage them.
A Viewr but not manage backup plans and tasks created by other users.
A View the local event log.

Backup operators

A user who is a member of the Backup Operators group, also has the following management right:

A Back up and recover the entire machine or any data on the machine, with or without using a disk
shapshot. Using a hardware snapshot provider may still reqdingirsistrative privileges.

Administrators

A user who is a member of the Administrators group, also has the following management right:
A View and manage backup plans and tasks owned by any user on the machine.

Linux

When managing a machine running Linux, tiser has or obtains the root privileges, and so can:

A Back up and recover any data or the entire machine, having full control over all Acronis Backup
agent operations and log files on the machine.

A Manage local backup plans and tasks owned by any usesteegg in the operating system.

To avoid routine logging on to the system as root, the root user can log on with the ordinary user
credentials and then switch user as required.

3.4 List of Acronis services

During installation, Acronis Backup creates several services.

A Main services present the main components of Acronis Backup: the agent, the management
server, the storage node.
A Auxiliary services enable certain functionalities of the main components.

A Comma services assist multiple Acronis Backup components and other Acronis products.

Services of Acronis Backup components

A main service can run under a dedicated account or und@caaunt you specifgluring installation.
Either account is given privilegdeat are needed for the service to work. The privileges include a set



of user rights, membership in security groups, andRé Controlpermissions on respective registry
keys in the following key: HKEY LOCAL_MACSINH WARKEcronis. There are no perrsisns

granted on othe

r registry keys.

The following table lists the services of Acronis Backup components and the privileges for their

accounts.

Service name

Purpose

Account used
by the service

Privileges added to the account

machines

User rights Group Permissions on registr
membership keys
Services for Acronis Backup agents
Acronis Backing up and | AcronisAgent |Log on as a Backup BackupAndRecovery
Managed recovering data | User(new service Operators .
; . . Encryption
Machine Service| on the machine | account)or . (for any account
o Adjust memory
. . userspecified - Global
(Main service) guotas for a Administrators
account
process (for new accoun{ MMS
Replace a only)
process level
token
Modify
firmware
environment
values
AcronisVSS Using aVolume |Local System No additional privileges
Provider Shadow Copy
(Auxiliary (VSS) provider
. (p. 124) that
service; created .
comes with
only for Agent Acronis Backu
for Windows in a P
Windows Server
operating
system)
Acronis Managing locally Local System No additional privileges
Removable attached tape
Storage devices. Can be
Management also used by the
Service Storage Node
(Auxiliary Service.
service)
Services for Acronis Backup Management Server
Acronis Centrally AMS User Logon as a Acronis AMS
Managemer?t managing (new account)| service Centrahzed BackupAndRecovery
Server Service |backup or Admins
(Main service) oper_atlons on |userspecified
multiple account









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































