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1 Introducing Acronis Backup

1.1 What's new in Update 1

Improvements added in build 50256
A Support for new operating systems:
A Windows Storage Server 2016
Windows 10 loT Enterprise edition
Linux kernel versions 44614
Red Hat Enterprise Linux 7.3 and 7.4
Oracle Linux 7.3 and 7.4
CentOS 7-2.4
Debian 8.6
Fedora 2227
A Support for new virtualization platforms:
A Red Hat Virtualization (RHV) 4.0
A VMware vSphere 6.5
A Citrix XenServer 7

A 64-bit Agent for VMware (Virtual Appliance). The agent is designed for VMware vSphere 6.5, is
provided as a separate .msi file, and carirbported to an ESXi host as an OVF template

A Support for SMB2 and SMB3 in Agent for Linux, Lixased bootable medjand Agent for
VMware (Virtual Appliance). In Windows, SMB2 and SMB3 are natively supported.

> > > > > > P

Improvements added in build 50212

Installation

A Microsoft SQL Server 2016 can be used to store the databagesafis Backup Management
Server

A By default, Microsoft SQL Server 2008 Express is installed with Acronis Backup Management
Server in Windows earlier than Windows 8.

Applications support

A Recovery of Exchange 2016 mailboxes and their contents from database backups.

-

A Protection of Oracle datwith disklevel and databaséevel backups. For database backups,
Acronis enables integration of Acronis Backup backup plans with Oracle Recovery Manager
(RMAN). More information is available in tHerotecting Oracle Database with Acronis Backup”
white paper.

Virtualization

A Support for Red Hat Enterprise Virtualization 3.6

A Support for Windows Server 2016 with Hypérole (ageress backup of HypeY virtual
machines)

Supported operating systems

A Support for Debian 8:-8.5, CentOS 7.1, Ubuntu 16.04, and Fedora 24

A Support for Linux kernel version 4.5



Other

A Updated Linux kernel for Acronis Bootable Media environment to support more modern
hardware.

A Support for Windows Assessment and DeploymentAdit{) for Windows 10, version 1607.
A Backups to FTP are no longer automatically split inGBefiles.

1.2 What's new in Acronis Backup 11.7

Installation

A Microsoft SQL Server 2014 can be used to store the databagesadis Backup Management
Sever.

Licensing
A Support for the subscription licensing model. For more information, please refer tadtuis
Backup Licensing FAQ

Deduplication

A 128 MB of RAM per 1 TB of unique data are required, instead of 3 GB.

A No need to allocate the deduplicati database on expensive SSD disks. Regular HDD disks can be
used without performance degradation.

Recovery from a deduplicated backup is now 40 percent faster.

The backup speed does not reduce as the deduplication database size increases.

The Storage Node startup time on large data sets is reduceeétmihutes.

Validating deduplicated backups and compacting the data store are now 2.5 times faster.

> > > >

These improvements are effective when v11.7 agents back up to deduplicating vaults cneated o
v11.7 storage nodes. When a new agent backs up to an old vault or an old agent backs up to a new
vault, the old deduplication algorithm is used. To apply the new deduplication algorithm to old
backups, you need to import the backups into a newly creatadt.

Tape support
A Configurable block siZe. 190) for reading and writing to tapes. The default value is taken from
the tape device driver.

A Hardware Compatibility List (HCL) and Hardware Compatibility Tool are introdieetivare
Compatibility Listontains tape devices with confirmed support by Acronis Backup. To learn if
your specific device is supported, use thardware Compatibility Tool

-

A Full support for the LT®@ technology. See the HCL for the exact names of the tested devices.

Centralized management

A ltis possible to specify@aistom backup locatiofp. 351) for each machine that is included in a
centraized backup plan.

A In addition to exporting licenses from the management server to an .xml file, yoexgemt
them to a .txt file(p. 372).

Microsoft Exchange Server support

A Agent for Exchange can back up and recoverddift Exchange Server 2016 databases. Backup
and recovery of Exchange 2016 mailboxes (including mailbox recovery from database backups)
are not supported.



Supported operating systems
A Support for Windows Server 2016.
A Support for Linux kernel version 423, and 4.4.

A Support for Red Hat Enterprise Linux 7.2, Oracle Linux 7.2, ClearOS, Debian 8.2, Ubuntu 15.10,
and Fedora 23.

A Support for Windows 2000 in Acronis Backup Advanced is limited. Components of v11.7 cannot
be installed in this operating systeno Back up machines that run Windows 2000, use the
agents of v11.5. The v11.5 agents are compatible with the management components of v11.7.

Acronis Backup for Windows Server and Acronis Backup for PC cannot be installed in Windows
2000. To back up machis¢hat run this operating system, use v11.5.

Acronis Backup v11.5 supports Windows 2000 SP4.

Other

A ltis possible to use compression in combination with timedty hardware or software
deduplication (for diskevel backups only). This effectively reduces the storage space occupied
by the backups.

A More functionality is available via the commatide interface:
A Generating management server reports
A Deploying Agent for VMware (Virtual Agpice)

A Agent for VMware does not back up independent disks and Raw Device Mapping (RDM) disks in
physical compatibility mode, regardless of the state of a virtual machine. This limitation is
introduced for better predictability of the product behavior.

A 32-bit Linuxbased bootable media was optimized in size by removing the rarelyacsedmd
utility.

A When a disk backup is mounted in the read/write mode, the respective incremental backup is
not created immediately, but after the disk backup is unmounted, instead. While the backup is
mounted, the changes are saved in the %Temp% folder.

1.3 Acronis Backup components

Acronis Backup includes the following main types of components.

Components for a managed machine (agents)

These are applications that perform data backup, recovery and other operations on the machines
managed with Acronis Backup. Age require a license to perform operations on each managed
machine.

Components for centralized management

These components, included in Acronis Backup Advanced, provide centralized management
capability. Usage of these components is not licensed.

Console

The console provides Graphical User Interface to other Acronis Backup components. Usage of the
console is not licensed.



Bootable media builder

With bootable media builder, you can create bootable media in order to use the agents and other
rescue utilitiesn a rescue environment.

Bootable Media Builder does not require a license if installed together with an agent. To use a media
builder on a machine without an agent, you need to enter the license key or have at least one license
on the license server. THieense may be either available or assigned.

1.3.1 Agent for Windows

This agent enables digé&vel and filelevel data protection under Windows.

Disk backup

Disklevel data protection is based on backing up either a disk or a volume file systamwtzole,

along with all the information necessary for the operating system to boot; or all the disk sectors using
the sectorby-sector approach (raw mode). A backup that contains a copy of a disk or a volume in a
packaged form is called a disk (volumagkup or a disk (volume) image. It is possible to recover

disks or volumes as a whole from such backup, as well as individual folders or files.

File backup

Filelevel data protection is based on backing up files and folders residing on the machine wdere th
agent is installed or on a network share. Files can be recovered to their original location or to another
place. It is possible to recover all files and folders that were backed up or select which of them to
recover.

Conversion to a virtual machine

Agent for Windows performs the conversion by recovering a disk backup to a new virtual machine of
any of the following types: VMware Workstation, Microsoft Virtual PC, Citrix XenServer Open Virtual
Appliance (OVA) or Red Hat Kerhabked Virtual Machine {¥M). Files of the fully configured and
operational machine will be placed in the folder you select. You can start the machine using the
respective virtualization software or prepare the machine files for further usage.

Disk management

Agent for Windows idades Acronis Disk Director Lita handy disk management utility. Disk
management operations, such as cloning disks; converting disks; creating, formatting and deleting
volumes; changing a disk partitioning style between MBR and GPT or changing hedisialabe
performed either in the operating system or using bootable media.

1.3.2 Agent for Linux

This agent enables digével and filelevel data protection under Linux.

Disk backup

Disklevel data protection is based on backing up eithersk dir a volume file system as a whole,

along with all information necessary for the operating system to boot; or all the disk sectors using the
sectorby-sector approach (raw mode.) A backup that contains a copy of a disk or a volume in a
packaged form isalled a disk (volume) backup or a disk (volume) image. It is possible to recover
disks or volumes as a whole from such backup, as well as individual folders or files.



File backup

Filelevel data protection is based on backing up files and directoriedingson the machine where
the agent is installed or on a network share accessed using the smb or nfs protocol. Files can be
recovered to their original location or to another place. It is possible to recover all files and
directories that were backed upr aelect which of them to recover.

Conversion to a virtual machine

Agent for Linux performs the conversion by recovering a disk backup to a new virtual machine of any
of the following types: VMware Workstation, Microsoft Virtual PC, Citrix XenServer @peal V
Appliance (OVA) or Red Hat Kerhabked Virtual Machine (KVM). Files of the fully configured and
operational machine will be placed in the directory you select. You can start the machine using the
respective virtualization software or prepare the amne files for further usage.

1.3.3 Agent for VMware

Acronis Backup Agent for VMware enables backup and recovery of ESX(i) virtual machines without
installing agents into the guest systems. This backup method is known asleggbackup or

backup at a hypervisor level. The agent can be imported or deployed to a VMware ESX(i) host as a
virtual appliance.

1.3.4 Agent for Hyper-V

Acronis Backup Agent for Hyp¥iprotects virtual machines residing on a Hypévirtualization
server. The agd allows for backing up virtual machines from the host without having to install
agents on each virtual machine.

1.3.5 Agent for SQL

Acronis Backup Agent for SQL enables you to create giagkedisk and application backups and to
recover Microsoft SQL databases from them. The databases can be recovered directly to a running
SQL Server instance or extracted to a folder on a file system

The agent uses Microsoft VSS to ensure the consistency of the bapldaatabases. After a
successful backup, the agent can truncate the SQL Server transaction log.

The agent is included in the setup program of Acronis Backup Advanced.

The agent is inslled withAgent for Windowgp. 13) or on a machine where Agent for Windows is
already installed.

1.3.6  Agent for Active Directory

Acronis Backup Agent for Active Directory enables you to create giagtedisk andpplication
backups and to extract Microsoft Active Directory data from them to a folder on a file system.

The agent uses Microsoft VSS to ensure the consistency of the bapldata.
The agent is included in the setup program of Acronis Backup Advanced.

The agent is installed withgent for Windowgp. 13) or on a machine where Agent for Windows is
already installed.



1.3.7 Components for centralized management

This section lists the components that are included in Acronis Backup Advanced and provide the
centralized management capability. Besides these components, Acronis Backup Agents have to be
installed on all machines that need data protection.

1.3.7.1  Management Server

Acronis Backup Management Server is the central server that drives data protection within the
enterprise network. The management server provides the administrator with:

A a single entry point to the Acronis Backup infrastuet

A an easy way to protect data on numeromschinegp. 434) using centralized backup plans and
grouping

integration with VMware vCenter to discover virtual machines for protection

enterprisewide monitoring and reporting fustionality

built-in license management

the ability to createcentralized vaultgp. 428) for storing enterpriséoackup archive§p. 426)

the ability to managetorage nodegp. 436)

the centralizeccatalog(p. 429) of all data stored on the storage nodes.

B> > > > >

If there are multiple management servers on the netlydhey operate independently, manage
different machines and use different centralized vaults for storing archives.

1.3.7.2  Storage Node

Acronis Backup Storage Node is a server designed to optimize the usage of various resources (such as
the corporate storage capacity, the network bandwidth, or the managed machines' CPU load) which
are required to protect the enterprise data. This goaldkiaved by organizing and managing the

locations that serve as dedicated storages of the enterprise backup archives (managed vaults).

The most important function of a storage nodededuplication(p. 223) of backups stored iits
vaults. This means that identical data will be backed up to this vault only once. This minimizes the
network usage during backup and storage space taken by the archives.

The storage nodes enable creating highly scalable and flexible, in terms ofrtlveana support,
storage infrastructure. Up to 50 storage nodes can be set up, each being able to manage up to 20
vaults.

The administrator controls the storage nodes centrally fromAloeonis Backup Management Server
(p. 15). Direct console connection to a storage node is not possible.

1.3.7.3  Components for Remote Installation

These are Acronis component installation packages used bydmagement consol. 16) for
instalation on remote machines.

Components for Remote Installation need to be installed on the machine with the console or with
the management servefp. 15). During installation, the setup program saves the componentse
default location and saves this location path in the registry. As a result, the components are readily
available in theRemote Installation Wizaras "registered components”.



1.3.7.4 PXE Server

Acronis PXE Server allows for booting machin@sAaronis bootable components through the
network.

The network booting:

A Eliminates the need to have a technician onsite to installthetable medigp. 427) into the
system that has to be booted

A During group operationgeduces the time required for booting multiple machines as compared
to using physical bootable media.

1.3.7.5 License Server

The server enables you to manage licenses of Acronis products and install the components that
require licenses.

You carinstall a license server as a separate compomegnise the one integrated into the
management server. THanctionality of the license servép. 371) is similar for both types of
installation.

1.3.8 Management Console

Acronis Backup Management Console is an administrative tool for access to Acronis Backup agents
and, in Acronis Backup Advanced, to Acronis Backup Management Server.

The console has two distributions: for installation on Windows antliation on Linux. While both
distributions enable connection to any Acronis Backup agent and Acronis Backup Management
Server, we recommend that you use the console for Windows if you have a choice between the two.
The console that installs on Linux hiasited functionality:

A Remote installation of Acronis Backup components is not available.

A The Active Directoryelated features, such as browsing the AD, are not available.

1.3.9 Bootable Media Builder

Acronis Bootable Media Builder is a dedichteol for creatingbootable medigp. 427). There are
two media builder distributions: for installation in Windows and installation in Linux.

The media builder that installs on Windows can create bootable media based en &ithdows
Preinstallation Environment, or Linux kernel. The media builder that installs on Linux creates
bootable media based on Linux kernel.

1.3.10 Acronis Wakeon-LAN Proxy

Acronis Waken-LAN Proxy enables Acronis Backup Management Server swgalor backup
machines located in another subnet. Acronis Wake_LAN Proxy installs on any server in the subnet
where the machines to be backed up are located.

1.4 About using the product in the trial mode

Before buying an Acronis Backup tise, you may want to try the software. This can be done without
a license key.



To install the product in the trial mode, run the setup program locally or usecimete installation
functionality. Unattended installation and oth@rays of installatiorare not supported.

Limitations of the trial mode

When working under bootable media:

A The disk management functionality is not available. You can try the user interface, but there is no

option to commit the changes.
A The recovery functionality is available, libé backup functionality is not. To try the backup
functionality, install the software in the operating system.

Upgrading to the full mode

After the trial period expires, the product GUI displays a notification requesting you to specify or
obtain a license key.

To specify a license key, clidklp>Change Licensg. 325). Specifying the key by running the setup
program is not possible.

If you have activated a trial or purchased a subscription forctbad backup servicg. 403), cloud
backup will be available until the subscription periogbiees, regardless of whether you specify a
license key.

1.5 Supported file systems

Acronis Backup can back up and recover the following file systems with the following limitations:

A FAT16/32
A NTFS

A ReFSvolume recovery without the volume resizepability. Supported iWindows Server
2012/2012 R2 and Windows Server 2@h646) only.

A Ext2/Ext3/Ext4

A ReiserFS3particular files cannot be recovered from disk backups located on Acronis Backup
Storage Node

A ReiserFS4volume recovery without the volume resize capability; particular files cannot be
recovered from disk backups located on Acronis Backup Storage Node

A XFS volume recovery without the volume resize capability; particular files cannot be reabvere
from disk backups located on Acronis Backup Storage Node

A JFS particular files cannot be recovered from disk backups located on Acronis Backup Storage
Node

A Linux SWAP

Acronis Backup can back up and recover corrupted orsupported file systems usinpe
sectorby-sector approach.

1.6 Technical Support

Maintenance and Support Program

If you need assistance with your Acronis product, please ¢tpo’/www.acronis.com/support/



Product Updates

You can download the latest updates for all your registered Acronis software products from our
website at any time after logging into yoAccount(https://account.acronis.cony and registering
the product. Sedegistering Acronis Products at the Webs(tdtp://kb.acronis.com/content/4834

andAcronis Website User Guid@ttp://kb.acronis.com/content/812§.



2 Getting started

L& Step 1. Installation

@ These brief installation instructions enable you to start using the product quickly. For the
complete description of installation methods and procedures, please refer tindtallation
documentation

Before installation, make sure that:

A Your hardwaremeets thesystem requirements

A You have license keys for the product of your choice.

A You have the setup program. You can download it fromAtmnis website
Procedure

When following the instructions below, you can select more than one machine role.

1. Install themanagement serveto be able to manage multiple machines.
a. Run the setup program and clibikstall AcronisBackup

b. After accepting the terms of the license agreement, selectGbatrally monitor and
configure the backing up of physical and virtual machirgseck box.

c. Type your license keys or import them from a text file.

d. Follow the orscreen instructions.

Details The console will also be installed so that you can control theagement server locally.
2. Install anagenton each machine you want to back up.

a. Run the setup program and clibiistall AcronisBackup

b. After accepting the terms of the license agreement, selectBhek up this machine's data
checkbox.

c. Select purchased a license or a subscription

d. Select thdJse the following license servatheck box, and then enter the name or IP address
of the previously installed management server.

e. When prompted, register the machine on the management server.
f. Follow the orscreen instructions.
Details The console will also be installed on each machine.

3. [Optional] Install thestorage nodeon the machine that will serve as a storage for backups of
other machines.

a. Run the setup program ardickinstall AcronisBackup

b. After accepting the terms of the license agreement, seleciStwre the backups of other
machines on this machineheck box.

c. When prompted, register the storage node on the management server.
d. Follow the onscreen instructions.

4. [Optional] Install theconsoleon a machine from which you prefer to operate, if this machine is
not the management server and does not have an agent.

a. Run the setup program and clitstall AcronisBackup

b. After accepting the terms of the license agreement, seleciGbanect to remote machines
check box.



c. Follow the orscreen instructions.

M Step 2. Running
Run Acronis Backup Management Console.

A InWindows  giart the console by selecting® AcronisBackupfrom the Startmenu.

A InLinux Log in as root or log in as an ordinary user and then switch user as
required. Start the console with the command

lusr/sbin/acronis_console

@ For understanding of the GUI elements $&ksing the management consol§l. 22).

o .
‘a7 Step 3. Bootable media

To be able to recover an operating system that fails to start, or deploy it on bare metal, create
bootable medka.

1. Select® Tools > % Create bootable median the menu.

2. ClickNextin the welcome screen. Keep clickiNgxt until the list of components appears
3. Proceed as described Thinuxbased bootable mediap. 246).

'E' Step 4. Connection

Connect the console to the managed machine, or to the management server.

On the first page of the console, click one of the following:

"= Manage this machine
If the agent isnstalled on the same machine as the console.

L-i: Manage a remote machine
If the agent is installed on a remote machine.

[\é Connect to a management server
To manage multiple physical and virtual machines.

|
~.~ Step 5. Backup
|

Back up now(p.51)

ClickBack up nowto do a onetime backup in a few simple steps. The backup process will
start immediately after you perform the required steps.

To save your machine to a file:

UnderWhere to back upclickLocation andselect the location where the backup will be
saved. ClicloKto confirm your selection. ClicRKat the bottom of the window to start the
backup.



Tip. Using the bootable media, you can do-tiffe ("cold") backups in the same way as in the
operating system

Create backup plaifp. 51)
Create a backup plan if you need a laagn backup strategincluding backup schemes,
schedules and conditions, timely deleting of backups, or moving them to different locations.

Notes for users okcronisBackup Advance®Vhen creating a backup plan on the
management server, you can:

- Select entire machines or groups of machines.
- Select different data items on each machine.
- Use selection rules to select the same data items on different machines.

This way, you will create a centralized backup plan to be deployed to the selected machines.
For more information, please refer t€reating a centralized backup plap: 344).

Step 6. Recovery

Recover(p.128)

To recover data, you need to select the backgddata and the destination the data will be
recovered to. As a result, a recovery task will be created.

Recovery of a disk or volume over a volume locked by the operatitgnsyequires a reboot.
After the recovery is completed, the recovered operating system goes online automatically.

If the machine fails to boot or if you need to recover a system to bare metal, boot the
machine using the bootable media and configure theorgery operation in the same way as
the recovery task.

Notes for users dhcronisBackup Advanced/ou cannot control operations under bootable
media by using the management server. But you can disconnect the console from the server
and connect it to the rachine booted from the media.

LU Step 7. Management

TheNavigationpane (at the left part of the console) enables younavigate across the product
views that are used for different administering purposes.

Use the £l Backup plans and taskdsew tomanage backup plans and tasks: run, edit, stop and
delete plans and tasks, view their states and progress.

Use the # Alertsview to rapidly identify and solve the problems.

Use the "=/ Logview to browse the operations log.

The location where you stoteackup archives is calledrault (p. 437). Navigate to the®-

Vaults(p. 169) view to obtain information about your vaults. Navigate further to the specific
vault to view backups and their contents. You can also select the data to recover and perform
manual operations with backups (mounting, validating, dabpt

Administering the management server

A Use the= Machines with agentwiew to manage machines registered on the manageimen
server. To effectively work with a large number of machines, organize thengriotps(p. 355).

A Use theE Virtual machineqp. 367) view to manage supported virtualization environments.



A If you opt for storing all backup archives in a single or a few networked locations, create
centralized vaults in thedecations. After a vault is created, you can view and administer its
content by selecting®" Vaults > centralized> ¥ 'Vaut name'in the Navigationpane.
The shortcut to the vault will be deployed to all the registered machines. The vault can be
specified as a backup destination in any backup plan created by you or by the registered
machines' users.

managed vaults.

load during backup.

2.1 Using the management console

As soon as the console connects tmanaged maching. 434) or to amanagement serveip. 434),

the respective items appear across the console's workspace (in the menu, in the main area with the

A Create centralized manad vaults on thestorage nodep. 211) to be able to:
A search thel Data catalog(p. 132) for the required version of backed up data in all of the

A Back up multiple machines tape devicegp. 188) attached to the storage node.
A Usededuplication(p.223) to minimize storage space taken by the data and reduce network

Welcomescreen, or in théNavigationpane) enabling you to p@arm agentspecific or servespecific

operations.

&%/ Acronis Backup - Connected to This Machine (Local Connection) as Administrator @MYMACHINE

@ :jw @ connect~

Actions v Toolsw g Navigation= & Options~ (@) Help v

& ask acronis

Navigation

Shortlist Fulllist
2 MyMachine
[E) Backup plans and tasks
b 7 vaults
B, Tape management
{2 Disk management
€3 Mounked images
¥ Alerts
Log
shortcuts

IE Local machine [MyMachine]

o

3

Welcome to 'MyMachine'

? Back up now U’
Specify 2 backup location and start [

<4~ backing up the maching now. ~a

Create backup plan

Create a backup plan to protect data

on the machine.

Recent alerts (0 of Q) vewa

The console is connected to the managed machine. Choose the action to perform or the tool to use.

Recover

Recover the data from an earlier created backup,

Show My Account

Manage your cloud backup subscriptions, access license keys,
dowerload product updates, and more,

G’ Acronis @)

Signin

There are no alerts,

Recent activities

(2]

Validating backup my_backup

Backing up files my_barkip

Backing up disk

4i52014 12:50:22 AM  Succeeded
4j6/2014 12:50:03 M Succeeded

Backup /82014 12:41:26 AM 4j5/2014 12:47:37 AW Succeeded

The trial period expires in 14 days. Request license 1 already have a license or a subscription

@ Current activities

Acronis Backup Management Conscl&/elcome screen

Key elements of theeonsole workspace

Name

Description

Contains theNavigationtree and theShortcutsbar. Lets you navigate to the
different views. For details, sé¢avigation pangp. 23).

Here you configure and monitor backup, recovery and other operations. ~
main area displays views aadtion pagegp. 25) depending on the items
selected in the menu dlavigationtree.



o Menu bar Appears across the top of the program window. Lets you perform most o
operations available in Acronis Backup. The menu itémasge dynamically
depending on the item selected in tidavigationtree and the main area.

2.1.1 "Navigation" pane

The navigation pane includes thaavigationtree and theShortcutsbar.

Navigation tree

TheNavigationtree enables you to navigate across the program views. Views depend on whether

the console is connected to a managed machine or to the management server. In both cases, you can
choose between thé&ull listor the Short listof views. TheShort listcontairs the most frequently

used views from thé&ull list

Views for a managed machine

When the console is connected to a managed machine, the following views are available in the
navigation tree.

TheShort listdisplays

A% [Machine name] This is the root of the tree also calle\selcomescreen. It displays the
name of the machine the console is currently connected to. Use this view for quick access to the
main operations, available on the managed machine.

A B Backup plans and taskéJse this view to manage backup plans and tasks on the
managed machine: run, edit, stop and delete plans and tasks, view their progress.

A B2 Vaults Use this view to manage personal vaults and archives stored in there, add new
vaults, rename and delete the existing ones, validate vaults, explore backugntoperform
operations on archives and backups, etc. If the machine is registered on the management
server, you can browse the centralized vaults and perform operations on the archives for
which you have the appropriate permissions.

A ¥ Alerts. Use this view to examine warning messages for the managed machine.
TheFull listadditionally displays

A Tape managemetn Use this view to perform operations with tapes.

A <> Disk managementUse this view to perform operations on the machine's hard disk
drives.

-

A Log Use this view to examine information on operations performed by the program on
the managed machine.

-

A <2 Mounted images This node is displayed if at least one volume is mounted. Use this view
to manage mounted images.

Views for a management server

When the console is connected to a management server, the following views are available in the
navigation tree.

TheShort listdisplays

A [Management server name]This is the root of the tree also calleth\&elcomescreen.
Displays the name @he management server the console is currently connected to. Use this view
for quick access to the main operations, available on the management server.



A @ Dashboard Use this view to estimate at a glance whether the data is successfully
protected on the machines registered on the management server.

A B Machines with agentsUse this view to manage machines registered on the
management server.

A G Backup plans and taskéJse this view to manage centralized backup plans and tasks on
the management server.

A B Vaults Use this view to manage centralized vaults and archives stored in there: create
new centralized vaults, rename and delete the existing ones, assign vault users and
administrators, perform operations on archivasd backups.

A ¥ Alerts. Use this view to examine warning messages for the management server and all
the registered machines.

TheFull listadditionally displays

A B Dpata catalog Use this view for quick search of the required version of backed up data in
the centralized managed vaults.

A & Virtual machines. Use this view to manage supported virtualization environments.

>\

Storage nodesUse this view to manage storage nodes. Adtbaage node to be able to
create centralized vaults that will be managed by the node.

>\

Tape managementUse this view to grform operations with tapes.

& LicensesUse this view manage licenses.

>\

] Reports Use this view to generate reports.

> >

Log Use this view to examine the history of centralized management operations, as well
as the history of operations logged in the local logs of the registered machines and the
storage nodes.

Shortcuts bar

TheShortcutsbar appears under the navigatioret. It offers you an easy and convenient way of
connection to the machines in demand by adding them as shortcuts.

To add a shortcut to a machine

1. Connect the console to a managed machine.

2. Inthe navigation tree, rightlick the machine's name (a root element of the navigation tree), and
then selectCreate shortcut

If the console and agent are installed on the same machine, the shortcut to this machine will be
added to the shortcuts bar aomatically ad_ocal machine [Machine name]

Operations with pane

How to expand/minimize panes

By default, theNavigationpane appears expanded. You might need to minimize the pane in order to

free some additional workspace. To do this, click the che)1 The pane will be minimized and

the chevron changes its directi. Click the chevron once again to expand the pane.

How to change the panes' borders

1. Point to the pane's border.

2. When the pointer becomes a doubleaded arrow, drag the pointer to move the border.



2.1.2 Main area, views and action pages

The main area is a basic place where you work with the console. Here you create, edit and manage
backup plans, recoverysls and perform other operations. The main area displays different views
and action pages according the items you select in the menNawigationtree.

2.1.2.1 Views

A view appears on the main area when clicking any item imNtnggationtree in theNavigation
pane(p. 23).

% Acronis Backup - Connected to This Machine (Local Connection) as Administrator@MYMACHINE
@ o @ Comnecte 4 actionsv 38 Tooks [ Navigation &8 options =] Log= @ Helpr @ Askicronis Acronis @
Mavigation &« Signin
Short st Fulllist Log
405 MyMachine Browse the log of the Acronis Backup operations.
Backup plans and tasks Display: Activiies ¥  Forlast 24 hours v
> B vauls Q_ petals g Save selected tofie |4 Saveslltofie 3 Delete al
B, Tape management Activity Backupplan  Task Start date End dats Duration Result
&}; Disk management al
S Mourked images
F © Cataloging data - - 4/8/2014 12:50:08 AN 4/6/2014 12:50:22 AWM 14 secands Suceee
Alert:
F Herts © Cataloging data - - 4812014 12:47:39 A 4/5/2014 12:48:16 AM 37 seconds Succee
[E] Log 4 (O Running backup plan 'my_backup' my_backup  Simple backyu... 4/8{2014 12:47:07 &M 4/8/2014 12:50:22 &AM 3 minutes 15 sec... Succeer
Ghortcuts O validting backup my_backup  Simple backu... 4/B/2014 1Z:50:08 AM_ 4/8/2014 12:50:22 AM 14 seconds Succes:
O Backing up files my_backup  Simple back... 4/8/2014 12:47:40 AN 4j6/2014 12:50:03 AM 2 minutes 23 sec... Succes

B
SRLocalachne [ Bxchie] > |0 Running backup plan ‘Backup 4... Backup #/8/... Simple backup  4/8(2014 12:42:03 AM 4/8/2014 12:47:37 AM 5 minUtes 34 sec,.. Succes

Log Details Backup

04D
Type | Date and tine Message

(G0 4/8/201412:50:22 AW Archive validation has successfully completed.
) 4i8[2014 12:50:22 AM  Command "Valdating' has completed successfully.

! 4fB/2014 12:50:11 AM  Archive validation has started.
\’.j,‘s 4/8/2014 12:50:08 AM  Command "Valdating' is running.

©) Current activities

"Log" view

Common way of working with views

Generally, every view contains a table of items, a table toolbar with buttons, andfibrenation
panel.

A Usefiltering and sortingp. 25) capabilities to search the table for the item in question.
A In the table, select the desired item.

A In the information panel (collapsed by default), view the item's details. To expand the panel, click
the arrow mark * ).

A Perform actions on the selected item. There are several ways of performing the same action on
selected items:

A By clicking the buttons on the table toolbar.
A By selecting the items in th&ctionsmenu.
A By rightclicking the item and selecting the operation in the context menu.

Sorting, filtering and configuring table items

The following is a guideline to sort, filter and configure table itemreninview.



To

Sort items by any column

Filter items by predefined
column value

Filter items by entered value

Filter items by predefined
parameters

Show or hide table columns

2.1.2.2

Do the following

Click a column's header to sort items in ascending order.
Click it once again to sort items in descending order.

In a field below the corresponding column's header, select the required v
from the dropdown list.

In a field below the corresponding column's header, type a value.

As a result you will see the list of values, fully &t jpartly coincide with the
entered value.

Click the appropriate buttons above the table.

For example, in th&ogview, you can filter the log entries by event type
(Error, Warning, Information) or by the period when the event occurFeat (
last 24 hoursFor last weekFor last three monthsor For custom periodl.

By default, any table has a fixed number of columns that are shown, othe
are hidden. If required, you can hide the shown columns and show the hi
ones.

To show or hide columns
1. Rightclick any column header to open the context menu.

2. Click the items you want to be displayed/hidden.

Action pages

An action page appears in the main area when clicking any action item Actiomsmenu. It
contains steps you need to perform in order to create and launch any task or a backup plan.

%' Acronis Backup - Connected to This Machine {Local Connection) as Administrator@MYMACHINE

@ Jo @ Comnect~ % Actions Toolsw  {af Navigation & Options v @) Helpv @ sk Acronis Acronis @
Mavigation « Sign in
Short st Fullist Create backup plan
4 U MyMachine Create a backup plan to protect data on the selected machine.

I Backup plans and tasks —%a  What to back up

v 5 vaults

B, Tape management Trems to back up. . Remove < Disksfvolumes: a

%%" Disk management Remove € Disk 1 PyMachine

(]

2! Mounted images Remove € Disk 2 PyMachine

F Hlerts Remove € Disk 3 PyMachine

Log
Shartcuts

[E. Local machine [MyMaching]

) Shaw exchusions

Where to back up

i

Location, .. Required

) Shaw backap file naming, archive comments

How to back up

Backup scheme: Simples
Backups will be created regularly on schedule.

Schedule... Start the bask svery 1 day(s) at 12:00:00 AM,

Retention rules: Keep backups indefinitely ¥

2nd lacation: [7] Replicate newly created backup b another location

The best practice is storing two copies of backups, one local and one on off-site storage, such as
Acronis Cloud Storage.

3) Show backup bype, walidation, convert to virtual machine

Cancel

Ok

O Current activities

Action page- Create backup plan



Using controls and specifying settings

Use active controls to specify a backup plan or recovery task settings and parameters. By default,
such fields as credentials, options, comments, and some others are hidden. Masgseite
configured by clicking the respecti&howX links. Others are selected from the drdpwn list, or

typed manually in the page's fields.

Where to back up

ki

Action page- Controls

Acronis Backup remembers the changes you made on the action pages. For example, if you started to
create a backup plan, and then for any reason switched to another view without accomplishing the
plan creationyou can click th&acknavigation button on the menu. Or, if you have passed several
steps forward, click th®ownarrow and select the page where you started the plan creation from

the list. Thus, you can perform the remaining steps and accomplish theibatan creation.

% Acronis Backup - Connected to This Ma
@ B @ Connect~ %; Actions®

Start page

Machine start page
Backup plans and tasks
All vaults
Tape management
Disk management
Manage mounted images
Alerts
v Log
Navigation buttons

2.1.3 Console options

The console options define the way information is represented in the Graphical User Interface of
Acronis Backup.

To access the console options, sel@gtions > Consoleptions from the top menu.

2.1.3.1 Alert display options

The option specifies ich alerts to show and which to hide in tAderts view.
The preset isAll alerts.

To show (hide) alerts, select (clear) the check boxes next to the respective alert types.

2.1.3.2 Credentials cache

The option specifies whether to store the credentials entered while using the management console.

The preset isEnabled



If the option is enabled, the credentials for various locations that you enter during a console session
are saved for use during lateessions. In Windows, the credentials are stored in the Windows
Credential Manager. In Linux, the credentials are stored in a special encrypted file.

If the option is disabled, the credentials are stored only until the console is closed.

To clear the creentials cache for the current user account, click @lear credentials cachieutton.

2133 Fonts

The option defines the fonts to be used in the Graphical User Interface of Acronis BackMenihe
font setting affects the droflown and context meus. TheApplication fontsetting affects all other
GUI elements.

The preset isSystem Defaulfont for both the menus and the application interface items.

To make a selection, choose the font from the respective coboand set the font's properties.
You can preview the font's appearance by clickBrgwseto the right.

2.1.3.4  Pop-up messages

These options are effective when the console is connected to a managed machine or to the
management server.

¢KS GLYGSNI OGAz2zYy wSIljdZANBRé RALFf 23

This option @fines whether to display a pegp window when one or more activities require user
interaction. This window enables you to specify your decision, such as to confirm reboot or to retry
after freeingup the disk space, on all the activities in the same plalcgil at least one activity

requires interaction, you can open this window at any time from the managed machine's welcome
screen. Alternatively, you can review the task execution states iB#o&up plans and tasksew

and specify your decision on eatask in the information panel.

The preset isEnabled.
To make a selection, selectorclearth& S a Ly G4 SNI Ol A 2héckba.lj dZA NS R¢ RA | f 2
¢tKS GCSSRolFOl /2YFANNIGAZ2YE RALFE 23

This option defines whether to display a pop window with the information bout your system
after an error occurs. You can send this information to Acronis Technical Support.

The preset isEnabled.
To make a selection, selectorclearth& S G CSSRol O1 [/ ZhedkbdwX | GA2y¢é RAL §

Notify if bootable media is not created

This option defines whether to display a pop window when the management console is launched
on a machine and no bootable media has been created on that machine.

The preset isEnabled.

To make a selection, select or clear thetify if bootable media $ not createdcheck box.



Notify when the management console is connected to a component of a different
version

This option defines whether to display a pop window when a console is connected to an
agent/management server and their versions differ.

The preset isEnabled.

To make a selection, select or clear tietify when the management console is connected to a
component of a different versiortheck box.

Request description when ejecting a tape

This option defines whether to display a prompt ja@u to describe a tape when y@ject(p. 202) it

from a tape device by using Acronis Backup. For example, you may describe the physical location
where the tape will be kept (recommended). If a tape is ejected automaticalbyrdiong to theEject
tapes after successful backumgption (p. 121), no such prompt is displayed.

The preset isEnabled.

To make a selection, select or clear RRequest description when ejecting a tapdeck box.

Note Tape devices can only be used with Acronis Backup Advanced.

About the task execution results

This option is effective only when the console is connected to a managed machine.

The option defines whether to display the pap messages about task run resuftaccessful
completion, failure or success with warnings. When the displaying ciipapessages is disabled,
you can review the task execution states and results irBekup plans and taskdew.

The preset isEnabledfor all results.

To make a settinfpr each result (successful completion, failure or success with warnings)
individually, select or clear the respective check box.

2.1.3.5  Startup page

This option defines whether to show tiW¢elcomescreen or theDashboardview on the console
connection to the management server.

The preset is: th&Velcomescreen.
To make a selection, select or clear the check bosifmw the "Dashboard" view

This option can also be set on tiiéelcomescreen. If you select the check box Adrstartup, show
the Dasiboard instead of the current vievon the Welcomescreen, the setting mentioned above
will be updated accordingly.



3 Understanding Acronis Backup

This section attempts to give its readers a clear understanding of the product so that they can use
the product in various circumstances without step-step instructions.

3.1 Owners

This section explains the concept of a backup plan (task) owner and an archive owner.

Plan (task) owner

A local backup plan owner is the user who created or last modified the plan.

A centralized backup plan owner is the management server administratocreladed or last
modified the centralized backup plan.

Tasks, belonging to a backup plan, either local or centralized, are owned by the backup plan owner.

Tasks that do not belong to a backup plan, such as the recovery task, are owned by the user who has
created or last modified the task.

Managing a plan (task) owned by another user

Having Administrator privileges on the machine, a user can modify local backup plans and tasks
owned by any user registered in the operating system.

When a user opens a plan @sk for editing, which is owned by another user, all passwords set in

the task are cleared. This prevents the "modify settings, leave passwords" trick. The program displays
a warning each time you are trying to edit a plan (task) last modified by anosieer On seeing the
warning, you have two options:

A ClickCancelnd create your own plan or task. The original task will remain intact.

A Continue editing. You will have to enter all credentials required for the plan or task execution.
Archive owner

An archve owner is the user who saved the archive to the destination. To be more precise, this is the
user whose account was specified when creating the backup plan Whisge to back upstep. By
default, the plan's credentials are used.

3.2 Credentials used in backup plans and tasks

This section explains the concept of access credentials, backup plan's credentials and task
credentials.

Access credentials

When browsing backup locations, setting up backups, or creating recovery tasks, you may need to
provide credentials for accessing various resources, such as the data you are going to back up or the
location where the backups are (or will be) stored.

If the Credentials cachép. 27) option is enabled (it is enabled by default), the credentials which you
provide during a console session are saved for use during the later sessions. Thus, there is no need to



enter the credentials next time. The credentials are cached independenthabr eser who uses the
console on the machine.

Backup plan's credentials

Any backup plan running on a machine runs on behalf of a user.

In Windows

By default, the plan runs under the agent service account, if created by a user having administrative
privileges on the machine. If created by a regular user, such as a memberddalsgroup, the
plan runs under this user's account.

When creating a baip plan, you are only asked for credentials in specific cases. For example:

A You are scheduling backups as a regular user and did not enter credentials when connecting the
console to the machine. This may be the case when the console is installed @amtbersachine
that you are backing up.

A You are backing up a Microsoft Exchange cluster to a storage node.

Specifying the credentials explicitly

You have the option to explicitly specify a user account under which the backup plan will run. To do
this, on thebackup plan creation page:

1. InthePlan parametersection, clickShow plan's credentials, comments, label

2. ClickPlan's credentials

3. Enter the credentials under which the plan will run. When entering the name of an Active
Directory user account, be sure to also specify the domain name (DQM#dhhame or
Username@domain).

In Linux

You do not need to specify backup plan's credentialkidox, backup plans always run under the
root user account.

Task credentials

Like a backup plan, any task runs on behalf of a user.

In Windows

When creating a task, you have the option to explicitly specify an account under which the task will
run. Your choice depends on whether the task is intended for manual start or for executing on
schedule.

-

A Manual start

Every time you manually start thedig, the task will run under the credentials with which you are
currently logged on. Any person that has administrative privileges on the machine can also start
the task. The task will run under this person's credentials.

The task will always run under tlsame credentials, regardless of the user who actually starts
the task, if you specify the task credentials explicitly.

A Scheduled or postponed start

The task credentials are mandatory. You cannot complete the task creation until you specify the
task credatials. Task credentials are specified on the task creation page in a similar manner as
0KS LXIyQada ONBRSYyl(UAlfa NS aLSOATASRO



In Linux

You do not need to specify task credentials. In Linux, tasks always run under the root user account.

3.3 User privileges on a managed machine
Windows

When managing a machine running Windows, the scope of a user's management rights depends on
the user's privileges on the machine.

Regular users

A regular user, such as a member of the Users group, has the following management rights:

A Perform filelevel backup and recovery of the files that the user has permissions to acoess
without using dile-level backup snapshdgp. 113).

A Create backup plans and tasks and manage them.
A Viewr but not manage backup plans and tasks created by other users.
A View the local event log.

Backup operators

A user who is a member of the Backup Operators group, also has the following management right:

A Back up and recover the entire machine or any data on the machine, with or without using a disk
shapshot. Using a hardware snapshot provider may still reqdingirsistrative privileges.

Administrators

A user who is a member of the Administrators group, also has the following management right:
A View and manage backup plans and tasks owned by any user on the machine.

Linux

When managing a machine running Linux, tiser has or obtains the root privileges, and so can:

A Back up and recover any data or the entire machine, having full control over all Acronis Backup
agent operations and log files on the machine.

A Manage local backup plans and tasks owned by any usesteegg in the operating system.

To avoid routine logging on to the system as root, the root user can log on with the ordinary user
credentials and then switch user as required.

3.4 List of Acronis services

During installation, Acronis Backup creates several services.

A Main services present the main components of Acronis Backup: the agent, the management
server, the storage node.
A Auxiliary services enable certain functionalities of the main components.

A Comma services assist multiple Acronis Backup components and other Acronis products.

Services of Acronis Backup components

A main service can run under a dedicated account or und@caaunt you specifgluring installation.
Either account is given privilegdeat are needed for the service to work. The privileges include a set



of user rights, membership in security groups, andRé Controlpermissions on respective registry
keys in the following key: HKEY LOCAL_MACSINH WARKEcronis. There are no perrsisns

granted on othe

r registry keys.

The following table lists the services of Acronis Backup components and the privileges for their

accounts.

Service name

Purpose

Account used
by the service

Privileges added to the account

machines

User rights Group Permissions on registr
membership keys
Services for Acronis Backup agents
Acronis Backing up and | AcronisAgent |Log on as a Backup BackupAndRecovery
Managed recovering data | User(new service Operators .
; . . Encryption
Machine Service| on the machine | account)or . (for any account
o Adjust memory
. . userspecified - Global
(Main service) guotas for a Administrators
account
process (for new accoun{ MMS
Replace a only)
process level
token
Modify
firmware
environment
values
AcronisVSS Using aVolume |Local System No additional privileges
Provider Shadow Copy
(Auxiliary (VSS) provider
. (p. 125 that
service; created .
comes with
only for Agent Acronis Backu
for Windows in a P
Windows Server
operating
system)
Acronis Managing locally Local System No additional privileges
Removable attached tape
Storage devices. Can be
Management also used by the
Service Storage Node
(Auxiliary Service.
service)
Services for Acronis Backup Management Server
Acronis Centrally AMS User Logon as a Acronis AMS
Managemer?t managing (new account)| service Centrahzed BackupAndRecovery
Server Service |backup or Admins
(Main service) oper_atlons on |userspecified
multiple account




Service name

SQL Server
(ACRONIS)

(Auxiliary
service; created
only if a new SQ

Purpose

Running a
Microsoft SQL
Server that is
optionally
installed with
the managemen

Account used

Privileges added to the account

by the service

Local System

User rights

Group
membership

No additional privileges

Permissions on registr
keys

server is server

installed)

AcronisWeb Hosting the Same as foAcronisManagement Server Service
Server Service | management

(Auxiliary server Web pagg

service)

Services for Acro

nis Backup Storage Node

AcronisStorage
Node Service

(Main service)

Managing and
deduplicating
backup archives
maintaining the
centralized data
catalog

ASN Use(new
account)or
userspecified
account

Logon as a
service

Backup ASN
Operators BackupAndRecovery
(for any account

Administrators Encryption

(for new account
only)

Acronis
Removable
Storage
Management
Service

(Auxiliary
service)

Managing locally
attached tape
devices. Can alg|
be used by the
Managed
Machine Service

Local System

No additional privileges

Common services

The following services can be used by multiple components of Acronis Backup and by other Acronis
products. These services always run under a system account. No additional privileges are given to the

account.

Service name

Purpose

Account used by the service

Services for Acro

nis PXE Server

AcronisPXE
Server Service

the network

Booting machines into Acronis bootable components ove

Local System

AcronisFile
Server Service

Providing bootable components for Acronis PXE Server

Local System

Remoteaccess and scheduling services

AcronisRemote
Agent Service

Providing connectivity among Acronis components

Local System
(Windows Vista and later)

or

NetworkService
(earlier than Windows Vista)




Acronis Providing scheduling for tasks performed by Acronis Local System
Scheduler2 components
Service

Dependencies on other services

The main services depend on Acronis Scheduler2 Service and on the following standard Windows
servicesRemote Procedure Call (RP&id Protected Stoage Acronis Managed Machine Service

and Acronis Storage Node Service also depend okMindows Management Instrumentation
standard service.

To view the list of dependencies for a service, do the following:

1. IntheServicesnapin, doubleclick the name of the service.
2. OntheDependenciesab, examine th& KA & & SNIAi@E RSLISYy Ra X

3.5 Full, incremental and differential backups

Acronis Backup provides the capability to use popular backup schemes, such as
GrandfatherFatherSon and Tower of Hanoi, as well as to create custom backup schemes. All backup
schemes are based on full, incremental and differential backup methods. Thégeheme" in fact
denotes the algorithm of applying these methods plus the algorithm of the archive cleanup.

Comparing backup methods with each other does not make much sense because the methods work

as a team in a backup scheme. Each method should glapécific role according to its advantages.

A competent backup scheme will benefit from the advantages of all backup methods and lessen the
AYyFEdzSyOS 2F [ff GKS YSGiK2RaQ akK2NIO2YAy3dad C2NJ
archive cleanup bease it can be easily deleted along with the weekly set of daily incremental

backups depending on it.

Backing up with the full, incremental or differential backup method resultdiackup(p. 426) of the
corresponding type.

Full backup

A full backup stores all data selected for backup. A full backup underlies any archive and forms the
base for incremental and differential backups. An archive can contain multiple full backups or consist
of only full backups. A full backupsislf-sufficient- you do not need access to any other backup to
recover data from a full backup.

It is widely accepted that a full backup is the slowest to do but the fastest to restore. With Acronis
technologies, recovery from an incremental backup maydiesiower than recovery from a full one.

A full backup is most useful when:

A you need to roll back the system to its initial state
A this initial state does not change often, so there is no need for regular backup.

Example: An Internet cafe, school orvanisity lab where the administrator often undoes changes

made by the students or guests but rarely updates the reference backup (in fact, after installing
software updates only). The backup time is not crucial in this case and the recovery time will be
minimal when recovering the systems from the full backup. The administrator can have several
copies of the full backup for additional reliability.



Incremental backup

An incremental backup stores changes to the data againdatest backup Youneed access to
other backups from the same archive to recover data from an incremental backup.

An incremental backup is most useful when:

A you need the possibility to roll back to any one of multiple saved states
A the data changes tend to be small as comguhto the total data size.

It is widely accepted that incremental backups are less reliable than full ones because if one backup
in the "chain" is corrupted, the next ones can no longer be used. However, storing multiple full
backups is not an option wheyou need multiple prior versions of your data, because reliability of an
oversized archive is even more questionable.

Example: Backing up a database transaction log.

Differential backup

A differential backup stores changes to the data againstatest full backup You need access to
the corresponding full backup to recover the data from a differential backup. A differential backup is
most useful when:

A you are interested in saving only the most recent data state
A the data changes tend to be small as caret to the total data size.

The typical conclusion is: "differential backups take longer to do and are faster to restore, while
incremental ones are quicker to do and take longer to restore." In fact, there is no physical difference
between an incrementabackup appended to a full backup and a differential backup appended to

the same full backup at the same point of time. The above mentioned difference implies creating a
differential backup after (or instead of) creating multiple incremental backups.

An hcremental or differential backup created after disk defragmentation might be considerably larger than
usual because defragmentation changes file locations on the disk and the backup reflects these changes. It is
recommended that you rereate a full backp after disk defragmentation.

The following table summarizes the advantages and shortcomings of each backup type as they
appear based on common knowledge. In real life, these parameters depend on numerous factors
such as the amount, speed and pattern ofalahanges; the nature of the data, the physical
specifications of the devices, the backup/recovery options you set, to name a few. Practice is the
best guide to selecting the optimal backup scheme.

Parameter Full backup Differential backup Incremental backup
Storage space Maximal Medium Minimal
Creation time Maximal Medium Minimal
Recovery time Minimal Medium Maximal

3.6 What does a disk or volume backup store?

A disk or volume backup stores a disk or a volfilresystemas a whole and includes all of the
information necessary for the operating system to boot. It is possible to recover disks or volumes as a
whole from such backups as well as individual folders or files.

Windows



A volume backup stores all files and folslerf the selected volume independent of their
attributes (including hidden and system files), the boot record, the file allocation table (FAT) if it
exists, the root and the zero track of the hard disk with the master boot record (MBR).

A disk backup stoeeall volumes of the selected disk (including hidden volumes such as the
vendor's maintenance partitions) and the zero track with the master boot record.

The following items are not included in a disk or volume backup (as well as weadil®ackup):

A The swap file (pagefile.sys) and the file that keeps the RAM content when the machine goes
into hibernation (hiberfil.sys). After recovery, the files will becreated in the appropriate
place with the zero size.

A Windows shadow storage. The path to itlistermined in the registry valu¢SS Default
Providerwhich can be found in the registry key
HKEY_LOCAL_MACHINESTEM urrentControlSétControh BackupRestoreFilesNotToBa
ckup. This means that in operating systems starting with Windows Vista, Windowar&est
Points are not backed up.

Linux
A volume backup stores all files and directories of the selected volume independent of their
attributes, a boot record, and the file system super block.
A disk backup stores all disk volumes as well as the zero track with the master boot record.
With the sector-by-sector (raw mode)pption enabled, a disk backup stores all the disk sectors. The

sectorby-sector backup can be used for backing up disks witeaognized or unsupported file
systems and other proprietary data formats.

3.7 About dynamic and logical volumes

3.7.1 Backup and recovery of dynamic volumes (Windows)

This section explains in brief how to back up and recdyaamic védumes(p. 432) using Acronis
Backup.

A dynamic volume is a volume locatedadymamic diskgp.431), or more exactly, on disk group(p.
430). Acronis Baalp supports the following dynamic volume types/RAID levels:

simple/spanned

striped (RAID 0)

mirrored (RAID 1)

a mirror of stripes (RAID 0+1)
RAIDS5.

> > > > >

Backing up dynamic volumes

Dynamic volumes are backed up in the same way as basic volumes. When creating a backup plan
through the GUI, all types of volumes are available for selectidteas to back up When using the
command line, specify the dynamic volumes with the DYN prefix.

Command line examples

acrocmd backup disk  -- volume=DYN1,DYN2-- loc=\\ srvl \ backups
-- credentials=netuserl,passl -- arc=dynl_2 arc

This will back up volumes DYN1 and DYNZ2 to a network shared folder.



acrocmdbackupdisk  -- volume=DYN- loc=\\srvl \ backups -- credentials=netuserl,passl
-- arc=alldyn_arc

This will back up all dynamic volumes of the local machine to a network shared folder.

Recovering dynamic volumes

A dynamic volume can be recovered:

A

A
A
A

Over any type of existing volume.

To unallocated space of asttigroup.

To unallocated space of a basic disk.
To a disk which has not been initialized.

Recovery over an existing volume

When a dynamic volume is recovered over an existing volume, either basic or dynamic, the

0 I NB S { s dara s de¥hSriien with the backup content. The type of target volume (basic,
simple/spanned, striped, mirrored, RAID 0+1, RIWill not change. The target volume size has
to be enough to accommodate the backup content.

Recovery to disk group unallated space

When recovering a dynamic volume to disk group unallocated space, the software preserves the
volume's original type and size. If the disk group configuration does not allow for the original
volume type, the volume will be recovered as a simplsganned volume. If this volume does

not fit the unallocated space, the volume will be resized by decreasing its free space.

Examples of when the disk group configuration does not allow the original type of the volume

Example 1The group contains fewelisks than is required for the dynamic volume. Assume you
are going to recover an 80 GB RAlRolume that had resided on three disks, to a disk group
consisting of two disks. The total size of unallocated space is 100 GB: 40 GB on the first disk and
60 GBon the second. The RABvolume will be recovered as a spanned volume across two

disks.

Example 2Unallocated space distribution does not allow recovery of certain types of dynamic
volumes. Assume you are going to recover a 30 GB striped volume togralio consisting of

two disks. The total size of unallocated space is 50 GB: 10 GB on the first disk and 40 GB on the
second. The striped volume will be recovered to the second disk as simple.

Recovery to a disk that has not been initialized

In this casethe target disk will be automatically initialized to the MBR partitioning style. The
dynamic volumes will be recovered as basic ones. If the volumes cannot fit into unallocated
space, they will be proportionally resized (by decreasing their free space).

The table below demonstrates the resulting volume types depending on the bagkedurce and
the recovery target.



Backup (source):

Recovered to: Dynamic volume Basic volume

Dynamic volume Dynamic volume Dynamic volume
Type as of the target Type as of the target
Type as of the source Simple

Basic volume or unallocated space ¢ Basic volume Basic volume

a basic disk

Moving and resizing volumes during recovery

You can manually resize the resulting basic volume during recovery, or change the volume's
location on the disk. A resulting dynamic volume cannot be moved or resized manually.

Preparing disk groups and volumes

Before recovering dynamic volumes to bare aigtou should create a disk group on the target
hardware.

You also might need to create or increase unallocated space on an existing disk group. This can be
done by deleting volumes or converting basic disks to dynamic.

You might want to change the targeblume type (basic, simple/spanned, striped, mirrored, RAID
0+1, RAID 5). This can be done by deleting the target volume and creating a new volume on the
resulting unallocated space.

Acronis Backup includes a handy disk management utility which enahlas perform the above
operations both under the operating system and on bare metal. To find out more about Acronis Disk
Director Lite, see th®isk managemer(p. 259) section.

3.7.2 Backup and recovery of logical volumes and MD devices
(Linux)

This section explains how you would back up and recover volumes managed by Linux Logical Volume
Manager (LVM), called logical volumes; and muligisk (MD) devices, called Linux Software RAID.

To learn more about LVM pleassit http://tldp.org/HOWTO/LVMHOWTObr
http://www.centos.org/docs/5/html/5.1/Deployment_Guide/ctivm.html.

3.7.2.1  Backing up logical volumes

Acronis Backup Agent for Linux can access, back up, and recover logical volumes when running in
Linuxstarting with 2.6.x kernel or under Lintpased bootable media.

Backup

In Acronis Backup GUI, logical volumes appear uDgaamicvolumesat the end of the list of
volumes available for backup. If you select logical volumes for backup, the logical wbtuntere

will be saved to the backup along with the volume contents. This structure can be automatically
recreated when you recover these volumes under a L-lmased bootable media.

To back up all available disks, specify all logical volumes plus basic volumes not belonging to them.
This is the default choice when you open eeate backup plapage.



Recovery
When recovering logical volumes, you have two options:
A Recovering volumeantents only. The type or other properties of the target volume will not
change.
This option is available both in the operating system and under bootable media.
This option is useful in the following cases:
A When some data on the volume was lost, but machdisks were replaced.

A When recovering a logical volume over a basic disk or volume. You can resize the resulting
volume in this case.

A system, recovered from a logical volume backup to a basic disk, cannot boot because its kernel tries
to mount theroot file system at the logical volume. To boot the system, change the loader
configuration and /etc/fstab so that LVM is not used aedctivate your boot loadgp. 148).

A When recovering a basic or logizalume to an existing logical volume.

If the boot partition (/boot) was located on a basic volume, we recommend recovering it to a basic
volume, even if your boot loader supports booting from logical volumes.

A Recovering both the structure of logical wohes and their contents
Such is the case when recovering on bare metal or on a machine with different volume structure.
The structure of logical volumes can d&gtomatically created at the time of recovefy. 42).
This option is available only under bootable media.

For detailed instructions on how to recover logical volumes Reeovering MD devices and logical
volumes(p. 41).

3.7.2.2  Backing up MD devices

MD devces, known as Linux Software RAID, combine several volumes and make solid block devices
(/dev/mdo0, /dev/md1, ..., /dev/imd31). The information about MD devices is storedatt/raidtab
or in dedicated areas of those volumes.

You can back up active (mouddeMD devices in the same way as logical volumes. The MD devices
appear at the end of the list of volumes available for backup. If you select MD devices for backup, the
structure of the MD devices will be backed up along with their contents.

Backing up viemes included in MD devices does not make sense when an MD device is mounted, as
Al 62yQiG 0SS LlRaaroftsS G2 NBO2YSNI GKSY®

When recovering MD devices under bootable media, the structure of MD devices can be recreated
automatically. For detailed information albit recovering MD devices under bootable media, see
Recovering MD devices and logical volurfpeg1).

For information about assembling MD devices when performing recovery in Linukssembling
MD devices for recovery (lur) (p.41).

3.7.2.3  Backing up hardware RAID arrays (Linux)

Hardware RAID arrays under Linux combine several physical drives to create a single partitionable
disk. The special file related to a hardware R#fy is usually located in /dev/ataraid. You can back
up hardware RAID arrays in the same way as ordinary hard disks.



Physical drives that are part of hardware RAID arrays may be listed alongside other disks as if they
had a bad patrtition table or no pdtibn table at all. Backing up such disks does not make sense as it
62y Qi 0SS LIRaarofsS (2 NBO2OSNI GKSYOD

3.7.2.4  Assembling MD devices for recovery (Linux)

In Linux, when performing recovery from a disk backup to an existing MD device (also called Linux
Software RAID), make sure that tdisvice is assembledt the time of recovery.

If the device is not assembled, assemble it by usingrtiedm utility. Here are two examples:

Example 1The following command assembles the device /dev/md0 combined frenvofumes
/dev/sdbl and /dev/sdcl:

mdadm-- assemble /dev/imd0 - ayes /dev/sdbl /sdcl

Example 2The following command assembles the device /dev/md0 combined from the disks
/dev/sdb and /dev/sdc:

mdadm-- assemble /dev/imd0 - ayes /dev/sdb /dev/sdc

If the recovery requires the machine to be rebooted (usually, when the volumes to recover include
the boot partition), follow these guidelines:

A If all parts of the MD device are volumes (a typical case, such as in the first example), make sure
that each wlume typa called partition type or system 1Dis Linux raid automount the
hexadecimal code of this partition type is OxFD. This will guarantee that the device will be
automatically assembled following the reboot. To view or change the partition types disk
partitioning utility such a&disk.

A Otherwise (such as in the second example), perform the recovery from bootable media. No

reboot will be required in that case. In bootable media, you may need to create the MD device
manually or automatically, asedcribed irRecovering MD devices and logical volurfped1).

3.7.2.5 Recovering MD devices and logical volumes

Recovering MD devices and/or volumes created by Logical Volume Manager (logical volumes)
assumes that tb corresponding volume structure will be recreated.

In Linuxbased bootable media, you can choosedoreate the volume structure automatically.
42).

This functionality is intended primarily for baneetal recovery of an entire machine. The software

backs up and recreates the entire logical volume structure, even if not all MD devices or logical
volumes are being backed up or recovered. Therefore, you need at least as many disks as the original
volume structuie used.

Do not try to recreate the volume structure automatically in any of the following cases:

A The machine hadata that must be preservedThe software will destroy all data on the disks
that it chooses to recreate the volume structure on.

A The machindasfewer physical diskshan the original volume structure used. The software will
fail to recreate the volume structure even if the capacity of the physical disks is enough to fit all
the data being recovered.

A The backumloes not contain the volume streture information. This information might be
absent in backups created by Acronis Backup & Recovery 10, because saving it was optional.



In these casegreate the volume structure manual{p. 42) prior to recovery. You can do this by
using themdadmandlvm utilities, either in Linwbased bootable media or in Linux.

Creating the volume structure automatically

Use the following procedure to automatically recreate the logical volateture on a machine.

Caution As a result of the following procedure, the current volume structure on the machine will be replaced
with the one stored in the backup. This will destroy the data that is currently stored on some or all of the
machine's had disks.

If disk configuration has changedn MD device or a logical volume resides on one or more disks. If
you replaced any of these disks between backup and recovery (or if you are recovering the volumes
to a different machine), ensure that the new klisonfiguration includes at least the same number of
disks as the original volume structure did. The capacity of the disks must be enough to fit all the data
being recovered.

To create the volume structure automatically

1. Boot the machine from a Lintbased bootable media.

2. ClickAcronisBootable Agent Then, clicRun management console

3. In the management console, cliBlecover

Under the archive contents, Acronis Backup will display a message saying that it detected
information about the volume structure.

4. ClickDetailsin the area with that message.
5. Review the volume structure, and then cliggply RAID/LVMo create it.

Creating the volume structure manually

The following is a general procedure focosering MD devices and logical volumes by using a
Linuxbased bootable media, and an example of such recovery. You can use a similar procedure in
Linux.

To create the volume structure manually
1. Boot the machine from a Lintbased bootable media.
2. ClickAcronisBackup Then, cliclRun management console

3. On the toolbar, clickctions and then cliclStart shell Alternatively, you can press
CTRL+ALT+F2.

4. If necessary, examine the structure of volesnwhich are stored in the archive, by using the
acrocmd utility. Also, you can use this utility to mount one or more of these volumes as if they
were regular volumes (see "Mounting backup volumes" later in this topic).

5. Create the volume structure according to that in the archive, by usingednutility (for MD
devices), thdvm utility (for logical volumes), or both.

Note: Logical Volume Manager utilities suchmp&reate andvgcreate , which are normally available in
Linux, are not included in the bootable media environment, so you need to usenthélity with a
corresponding command. For examplen pvcreate ,Ilvm vgcreate , andlvm lvcreate

6. If you previously mounted the backupy bising theacrocmd utility, use this utility again to
unmount the backup (see "Mounting backup volumes" later in this topic).

7. Return to the management console by pressing ALT+F1.

(Do not reboot the machine at this point. Otherwise, you will have to erda volume
structure again.)



8. ClickRecoverthen specify the path to the archive and any other required parameters, and then
clickOK

Note: This procedure will not work if you connect to Acronis Backup Bodigkla remotely, because the
command shell is not available in this case.

Example

Suppose that you previously performed a diskel backup of a machine with the following disk
configuration:

A The machine has two-digabyte and two @jigabyte SCSI hard disks, mounteddev/sda,
/dev/sdb, /dev/sdc, and/dev/sdd, respectively.

A The first and second pairs of hard disks are configured as two MD devices; both are in tie RAID
configuration, and arenounted on/dev/mdO and/dev/md1, respectively.

A Alogical volume is based on the two MD devices and is mounted on
/dev/imy_volgroup/my_logvol.

The following picture illustrates this configuration.
ldevisde fdevisdd

fdevisda ldevizdb

Idevimd0 Idevimd1
1GB 2GB
L J
'

Idevimy_volgroup/my_logval

4GB

Do the following to recover data from this archive.

Step 1: Creating the volume structure

1. Boot the machine from a Lintbased bootable media.
2. In the management caole, press CTRL+ALT+F2.

3. Run the following commands to create the MD devices:

mdadm-- create /dev/md0  -- level=1 -- raid - devices=2 /dev/sd[ab]
mdadm-- create /dev/imdl  -- level=1 -- raid - devices=2 /dev/sd[cd]

4. Run the following commands to create the logical volume group:

Caution:Thepvcreate command destroys all data on thgev/md0 and/dev/md1l devices.

Ivm pvcreate /dev/md0 /dev/md1
Ivm vgcreate my_volgroup /dev/mdO /dev/md1l
Ivm vgdisplay

The output of tle Ivm vgdisplay = command will contain lines similar to the following:



7.

---  Volume group ---
VG Name my_volgroup

VG Access read/write
VG Status resizable

VG Size 1.99 GB

VG UUID 0qoQ4l- VK7WyDG3 uF1l - Q2AL C0z0- vMeACu

Run the following command to create the logical volume; in-thgarameter, specify the size
given byWG Size

Ivm lvcreate -L1.99G -- name my_logvol my_volgroup

Activate the volume group by running the following command:

Ivm vgchange -ay my_volgroup

Press ALT+F1 to return to the management console.

Step 2: Starting the recovery

oo~ wNPE

7.

In the management console, cliBlecover

In Archive clickChangeand then specify the name of the archive.

In Backup clickChangeand thenselect the backup from which you want to recover data.
In Data type selectVolumes

Inltems to recover select the check box next toy_volgroupmy_logvol

UnderWhere to recover clickChange and then select the logical volume that you created in
Stepl. Click the chevron buttons to expand the list of disks.

ClickOKto start the recovery.

For a complete list of commands and utilities that you can use in the bootable media environment,
seeList of commands and utilities available in Limased bootablenedia(p. 255). For detailed
descriptions of theacrocmd utility, see Acronis Backup Commalitie Reference.

Mounting backup volumes

You may want to mount a volume stored in a disk backup, for example, to giee files in it before
starting the recovery.

To mount a backup volume

1.

Use theacrocmd list content command to list the disks and volumes that are stored in the
backup. For example, the following command lists the content of the latest backup of the
linux_machinearchive:

acrocmd list content -- loc=\\ server \ backups -- credentials=user,MyPassWd
-- arc=li nux_machine

The output will contain lines similar to the following:



type: disk

Num Partition Flags Size Type GUID
Dynl my_volgroup - my_lo... 4 GB Ext 3
Dyn2 md0 2.007 GB Ext 2
Disk 1 sda 16 GB DT_FIXED
1-1 sdal Act,Pri 203.9 MB Ext 2
1-2 sda2 Pri 11.72 GB Reiser
1-3 sda3 Pri 1.004 GB Linux swap
Disk 2 sdb 8 GB DT_FIXED
2-1 sdbl Pri 2.007 GB Ext 2
2-2 sdb2 Pri 2.007 GB None
Disk 3 sdc 1 GB DT_FIXED
Disk 4 sdd 8 GB DT_FIXED
4-1 sddl Pri 2.007 GB Ext 2
4-2 sdd2 Pri 2.007 GB None
2. Use theacrocmd mount command, specifying the volume's name in thevolume parameter.
For example:
acrocmd mount -- loc=\\server \ backups -- arc=linux_machine -- mount_point=/mnt
-- volume=DYN1

This command mounts the logical volume DYN1 on the mount point /mnt.
To unmount a backup volume

A Use theacrocmd umount command, specifying the volume's mount point as a parameter. For
example:

acrocmd umount -- mount_point=/mnt

3.8 Support for Advanced Format (4K-sector) hard disks

Acronis Backup can back up hard disks with a sector sizEBf(known as Advanced Format disks),
as well as traditional hard disks that have Si\2e setors.

Acronis Backup can recover data from one disk to another as lamgtlaslisks have the same logical
sector size(This is the sector size presented to the operating system.) Acronis Backup automatically
Ff A3dya (KS (pRIMGufin€rassady 2Thisimés the start of a cluster in the file system always
matches the start of a physical sector on the disk.

Thedisk managementp. 259) functionality of Acronis Backup is travailable for disks with aKB
logical sector size.

Determining the logical sector size
By disk specification

Development of the Advanced Format technology is coordinated by the International Disk Drive
Equipment and Materials Association (IDEMA). Farendetails, see
http://www.idema.org/?page_id=2

In terms of the logical sector size, IDEMA specifies two types of Advanced Format disks:

A 512 Byte emulation (512djisks have a 51Byte logical sector size. These disks are supported in
Windows starting wth Windows Vista, and in modern Linux distributiolscrosoftandWestern
DigitaldzZAa S G KS GSN¥Y a! ROl YyOSR C2NXI (¢
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A 4K native (4Knlisks have a-&B logical sector size. Modern operating systems can store data on
these dsks, but they generally cannot boot from these disks. These disks are commonly external
drives with USB connection.

By running the appropriate command

To find out the logical sector size of a disk, do the following.

In Windows:

1. Make sure that the disk contains an NTFS volume.

2. Run the following command as an administrator, specifying the drive letter of the NTFS
volume:

fsutil fsinfo ntfsinfo D:

3. Examine the value in thBytes Per Sectdine. For example, the output may be the
following:
Bytes Per Sector : 512

In Linux;

1. Determine the device name of the disk, such as /dev/sdb.

2. Run the following command as the root user, specifying the device name:
parted /dev/sdb print

3. Examine the first value in th8ectorsize (logical/physicalline. For example, the output may
be the following:
Sector size (logical/physical): 512B/4096B

3.9 Support for UEFI-based machines

Acronis Backup can back up and recover machines that ubé B4ified Extensible Firmware
Interface (UEFI) in the same way as it does for machines that use BIOS for booting.

This applies to both physical and virtual machines, no matter if the virtuahimas are backed up at
a hypervisor level or from inside a guest OS.

Backup and recovery of devices that usebBAJEFI| are not supported.
Limitations
A WinPEbased bootable media of versions earlier than 4.0 and Acronis PXE Server do not support

UEFI boang.

A Acronis Startup Recovery Manager (ASRIM}25) is not supported on UEFI machines running
Linux. On UEFI machines running Windows, activate ASRM in Windows rather than under
bootable media.

A A machine running Linux canno transferred between UEFI and BIOS. For details about

transferring Windows machines, séieecovering BIGBased systems to UEB&sed or vice

versa'(p. 143).

3.10 Support for Windows 8 and Windows Server 2012

This section describes how Acronis Backup supports features that are introduced in the Wndows
and Windows Server 2012 operating systems.



The information in this section also applies to Windows 8.1, Windows Server 2012 R2, Windows 10,
and Windows Serve2016.

Limitations

A Acronis Disk Director Lifp. 259) is not available under Windows 8 and Windows Server 2012.

A Disk management operations under bootable media may work incorrectly if storage spaces are
configured on the mehine.

A The Windows To Go feature of Windows 8 is not supported.
WInPE 4.0 and WInPE 5.0

Acronis Media Builder can create bootable media based on these verdidvvisidows Preinstallation
Environment (WIinPE).

These bootable media support new features of Wiws 8 and Windows Server 2012 (see later in
this section). They can boot on machines that use Unified Extensible Firmware Interface (UEFI).

To create bootable media based on these versions of WinPE, you need Windows Assessment and
Deployment Kit (ADK). Fmore details, seethd 2 A Yot S SR 6 2 2 (i(p.25D) SectigrS RA | £

UEFI Secure Boot

On a machine that runs Windows 8 or Windows Server 2012 and uses UEFI, the Secure Boot feature
of UEFI may be turned on. Secure Boot ensures that only trusted boot loaders can boot the machine.

By using Acronis Media Builder, you can create a bootableatbdt has a trusted boot loader. To
do this, choose to create a @3t Linuxbased media or a 68it media based on WInPE 4 or later.

Resilient file system (ReFS)

In Windows Server 2012, you can format a volume by using the ReFS file system. Thisrfile sys
provides a more reliable way of storing data on the volume as compared with the NTFS file system.

InWindows Server 2012nd under ebootable media based on WInPE 4 or latgngu can back up
and recover a ReFS volume. Resizing a ReFS volume durieyyasamot supported.

Linuxbased bootable mediand bootable media based ainPE version earlier thad.0cannot
write files to a ReFS volume. Therefore, you cannot recover files to a ReFS volume by using these
media; and you cannot select a ReFS volasia backup destination.

Storage spaces

In Windows 8 and Windows Server 2012, you can combine several physical diskstangga poal
In this storage pool, you can creai@e or more logical disks, called storage spaces. As with ordinary
disks, storage spaces can have volumes.

InWindows 8,in Windows Server 20123nd under @ootable media based on WIinPE 4 or later,
you can back up and recover storage spaces. In WindowerS2012 and under a bootable media
based on WInPE 4 or later, you also can recover a storage space to an ordinary disk or vice versa.

Linuxbased bootable medialoes not recognize storage spaces. It backs up the underlying disks
sectorby-sector. The samapplies toAgent for VMwareand Agent for Hype#V. If you recover all of
the underlying disks to theriginaldisks, the storage spaces will be recreated.



Data Deduplication

In Windows Server 2012, you can enable the Data Deduplication feature for &wNIlime. Data
Deduplication reduces the used space on the volume by storing duplicate fragments of the volume's
files only once.

You can back up and recover a data deduplicggmabled volume at a disk level, without limitations.
Filelevel backup is symrted, except when using Acronis VSS Provider. To recover files from a disk
backup,mount the backugp. 239 on a machine running Windows Server 2012, and then copy the
files from the mounted volume.

The Data Deduplicatiorature of Windows Server 2012 is unrelated to the Acronis Backup
Deduplication feature.

3.11 Compatibility with encryption software

Acronis Backup fully retains its functionality when interacting withl&lel encryption software.

Disklevel encryption software encrypts data on the fly. This is why data contained in the backup is
not encrypted. Diskevel encryption software often modifies system areas: boot records, or partition
tables, or file system tables. These factors affésk-tbvel backup and recovery, the ability of the
recovered system to boot and access to Acronis Secure Zone.

Under some conditions, Acronis Backup is compatible with the followingdediskencryption
software:

A Microsoft BitLocker Drive Encryption
A McAfee Endpoint Encryption
A PGP Whole Disk Encryption.

To ensure reliable didlkevel recovery, follow the common rules and softwaecific
recommendations.

Common installation rule

The strong recommendation is to install the encryption software befastalling Acronis Backup.

The way of using Acronis Secure Zone

Acronis Secure Zone must not be encrypted with-tiskl encryption. This is the only way to use
Acronis Secure Zone:

1. Install encryption software; then, install Acronis Bazk
2. Create Acronis Secure Zone.
3. Exclude Acronis Secure Zone when encrypting the disk or its volumes.

Common backup rule

You can do a didkvel backup in the operating system. Do not try to back up using bootable media
or Acronis Startup Recovery Manager.

Software-specific recovery procedures
Microsoft BitLocker Drive Encryption

To recover a system that was encrypted by BitLocker:

1. Boot from the bootable media.



2. Recover the system. The recovered data will be unencrypted.

3. Reboot the recovered system.

4. Turn on BitLocker.

If you only need to recover one partition of a mypartitioned disk, do so under the operating

system. Recovery under bootable media may make the recovered partition undetectable for
Windows.

McAfee Endpait Encryption and PGP Whole Disk Encryption
You can recover an encrypted system partition by using bootable media only.

If the recovered system fails to boot, rebuild Master Boot Record as described in the following
Acronis Knowledge Base artididtp://k b.acronis.com/content/150and reboot.

3.12 Support for SNMP
SNMP objects

Acronis Backup provides the following Simple Network Management Protocol (SNMP) objects to
SNMP management applications:

A Type of event
Object identifier (OID): 1.3.6.1.424769.100.200.1.0
Syntax: OctetString

The value may be "Information”, "Warning", 'Error" and "Unknown". "Unknown" is sent only in
the test message.

A Text description of the event
Object identifier (OID): 1.3.6.1.4.1.24769.100.200.2.0
Syntax: OctetString

The value contains the text description of the event (it looks identical to messages published by
Acronis Backup in its log).

Example of varbind values:
1.3.6.1.4.1.24769.100.200.1.0:Information
1.3.6.1.4.1.24769.100.200.2.0:10064000B

Supported operations

Acronis Backupupports only TRAP operationdt is not possible to manage Acronis Backup using
GETand SETrequests. This means that you need to use an SNMP Trap receiver to receive
TRAHMmMessages.

About the management information base (MIB)

The MIB fileacronisabr.mibis located in the Acronis Backup installation directory. By
default: %ProgramFiles%cronidBackupAndRecovery in Windows and
lusr/lib/Acronis/BackupAndRecovery in Linux.

This file can be read by a MIB browser or a simple text editor ssiblotepad or vi.



About the test message

When configuring SNMP notifications, you can send a test message to check if your settings are
correct.

The parameters of the test message are as follows:

A Type of event
OID: 1.3.6.1.4.1.24769.100.200.1.0
Value: "Uknown"

A Text description of the event
OID: 1.3.6.1.4.1.24769.100.200.2.0
Value: "?00000000"



4 Backup

4.1 Back up now

Use theBack up nowfeature to configure and run a ortéme backup ima few simple steps. The
backup process will start immediately after you perform the required steps and@ck

For a longtime backup strategy that includes schedules and conditions, timely deleting of backups or
moving them to different locations, coiter creating a backup plan.

Configuring immediate backup is similard@ating a backup plafp. 51) except for the following:

A There are no options to schedule backups and to set up retention rules.

A Simplified naming of backup fil§s. 73) is used, if the backup destination supports it. Otherwise,
the standard backup naming is used.

The following locations do not support simplified file naming: managed vaults, tapenis
Secure Zone or Acronis Cloud Storage.

Due to simplified file naming, an RDX drive or USB flash drive can only be usetemdkiable
media(p. 187) mode.

A Conversion of a dislevel backup to a virtual machine istravailable as a part of the backup
operation. You can convert the resulting backup afterwards.

4.2 Creating a backup plan

Before creating your firdtackup plar(p. 426), please familiarize yourself with thesicconcepts
used in Acronis Backup.

To create a backup plan, perform the following steps.

What to back up
Items to back up(p.53)

Select the type of data to back up and specify the data items. The type ofiejpgsmds on
the agents installed on the machine.

Access credentials, exclusions

To access these settings, cl#how access credentials, exclusions

Access credential§p. 55)
Provide credentials for the sourckata if the plan's account does not have access
permissions to the data.

Exclusiongp. 56)
Set up exclusions for the specific types of files you do not wish to back up.

Where to back up
Location(p.57)

Specify a path to the location where the backup archive will be stored and the archive name.
The archive name has to be unique within the location. Otherwise, backups of the newly
created backup plan will be placed to the existinghéve that belongs to another backup

plan. The default archive name is Archive(N) where N is the sequence number of the archive
in the location you have selected.



Select the mode the removable device will be usedm187)

If the specified location is an RDX drive or USB flash drive, select the device mode:
Removable mediar Fixed drive

Backup file naming, access credentials, archive comments
To access these settings, cl@ghow backup file naming, access credentials, archive comments
File naming(p. 73)

[Optional] Select thd&ame backup files using the archive name, af\tronisTrue Image

Echo, rather than autayenerated namesheck box if gu want to use simplified file naming
F2N) GKS | NOKA@ZSQa ol O dzZLJa @

Not available when backing up to a managed vault, té@pnisSecure Zoner Acronis

Cloud Storage. When backing up to an RDX drive or USB flash drive, the file naming scheme is
determinedby theremovable device modg. 187).

Access credential§p. 60)

[Optional] Provide credentials for the location if the plan account does not have access
permissions to the location.

Archive comments
[Optional] Enter comments on the archive.

Singlepass disk and application backyp. 302
Applies only to machines that have a license for sipghs backup
Specify settings related to singbass disk and application backup.

How to back up
Backup schemé¢p.61)

Specify when and how often to back upuy data; define for how long to keep the created

backup archives in the selected location; set up schedule for the archive cleanup procedure
0a4SS awSLIX AOFGA2Y FYR NBOSylAz2zy aSatdiay3dae oSt
Replication and retention settingp. 92)

Not available for removable media or wheimplified naming of backup filép. 73) is
chosen.

Define whether to copy (replicate) the backups to another location, and whether to move or
delete them according to retention rules. The available settings depend on the backup
scheme.

2nd location

[Optional] To set up replication of backups, selectReplicate newly created backup to
another locationcheck box. For more information about backup replication,Setting up
replication of backupép. 95).

Validation, convert to virtual machine

To access these settings, cl@#how validation, convert to virtual machine

When to validate(p. 70)
[Optional] Depending on the selected backup scheme, define when and how often to
perform validation and whether to validate the entire archiveloe latest backup in the
archive.

Convert to virtual machingp. 161)
[Optional] Applies to: disk or volume backup, backup of entire virtual machines or volumes of
a virtual machine.



Set up a regular conversion of a disk or volume backup to a virtual machine.

Plan parameters
Plan name

[Optional] Enter a unique name for the backup plan. A conscious name lets you identify the
plan among others.

Backup options

[Optional] Configure parameters of the backup operation, such as pre/post backup
commands, maximum network bandwidth allocated for the backup stream or the backup
archive compression level. If you do nothing in this sectiondtgfault valuegp. 101) will be
used.

After any of the settings is changed against the default value, a new line that displays the
newly set value appears. The setting status changes Befaultto Reset to default Should

you modify the stting again, the line will display the new value unless the new value is the
default one. When the default value is set, the line disappears. Therefore, in this section you
always see only the settings that differ from the default values.

To reset all te settings to the default values, cliBleset to default
Plan's credentials, comments, label
To access these settings, cl@#how plan's credentials, comments, label
Plan's credentialgp. 71)
[Optional] Specifyhe credentials under which the plan will run.
Comments
[Optional] Type a description of the backup plan.
Label(p. 71)
[Optional] Type a text label for the machine you are going to back up. The label caade u
to identify the machine in various scenarios.

After you have performed all the required steps, cliikto create the backup plan.
After that, you might be prompted for thpassword(p. 73).

The plan you have created will be accessible for examination and managing8adkep plans and
tasks(p.312) view.

4.2.1 Selecting data to back up
To select the data to back up

1. InData to back upsection, select the type of data you want to be backed up. The list of available
data types depends on the agents running on the machine and the types of licenses:

Disks/volumes
To be able to back up this data, you must have Administrator or Backup operator privileges.
Select this option to back up:

A Entire physical machines or their individual disks or volumes, if Acronis Backup Agent for
Windows or Acronis Backup Agent for Liminstalled.

A disklevel backup enables you to recover the entire system in case of severe data

damage or hardware failure. Also, you can individually recover files and folders. The
backup procedure is faster than copying files, and may significapéed up the backup

process when backing up large volumes of data.



A Microsoft SQL databases by means of sipgiss disk and application backup, if Acronis
Backup Agent for SQL is installed.

Agent for SQL enables you to create applicat@rare disk baaips and to recover
Microsoft SQL databases from such backups. For more information, s&ertitecting
Microsoft SQL Server.(f). 298) section.

A Microsoft Active Directory data by means of singéess disk and applicatidrackup, if
Acronis Backup Agent for Active Directory is installed.

Agent for Active Directory enables you to create applicatiorare disk backups and to
recover Microsoft Active Directory data from such backups. For more information, see
the "ProtectingMicrosoft Active Directory ..(p. 308) section.
Folders/files
Available if Acronis Backup Agent for Windows or Acronis Backup Agent for Linux is installed.
Select this option to back up specific files and folders.

A filellevel backup is not sufficient for recovery of the operating system. Choose file backup if
you plan to keep safe only certain data (the current project, for example). This will reduce
the archive size, thus saving storage space.

In order to recovelour operating system along with all the settings and applications, you
have to perform a disk backup.

Virtual machines

Avalilable if Acronis Backup Agent for VMware or Acronis Backup Agent forViger
installed.

Select this option to back up entiretvial machines residing on a virtualization server or
their disks or volumes.

Backing up an entire virtual machine, its disks, or volumes yields a stasid&ridackugp.

430). In addition, this backup stores the virtual maghconfiguration. This configuration will
be suggested by default when recovering the backup content to a new virtual machine. For
more information about backing up virtual machines 8Backing up virtual machines"

Microsoft Exchange information store
Available if Acronis Backup Agent for Exchange is installed.

Select this option to back up information store, individual storage groups or databases of
Microsoft Exchange servers. In case of disaster, you will be able to recover lost or corrupted
database®r storage groups. Also, you can individually recover mailboxes, public
folders,singleemails, contacts, calendar events, and other items.

To be able to back up Exchange data, a domain user account that has administrative

privileges on the Exchange serverequired. In a cluster, the account must have

FRYAYAAUN GAGS LINAGAE S3ISa 2y SFEOK 2F (KS Of dz
For more information about backing up Microsoft Exchange datdBaeking up Microsoft

Exchange Server data"

Microsoft Exchange mailboxes
Avaibble if Acronis Backup Agent for Exchange is installed.

Select this option to back up individual mailboxes and public folders without backing up the
entire Microsoft Exchange database. By usingekausion filtersyou can specify items to
be skipped dung mailbox backups.

To be able to back up Exchange data, a domain user account that has administrative
privileges on the Exchange server is required. In a cluster, the account must have
FRYAYAAUNI GADS LINAGAT SISa 2y SIFEOK 2F (KS Of dz



For more information about backing up Microsoft Exchange datdBaeking up Microsoft
Exchange Server data"

2. Inthe tree belowData to back upsection, select the items to back up.

To back up all items of the selected data type present on a maclatestshe check box next to

the machine. To back up individual data items, expand the machine and select check boxes next
to the required items.

Notes forDisks/volumes

A If your operating system and its loader reside on different volumes, always include both
volumes in the backup. The volumes must also be recovered together; otherwise there is a
high risk that the operating system will not start.

A Note for Linux users: Logical volumes and MD devices are shown Dpdamic volumes
For more information about backing up such volumes and devicesBse&up and recovery
of logical volumes and MD devices (Linyg)'39).

A Note for Linux users: We recommend that you unmount any volumes that contain
nonjournaling file systentssuch as the ext2 file systarrbefore backing them up.
Otherwise, these volumes might contain corrupted files upon recovery; recovery of these
volumeswith resize might fail.

Notes forVirtual machines

A Backing up entire virtual machines comes in handy when having small (in terms of virtual
disks size) but numerous legacy servers such as those resulting from workload consolidation.
A separate archiveill be created for each machine.

A Backing up individual disks or volumes within a virtual machine comes in handy when the
operating system and applications, such as a database server, run on a virtual disk, but the
data, such as a database, is stored darge capacity physical disk added to the same
machine. You will be able to use different backup strategies for the virtual disk and the
physical storage.

3. Having specified the data to back up, clizk

4.2.2 Access credentials for source
Specifythe credentials required for access to the data you are going to back up.

To specify credentials
1. Select one of the following:
A Use the plan's credentials

The program will access the source data using the credentials of the backup plan account
specified in thePlan parametersection.

A Use the following credentials
The program will access the source data using the credentials you specify.
Use this option ithe plan's account does not have access permissions to the data.
Specify:
A User name When entering the name of an Active Directory user account, be sure to also
specify the domain name (DOMAINsername or Username@domain).

A Password The password for the account.
A Confirm passwordReenter the password.
2. ClickOK



4.2.3 Source files exclusion

This option is effective for Windows and Linux operating systems and bootable media.

This option is effective fatisklevelbackup of NTFS, FAT, Ext3, and Ext4 file systems only. This option
is effective foffile-levelbackup of all supported file systems.

The option defines which files and folders to skip during the backup process and thus exclude from
the list of backeeup items.

Note: Exclusions override selection of data items to back up. For example, if you select to back up file
MyFile.tmp and to exclude all .tmp files, file MyFile.tmp will not be backed up.

To specify which files and folders to exclude, set up any ofolf@ving parameters.

Exclude all hidden files and folders

Select this check box to skip files and folders that havéHiddenattribute (for file systems that are
supported by Windows) or that start with a period (.) (for file systems in Linux suctti2aariel Ext3).
If a folder is hidden, all of its contents (including files that are not hiddéhpe excluded.

Exclude all system files and folders

This option is effective only for file systems that are supported by Windows. Select this check box to
skip files and folders with th&ystemattribute. If a folder has th&ystemattribute, all of its contents
(including files that do not have tHgystemattribute) will be excluded.

Tip: You can view file or folder attributes in the file/folder propertiebyusing theattrib command. For more
information, refer to the Help and Support Center in Windows.

Exclude files matching the following criteria

Select this check box to skip files and folders matching any of the criteria. UaddhEdit, Remove
and Remove Albuttons to create the list of criteria.

The criteria aranot casesensitive in Windows and Linux. For example, if you choose to exclude
all .tmp files and the €Temp folder, also excluded will be all . Tmp files, all .TMP files, and the
CA\TEMFolder.

Criteria: full path

Specify the full path to the file or folder, starting with the drive letter (when backing up Windows) or
the root directory (when backing up Linux).

Both in Windows and Linux, you can use a forward slash in the file or folthe(gsainC:/Tempand
C:/Temp/File.tmp. In Windows, you can also use the traditional backslash @sTempand
CATemp File.tmp).

Under a Windowsstyle bootable media, a volume might have a different drive letter than in
Windows. For more informatiorsee"Working under bootable medigp. 253).

Criteria: name

Specify the name of the file or folder, such as Document.txt. All files and folders with that name will
be excluded.



Wildcard characters

You can use onar more wildcard characters * and ? in the criterion. These characters can be used
both within the full path and in the file or folder name.

The asterisk (*) substitutes for zero or more characters in a file name. For example, the criterion
Doc*.txt coves files such as Doc.txt and Document.txt

The question mark (?) substitutes for exactly one character in a file name. For example, the criterion
Doc?.txt covers files such as Docl.txt and Docs.txt, but not the files Doc.txt or Doc11.txt

Exclusion examples
Qiterion Example Description

Windows and Linux

By name F.log Excludes all files named "F.log"
F Excludes all folders named "F"
By mask (*) *.log Excludes all files with the .log extension
F* Excludes all files and folders with names starting with

(such as folders F, F1 and files F.log, F1.log)

By mask (?) F??7?.log Excludes all .log files with names consisting of four
symbols and starting with "F"

Windows
By file path C\Financ&F.log Excludes the file named "F.log" located in the folder
Cl\Finance
By folder path CA\Financé&F Excludes the folder Gzinanc&F
or (be sure to specify the full path starting from the drive
CAFinanc&R letter)
Linux
By file path /home/user/Finance/F.log | Excludes the file named "F.log" located in the folder

(directory) /home/user/Finance

By folder path /home/user/Finance Excludes the folder (directory) /Thome/user/Finance
or
/home/user/Finance/

4.2.4  Backup location selection

Specify where the archive will be stored.

1. Selecting the destination

In the Pathfield, enter the full path to the destination, or select the desired destination in the
location tree as described liSelecting backup destination§3. 58).

2. Using the archives table

To assist you with choosing the right destination, the table displays the names of the archives
contained in each location you select. While ya reviewing the location content, archives can be



added, deleted or modified by another user or by the program itself according to scheduled
operations. Use th&efreshbutton to refresh the list of archives.

3. Naming the new archive

Once you select tharchive destination, the program generates a name for the new archive and
displays it in theNamefield. The name commonly looks likechive(N)whereNis a sequence
number. The generated name is unique within the selected location. If you are satistfethe
automatically generated name, cli€K Otherwise enter another unique name.

If the automatically generated name looks I[kéachine Name]_Archive(Nbhis means that the

name contain variables. Such might be the case when you have selected wigchines to back up.
The[Machine Namektands for the virtual machine name. You can add suffixes to the name but
never delete the variables, since each virtual machine has to back up to a separate archive with the
unigque name.

Backing up to an existingrchive

You can configure the backup plan to back up to an existing archive. To do so, select the archive in
the archives table or type the archive name in ti@mefield. If the archive is protected with a
password, the program will ask for it in the pap window.

By selecting the existing archive, you are meddling in the area of another backup plan that uses the
archive. This is not an issue if the other plan is discontinued. However, you should generally follow
the rule: "one backup planone archive! Doing the opposite will not prevent the program from
functioning but is not practical or efficient, except for some specific cases.

Why two or more plans should not back up to the same archive

1. Backing up different sources to the same archive makes it difficult to use archive. When it comes
to recovery, every second counts, and you might be "lost" in the archive content.

Backup plans that operate with the same archive should back up the saméeatas (say, both
plans back up volume C.)

2. Applying multiple retention rules to an archive makes the archive content unpredictable. Since
each of the rules will be applied to the entire archive, the backups belonging to one backup plan
can be easily deted along with the backups belonging to the other. You should not expect the
classic behavior of the GFS and Tower of Hanoi backup schemes.

Normally, each complex backup plan should back up to its own archive.

4.24.1  Selecting backup destinations

Acronis Backup lets you back up data to various physical storages.



Destination

P Y
(U Cloud storage

£ Personal

E’E Centralized
@ Machine

EIJ' Local folders
&> cp, DvD, BD

. RDX, USB

Tape device

Q Network folders

Details

To back up data to Acnis Cloud Storage, clitlog inand specify the credentials to log il
to the cloud storage. Then, expand t@doud storagegroup and select the account.

Prior to backing up to the cloud storage, you needtry a subscriptiorip. 417) to the
cloud backup service arattivate(p.419) the subscription on the machine(s) you want
back up.

Cloud backup is not available under bootable media.

Cloud backup of Microsoft Exchange Serveadst using Agent for Exchange is not
possible.

Note Acronis Cloud Backup might be unavailable in your region. To find more inforr
click herehttp://www.acronis.com/my/cloudbackup/corporate

To back up data to a personal vault, expandWaeiltsgroup and click the vault.
Acronis Secure Zone is considered as a personal vault available to all users that car
to the system.

To bak up data to a centralized vault, expand ¥aultsgroup and click the vault.
Local machine

To back up data to a local folder of the machine, expand<itiachine name>group and
select the required folder.

To back up data to optical media such as CD, DVD, @aBiscs (BD), expand the
<Machine name>group, then slect the required drive.

To back up data to an RDX drive or USB flash drive, expardifhehine name>group,
then select the required drive. For information about using these drives, see the
"Removable devicegp. 187) section.

To back up data to a locally attached tape device, expandhha&chine namexgroup,
then click the required device.

Note Tape devices can only be used with Acronis Backup Advanced.

For information about using tapes, see thieape devices(p. 188) section.

To back up data to a network folder, expand tetwork foldersgroup, select the
required networked machine, and then click the shared folder.

If the network share requires access credentials, the program will ask for them.

Note for Linux usersto spedy a Common Internet File System (CIFS) network share
which is mounted on a mount point such/amt/share, select this mount point instead «
the network share itself.




Destination

2 F1P, sFTP

[:] Storage nodes

ﬁ‘d NFS folders

Details

To back up data to FTP or SFTP, type the server name or addres®attifield as
follows:

ftp://ftp_server:port _number or sftp://sftp_server:port number

To establish an active mode FTP connegtige the following notation:
aftp://ftp_server:port _number

If the port number is not specified, port 21 is used for FTP and port 22 is used for SF

After entering access credentials, the folders on the server become available. Click 1
appropriate folder on the server.

You can access the server as an anonymous user if the server enables such access
S0, clickJse anonymous accessstead of enering credentials.

Note: According to the original FTP specification, credentials required for access to |
servers are transferred through a network as plaintext. This means that the user nan
password can be intercepted by an eavesdropper usinglkepaniffer.

When you need to back up data to a storage node that is not registered on the
management servemr when operating on a machine booted with bootable media:

A Toaccess a managed vault, type the following string irPt field:
bsp://node_address/vault_name/

A To access an unmanaged centralized vault, type the full path to the vault's folder

To back up data to an NFS share, expand\IR8 foldergroup and click the folder.

Available only in Linux anthder Linuxbased bootable media.

4.2.5 Access credentials for archive location

Specify credentials required for access to the location where the backup archive will be stored. The
user whose name is specified will be considerethasarchive owner.

To specify credentials
1. Select one of the following:
A Use the plan's credentials

The program will access the source data using the credentials of the backup plan account
specified in thePlan parametersection.

A Use the following credentials
The program will access the source data using the credentials you specify.

Use this option if the plan account does not have access permissions to the location. You
might need to provide special credentials for a network shara storage node vault.

Specify:

A User nameWhen entering the name of an Active Directory user account, be sure to also
specify the domain name (DOMAIsername or Username@domain).

A Password The password for the account.

A Confirm passwordReenter the password.

2. ClickOK



Warning: According to the original FTP specification, credentials required for access to FTP servers are
transferred through a netwdk as plaintext. This means that the user name and password can be intercepted by
an eavesdropper using a packet sniffer.

4.2.6 Backup schemes

Choose one of the available backup schemes:

A Simplec¢ to schedule when and how often to backup data apecify retention rules.

A GrandfatherFatherSonc to use the GrandfatheFatherSon backup scheme. The scheme does
not allow data to be backed up more than once a day. You set the days of week when the daily
backup will be performed and select from thesayd the day of weekly/monthly backup. Then
you set the retention periods for the daily (referred to as "sons"), weekly (referred to as
"fathers") and monthly (referred to as "grandfathers") backups. The expired backups will be
deleted automatically.

A Towerof Hanoic to use the Tower of Hanoi backup scheme. This scheme allows you to schedule
when and how often to back up (sessions) and select the number of backup levels (up to 16). The
data can be backed up more than once a day. By setting up the backujukehad selecting
backup levels, you automatically obtain the rollback peqade guaranteed number of sessions
that you can go back at any time. The automatic cleanup mechanism maintains the required
rollback period by deleting the expired backups &edping the most recent backups of each
level.

A Custom¢ to create a custom scheme, where you are free to set up a backup strategy in the way
your enterprise needs it most; specify multiple schedules for different backup types, add
conditions and specify thretention rules.

A Manual startc to create a backup task for manual start.

A Initial seeding to save locally a full backup whose final destination is Acronis Cloud Storage.

Note for Microsoft Exchange userBor infamation about backup schemes used when backing up Exchange
databases, storage groups or mailboxes, refer to"B&ckup schemesection of the "Backing up Microsoft
Exchange Server data" documentation.

42.6.1 Simple scheme

With the simple backupchieme, you just schedule when and how often to back up data. Other steps
are optional.

To set up the simple backup scheme, specify the appropriate settings as follows.

Schedule

Set up when and how often to back up the data. To learn more about settingeugchedule,
see theSchedulindp. 78) section.

Retention rules

Specify how long to store backups in the location and whether to move or delete them afterward.
The retention rules are applied after creating a backup. Réep backups indefinitelys set by

default, which means that no backups will be deleted automatically. For more information about
retention rules, se&etting up retention of backugg. 95).

Backup type

To access this setttj), clickshow backup type, validation, convert to virtual machine
Select the backup type.



A Full- selected by default for all backup locations (except for Acronis Cloud Storage).

A Incremental At the first time a full backup will be created. The next backups will be
incremental. Selected as the one and only backup type for Acronis Cloud Storage.

Note: When thelncrementalbackup type is selected along with retention rules, the archive will be
cleaned up usingonsolidation(p. 429), which is a more timeonsuming and resourdatensive
operation.

42.6.2 Grandfather-Father-Son scheme

At a glance

A Daily ("Son"), weekly ("Father"), and monthly ("Grandfather") backups
A Custom day for weekly and monthly backups

A Custom retention periods for backups of each type

Description

Let us suppose that we want to set up a backup plan that will regularly prodseées of daily (D),
weekly (W), and monthly (M) backups. Here is a natural way to do this: the following table shows a
sample twemonth period for such a plan.

Feb 12 Feb 18
Feb 19 Feb 25

Mo Tu | We | Th Fr Sa Su
Jan 1 Jan7 D D D D W - -
Jan § Jan 14 D D D D w - -
Jan 15 Jan 21 D D D D | W - -
Jan 22 Jan 28 D | D D | D ! - 3
Jan 29 Feb 4 D D D D | W - -
Feb 5 Feb 11 D D D D | w - ;

D D D D | w

D D D D -

D D D D | w

Feb 26 Mar 4

Daily backups run every workday except Friday, which is left for weekly and monthly backups.
Monthly backups run on the last Friday of each month, and weekly backups run on all other Fridays.
As a result, you will normally obtain 12 monthly backups ovietl gear.

Parameters

You can set up the following parameters of a GrandfatfetherSon (GFS) scheme.

Start backup at Specifies when to start a backup. The default value is 12:00 PM.

Back up on Specifies the days of the week when a backup will be performed. The default ve
Workdays

Weekly/Monthly Specifies which day of the week (out of the days selected Btk up orfield) you

want to reserve for weekly and monthly backups.

The defaul value isFriday. With this value, a monthly backup will run on the last
Friday of each month. Weekly backups will run on all other Fridays. If you choo:
different day of week, these rules will apply to the day chosen.



Keep backups Specifies how longou want the backups to be stored in the archive. A term can
set in hours, days, weeks, months, or years. For monthly backups, you can alsc
Keep indefinitelyif you want them to be saved forever.

The default values for each backup type are agvd.
Daily: 5 days (recommended minimum)

Weekly: 7 weeks

Monthly: indefinitely

The retention period for weekly backups must exceed that for daily backups; ths
monthly backups' retention period must be greater than the weekly backups'
retention period.

Werecommend setting a retention period of at least one week for daily backups
Backup type Specifies the types of daily, weekly and monthly backups

A Always full- all the daily, weeklyand monthly backups will always be full. This
the default selection for cases when a tape drive is selected as a backup loc

A Full/Differential/incremental - daily backups are incremental, weekly backups
are differential, and monthly backups arelful

The first backup is always full. However, this does not mean that it is a mor
backup. It will be kept as a daily, weekly or monthly backup, depending on 1
day of week it is created.

Advanced settings Available only in Acronis Backup Advanced when creating a centralized backug.
See the'Advanced scheduling setting§). 88) section for details.

A backup is not deleted until all backups that directly depend on drbesubject to deletion as well. This is
why you might see a backup, marked with t il icon, for a few days padsiexpected expiration date.

Examples

Each day of the past week, each week of the past month
Let us consider a GFS backup scheme that many may find useful.

A Back up files every day, including weekends

A Be able to recover files as of any date over the past seven days
A Have access to weekly backups of the past month

A Keep monthly backups indefinitely.

Backup scheme parameters can then be set up as follows.

A Start backup at11:00 PM
A Back up onAll days
A Weelly/monthly: Saturday(for example)
A Keep backups:
A Daily:1 week
A Weekly:1 month
A Monthly: indefinitely

As a result, an archive of daily, weekly, and monthly backups will be created. Daily backups will be
available for seven days since creation. For instaadaily backup of Sunday, January 1, will be



available through next Sunday, January 8; the first weekly backup, the one of Saturday, January 7,
will be stored on the system until February 7. Monthly backups will never be deleted.

Limited storage

If you b not want to arrange a vast amount of space to store a huge archive, you may set up a GFS
scheme so as to make your backups more sheed, at the same time ensuring that your
information can be recovered in case of an accidental data loss.

Suppose that you need to:

A Perform backups at the end of each working day

A Be able to recover an accidentally deleted or inadvertently modified file if this has been
discovered relatively quickly

A Have access to a weekly backup for 10 days after it wasecteat
A Keep monthly backups for half a year.

Backup scheme parameters can then be set up as follows.

A Start backup at6:00 PM
A Back up onWorkdays
A Weekly/monthly:Friday
A Keep backups:
A Daily:1 week
A Weekly:10 days
A Monthly: 6 months
With this scheme, you witlave a week to recover a previous version of a damaged file from a daily

backup; as well as ifay access to weekly backups. Each monthly full backup will be available for six
months since the creation date.

Work schedule

Suppose you are a patitme financial consultant and work in a company on Tuesdays and Thursdays.
On these days, you often make changes to your financial documents, statements, and update the
spreadsheets etc. on your laptop. To back up this data, youwaay to:

A Track changes to the financial statements, spreadsheets, etc. performed on Tuesdays and
Thursdays (daily incremental backup).

A Have a weekly summary of file changes since last month (Friday weekly differential backup).

A Have a monthly full backud gour files.

Moreover, assume that you want to retain access to all backups, including the daily ones, for at least
six months.

The following GFS scheme suits such purposes:

A Start backup ati1:30 PM

A Back up onTuesday, Thursday, Friday
Weekly/monthly:Friday

Keep backups:

A Daily:6 months

A Weekly:6 months

> > >



A Monthly: 5 years

Here, daily incremental backups will be created on Tuesdays and Thursdays, with weekly and
monthly backups performed on Fridays. Note that, in order to chéwikayin the Weekly/monthly
field, you need to first select it in th®ack up orfield.

Such an archive would allow you to compare your financial documents as of the first and the last day
of work, and have a fivgear history of all documents, etc.

No daily backups
Consider a more exotic GFS scheme:

A Start backup at12:00 PM
A Back up onFriday
A Weekly/monthly:Friday
A Keep backups:
A Daily:1 week
A Weekly:1 month
A Monthly: indefinitely
Backyp is thus performgd or)ly on Fridays. This [nakgs Fridgy thg gnly choicg fgrwambkionthly o
0l OldzLdJaz f SIFIQGAYy3I y2 20KSNI RIFEGS T2 NKEBINXf ¢ NDIKQ @&zLIE
hence consist only of weekly differential and monthly full backups.

Even though it is possible to use GFS to create such an archive, the Gaktane is more flexible in
this situation.

4.2.6.3  Custom backup scheme

At a glance
A Custom schedule and conditions for backups of each type
A Custom schedule and retention rules

Parameters

Parameter Meaning

Full backup schedule Specifies on what schedule and under which conditions to perform a full bac
For example, the full backup can be set up to run every Sunday at 1:00 AM
soon as all users are logged off.

Incremental backup Specifies on what schedule and under which conditions to perform an

schedule incremental backup.

If the archive contains no backups at the time of the task run, a full backup i
created instead of the incremental backup.

Differential backup schedule Specifies onwhat schedule and under which conditions to perform a different
backup.

If the archive contains no full backups at the time of the task run, a full back
created instead of the differential backup.



Parameter

Clean up archive

Apply retention rules

(only if the retention rules
areset)

Cleanup schedule

(only ifOn schedulds
selected)

2nd location 3rd location,
and so on

Examples
Weekly full backup

Meaning

Specifies how to get rid of oldabkups: either to applyetention rules(p. 96)
regularly or clean up the archive during a backup when the destination locat
runs out of space.

By default, the retention rules are not specified, which means older backilps
not be deleted automatically.

Using retention rules
Specify the retention rules and when to apply them.

This setting is recommended for backup destinations such as shared folder:
centralized vaults.

When there is insufficient space while backing up

The archive will be cleaned up only during backup and only if there is not er
space to create a new backup. In this case, the software will act as follows:

A Delete the oldest full backup with all dependent incremental/differential
backups

A Ifthere is only one full backup left and a full backup is in progress, then
delete the last full backup with all dependent incremental/differential
backups

A Ifthere is only one full backup left, and an incremental or differential bac
is in progress, aarror occurs saying there is a lack of available space

This setting is recommended when backing up to a USB drive or Acronis Se
Zone. This setting is not applicable to managed vaults, FTP and SFTP serw

This setting enables deletion of the last kap in the archive, in case your
storage device cannot accommodate more than one backup. However, you
might end up with no backups if the program is not able to create the new
backup for some reason.

Specifies when to apply thretention rules(p. 96).

For example, the cleanup procedure can be set up to run after each backup
also on schedule.

This option is available only if you have set at least one retentitain
Retention rules

Specifies a schedule for archive cleanup.

For example, the cleanup can be scheduled to start on the last day of each
month.

This option is available only if you selectéd schedulén Apply retention rules
Specifies where taopy or movep. 92) the backups from the current location.

This option is available only if you selected either Replicate newly created
backup to another locatiorcheck box undeHow to back up or Move the
oldest backups to another locatiom the Retention ruleswindow.

The following scheme yields a full backup performed every Friday night.

Full backup Schedule: WeeklyeveryFriday, at10:00 PM



Here, all parameters excefcheduldn Full backupare left empty. All backups in the archive are
kept indefinitely (no archiveleanup is performed).

Full and incremental backup plus cleanup

With the following scheme, the archive will consist of weekly full backups and daily incremental
backups. We further require that a full backup begin only after all users have logged off.

Ful backup: Schedule: WeeklgveryFriday, at10:00 PM
Full backup: Conditions: User is logged off
Incremental: Schedule: Weekly, every workdagt 9:00 PM

Also, let all backups older than one year be deleted from the archive, and let the cleanup be
performed upon creating a new backup.

Retention rules:Delete backups older that? months
Apply the rules: After backing up

By default, a ongrearold full backup will not be deleted until all incremental backups that depend
on it become subject to deletion too. For more information, &stention rulegp. 96).

Monthly full, weekly differential,and daily incremental backups plus cleanup
This example demonstrates the use of all options available in the Custom scheme.

Suppose that we need a scheme that will produce monthly full backups, weekly differential backups,
and daily incremental backups. dinthe backup schedule can look as follows.

Full backup: Schedule: MonthlyeveryLast Sundaypf the month, at9:00 PM
Incremental: Schedule: Weekleveryworkday, at7:00 PM
Differential: Schedule: WeeklyeverySaturday at8:00 PM

Further, we want to dd conditions that have to be satisfied for a backup task to start. This is set up
in the Conditionsfields for each backup type.

Full backup Conditions Location available
Incrementat Conditions User is logged off
Differential: Conditions User is idle

As a result, a full backaporiginally scheduled at 9:00 RMmay actually start later: as soon as the
backup location becomes available. Likewise, backup tasks for incremental and differential backups
will wait until all users are logged off and users alte,irespectively.

Finally, we create retention rules for the archive: let us retain only backups that are no older than six
months, and let the cleanup be performed after each backup task and also on the last day of every
month.

Retention rules Delete bakups older tha® months
Apply the rules After backing up On schedule
Cleanup scheduteMonthly, on theLast dayof All months at10:00 PM



By default, a backup is not deleted as long as it has dependent backups that must be kept. For
example, if a full backup has become subject to deletion, but there are incremental or differential
backups that depend on it, the deletion is postponed untitteé dependent backups can be deleted
as well.

For more information, seRetention rulegp. 96).

426.4 Tower of Hanoi scheme

At a glance

A Up to 16 levels of full, differential, and incremental backups

A Next-level backups are twice as rare as previmwe! backups

A One backup of each level is stored at a time

A Higher density of more recent backups

Parameters

You can set up the following parameters of a Tower of Hanoi scheme.

Schedule Set up aaily(p. 80), weekly(p. 82), or monthly (p. 84) schedule. Setting up schedule
parameters allows for the creation of simple schedules (example of a simple daily
schedule: @ackup task will be run every 1 day at 10 AM) as well as more complex
schedules (example of a complex daily schedule: a task will be run every 3 days, ¢
from January 15. During the specified days the task will be repeated every 2 hours
10 AM b 10 PM). Thus, complex schedules specify the sessions on which the schi
should run. In the discussion below, "days" can be replaced with "scheduled sessi

Number of levels Select from 2 to 16 backup levels. See the example stated below for details.

Roltback period The guaranteed number of sessions that one can go back in the archive at any tin
Calculated automatically, depending on the schedule parameters and the number:
levels you select. See the example below for details.

Backup type Spedies what backup types the backup levels will have

A Always full- all levels of backups will be full. This is the default selection for cas
when a tape drive is selected as a backup location.

A Full/Differential/incremental - backups of different levels Whave different types:
- Lastlevel backups are full
- Backups of intermediate levels are differential

- Firstlevel backups are incremental

Example
Scheduleparameters are set as follows

A Recur: Every 1 day
A Frequency: Once at 6 PM

Number of levels4
Backup type Full/Differential/Incremental

This is how the first 14 days (or 14 sessions) of this scheme's schedule look. Shaded numbers denote
backup levels.



1123|456 |7 (8] 9]|]10(11|12]|13]|14
112|113 |1]2]|1 1 ({2 |1]3]|1

Backups of different levels have different types:

A Lastlevel(in this case, level 4) backups are full;

A Backups ointermediate level§2, 3) are differential;

A Firstlevel(1) backups are incremental.

A cleanup mechanism ensures that only the most recent backups of each level are kept. Here is how
the archive looks on day 8, a day before creating a new full backup.

213|4]|15|6(7]|8

1
IIH1 213121

The scheme allows for efficient data storage: more backups accumulate toward the current time.
Having four backups, we could recover data as of today, yesterday, half a week, or a week ago.

Roltback period

The number of days we can go back in the arclawhfferent on different days. The minimum
number of days we are guaranteed to have is called thebatk period.

The following table shows full backup and Hmdick periods for schemes of various levels.
Number of Full backup On different Rolkback

levels every days, cango | period
back

2 2 days 1to 2 days 1 day

3 4 days 2 to 5 days 2 days

4 8 days 4to 11 days |4 days

5 16 days 8to 23 days |8days

6 32 days 16 to 47 days |16 days

Adding a level doubles the full backup and-batk periods.
To see why the number of recovery days varies, let us return to the previous example.
Here are the backups we have on day 12 (numbers in gray denote deleted backups).
1 2 3|4 5 6 7 8 9 110|111 ]| 12
1 2 1 3 1 2 1 1 2 1

A new level 3 differential backup has not yet been created, so the backup of day five is still stored.
Since it depends on the full backup of dage, that backup is available as well. This enables us to go
as far back as 11 days, which is the heste scenario.

The following day, however, a new thikelvel differential backup is created, and the old full backup is
deleted.

11213456 |7]|8|9]|]10[11|12]|13
4 (1|2 (1|3 |1|2]|1 1]12]1]3

This gives us only a four day recovery interval, which turns out to be the-sasstscenario.




On day 14, the interval is five days. It increases on subsequent days before decreasing again, and so
on.

1|2|3|4|5|6|7|8]|9]|10[11]|12]13]14
4 1|2 |1]3]1]2]1 1|2|1[3]1
The roltback period shows how many days we are guaranteed to have even in the worst case. For a
four-level scheme, it is four days.

426.5 Manual start

With the Manual startscheme, you do not have to specify the backup schedule. You can run the
backup plan from thé&lans and Taskdew manually at any time afterwards.

Specify the appropriate settings as follows.

Backup type

Select the type of backup
A Full- selected by default for all backup locations (except for Acronis Cloud Storage).

A Incremental.At the first time a full backup will be created. The next backups will be
incremental. Selected as the one and only backup type for Acronis Cloud Storage.

A Differential. At the first time a full backup will be created. The next backups will be
differential.

4.2.6.6 Initial seeding

This backup scheme is available when Acronis Cloud Storage is selected as the backup destination. A
backup is only successful if ybave an Initial Seeding license.

The Initial Seeding service might be unavailable in your region. To find more information, click here:
http://kb.acronis.com/content/15118

Initial seeding enables you to transfer the first backup, which is full and yshallargest, to the

cloud storage on a hard drive instead of over the Internet. Subsequent backups, which are all
incremental and thus usually much smaller, can be transferred over the Internet after the full backup
has arrived in the cloud storage.

If you back up 500 GB of data or more, initial seeding ensures faster delivery of the togciath
and lower traffic costs.

Please refer to thelhitial Seeding FAQ. 407)" section for more details.

4.2.7 Archive validation

Set up the validation task to check if the backgxdata is recoverable. If the backup could not pass
the validation successfully, the validation task fails and the backup plan gesrirestatus.

Validation of a file backup imitateecovery of all files from the backup to a dummy destination.
Validation of a volume backup calculates a checksum for every data block saved in the backup.

To set up validation, specify the following parameters

1. When to validateq select when to perform the validation. As the validation is a
resourceintensive operation, it makes sensedohedulethe validation to the managed
machine's offpeak period. On the other hand, if the validation is a major part of your data



protection stategy and you prefer to be immediately informed whether the backpdiata is
not corrupted and can be successfully recovered, think of starting the validation right after
backup creation.

2. What to validateg select either to validate the entire archive the latest backup in the archive.
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of system resources.

Validation of the latest backup may also take time, even if this backup is incremental or
differential, and small in size. This is because the operation validates not only the data physically

contained in the backup, but all of the data recoverable by selecting the backup. This requires
access to previously created backups.

3. Validation schedulgappears only if you have select€dn schedulén step 1) set the schedule
of validation. For more information see tischedulindp. 78) section.

4.2.8 Backup plan's credentials

Provide the credentials for the account under which the plan will run. By default, the plan runs under
the agent service account, if created by a user having administrative privileges on the machine. If
created by a regular user, such as a member oltrsgroup, the plan runs under this user's

account.

To specify credentials explicitly

1. If you have administrative privileges on the machine, sdliset the following credentials
Otherwise skip this step.

2. Specify:
A User name When entering the name of an Active Directory user account, be sure to also
specify the domain name (DOMAIsername or Username@domain).
A Password The password for the account.
A Confirm passwordReenter the password.
3. ClickOK

To learn more about operations available depending on the user privileges, sekséh€ privileges
on a managed machin@. 32) section.

4.2.9 Label (Preserving machine properties in a backup)

Any time data on a n@hine is backed up, information about the machine name, operating system,
Windows service pack and security identifier (SID) is added to the backup, along with the
userdefined text label. The label may include the department or machine owner's nameitarsim
information that can be used as a tag or a key.

If yourecover(p. 128) the machine to a VMware ESX(i) using Agent for VMwareprorert(p. 161)

the backup to a ESX(i) virtual machine, thpsoperties will be transferred to the virtual machine's
configuration. You can view them in the virtual machine settifgkt settings> Options> Advanced

> General> Configuration parametersYou can select, sort and group the virtual machines with the
help of these custom parameters. This can be useful in various scenarios.

Example:

Let's assume you migrate your office or datacenter to a virtual environment. By usingé#ntyd
software tha can access configuration parameters through VMware API, you can automatically apply
security policies to each machine even before powering it on.



To add a text label to a backup:
1. On theCreate backup plafgp.51) page, clickShow plan's credentials, comments, label
2. InLabel enter the text label or select it from the dregown menu.

Parameters specification

Parameter Value Description

acronisTag.label <string> A userdefined label.
The label can be set by a user when creating a backup
plan.

acronisTag.hostname <string> Host name (FQDN)

acronisTag.os.type <string> Operating system

acronisTag.os.servicepack |0, 1, 2... The version of the Service Pack installed in the system

For Windows OS only.

acronisTag.os.sid <string> Machine's SID.

For example:
S$1-5-21-8741334927822673213928949834.

For Windows OS only.

Values of the "acronisTag.os.type" parameter

Windows XP All Editions winXPProGuest

Windows XP All Editions (64 bit) winXPPro64Guest

Windows Server 2003, All Editions winNetStandardGuest

Windows Server 2003, All Editions (64 bit) winNetStandard64Guest

Windows 2008 winLonghornGuest

Windows 2008 (64 bit) winLonghorn64Guest

Windows Vista winVistaGuest

Windows Vista (64 bit) winVista64Guest

Windows 7 windows7Guest

Windows 7 (64 bit) windows7_64Guest

Windows Server 2008 R2 (64 bit) windows7Server64Guest

Linux otherLinuxGuest

Linux (64 bit) otherLinux64Guest

Other Operating System otherGuest

Other Operating System (64 bit) otherGuest64

Example
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4.2.10 Sequence of operations in a backup plan

If a backup plan contains multiple operations, Acronis Backup performs them in the following order:

1. Cleanup (if configureBefore backup and validation (if cleanup has been performed and
validation is configured to ruAfter the retention rules are appliefl

If a backup was moved to a different location during the cleanup, all the operations coxffigure
for the subsequent locations are performed before continuing to the following steps in the
primary location.

2. Prebackup command execution.

3. Backup:
a. Predata capture command execution
b. Snapshot creation
c. Postdata capture command execution
d. Backup process

4. Start of backup cataloging.

Backup cataloging can be a timmensuming process. It is performed in parallel with the following
steps.

Postbackup command execution.
Disaster Recovery Plan (DRP) creation.
Conversion to a virtual machine.
Backup replication.

Cleanup.

If the replication took place, or a backup was moved to a different location duringebaup, all
the operations configured for the subsequent locations are performed before continuing to the
following steps in the primary location.

10. Validation.
11. Tape media ejection.
12. Sending email notification.

© 0o NG

4.2.11 Why is the program asking for th e password?

A scheduled or postponed task has to run regardless of users being logged on. In case you have not
explicitly specified the credentials, under which the task(s) will run, the program proposes using your
account. Enter your password, specify vy account or change the scheduled start to manual.

4.3 Simplified naming of backup files

To use simplified naming of backup files, do either of the following:

-

A In the welcome screen, clickreate backup plaiip. 51), expandShow backup file naming,
archive commentsand then selectthe | YS o6 O dzLJ FAf Sa dfedkpdk. G KS | N
When you back up to a locally attached RDX drive or USB flash drivartieebackup files
using the archive name.check box does not appear. Instead, teenovable device modgp.

187) determines whether the standard or simplified naming scheme will be used. In Linux, the
check box appears after you manually mount the device.

A In the wetome screen, clicRack up now(p.51). Simplified naming will be used whenever the
0l O1dzLd RSalAYIl A2y adzZR2NIA& AG 64aSS awSaidNROGA



When you use simplified file naming

A The file name of the first (full) backuptime archive will consist of the archive name; for
example:MyData.tib. The file names of subsequent (incremental or differential) backups will
have an index. For examplyData2.tib, MyData3.tib, and so on.

This simple naming scheme enables you to @eaportable image of a machine on a detachable
media or move the backups to a different location by using a script.

A Before creating a new full backup, the software will delete the entire archive and start a new
one.

This behavior is useful when you ratdt)SB hard drives and want each drive to kesmgle full
backup(p. 76) or allbackups created during a we@k 77). But you might end up with no
backups if a full backup to your only drive fails.

This behavior can be suppressed by addingfrate] variablgp. 74) to the archive name.

When you use standard file naming

A Each backup wilave a unique file name with the exact time stamp and the backup type. For
example:MyData_ 2010 _03_26_17_01_38_960D.fikhis standard file naming allows for a wider
range of backup destinations and backup schemes.

Restrictions
Simplified file naming isat available in the following cases:

A Using a centralized backup plan.

A Backing up to a managed vault, tape, Acronis Secure Zone, or Acronis Cloud Storage.
A Backing up virtual machines by using Agent for VMware or Agent for Nyper

A Backing up MicrodoExchange Server data by using Agent for Exchange.

When using simplified file naming, the following functionality is not available:

A Setting up full, incremental and differential backups within a single backup plan. You need to
create separate backup pia for each type of backup.

Setting up replication of backups.

Setting up retention rules.

Setting up regular conversion of backups to a virtual machine.

Converting an incremental or differential backup into a full one.

> > > >

Restrictions on archive names

A The achive name cannot end with a number.

A The FAT16, FAT32, and NTFS file systems do not allow the following characters in the file name:
backslash\), slash/), colon(:), asterisk*), question mark(?), quotation mark"), less than
sign(<), greater tharsign(>), and pip€]).

4.3.1 The [DATE] variable

If you specify thgDATE)variable in the archive name, the file name of each backup will include that
ol O1 dzLJQa ONBF GA2Yy RI0So

When using this variable, the first backup of a new day will bd &dckup. Before creating the next
full backup, the software deletes all backups taken earlier that day. Backups taken before that day
are kept. This means you can store multiple full backups with or without incremental ones, but no



more than one full baakp per day. You can sort the backups by date. You can also use a script to
copy, move, or delete the older backups.

The value of this variable is the current date surrounded by brackets ([]). The date format depends on
the regional options on the machinEor example, if the date format y@armonth-day, the value for
JanuarnyBl, 2012, i$2012-01-31]. Characters that are not supported in a file name, such as slashes

(), are replaced with underscores ().

You can place this variable anywhere in the archive name. You can use both lowercase and
uppercase letters in this variable.

Examples

Example 1Suppose that you perform incremental backups twice a day (at midnight and noon) for
two days, starting on Janga31, 2012. The archive nameMygArchive[DATE] the date format is
yearmonth-day.Here is the list of backup files after day two:

MyArchive[2012-01-31].tib (full, created on January 31 at midnight)
MyArchive[2012-01-31]2.tib (incremental, created odanuary 31 at noon)
MyArchive[2012-02-01].tib (full, created on February 1 at midnight)
MyArchive[2012-02-01]2.tib (incremental, created on February 1 at noon)

Example 2Suppose that you perform full backups, with the same schedule, archive name, and date
format as in the previous example. Then, the list of backup files after day two is the following:

MyArchive[2012-01-31].tib (full, created on January 31 at noon)
MyArchive-[2012-02-01].tib (full, created on February 1 at noon)

This is because the full backups created at midnight were replaced by new full backups of the same
day.

4.3.2 Backup splitting and simplified file naming

When a backup is split accordirgldackup splittingp. 107) settings, the same indexing is used to
also name parts of the backup. The file name for the next backup will have the next available index.

For example, suppose that the first backup of the arcMy®atahas been split in two parts. Then,
the file names for this backup ahyDatal.tiband MyData2.tib. The second backup (supposing that
it is not split) will be nametyData3.tib.

4.3.3 Usage examples

This section provides examples of how yaum use simplified file naming.

4.3.3.1 Example 1. Daily backup replacing the old one
Consider the following scenario:
A You want to perform a daily full backup of your machine.

A You want to store the backup on a locally attached USB hard drive fitetidyMachine.tib.
A You want each new backup to replace the old one.
In this scenario, create a backup plan with a daily schedule. When creating the backup plan, specify

the USB hard drive as the archive location, spédifiachineas the archive name, xt the Name
backup files using the archive namecheck box, and sele€ullas the backup type.



Result.The archive consists of a single file: MyMachine.tib. This file is deleted before creating a new
backup.

If you choose to back up to a locally atted RDX drive or USB flash drive, you will not seé&\tmae
backup files using the archive namecheck box. Instead, make sure that tleenovable device
mode (p. 187) is set toRemovable media

4.3.3.2 Example 2. Daily full backups with a date stamp
Consider the following scenario:

A You want to perform a daily full backup of your machine.
A You want to move older backups to a remote location by using a script.

In this scenario, create a backup plan wittledly schedule. When creating the backup plan, specify
MyMachine-[DATEJas the archive name, select tihlame backup files using the archive name...
check box, and sele&ullas the backup type.

Result:

A The backups of January 1, 2012, January 2, 201Z%@&nd, are stored respectively as
MyMachine[2012-01-01].tib, MyMachine[2012-01-02].tib, and so on.

A Your script can move older backups based on the date stamp.

Seealstt ¢ KS &5 ((P.64.0F NAI of S¢§

4.3.3.3 Example 3. Hourly backups within a day
Consider the following scenario:

A You want to perform hourly backups of your server's critical files every day.

A You want the first backup of each day to be full and to run at midnight; and the subsequent
backups of the day tbe differential and to run at 01:00, 02:00, and so on.

A You want to keep older backups in the archive.

In this scenario, create a backup plan with a daily schedule. When creating the backup plan, specify
ServerFiles[Dateds the archive name, select thleame backup files using the archive naXeheck

box, specifiDifferential as the backup type, and schedule the backups to run every hour from
midnight.

Result:

A The 24 backups of January 1, 2012, will be stored as ServerFile§[R012tib,
ServerFiles[@12-01-01]2.tib, and so on up to ServerFiles[2a01201]24.tib.

A The following day, the backups will start with the full backup ServerFilesf2D02].tib.
See alsdThe [Date] variable(p. 74).

4.3.3.4  Example 4. Daily full backups with daily drive swaps

Consider the following scenario:

A You want to perform a daily full backup of your machine.

A You want to store the backup on a locally attached USB hard drive in thyfillachine.tib.

-

A You have two suchriyes. You want to swap them before each backup so that one drive contains
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A You want each new backup to replace the backup on the currently attached drive.

In this scenario, create a backup plan wittledly schedule. When creating the backup plan:

A SpecifyMyMachineas the archive name.

A In Windows, speciffp as the archive location, wheiis the letter each of the drives has in the
operating system when attached to the machine.

In Linux, create directory such agmnt/backup and specify it as the archive location. Each time
you attach a drive, make sure to mount it to the mount pdmnt/backup .

A Select theName backup files using the archive nameheck box.

A Selectrullas the backup type.

Result. Each hard disk drive will contain one full backup. While one drive is attached to the machine,
you can keep the other drive efite for extra data protection.

In Windows, if you choose to back up to locally attached RDX drives or USB flashldziMesne
backup files using the archive namecheck box does not appear. Instead, make sure that the
removable device modg. 187) is set toRemovable media

4.3.3.5 Example 5. Daily backups with weekly drive swaps
Consider the following scenario:

A You want to perform daily backups of your machine: a full backup each Monday and incremental
backups on Tuesday through Sunday.

A You want to store the backups on a locally attached USB hard drive in the avgiMexchine.

A You have two such drives. You want to swap them each Monday so that one drive contains
backups of the current week (Monday through Sunday), and the other drive those of the
previous week.

In this scenario, you need to create two backup plans as follows:

a) When creating the first backup plan:
A SpecifyMyMachineas the archive name.

A In Windows, speciffp as the archive location, whei2is the letter either of the drives has
in the operating system when attached to the machine.

In Linux, create a directory such/amt/backup and specify it as the archive location. Each
time you attach a drive, make sure to mount it to the mount pémnt/backup .

A Select theName backup files using the archive nameheck box.
A Selectrullas the backup type.
A Schedule the backups to run every week on Monday.

b) When creating the second backup plan, specify the same settings as in the first backup plan, but
selectincrementalas the backup type and schedule the backups to run every week udye
through Sunday.

Result:

-

A Before creating a Monday backup (by the first backup plan), all backups will be deleted from the
currently attached drive.

A While one drive is attached to the machine, you can keep the other drivateffor extra data
protection.



In Windows, if you choose to back up to locally attached RDX drives or USB flash driMesp¢he
backup files using the archive namecheck boxdoes not appear. Instead, make sure that the
removable device mod. 187) is set toRemovable media

4.3.3.6  Example 6. Backups within working hours

Consider the following scenario:

A 2dz 6tyd (2 ol GilcalfigdeverydaN) & SNIISNDA
A You want the first backup of each day to be full and to run at 01:00 AM.

A You want the backups during working hours to be differential and to run every hour from
8:00AM through 5:0(PM.

A You want to include a creation date in thame of each backup file.

In this scenario, you need to create two backup plans as follows:

a) When creating the first backup plan, specgrverFiles|[DATE]s the archive name, select the
blYS o6F01dzld FAf Sa dieskypdk, séledtllas teIbdcku@itipe, ndY S X
schedule the backups to run every day at 01:00A\60

b) When creating the second backup plan, specify the same settings as in the first backup plan, but
selectDifferential as the backup type and schedule th&ckups as follows:

A Run the taskDaily
A Every 1 Hour(s)

A From 08:00:00 AM
A Until: 05:01:00 PM

Result:

A The full backup of January 31, 2012, will be stored as ServerFile<)2€R3.tib.

A The 10 differential baclps of January 31, 2012, will be stored as ServerFiles{@DB2]2.tib,
ServerFiles[20121-31]3.tib, and so on up to ServerFiles[2a0R31]11.tib.

A The following day, February 1, the backups will start with the full backup
ServerFiles[201:R2-01].tib. Thedifferential backups will start with ServerFiles[260201]2.tib.
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4.4 Scheduling
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The scheduling is available whemreating a backup plafp. 51) with any of the folbwing backup
schemes: Simple, Custom or Tower of Hanoi. The schedule also can bevaéti&dion taskgp.
230).

The scheduler uses local time of the machine the backup plan exists on. Before creating a schedule,
besuretf YI OKAYySQa RIGS FyR GAYS aSddAiay3aa I NBE O2NNE
Schedule

To define when a task has to be executed, you need to specify an event or multiple events. The task
will be launched as soon as any of the evardsurs. The table below lists the events available under
Windows and Linux operating systems.



Event Windows Linux

Time: Daily, Weekly, Monthly + +
Time since completion of the last successful backup within the same backup ¢ + +
(specify the length of time)

User logon + -
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User logoff* + -
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*Shutting down is not the same as logging off. The task will not run at a syster

shutdown.

System startup + +
System shutdown + -
An event in Windows Event Log + -

(specify the parameters of the event)

Condition

For backup operations only, you can specify a condition or multiple conditions in addition to the
events. Once any of thevents occurs, the scheduler checks the condition and runs the task if the
condition is met. With multiple conditions, all of them must be met simultaneously to enable task
execution. The table below lists the conditions available under Windows anddpetting

systems.

Condition: run the task only if Windows Linux
User is idle (a screen saver is running or the machine is locked) + B
Location's host is available + +
The task run time is within the specified time interval + +
All users are logged off + -
+ +

The specified period of time has passed since the completion of the last succe
backup within the same backup plan

The scheduler behavior, in case the event occurs but the condition (or any of multiple conditions) is
not met is defined by tl Task start condition§. 124) backup option.

What-ifs

A What if an event occurs (and a condition, if any, is met) while the previous task run has not
completed?
The event will be ignored.

A What if an event occurs while the scheduler is waiting for the condition required by the
previous event?

The event will be ignored.
A What if the condition is not met for a very long time?

If delaying a backup is getting risky, you can force the conditédithe users to log off) or run
the task manually. To automatically handle this situation, you can set the time interval after
which the task will run regardless of the condition.



4.4.1 Daily schedule

Daily schedule is effective in Windows dridux operating systems.
To specify a daily schedule

In the Schedulearea, select the appropriate parameter as follows:

Every: <...> day(s) Set up the certain number of days you want the task to be run. Fample, if
you set Every 2 day(s), the task will be started on every other day.

In the During the day execute the taskarea, select one of the following:
Once at: <...> Set up the time at which the task will be run once.

Every: <...> Set up how many times the task will be run during the specified time intel
For example, setting the task frequency to Evehour From10:00:00 AM
Until 10:00:00 PMallows the task to be run 13 times from A0 to 10PM
during one day.

From: <...> Until<...>

In the Effective...area, set the following settings:

From: <...> Set up a date when this schedule will be enabled (an effective date). If th
check box is cleared, the task will be started on the nearest day and time
have specified above.

To: <..> Set upa date when this schedule will be disabled. If this check box is cles
the task will be run for an indefinite number of days.

If one or more task launches were missed while the machine was powered off, the software tries to
create a backup at the machine startup. If you do not need this extra backup, cldathbe
machine is turned off, run missed tasks at the machine startthgeck box.

Advanced scheduling settins. 88) are available only for machines registered on Acronis Backup
Management Server. To specify these settings, €lltkngen the Advanced settingsrea.

All the settings you made are displayed in Resultfield at the bottom of the window.

Examples
"Simple" daily schedule

Run the task every day at 6PM.

The schedule's parameters are thus set up as follows.
1. Every:lday(s).
2. Once at06:00:00PM.

3. Effective:

From:not set The task will be started on the current day, if it has been created before 6PM. If
you have created the task afterFV, the task will be started for the first time on the next day at
6 PM.

To:not set The task will be performed for an indefinite number of days.

"Three-hour time interval lasting for three months" schedule

Run the task every three hours. The task starts on a certain date (say, September 15, 2009), and ends
after three months.

The schedle's parameters are thus set up as follows.



1. Every:lday(s).
2. Every:3hours

From:12:00:00 AM(midnight) Until:09:00:00 PM thus, the task will be performed 8 times a
day with a 3 hour time interval. After the last daily recurreat® PM, the next day comes and
the task starts over again from midnight.

3. Effective:

From:09/15/2009. If September 15, 2009 is the current date of the task’s creation and, say,
01:15PM is the task's creation time, the task will be started when the nearest time interval
comes: at 03:00PM in our example.

T0:12/15/2009. On this date the task will be performed for the last time, but the task itself is still
available in thelasksview.

Several daily schedules for one task

There are some cases when you might need the task to be run several times a day, or even several
times a day with different time intervals. For such cases, consider adding several schedules to a single
task.

For examplesuppose that the task has to be run every 3rd day, starting from 09/20/2009, five times
a day:

A first at 8BAM

A second at 12PM (noon)

A third at 3PM

A fourth at 5PM

A fifth at 7PM

The obvious way is to add five simple schedules. If you spend one minute for examination, you can
think out a more optimal way. As you can see, the time interval between the first and the second

task's recurrences is 4 hours, and between the third, foart fifth is 2 hours. In this case, the
optimal way is to add two schedules to the task.

First daily schedule
1. Every:3day(s).
2. Every4hours.
From:08:00:00 AMUntil: 12:00:00 PM
3. Effective:
From:09/20/2009.
To:not set
Second daily schedule
1. Every:3day(s).
2. Every:2 hour(s).
From:03:00:00 PMUntil: 07:00:00 PM
3. Effective:
From:09/20/2009.
To:not set



4.4.2 Weekly schedule

Weekly schedule is effective in Windows and Linux operating systems.
To specify a weekly schedule
In the Schedulearea, select the appropriate parameter as follows:

Every: <...> week(s) on: <...> Specifya certain number of weeks and the days of the week you want the
task to be run. For example, with the Eve@ryeek(s) orMon setting, the task
will be performed on Monday of every other week.

In the During the day execute the taskarea, select one otie following:
Once at: <...> Set up the time at which the task will be run once.

Every: <...> Set up how many times the task will be run during the specified time intel
For example, setting the task frequency to Evehour Fom 10:00:00 AM
Until 10:00:00 PMallows the task to be run 13 times from Ad to 10PM
during one day.

From: <...> Until: <...>

In the Effective...area, set the following settings:

From: <...> Set up a date when this schedule will be enabled (an effective date). If th
check box is cleared, the task will be started on the nearest day and time
have specified above.

To: <..> Set up a date when this schedule will be disabled. If this chexlstcleared,
the task will be run for an indefinite number of weeks.

If one or more task launches were missed while the machine was powered off, the software tries to
create a backup at the machine startup. If you do not need this extra backup, oidathb
machine is turned off, run missed tasks at the machine starttigeck box.

Advanced scheduling settin@gs. 88) are available only for machines registered on Acronis Backup
Management Server. To specify these settings, €lltkngean the Advanced settingsarea.

All the settings you made are displayed in Besultfield at the bottom of the window.

Examples

"One day in the week" schedule

Run the task every Friday at 10PM, starting from a certain date (say 05/14/2009) and ending after six
months.

The schedule's parameters are thus set up as follows.

1. Every:1lweek(s) onFri.
2. Once at10:00:00 PM
3. Effective:
From:05/13/2009. The task will be started on the nearest Friday aPM

T0:11/13/2009. The task will be performed for the last time on this date, but the task itself will
still be available in the Tasks view after this date. (If this date were not a Friday, the task would
be last performed on the last Friday preceding this date.)

This schdule is widely used when creating a custom backup scheme. The "One day in thelikeek"
schedule is added to the full backups, while the incremental backups are scheduled to be performed
on workdays. For more details, see the Full and incremental bagkup€leanup example in the

Custom backup schenp. 65) section.



"Workdays" schedule

Run the task every week on workdays: from Monday through Friday. During a workday, the task
starts only once at M.

The schedule's pararners are thus set up as follows.

1. Every:1lweek(s) oncWorkdays> selecting the <Workdays> check box automatically selects the
corresponding check boxel8I¢n, Tue Wed, Thu, andFri), and leaves the remaining ones
unchanged.

2. Once at09:00:00 PM
3. Effective:

From:empty. If you have created the task, say on Monday at 1&B0 the task will be started
on the same day at BM. If the task was created, say on Friday afteM) then it will be started
for the first time on the nearest waday (Monday in our example) atPM.

End dateempty. The task will be restarted for an indefinite number of weeks.
This schedule is widely used when creating a custom backup scheme. The "Wotikdeystiedule
is added to the incremental backups, whihe full backup is scheduled to be performed one day in

the week. For more details, see the Full and incremental backups plus cleanup example in the
Custom backup schenfp. 65) section.

Several weekly schedules for one task

In the case when the task needs to be run on different days of the weeks with different time intervals,
consider adding a dedicated schedule to every desired day of the week, or to several days.

For example, you need the task to be run with the followsnedule:

-

Monday: twice at 12PM (noon) and M

Tuesday: every 3 hours fromM until 9PM

Wednesday: every 3 hours from2® until 9PM

Thursday: every 3 hours fromAM until 9PM

Friday: twice at 12M and 9PM (i.e. same as on Monday)
Saturday: once at BM

Sunday: once at BM

> > > > > > P

Combining the identical times, the following three schedules can be added to the task:

First schedule

1. Every:1week(s) onMon, Fri.
2. Every:9hours

From:12:00:00 PMUntil: 09:00:00 PM
3. Effective:

From:not set

To:not set

Second schedule

1. Everyl week(s) onTue Wed, Thu
2. Every3hours
From09:00:00 AMuntil 09:00:00 PM



3. Effective:
From:not set
To:not set

Third schedule

1. Every:lweek(s)n: Sat, Sun
2. Once at09:00:00 PM
3. Effective:

From:not set

To:not set

4.4.3 Monthly schedule

Monthly schedule is effective in Windows and Linux operating systems.
To specify a monthly schedule
In the Schedulearea, select the appropriate parameter as follows:
Months: <...> Select a certain month(s) you want to run the task in.

Days: <...> Select specific days of the month to run the task on. You can also select
last day of the month, irrespective of istual date.

On:<.><..> Select specific days of the weeks to run the task on.
In the During the day execute the task.area, select one of the following:
Once at: <...> Set up the time at which the task will be run once.

Every: <...> Set up how many times the task will be run during the specified time intel
For example, setting the task frequency to Evehour From10:00:00 AM
Until 10:00:00 PMallows the task to be run 13 times from AM to 10PM
duringone day.

From: <...> Until: <...>

In the Effective...area, set the following settings:

From: <...> Set up a date when this schedule will be enabled (an effective date). If th
check box is cleared, the task will be started on the nearest day and time
have specified above.

To: <..> Set up a date when this schedule will be disabled. If this check box is cle
the task will be run for an indefinite number of months.

If one or more task launches were missed while the machine was powered off, the software tries to
create abackup at the machine startup. If you do not need this extra backup, cledf tie
machine is turned off, run missed tasks at the machine starttigeck box.

Advanced scheduling settins. 88) are available only for machines registered on Acronis Backup
Management Server. To specify these settings, €lltkngen the Advanced settingsrea.

All the settings you made are displayed in Besultfield at the bottom of the window.
Examples
“Lastday of every month" schedule

Run the task once at 12M on the last day of every month.



The schedule's parameters are set up as follows.

1. Months:<All months>
2. DaysiLast The task will run on the last day of every month despite its actual date.
3. Once at:10:00:00 PM
4. Effective:
From:empty.
To:empty.

This schedule is widely used when creating a custom backup scheme. The "Last day of every month
schedule is added to the full backups, while the differential backups are scheduled to be performed
once a week and incremental on workdays. For more detals the Monthly full, weekly differential,

and daily incremental backups plus cleanup example irCiltom backup schengp. 65) section.

"Season" schedule

Run the task on all workdays during the northern autumn season8@$f and 2010. During a
workday, the task is performed every 6 hours fromAN (midnight) until @M.

The schedule's parameters are set up as follows.

1. Months: September, October, November
2. On:<all> <workdays>
3. Every:®6 hours.
From:12:00:00 AMUntil: 06:00:00 PM
4. Effective:

From:08/30/2009. Actually the task will be started on the first workday of September. By setting
up this date we just define that the task must be started in 2009.

T0:12/01/2010. Actually the task will end omé last workday of November. By setting up this
date we just define that the task must be discontinued in 2010, after autumn ends in the
northern hemisphere.

Several monthly schedules for one task

In the case when the task needs to be run on different days or weeks with different time intervals
depending on the month, consider adding a dedicated schedule to every desired month or several
months.

Suppose that the task goes into effect on 11/01/2009.

A During northern winter, the task runs once at 10PM on every workday.
A During northern spring and autumn, the task runs every 12 hours on all workdays.
A During northern summer, the task runs every first and fifteenth of every month &m0

Thus, the followng three schedules are added to the task.

First schedule

1. Months:DecembeyJanuary February
2. On:<All> <All workdays>
3. Once at10:00:00 PM
4, Effective:
From:11/01/20009.



To:not set
Second schedule

1. Months:March, April, May, September October, November,
2. On:<All> <All workdays>
3. Every:12hours
From:12:00:00 AMUntil: 12:00:00 PM
4. Effective:
From:11/01/20009.
To:not set
Third schedule
1. Months:June July, August
Days, 15.
Once at10:00:00 PM
Effective:
From:11/01/2009.
To:not set

N

4.4.4 On Windows Event Log event

This type of schedule is effective only in Windows operating systems.

You can schedule a backup task to start when a certain Windows event has been recorded in one of
the event logs such as the Application, Security, or System log.

For example, you may want to set up a backup plan that will automatically perform an emergency
full backup of your data as soon as Windows discovers that your hard disk drive is about to fail.
Parameters

Log name

Specifies the name of the log. Select the name of a standard\[mgi¢ation, Security, or
Systen) from the list, or type a log namefor example:Microsoft Office Sessions

Event source

Specifies the event source, which typically indicates the program or the system component that
caused the event for exampledisk

Event type
Specifies the event typ&rror, Warning, Information, Audit successor Audit failure.
Event ID

Specifies the event number, which typically identifies the particular kind of events among events
from the same source.

For example, akrrorevent with Evensourcediskand EventD 7 occurs when Windows
discovers a bad block on a disk, whereagaworevent with Evensourcediskand EventD 15
occurs when a disk is not ready for access yet.



Examples
"Bad block" emergency backup
One or more bad blocks that have suddenly appeared bard disk usually indicate that the hard

disk drive will soon fail. Suppose that you want to create a backup plan that will back up hard disk
data as soon as such a situation occurs.

When Windows detects a bad block on a hard disk, it records an evénthei event sourcelisk
and the event numbey into the Systemlog; the type of this event i&rror.

When creating the plan, type or select the following in 8&hedulearea:

A Log nameSystem
A Event sourcedisk
A Event type Error
A EventID7

Important: To ensure that such a task will complete despite the presence of bad blocks, you must make the task
ignore bad blocks. To do this,Backup optionsgo toError handling and then select thignore bad sectors
check box.

Pre-update backup in Vista

Suppose that you want to create a backup plan that will automatically perform a backup of the
systent for example, by backing up the volume where Windows is installadry time that
Windows is about to install updates.

Having downloaded one or more updates and scheduled their installation, the Microsoft Windows
Vista operating system records an event with the event source
Microsoft-Windows-WindowsUpdateClienand event numbef8into the Systemlog; the type of

this ever is Information.

When creating the plan, type or select the following in 8ehedulearea:

A Log nameSystem

A Event sourceMicrosoft-Windows-WindowsUpdateClient
A Event type Information

A EventID18

Tip: To set up a similar backup plan for machines rugiicrosoft Windows XP, replace the texEwent
sourcewith Windows Update Agenand leave the remaining fields the same.

How to view events in Event Viewer

To open alog in Event Viewer

1. On the Desktop or in th8tart menu, rightclickMy Computer and then cliciManage

2. IntheComputer Managementonsole, expan&ystem Toolsand then expané&vent Viewer
3. InEvent Viewer click the name of a log that you want to vievior example Application.

Note: To be able to open the security I&g€urity, you must be a member of the Administrators group.

To view properties of an event, including the event source and event number
1. InEvent Viewer click the name of a log that you want to vievior example Application.

Note: To be able to open the security I&g€urity, you must be a member of the Administrators group.




2. Inthe list of events in the right pane, doukick the name of an event whose properties you
want to view.

3. IntheEvent Propertieslialog box, view the event's properties such as the event source, shown
in the Sourcefield; and the event number, shown the Event IDfield.

When you are finished, cliéBKto close theEvent Propertiesiialog box.

4.4.5 Advanced scheduling settings

The following advanced settings are available when setting up a daily, weekly, or monthly schedule in
a centralized backup plan.

Use Wakeon-LAN

When this setting is enabled, Acronis Backup Management Server will use theoWhRkéN
functionality to wake p turned-off registered machines when a backup, cleanup, or validation is
scheduled to start. If you start any of these operations manually, the VgakeAN functionality will
not be used.

If the backup task on each machine starts with a delay (see thesatting), the management server
will wake up the machines according to those delays.

Before using this setting, ensure that you have enabled \WeikeAN on the registered machines.
The machine's basic input/output system (BIOS) configuration, netwonit@deonfiguration, and
the operating system configuration must allow waking up the machine from the powaffestate,
also known as the S5 or G2 power state.

Distribute start time within the time window

When this setting is enabled, the backup task oateagistered machine will start with a specific
delay from the start time set in the backup plan. This distributes the tasks' actual start times within a
time interval.

You may want to use this setting when creating a centralized backup plan for bapkimgjtiple
machines to a network location, to avoid excessive network load.

The delay values range from zero to the specified maximum delay value, and are determined
according to the chosen distribution method. The delay value for each machine is detdrwiies

the backup plan is deployed to the machine, and remains the same until you edit the backup plan
and change the maximum delay value.

The conditions, if any, will be checked at the task's actual start time on each machine.
The following examples illtrate this setting.

Example 1

Suppose that you are deploying a centralized backup plan with the following schedule to three
machines:

Run the taskDaily
Once at09:00:00AM

Distribute start time within the time window
Maximum delayl Hour(s)
Distribution method:Random



In this case, the task's start time on each machine may be any time between 09400:86d
09:59:59AM. For instance:

First machine: Every day at 09:30A
Second machine: Every day at 09:00:00
Third machine: Every day @9:59:59AM
Example 2
Suppose that you are deploying a centralized backup plan with the following schedule to three
machines:

Run the taskDaily
Every:2 Hour(s)From:09:00:00AM Until: 11:00:00AM

Distribute start time within the time window
Maximum dedy: 1 Hour(s)
Distribution method:Random

In this case, the time of the task's first run on each machine may be any time between
09:00:00AM and 09:59:5&M; the interval between the first and the second run is exactly two
hours. For instance:

First machie: Every day at 09:30:08M andat 11:30:03AM
Second machine: Every day at 09:00400 and at 11:00:08\M
Third machine: Every day at 09:59/4AB! and at 11:59:58M
To specify advanced settings
1. Connect to the management server and then start creating a backup plan.

2. InHow to back up select theSimple GFS (GrandfatheFatherSon) Tower of Hanoj or Custom
backup scheme.

3. Depending on the backup scheme, do one of the following:

A For theGFS (GrandfatheFatherSon)backup scheme, cligkdvanced settings

For theSimple Tower of Hanai or Custombackup scheme:

ClickSchedulego specify a schedule for the scheme.

UnderRun the task selectDaily, Weekly, or Monthly.

In the Advanced settingsrea, clickChange

4. To enable the use of the Wakmm-LAN functionality, select thdse Wakeon-LANcheck box.

5. To distribute the centralized backup tasks' start times, selecDtiséribute start time within the
time window check lox and then specify the maximum delay value and the distribution method.

o9 >>

o

4.4.6 Conditions

Conditions add more flexibility to the scheduler, enabling to execute backup tasks with respect to
certain conditions. Once a specified event occurs (seé€3ohedulindp. 78)" section for the list of
available events), the scheduler checks the specified condition and executes the task if the condition
is met.

Conditions are available only when tha@stom backup schenip. 65) is used. You can set conditions for full,
incremental and differential backup separately.

The scheduler behavior in case the event occurs but the condition (or any of multiple conditions) is
not met, is defined by th@ak start conditions(p. 124) backup option. There, you can specify how
important the conditions are for the backup strategy:



A conditions are obligatoryput the backup task run on hold until all the conditions are met.

A conditions are preferable, but a backup task run has higher priopty the task on hold for the
specified time interval. If the time interval lapses and the conditions are still not met, run the
task anyway. With this setting, the program will autorgatly handle the situation when the
conditions are not met for too long and further delaying the backup is undesirable.

A backup task start time mattersskip the backup task if the conditions are not met at the time
when the task should be started. Skippitihe task run makes sense when you need to back up
data strictly at the specified time, especially if the events are relatively often.

Adding multiple conditions

If two or more conditions are specified, the backup will start only when all of them are met.

446.1 User is idle

Applies to: Windows

"User is idle" means that a screen saver is running on the managed machine or the machine is locked.

Example:

Run the backup task on the managed machine every day at 9PM, preferably when the user is idle. If
the user is still active by 11PM, run the task anyway.

A Event:Daily, everyl day(s); Once a09:00:00 PM
A Condition:User is idle
A Task start conditiondVait until the conditions are met Run the task anyway aft@hour(s).

As aresult,
(1) If the user becomes idle before 9PM, the backup task will start at 9PM.

(2) If the user becomes idle between 9PM and 11PM, the backup task will start imnmediatelyafter t
user becomes idle.

(3) If the user is still active at 11PM, the backup task starts anyway.

446.2 Location's host is available

Applies to: Windows, Linux

"Location's host is available" means that the machine hosting the destination for storing archives on
a networked drive is available.

Example:

Backing up data to the networked location is performed on workdays atPMOf the location's

host is not avadable at that moment (for instance, due to maintenance work), skip the backup and
wait for the next workday to start the task. It is assumed that the backup task should not be started
at all rather than failed.

A Event:Weekly, Everyl week(s) orkworkdays> Once a09:00:00 PM

A Condition:Location's host is available

A Task start conditionsSkip the task execution

As a result,



(1) If 9:00PM comes and the location's host is available, the backup task starts right on time.

(2) If 9:00PM comes but the hossiunavailable at the moment, the backup task will start on the next
workday if the location's host is available.

(3) If the location's host will never be available on workdays at BNMIQthe task never starts.

446.3 Fits the time interval

Applies b: Windows, Linux

Restricts a backup task's start time to a specified interval.

Example

A company uses different locations on the same netwattkiched storage for backing up users data
and servers. The workday starts at 8AM and endsRitI5 Users' data should be backed up as soon

as the users log off, but not earlier than 4B® and not later than 18M. Every day at 1RM the
company's servers are backed up. So, all the users' data should be preferably backed up before this
time, in orcer to free network bandwidth. By specifying the upper limit a2 it is supposed that

the backing up of users' data does not take more than one hour. If a user is still logged on within the
specified time interval, or logs off at any other timeo na back up the users' data, i.e. skip task
execution.

A Event:When logging off The following use&ny user

A Condition:Fits the time interva) from 04:30:00 PMuntil 10:00:00 PM

A Task start conditionsSkip the task execution

As a result,

(1) if the user logs off between 04:30:80/ and 10:00:00M, the backup task will start immediately
following the logging off.

(2) if the user logs off at any other time, the task will be skipped.

What if...

What if a task is scheduled to be executed aertain time and this time is outside the specified time
interval?

For example:

A Event:Daily, Everyl day(s); Once &3:00:00PM.
A Condition:Fits the time interva) from 06:00:00PM until 11:59:59PM.

In this case, whether and when the task will rurpdeds on the task start conditions:

A If the task start conditions arkip the task executionthe task will never run.

A If the task start conditions aré/ait until the conditions are metand theRun the task anyway
after check box isleared the task (sceéduled to run at 3:0°M) will start at 6:0PMt the time
when the condition is met.

A If the task start conditions aré/ait until the conditions are metnd theRun the task anyway
after check box iselectedwith, say, thel Hourwaiting time, the task (s@duled to run at
3:00PM) will start at 4:0PMt the time when the waiting period ends.



4.4.6.4  Users logged off

Applies to: Windows

Enables to put a backup task run on hold until all users log off from Windows on the managed
machine.

Example

Run the backup task atfM on the first and third Friday of every month, preferably when all users
are logged off. If one of the users is still logged on &Ml run the task anyway.

A Event:Monthly, Months:<All> On:<First> <Third><Friday> Once a08:00:00 PM
A Condition:Users logged off
A Task start condition&Vait until the conditions are metRun the task anyway afteB hour(s).

As a result,
(1) If all users are logged off at 8PM, the backup task will start at 8PM.

(2) If the last user logs diietween 8PM and 11PM, the backup task will start immediately after the
user has logged off.

(3) If any of the users is still logged on at 11PM, the backup task starts anyway.

4.4.6.5 Time since last backup

Applies to: Windows, Linux

Postpones a backuuntil the specified time passes since the completion of the last successful backup
within the same backup plan.

Example:

Run the backup task at system startup, but only if more than 12 hours have passed since the last
successful backup.

A EventAt startup, Start the task on machine startup.
A Condition:Time since last backyprime since the last backu2 hour(s).
A Task start conditiona¥ait until the conditions are met

As a result,

(1) if the machine is restarted before 12 hours pass since the completion of the latest successful
backup, the scheduler will wait until 12 hours pass, and then will start the task.

(2) if the machine is restarted after 12 hours have passed since the etiompodf the latest
successful backup, the backup task will start immediately.

(3) if the machine is never restarted, the task will never start. You can start the backup manually, if
need be, in thaBackup plans and tasksew.

4.5 Replication and retention of backups

Whencreating a backup plafp. 51), you specify the primary location for the backups. In addition,
you can do the following:



A Replicate (copy) each backup to a second location immediafisy creation.
A Retain the backups according to the retention rules you specify, and then either move them to a
second location or delete them.

Similarly, you can copy or move backups from a second location to a third location and so on. Up to
five conseative locations are supported (including the primary one).

Note: The replication feature replaces and enhanceslhbal destinationoption, which was available in
Acronis Backup & Recovery 10.

Example.You back up your machine to a local folder. The bagkimmediately copied to a network
folder. In the original local folder, the backup is stored for just one month.

The following picture illustrates this example.

Frimary Second
location location

Copy
Machine FBack up to% Local folder | Hmmediately=4 Metwork folder
o

Dalata
from here
after 1 month

Usage scenarios
A Reliable disaster recovergp. 98)

Store your backups both esite (for immediate recovery) and edite (to secure the backups
from local storage failure or a natural disaster).

A Keeping only the latest recovery poin{p. 998)

Delete older backups from a fast storage according to retention rules, in order to not overuse
expensive stage space.

A Using Acronis Cloud Backup to protect data from a natural disagpeB9)

Replicate the archive to the cloud storage by transferring only the data changes outside working
hours.

A Reduced costs dftoring the backeeup data(p. 100)

Store your backups on a fast storage for as long as a need to access them is likely. Then, move
them to a lowercost storage to keep them there for a longer term. This enables you to meet
legal requirements on data retention.

A Backup to a slow device within a narrow backup winddp. 100)

Back up overnight to a managed vault on a fast storage, and then let Acronis Backup Storage
Node move the backups to tapes during the day.

Replication and retention in backup schemes

The following table shows availability of replication and retention rules in various backup schemes.

Backup scheme Cancopy Canmove Can delete
backups backups backups
Manual start(p. 70) Yes No No
Simple(p. 61) Yes Yes Yes
GrandfatherFatherSon Yes No Yes

(GFS)p.62)



Tower of Hanoi(p. 68) Yes No Yes

Custom(p. 65) Yes Yes Yes
Initial seeding(p. 70) No No No
Notes:
A Setting up both copying and moving backups from the same location is not possible.

A

With simplified naming of backup fil€p. 73), neither replication nor use of retention rules is
available.

45.1 Supported locations

You can copy or move a backinpm any of these locations:

> > > >

A local folder on a fixed drive
A network folder

An FTP or SFTP server
Acronis Backup Storage Node
Acronis Secure Zone

You can copy or move a backigpany of these locations:

>y >y > > D> P

A local folder on a fixed drive
A network folder

An FTP or SFTP server
Acronis Backup Storage Node
A tape device

Acronis Cloud Storage

Aremovable devic€p. 187) used in theFixed drivemode. (You select the removable device
mode when creating a backup plan.)

Backups that were copied or moved to the next location do not depend on the backups remaining in
the original location and vice versa. You can recover data from any backup wattuasgs to other
locations.

Restrictions

Copying or moving backups and fromoptical discs (CD, DVD, Bay discs) is not supported.

Copying or moving backups and fromremovable devices used in tliemovable medianode
is not supported.

Copying or meing backup$rom Acronis Backup Storage Nottea local folder is not supported.
A local folder means a folder on the machine with the agent that created the backup.

A tape device and Acronis Cloud Storage can only be the final locations. Further copying
moving backupfrom them is not possible.

You cannot specify the same location more than once. For example, you cannot move a backup
from one folder to another and then back to the original folder.

Which machine performs the operation?

Copying, moving or deleting a backispm any location is initiated by the agent that created the
backup, and is performed:



A By that agent, if the locatiois nota managed vault.

A By the corresponding storage node, if the locatisa managed vault. Howev, copying or
moving the backufrom the managed vaulio the cloud storage is performed by the agent that
created the backup.

As follows from the above description, the operation will be performed only if the machine with the
agent is powered on. If theperation is scheduled, the schedule will use that machine's date and
time.

Copying and moving backups between managed vaults

Copying or moving a backup from one managed vault to another managed vault is performed by the
storage node.

If the target vault$ adeduplicating vaul{p.429) (possibly on a different storage node), the source
storage node sends only those blocks of data that are not present in the target vault. In other words,
like an agent, the storage node performeduplication at sourc€p. 224). This saves network traffic
when you replicate data between geographically separated storage nodes.

45.2 Setting up replication of backups
Setting up replication of backups is available wherating a backup plafp. 51).

A To set up replication from the primary location, select Beplicate newly created backup to
another locationcheck box.

A To set up replication from the second or a further location, selecRaplicate backups to
another location as soon as they appear in this locaticimeck box.

Next, select the location where to replicate the backups.

If allowed by the backup scheme, yoan also specify when to automatically delete the backups
from each of the locations.

A backup is replicated to the next location as soon as it appears in the previous location. If earlier
backups were not replicated (for example, the network connectioa lsat), the software also
replicates all of the backups that appeared after the last successful replication.

45.3 Setting up retention of backups

You can set retention rules for backups wlaeeating a backup plafp. 51). The available retention
rules depend on the chosen backup scheme.

Applying retention rules can be restricted by tReplication/cleanup inactivity timg(p. 121) option.

Simple scheme

Each backup is retained until age exceeds a limit you specify. Then, it is either deleted or moved.

To set up deleting the backups:
A InRetention rulesselects St SGS o6 O dziad thenfspeSfiNthelretentigrXperiod.
To set up moving the backups:

A InRetention rules selectM2 @S 6 I O dzLJ3 specifyRh® hdenilidt Ipefiotl. UndéVhere
to replicate/move backupsspecify the location.



The retention rules are applied after creating a backup. For the second and next locations, creating a
backup means copying or moving a backup there from the previous location.

GrandfatherFatherSon (GFS) scheme

Backups of each type (daily, weekly, andntindy) are retained for the periods you specifykiaep
backups and then deleted.

The retention rules are applied after creating a backup. They are applied sequentially in the primary,
the second and all next locations.

Tower of Hanoi scheme

Each backup is retained based onlétgel(p. 68), and then deleted. You specify the number of levels
in Number of levels

The retention rules are applied after creating a backup. They are applied sequentiaiygrimary,
the second and all next locations.

Custom scheme

Each backup is retained until the rules you specify are met. Then, it is either deleted or moved.

To set up deleting the backups:

A InClean up archiveselectUsing retention rulesn theRetenton Ruleswindow (p. 96), specify
the rules and seledf the specified conditions are met: Delete the oldest backups

A InApply retention rules specify when to apply the rules.

To set up moving the backups:

A InClean up arhive, selectUsing retention rulesIn theRetention Rulesvindow (p. 96), specify
the rules and seledf the specified conditions are met: Move the oldest backups to another
location. ClickOKand then specify the location und@vhere to replicate/move backups

A InApply retention rules specify when to apply the rules.
You can choose to apply the retention rules before creating a backup, after creating a backup, on a

schedule, or combine thesmptions. For the second and next locations, creating a backup means
copying or moving a backup there from the previous location.

45.4 Retention rules for the Custom scheme

In the Retention Rulesvindow, you can select how long to store backupthie location and
whether to move or delete them afterward.

The rules will be applied to all the backups taken ongpecific machinand put in thisspecific
locationby thisspecific backup plarin Acronis Backup, such set of backups is catieaichive
To set up retention rules for backups:
1. Specify one of the following (options (a) and (b) are mutually exclusive):
a. Backups older than..and/or Archive size greater than...
A backup will be stored until the specified condition (or both of the conditions) are met.

Note: In adeduplicating vaul{p. 429), almost all backedp data is stored in a data store
outside the archive. Thus, thrchive size greater thanondition is not effective and is
not displayed.

Example:



Backups older tharb days
Archive size greater thad0O0GB

With these settings, a backup will be stored until it is older than five dagi¢he size of
the archive containing it exceeds 100 GB.

b. Number of backups in the archive exceeds...

If the number of backups exceeds the specified value, one or more of the oldest backups
will be moved or deleted. The minimal setting is 1.

2. Select whetheto delete the backups or to move them to another location if the specified
conditions are met.

You will be able to specify the location where to move the backups and set up retention rules for
that location after you clicloK

Deleting the last backup in the archive

The retention rules are effective if the archive contains more than one backup. This means that the
last backup in the archive will be kept, even if a retention rule violation is detected. Please do not try
to deletethe only backup you have by applying the retention rideforebackup. This will not work.

Use the alternative settinGlean up archive When there is insufficient space while backing gp.

65) if you accept the risk of losing the last backup.

Deleting or moving backups with dependencies

To access this setting, cliSkow advanced settingis the Retention Rulesvindow.

Retention rules presume deleting or moving some backups while retainingthlees. What if the

archive contains incremental and differential backups that depend on each other and on the full
backups they are based on? You cannot, say, delete an outdated full backup and keep its incremental
GOKAf RNBy¢ ®

When deletion or movement &f backup affects other backups, one of the following rules is applied:

A Retain the backup until all dependent backups become subject to deletion (movement)

The outdated backup (marked with th i icon) will be kept until all backups that depend on it
also become outdated. Then, all the chain will be deleted at once during the regular cleanup. If
you chose moving outdated backuggsthe next location, the backup will be copied there

without delay. Only its deletion from the current location is postponed.

This mode helps to avoid the potentially tinsensuming consolidation but requires extra space
for storing backups whose deleti is postponed. The archive size and/or the backup age or
number can exceed the values you specify.

This mode is not available for Acronis Cloud Storage when you copy or move backups there. In
the cloud storage, all backups are incremental except thebaskup of an archive which is

always full. This chain cannot be entirely deleted because the most recent backup must always
be kept.

A Consolidate these backups

The software will consolidate the backup that is subject to deletion or movement, withetkie n
dependent backup. For example, the retention rules require to delete a full backup but to retain
the next incremental one. The backups will be combined into a single full backup which will be
dated with the incremental backup date. When an incremeantadifferential backup from the
middle of the chain is deleted, the resulting backup type will be incremental.

This mode ensures that after each cleanup the archive size and the age or number of backups are
within the bounds you specify. The consolidatiboywever, may take a lot of time and system



resources. You still need some extra space in the vault for temporary files created during
consolidation.

This mode is not available if you selected &rehive size greater tharule for any archive
location except for Acronis Cloud Storage.

What you need to know about consolidation

Please be aware that consolidation is just a method of deletion but not an alternative to deletion.
The resulting backup will not contain data that was present in the deleted backup and was
absent from the retained incremental or differential backup.

455 Usage examples

This section provides examples of how you can replicate backups and set up retention rules for them.

455.1 Example 1. Replicating backups to a network folder
Consider the following scenario:
A You want to perform a full b&eip of your machine manually.

A You want to store the backups Atronis Secure Zor{p. 183) on the machine.
A You want to store a copy of the backups in a network folder.

In this scenario, create a backup plan with tManual gart scheme. When creating the backup plan,
specify Acronis Secure Zone in tltecationfield, select-ullin the Backup typefield, select the
Replicate newly created backup to another locatieheck box, and then specify the network folder
in the 2nd loation field.

Result:
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stored in a dedicated area of the hard disk.
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4552 Example 2. Limiting the age and total size of stored backups
Consider the following scenario:

A You want to perform a weekly full backup of your machine.
A You want to keep all backups that are younger than a month.
A You want to keep even oldembkups, as long as the total size of all backups stays below 200 GB.

In this scenario, create a backup plan with xestomscheme. When creating the backup plan,
specify a weekly schedule for the full backupClaan up archiveselectUsing retention rues.

ClickRetention rules select theBackups older tharmnd theArchive size greater thanheck boxes,
and specify respectivelly monthand200 GB Inlf the specified conditions are meselectDelete
the oldest backups

ClickOK InApply retention rules, select theAfter backupcheck box.

Result:

A Backups that are younger than one month are kept, regardless of their total size.



A Backups that are older than one month are kept only if the total size of all backups (older plus
younger) does not exceed 2@B. Otherwise, the software deletes some or all of the older
backups, starting from the oldest one.

4553 Example 3. Replicating backups to the cloud storage

This example assumes that you haetivated(p.419) a cloud backup subscriptidp. 403) for the
machine that you are backing up.

The following scenario assumes that the amount of data you want to back up is relatively small. For
fF NHESNJ ol O dzLJa =S alSYs2 dxywiba Jt AT RilAly13 2 NBKS Of 2 dzR

Consider the following scenario:

A You want to occasionally back up your machine to a local folder.

A You want to keep a copy of the resulting archivegiti in Acronis Cloud Storage.

A No matterwhen you start the backup, you want the replication to take place outside working
hours, when demand on the Internet connection is lower.

In this scenario, create a backup plan with the desired backup scheme. When creating the backup
plan, specify a locéblder in theLocationfield. Select thdReplicate newly created backup to
another locationcheck box, and then specify the cloud storage inzhd locationfield.

In Backup options go toReplication/cleanup inactivity timg(p. 121), and specify the working hours
(for example, Monday through Friday from 8:00 until 17:00).

Result:

A After the backup plan starts, the data is backed up to the local folder.

A If the backup finishes outsidéé working hours, replication starts immediately. Otherwise,
replication is postponed until the end of the working hours.

Note: In thecloudstorage, the second and further backups of an archive will always be incremental, no matter
what type they are inite original location. This leads to efficient use of storage space focymdbackup
subscription.

Replicating large amounts of data to the cloud storage

If you are planning to back up 500 GB of data or more, you may want to send the first backep to th
cloud storage on a physical hard drive. This option is provided biypitied Seeding servidg. 407)
which you can buy in addition to your cloud backup subscription.

The Initial Seeding service might be unavailable in sggion. To find more information, click here:
http://kb.acronis.com/content/15118

During the subsequent backups, only changes to the original data will be sent to the cloud storage
and will not affect network traffic as much.

In this scenario, create a backup plan with thitial seedingscheme. When creating the backup plan,
specify a local folder in theocationfield. This can be a folder on the hard drive that you are going to
send. For more details, séel 2 ¢ (2 ASNFE NPHPI®KA Yy IKE

After you have sent the hard drive and the order status becomtesdata upload has been
completed edit the backup plan. Change the backup scheme, destination, and replication settings
those previously described in this section.

ad



The updated backup plan will produce backups that will be replicated to the cloud storage outside
working hours.

45.5.4  Example 4. Moving older backups to tapes
Consider the following scenario:

A You want to perform a daily backup of your machine.
A You want to store the backups locally for one week.
A You want to move the backups that are older than one week to a tape device.

Such scenario is sometimes called disk staging, or D2D2 g disito-tape).

In this scenario, create a backup plan with Bienplescheme and a daily schedule. (All backups will
be full by default.) When creating the backup plan, specify a local folder or Acronis Secure Zone in
the Locationfield. UnderRetention rules selectMove backups older thari week Then, specify the
tape device in th&nd locationfield.

Make sure that the tape device is ready to work. The preparation steps are described Battiéng
up a machine to a directly attached tape devi@g!'194) section.

Result:

A After a backup is completed, the agent checks for backups that need to be moved.

A The agent moves the backups that are older than one week, by copying them to the tape device
and then deleting them fronthe original location.

A You can eject tapes with backups and securely store thessiteff Once you select data for
recovery, Acronis Backup will prompt you which tapes to insert.

4555 Example 5. Backing up to tapes within a narrow backup window

This example assumes that you are ushmgonisBackup Advanced

Consider the following scenario:

A You want to back up servers every workday after working hours.

-

A You want to do a monthly full backup on one of the workdays, and partial (incremental or
differential) backups on the other workdays.

A You want to store the backups on a tape library.

A The backup window for the servers is narrow, so they cannot be backexthe tapes directly.

In this scenario, install Acronis Backup Storage Node and create two managed vaults: one on a hard
disk local to the storage node, and another on the tape library locally attached to it.

Create a centralized backup plan for all c¢ thachines with th&randfatherFatherSon (GFS)
scheme. When creating the backup plan, specify the vault on the hard disklie¢h&onfield.
UnderBackup type selectrull/Incremental/Differential.

For the primary location, iKeep backupschoose tdkeep monthly backups for one month (you
need to clear th&Keep indefinitelycheck box). This way, the vault will serve as an intermediate,
short-term storage for the backups.

Select theReplicate newly created backup to another locati@heck box, and thespecify the vault
on the tape library in th&nd locationfield. For the second location, select to keep monthly backups
indefinitely.



Result:

A Agents back up their machines to the vault on the hard disk.

A The storage node copies the backups to the tape device. No CPU resource from the machines is
taken.

A The lifetime of backups on the hard disk does not exceed one month. On the tape library, the
monthly backups are kept indefinitely.

4.6 How to disable backup cataloging

Cataloging a backup adds the contents of the backup to the data catalog as soon as the backup is
created. This process can be tiroensuming, especially in environments with a large amount of
machines. Therefore, you may want toalie cataloging in the entire environment.

To disable backup cataloging

These steps can be performed in any order.

1. Modify the Windows registr{p.402) on the management server.
2. Modify the Windows registrgp. 221) on storage nodes.

3. [On managed machines in an Active Directory domai@d Acronis Administrative Templdfe
387) on the domain controller and configure ti@atalogingsetting in theAcronis Backup Agent
for Windows(p. 392) category of the template.

4. [On managed machines not included in an Active Directory domain] Connect the console to each
machine, go t@ptions>Machine options and configure thd&ackup catalogingp. 328) option.

4.7 Default backup options

Each Acronis agent has its own default backup options. Once an agent is installed, the default options
have predefined values, which are referred to piesetsin the documentation. When creating a

backup plan, you can either use a default option, or override the default option with the custom

value that will be specific for this plan only.

You can also customize a default option itself by changingliteagainst the prelefined one. The
new value will be used by default in all backup plans you will create later on this machine.

To view and change the default backup options, connect the console to the managed machine and
then selectOptions> Default backup and recovery options Default backup optiongrom the top

menu.

Availability of the backup options

The set of available backup options depends on:

A The environment the agent operates in (Windows, Linux, bootable media).

A The type of the data being backed up (disk, file).

A The backup destination (networked location or local disk).

A The backup scheme (manual start or using the scheduler).

The following table summarizes the availability of the backup options.



Agent for Windows Agent for Linux Bootable media

(Linuxbased or Pbased)

Disk backup File backup Disk backup| File backup Disk backup File backup

Additional settinggp. 103):

Ask for the first media while Dest: Dest: Dest: Dest: Dest: Dest:
backing up to removable removable | removable | removable | removable | removable | removable
media media media media media media media
Deduplicate backup only | Dest dedup. Dest: dedup Dest: dedup Dest: dedup| Dest: dedup Dest: dedup
after transferring it to the vault vault vault vault vault vault
vault

Reset archive bit - + - - - +
Restart the machine - - - - + +
automatically after backup i

finished

Archive protection(p. 105) + + + + + +

(password + encryption)
Backup catalogingp. 105 + + + n N :

Backup performance:

Backup priority(p. 106) + + + + N :

HDD writing spee¢p. 107) Dest: HDD | Dest: HDD| Dest: HDD| Dest: HDD | Dest: HDD | Dest: HDD

Network connection speed Dest: Dest: Dest: Dest: Dest: Dest:

(p-107) network network network network network network
share share share share share share

Backup splittingp. 107) + + + + + +

Compression levép. 108) + + + + " +

Disaster recovery plafp. + + + + N .

109

E-mail notifications(p. 110) + + + + - i

Error handlingp. 111):

Do not show messages and + + + + + +
dialogs while processing
(silent mode)

Reattempt if an error occurs + + + + + +
Ignore bad sectors + + + + + +

Event tracing:

Windows events logp. 112) + + - - - -
SNMRA(p. 112) + + + + - -
Fast incremental/differential + - + - + -

backup(p. 113



Agent for Windows

Disk backup File backup

Filelevel backup snapshot - +
(p.113
Filelevel security(p. 114):
t NEBaSNBS FAf S - +
settings in archives
In archives, store encrypted ) +
files in decrypted state
LVM snapshottingp. 114) } ;
Media componentgp. 116) Dest: Dest:
removable | removable
media media

Mount points(p. 116) - +
Multi-volume snapshofp. + +
117)
Pre/Post backup commands + +
(p-117)
Pre/Post data capture + +
commandgp. 119
Replication/cleanup + +
inactivity time(p. 121)
Sectorby-sector backugp. + }
121)
Tape managemer(p. 121) Dest: tape | Dest: tape
Task failure handlinp. 123) + +
Task start condition. 124) + +

+ +

Volume Shadow Copy
Servicgp. 125

4.7.1 Additional settings

Agent for Linux

Disk backup File backup

- +
+ -
Dest: Dest:
removable | removable
media media
+ +
+ +
+ +
+ -
Dest: tape | Dest: tape
+ +
+ +

Bootable media

(Linuxbased or Pbased)

Disk backup File backup
PE only PE only
+ -
Dest: tape | Dest: tape

Specify the additional settings for the backup operation by selecting or clearing the following check

boxes.

Ask for the first media while backing up to removable media

This option is effective only when backing up to removable media.

The option defines whether to display thesert First Medigorompt when backing up to removable

media.



The preset isDisabled

When the option is enabled, backing up to removable media may be not possible if the user is away,
because the program will wait for someone to press OK in the prompt box. Hence, you should disable
the prompt when scheduling a backup to removable medianTHHeéhe removable media is available

(for example, a DVD is inserted), the task can run unattended.

Reset archive bit

The option is effective only for flevel backup in Windows operating systems and in bootable
media.

The preset isDisabled

In Windaws operating systems, each file has #ike is ready for archivingttribute, available by
selectingFile-> Properties-> General-> Advanced-> Archive and Index attributesThis attribute,

also known as the archive bit, is set by the operating system each time the file is changed and can be
reset by backup applications each time they include the file in a backup. The archive bit value is used
by various applications such databases.

When theReset archive bitheck box is selected, Acronis Backup will reset the archive bits of all files
being backed up. Acronis Backup itself does not use the archive bit value.pattierming

incremental or differential backup, it determines whether a file has changed by the file size and the
date/time when the file was last saved.

Restart the machine automatically after backup is finished
This option is available only when operatiungder bootable media.
The preset isDisabled

When the option is enabled, Acronis Backup will restart the machine after the backup process is
completed.

For example, if the machine boots from a hard disk drive by default and you select this checlkebox, th
machine will be restarted and the operating system will start as soon as the bootable agent has
finished creating the backup.

Deduplicate backup only after transferring it to the vault (do not deduplicate at
source)

This option is available only in AcireiBackup Advanced.

This option is effective for Windows and Linux operating systems and bootable media, when the
backup destination is a deduplicating vault.

The preset isDisabled

Enabling this option turns off deduplicating backups at source, medhatgleduplication will be
performed by Acronis Backup Storage Node after the backup is saved to the vault (this is called
deduplication at target).

Turning off deduplication at source may lead to faster backup processes but greater network traffic
and hevier load of the storage node. The eventual size of the backup in the vault is independent of
whether deduplication at source is turned on.

Deduplication at source and deduplication at target are describ&keutuplication overvieyp. 223).



4.7.2 Archive protection

This option is effective for Windows and Linux operating systems and bootable media.

This option is effective for both did&vel and filelevel backup.

A % 4 A x

This option defines whether the archive willbe odi SR gAGK | LI dag2NR | yR
content will be encrypted.

This option is not available when the archive already contains backups. For example, this option may
not be available:

A When you specify an already existing archive as the destimafithe backup plan.

A When you edit a backup plan that has already resulted in a backup.

The preset isDisabled.

To protect the archive from unauthorized access
1. Select theSet password for the archiveheck box.
2. IntheEnter the passwordield, type a password.
3. In the Confirm the passwordield, retype the password.
4. Select one of the following:
A Do not encryptc the archive will be protected with the password only

A AES 128 the archive will be encrypted using the Advanced Encryption Standard (AES)
algorithm with a 12&it key

A AES 192 the archive will be encrypted using the AES algorithm with akioRey
A AES 256 the archive will be encrypted using the AES algorithm aigb6bit key.
5. ClickOK
The AES cryptographic algorithm operates in the Ciplaak chaining (CBC) mode and uses a

randomly generated key with a usdefined size of 128, 192 or 256 bits. The larger the key size, the
longer it will take for the prograrto encrypt the archive and the more secure your data will be.

The encryption key is then encrypted with AES® using a SH256 hash of the password as a key.

The password itself is not stored anywhere on the disk or in the backup file; the passwoiid hash
used for verification purposes. With this twevel security, the backup data is protected from any

unauthorized access, but recovering a lost password is not possible.

4.7.3 Backup cataloging

Cataloging a backup adds the contents of the backup to the data catalog. Using the data catalog, you
can easily find the required version of data and select it for recovery.

TheBackup catalogingption specifies whether full or fast cataloging will befpemed on a backup
as soon as the backup is created.

This option is effective only if backup cataloging is enabled obabkedup machingp. 328) or on
the storage noddp. 221).

The preset iskull cataloging

If you selectull catalogingthe backup contents are cataloged to the highest possible level of detail.
This means that the following data will be displayed in the catalog:



A For a diskevel backup disks, volumes, files, and folders.
A For a filelevel backup files and folders.
A

For an Exchange databakwel backup databases or storage groups and mailboxes (always);
folders and emails (depends on th#licrosoft Exchange metadata collectiamption).

A For an Exchange mailbtevel backp - mailboxes, folders, and-mails.

You may want to seleétast catalogingf the full cataloging tends to affect the performance of the
managed machine or if your backup window is too narrow. The following data will be displayed in the
catalog:

A For a diklevel backup only disks and volumes.

A For a filelevel backup nothing.

A For an Exchange databalsel backup only databases or storage groups and mailboxes.

A For an Exchange mailbtevel backup only mailboxes.

To add the full contents of alreadyisting backups to the catalog, you can start the full cataloging
manually when appropriate.

Note for users ofAcronisBackup Advancefbr virtual environments:When backing up to an unmanaged vault
(except for docally-attached storag® Agent for VMware (Virtual Appliance) always perfofast cataloging
You can start the full cataloging of the vault manually from the management server.

For more information about using the data catalog, see"bata catalog'(p. 132) section.

4.7.4 Backup performance

Use this group of options to specify the amount of network and system resources to allocate to the
backup process.

Backup performance options might have a more or less noticeable effect on the spedoackup
process. This depends on the overall system configuration and the physical characteristics of devices
the backup is being performed from or to.

4.7.4.1  Backup priority

This option is effective for both Windows and Linux operating systems.

The priority of a process running in a system determines the amount of CPU and system resources
allocated to that process. Decreasing the backup priority will free more resourceshfar ot
applications. Increasing the backup priority might speed up the backup process by requesting the
operating system to allocate more resources like the CPU to the backup application. However, the
resulting effect will depend on the overall CPU usageathdr factors like disk in/out speed or

network traffic.

The preset ist.ow.
To specify the backup process priority

Select one of the following:

A Low¢to minimize resources taken lilye backup process, leaving more resources to other
processes running on the machine

A Normalc to run the backup process with normal speed, allocating resources on a par with other
processes



A Highc to maximize the backup process speed by taking resouroes dther processes.

4.7.4.2  HDD writing speed

This option is effective for Windows and Linux operating systems and bootable media.

This option is available when an internal (fixed) hard disk of the machine being backed up is selected
as the backup démation

Backing up to a fixed hard disk (for example, to Acronis Secure Zone) may slow performance of the
operating system and applications because of the large amounts of data that needs to be written to
the disk. You can limit the hard disk usage bylthekup process to the desired level.

The preset isMaximum.
To set the desired HDD writing speed for backup

Do any of the following:

A ClickWriting speed stated as a percentage of the maximum speed of the destination hard disk
and then drag the sliderrselect a percentage in the box

A ClickWriting speed stated in kilobytes per secondnd then enter the writing speed in kilobytes
per second.

4.7.4.3  Network connection speed

This option is effective for Windows and Linux operating systems and bootable media.

This option is available when a location on the network (network share, managed vault or an
FTP/SFTP server) is selected as the backup destination.

The option defines thamount of network connection bandwidth allocated for transferring the
backup data.

By default the speed is set to maximum, i.e. the software uses all the network bandwidth it can get
when transferring the backup data. Use this option to reserve a patteohetwork bandwidth for
other network activities.

The preset isMaximum.
To set the network connection speed for backup
Do any of the following:

-

A ClickTransferring speed stated as a percentage of the estimated maximum speed of the
network connection and then drag the slider or type a percentage in the box

A ClickTransferring speed stated in kilobytes per secqrahd then enter the bandwidth limit for
transferring backup data in kilobytes per second.

475 Backup splitting

This option is effectie for Windows and Linux operating systems and bootable media.
This option is not effective when the backup destination is a managed vault or Acronis Cloud Storage.
The option defines how a backup can be split.

The preset isAutomatic



The following settigs are available.

Automatic

With this setting, Acronis Backup will act as follows.

A When backing up to a hard disk or a network share:

A single backup file will be created if the destination disk's file system allows the estimated file
size.

The backup will automatically be split into several files if the destination disk's file system does
not allow the estimated file size. This might be the case when the backup is placed on FAT16 and
FAT32 file systems that have &8 file size limit.

If the destination disk runs out of free space while creating the backup, the task entaxette
interaction state. You have the ability to free additional space and retryoieration. If you do
s0, the resulting backup will be split into the parts created before and after the retry.

A When backing up to removable medi&D, DVD, BlRay Discs, a staralone tape drive, an RDX
or USB drive used in themovable devicép. 187) mode):

The task will enter th&leed interactionstate and ask for a new media when the previous one is
full.

A When backing up to an FTP or SFTP server:

A single backup file will be created. If the destination storage ounsf free space while
creating the backup, the task will fail.

When youreplicate or move a backup. 92) to other locations, these rules apply to each location
independently.

Example.

Suppose that the primary location far5GB backup is an NTFS volume, the second location is a
FAT32 volume, and the third location is a network share. In this case, the backup will be stored as a
single file in the primary location, as two files in the second location, and as a singlgafitein the

third location.

Fixed size

Enter the desired file size or select it from the digwn list. The backup will then be split into

multiple files of the specified size. This comes in handy when creating a backup that you plan to burn
to multiple CDs or DVDs later on. You might also need to split a backup-@Bfies if you are

backing up to an old FTP server that has a file size limitation.

4.7.6 Compression level

This option is effective for Windows and Linux operating systems and bootable media.
The option defines the level of compression applied to the data being backed up.
The preset isNormal.

The optimal data compression level depends on the type of dategldmcked up. For example, even
maximum compression will not significantly reduce the archive size if the archive contains essentially
compressed files, such as .jpg, .pdf or .mp3. However, formats such as .doc or .xIs will be compressed
well.

To specify tie compression level

Select one of the following:



A Nonec the data will be copied as is, without any compression. The resulting backup size will be
maximal.

Normal ¢ recommended in most cases.
Highc the resulting backup size will typically be less thartlie Normallevel.

Maximum ¢ the data will be compressed as much as possible. The backup duration will be
maximal. You may want to select maximum compression when backing up to removable media
to reduce the number of blank disks required.

> > >

4.7.7 Disaster recovery plan (DRP)

This option is effective for Windows and Linux but is not applicable to bootable media.
This option is not effective for flkevel backups.

Disaster recovery plan (DRP) contains a list of backed up data items and detailectionss that
guide a user through a process of recovering these items from a backup.

A DRP is created after the first successful backup is performed by the backup plasdnthe

disaster recovery plansption is enabled, the DRP is sent byail to the specified list of users. If

the Save DRP as filaption is enabled, the DRP is saved as a file to the specified location. The DRP

will be created again in the following cases:

A The backup plan has been edited so that the DRP parameters changed.

A The backup contains new data items or does not contain items previously backed up. (This does
not apply to such data items as files or folders.)

If multiple machines are protected by a backup plan, then a separate DRP is created for each
machine. You carpscify a local folder (when connected directly to a managed machine), a network
folder, an FTP or SFTP server as a location to save the DRPs.

DRP and posbackup commands

Note that the DRP will not automatically change if pogtkup commands in your bagkplan copy
or move the backups from the original location. The DRP points only to the locations specified in the
backup plan.

Adding information to a DRP template

You can append additional information to a DRP template if you are well familiar with XIMHTAM .
The default paths to the DRP template are:

A %ProgramFiles¥Acronid BackupAndRecovekylrp.xsl- in 32bit Windows

A %ProgramFiles(x86)¢Acronid BackupAndRecovekgrp.xsl- in 64bit Windows

A Justllib/ AcronigBackupAndRecovery/drp.xslin Linux

To setup sending DRPs:

1. Select theSend disaster recovery plartheck box.

2. Enter the email address in th&mail Addresdield. You can enter severalneail addresses in a
semicolondelimited format.

3. [Optional] Change thdefault value of theSubjectfield, if necessary.

If you back up multiple machines with one centralized backup plan and want each machine user
to receive a separate DRRv&il about his/her machine only:

a. Use the®oMachineName%ariable to show the name of the certain machine in theail
subject.



4,

5.

b. Set up your mail server or client to filter or forwardrails using th&ubjectfield.

Enter the parameters of access to the SMTP server. For more detailed informatidmsele
notifications(p. 152).

[Optional] Clicksend test email messagéo check if the settings are correct.

To set up saving DRPs as files:

1.
2.

Select theSave DRP as filtheck box.
ClickBrowseto specify a location for the DRP files.

4.7.8 E-malil notifications

This option is effective for Windows and Linux operating systems.

This option is not available when operating under the bootable media.

The option enables you to receivengail notifications about the backup task's successful completion,
failure or when user interaction is required.

The preset isDisabled

To configure email notification

1.
2.

Select theSend email notifications check box to activate notifications.
UnderSend email notifications, select the appropriate check boxes as follows:
A When backup completes successfully

A When backup fails

A When user interaction is required

Select theAdd full log to notificationcheck box if you want the-mail notification to include log
entries for the operation.

In the Email addressedield, type the destination @nail address. You can enter several
addresses separated by semicolons.

In the Subjectfield, type the notification subject.

The subject can include ordinary text and one or more variables. In the receivail messages,
each variable will be replaced by its value at the time of task execution. The following variables
are supported:

A %description%

For a machine running Windows, tBedescription%variable will be replaced by the text that
is given in theComputer descriptiorfield of the machine. To specify this text, either go to
Control panel> Systemor run the following command as an administrator:

net config server /srvcomment:<text>

For a machine running Linux, tiedescription%variable will be replaced by an empty string
).
A %subject%

The%subject%variablewill be replaced by the following phrastask <task name> <task
result> on machine <machine name>.

In the SMTP servefield, enter the name of the outgoing mail server (SMTP).
In the Portfield, set theport of the outgoing mail server. By default, the port is seR%o

If the outgoing mail server requires authentication, entiser nameand Passwordof the
sender's email account.



If the SMTP server does not require authentication, leavetber nameand Passwordields
blank. If you are not sure whether the SMTP server requires authentication, contact your
network administrator or your @nail service provider for assistance.

9. ClickAdditional email parameters..to configure additional @nail parameers as follows:

a. Fromgtype the name of the sender. If you leave this field empty, the messages will contain
the sender's email account in thd=romfield.

b. Use encryptiong you can opt for encrypted connection to the mail servet. 8&d TLS
encryption types are available for selection.

c. Some Internet service providers require authentication on the incoming mail server before
being allowed to send something. If this is your case, seledtageon to incoming mail
servercheck box tenable a POP server and to set up its settings:

A Incoming mail server (POR)enter the name of the POP server.
A Port¢ set the port of the POP server. By default, the port is sdtli@
A User nameandPasswordf the incoming mail server.

d. ClickOK

10. ClickSend test email messagédo check whether email notifications work correctly with the
specified settings.

4.7.9 Error handling

These options are effective for Windows and Linux operating systems and bootable media.

These options enable yda specify how to handle errors that might occur during backup.

Do not show messages and dialogs while processing (silent mode)
The preset isDisabled

With the silent mode enabled, the program will automatically handle situations reguirser
interaction (except for handling bad sectors, which is defined as a separate option). If an operation
cannot continue without user interaction, it will fail. Details of the operation, including errors, if any,
can be found in the operation log.

Reattempt, if an error occurs

The preset isEnabled. Number of attempts: 30. Interval between attempts: 30 seconds.

When a recoverable error occurs, the programateempts to perform the unsuccessful operation.
You can set the time interval and the numlodrattempts. The attempts will be stopped as soon as
the operation succeeds OR the specified number of attempts are performed, depending on which
comes first.

For example, if the backup destination on the network becomes unavailable or not reachable, the
program will attempt to reach the destination every 30 seconds, but no more than 30 times. The
attempts will be stopped as soon as the connection is resumed OR the specified humber of attempts
is performed, depending on which comes first.

If Acronis Cloudt&age is selected as the primary, the second, or a further backup location, the option value is
automatically set tdEnabled. Number of attempts: 3Q0@egardless of the default value.

Ignore bad sectors
The preset isDisabled



When the option is disabledhe program will display a peygp window each time it comes across a
bad sector and ask for a user decision as to whether to continue or stop the backup procedure. In
order to back up the valid information on a rapidly dying disk, enable ignoring basethe rest

of the data will be backed up and you will be able to mount the resulting disk backup and extract
valid files to another disk.

4.7.10 Eventtracing

It is possible to duplicate log events of the backup operations, performed on thagedmachine,
in the Application Event Log of Windows; or send the events to the specified SNMP managers.

4.7.10.1 SNMP naotifications

This option is effective for both Windows and Linux operating systems.
This option is not available when operating endhe bootable media.

The option defines whether the agent(s) operating on the managed machine have to send the log
events of the backup operations to the specified Simple Network Management Protocol (SNMP)
managers. You can choose the types of eventsetgent.

For detailed information about using SNMP with Acronis Backup, pleas&sppdrt for SNMPp.
49)".

The preset istUse the setting set in the Machine options.

To select whether to send the backup operations events to the SNMP managers:

Choose one of the following:

A Use the setting set in the Machine optiorsto use the setting specified for the machine. For
more information refer taMachine options

A Send SNMP notifications individually for backup operation evegt® send the events of the
backup operations to the specified SNMP managers.

A Types of events to send choose the types of events to be seAtl events Errors and
warnings or Errors only

A Server name/IR; type the name or IP address of the host running the SNMP management
application, the messages will be sent to.

A Communityg type the name of the SNMP community to which both the host running the
SNMP management application and the sendiragchine belong. The typical community is
"public".

ClickSend test messag® check if the settings are correct.

A Do not send SNMP notificationsto disable sending the log events of the backup operations to
SNMP managers.

4.7.10.2 Windows event log

This option is effective only in Windows operating systems.
This option is not available when operating under the bootable media.

This option defines whether the agent(s) operating on the managed machine have to log events of
the backup operations in thapplication Event Log of Windows (to see this log,auentvwr.exeor
selectControl Panel > Administrative tools > Event VieyeYou can filter the events to be logged.



The preset isUse the setting set in the Machine options.

To select whether tdog the backup operations events in the Application Event Log of
Windows:

Choose one of the following:

A Use the setting set in the Machine optiorsto use the setting specified for the machine. For
more information refer taMachine options

A Log the follaving event types to log events of the backup operations in the Application Event
Log. Specify the types of events to be logged:

A All eventsg log all events (information, warnings and errors)
A Errors and warnings
A Errors only
A Do not log- to disable logging events of the backup operations in the Application Event Log.

4.7.11 Fastincremental/differential backup

The option is effective in Windows and Linux operating systems and bootable media.
This option is effective for incrementand differential diskevel backup.

This option defines whether a file change is detected using the file size and time stamp or by
comparing the file contents to those stored in the archive.

The preset isEnabled.

Incremental or differential backup ptures only data changes. To speed up the backup process, the
program determines whether a file has changed or not by the file size and the date/time when the
file was last modified. Disabling this feature will make the program compare the entire filentsnt

to those stored in the archive.

4.7.12 File-level backup snapshot

This option is effective only for flevel backup in Windows and Linux operating systems.

This option defines whether to back up files one by one or by taking an instant dgiaten.

Note: Files that are stored on network shares are always backed up one by one.

The preset isCreate snapshot if it is possible.

Select one of the following:

A Always create a snapshot

The snapshot enables backing up of &kfincluding files opened for exclusive access. The files
will be backed up at the same point in time. Choose this setting only if these factors are critical,
that is, backing up files without a snapshot does not make sense. To use a snapshot, the backup
plan has to run under the account with the Administrator or Backup Operator privileges. If a
snapshot cannot be taken, the backup will fail.

A Create a snapshot if it is possible
Back up files directly if taking a shapshot is not possible.

A Do not create asnapshot



Always back up files directly. Administrator or Backup Operator privileges are not required.
Trying to back up files that are opened for exclusive access will result in a read error. Files in the
backup may be not timeonsistent.

4.7.13 Hile-level security

These options are effective only for fievel backup in Windows operating systems.
In archives, store encrypted files in a decrypted state

This option defines whether to decrypt files before saving them to a backup archive.
The preset isDisabled

Simply ignore this option if you do not use the encryption. Enable the option if encrypted files are
included in the backup and you want them to be accessed by any user after recovery. Otherwise,
only the user who encrypted thed#/folders will be able to read them. Decryption may also be
useful if you are going to recover encrypted files on a different machine.

File encryption is available in Windows using the NTFS file system with the Encrypting File System (EFS). To
access alie or folder encryption setting, seleetoperties > General > Advanced Attributes > Encrypt contents
to secure data.

Preserve file security settings in archives

This option defines whether to back up NTFS permissions for files along with the files.
The peset is:Enabled.

When the option is enabled, files and folders are saved in the archive with the original permissions to
read, write or execute the files for each user or user group. If you recover a secured file/folder on a
machine without the user accmt specified in the permissions, you may not be able to read or

modify this file.

To completely eliminate this kind of problem, disable preserving file security settings in archives. The
recovered files and folders will always inherit the permissions fifuarfolder to which they are
recovered or from the disk, if recovered to the root.

Alternatively, you can disablecovery(p. 155) of the security settings, even if they are available in
the archive. The result will be the samihe files will inherit the permissions from the parent folder.

To access file or folder NTFS permissions, $&leperties> Security

4.7.14 LVMsnapshotting

This option is effective only for Linux operating systems. This option is effective for botbwdikk
and filelevel backup of volumes managed by Linux Logical Volume Manager (LVM). Such volumes are
also called logical volumes.

This option @fines how a snapshot of a logical volume is taken. Acronis Backup can do this on its
own or rely on Linux Logical Volume Manager (LVM). Use of a snapshot ensuregsarsiséent
backup of a volume whose data may change during the backup process.

The peset is:AcronisBackup

Select one of the following:



A AcronisBackup

Acronis Backup will take the snapshot on its own. With this setting, a backup normally proceeds
faster and unallocated space on the volume grasipot required. Therefore, we recommend
changing the preset only if you are experiencing problems with backing up logical volumes.

A Logical volume manager

Acronis Backup will use the snapshot taken by LVM. This snapshot is stored on unallocated space of
the volume group. If the unallocated space is missing, Acronis Backup will take the snapshot on its
own.

A detailed explanation of LVM snapshotting

Once a volume snapshot is taken, and the data starts changing, the old data has to be kept
somewhere until iis saved to the backup.

A Acronis Backup keeps the old data mostly in the RAM. (Duringlaviéebackup, the software
may create a temporary file iimp if the old data size significantly grows.)

A LVM needs a temporary logical volume (a snapshot lbgaame) for keeping the old data (see
http://tldp.org/HOWTO/LVMHOWTO/snapshots_backup.himWriting this data onto the
volume causes a large number of disk I/O operations. This is why the backup is usually slower
when a snapshot is taken by LVM.

If youchoose to use LVM, Acronis Backup creates a snapshot logical volume on its own. The software
proceeds as follows:

1. Checks the backedp volume size (not data size, but volume size).

2. Calculates 10 percent of that sizeay, 10GB.

3. Checksf there is at least 1GB of unallocated space on the corresponding volume group.
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If there is, creates a @B snapshot logical volume (using thereate - s command) and
starts backing up. Otherwise, the software backs up using the Acronis snapshot.

5. Deletes the snapshot volume as soon as it is no longer needed.

Multiple logical volumes are backed up one by one. For each of them, the software creates a
separate snapshot volume of the corresponding size. Only one snapshot volume is stored at a time.

If the data changes extremely fast while the software is keeping the snapshot, the snapshot logical
volume will run out of space and the backup will fail. That is why you can change pleeceédt

default value to any value up to 1@@rcent (which guaranteesuccess) in
/etc/Acronis/BackupAndRecovery.config

To change the default size of a snapshot logical volume:

1. Decide how much unallocated space you want to use. If you are backing up two or more logical
volumes, base your choice on the size of the biggest of them.

Tip: To view the amount of unallocated space on a volume group, rungtiisplay command and then
examine thd=ree PE/ Size line. To view the sizes of logical volumes, runitesplay command
and then examine theV Size lines.

2. Open the fileetc/ AcronigBackupAndRecovery.confign a text editor.
3. Locate the line<value name="MMSDirPath" type="TString">
4. Add the following fragment directly before that line:









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































