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1 Administrator's Guide

1.1 About this document

This document is intended for system administrators of VMware vCloud Director who want to
provide a backup service to vCloud organizations by using Acronis Backup Advanced for vCloud.

The document explains how to:

A Install Acronis Backup Advanced for vCloud
A Configure it to work with vCloud Director
Enable the backup service for organizations

Administer the backup service (monitor the service status, configure backup and recovery
options generate usage reports, and more)

> > >

For information about how to back up and recover virtual machines and administer an organization,
please refer to the Acronis Backup Advanced for vCléget's Guidé€p. 42).

Acronis Backup Advanced for vCloud belongs to the Acronis Backup Advanced suite of products.
Additional information about Acronis Backup can be found in the Acronis Backup Web Help:
http://www.acronis.com/enus/support/documentation/AcronisBackup_11.7/

1.2 Introduction to Acronis Backup Advanced for vCloud

Acronis Backup Advanced for vCloud is a solution for backup and recovery of virtual machines
managed by VMware vCloud Director.

Acronis Backup Advanced for vCloud provides the backup senacgyatem administrator level and
organization user level. The backup service is available through a web interface. Users log in to the
service by using their vCloud Director credentials. The information that users see and operations they
can perform deped on the user rights in vCloud Director.

In order to deploy the backup service to your vCloud Director infrastructure, you need to install
Acronis Backup Advanced for vCloud components and integrate them with the vCloud Director
components.

Please reviewtte topics in this section before starting with the installation.

1.2.1 What's new in Update 6

A Support for VMware vCloud Director 8.1
A Security fixes

For information about how to update the product, refer'tdpdating to a new version(p. 24).

1.2.2 What's new in Update 5

A Support for VMware vCloud Director 8.0
A Improved stability

For information about how to update the product, refer'fdpdating to a new versiorn(p. 24).



1.2.3 What's new in Update 4

A
A

Support for VMware vCloud Director 5.6
Improved stability

For information about how to update the product, refer'fdpdating to a new version(p. 24).

1.2.4 What's new in Update 3

The updated version of the product includes the following new features:

Backup for noradministrative usergp. 30)

Administrators can enable nesxdministrative users to use the backup service.

Audit logs (p. 36)

System and organization administrators have a view into the log scoped to their area of control.
Hourly backup schedulép. 52)

When creating a backup plan, you can choose to run backups on an hourly basis.

Quota for backeaup data(p. 31)

System administrators can choose whether to set quotas for storage usage or for the amount of
backedup data.

New "Over quota" column in the reportgp. 34)

System and organization administrators can see by how much an organization has exceeded its
quota.

For information about how to update the product, refer'tdpdating to a newersion"(p. 24).

1.2.5 What's new in Update 1

The product is renamed from Acronis Backup & Recovery for vClaAntdnisBackup Advanced for
vCloud Acronis Backup & Recovery 11.5 is renamed to Acronis Backup.

The updated version of the product includes the following new features:

-

A

File recovery

You can enable users tecover individual files and folde(p. 48) from backups of virtual
machines.

Applying a backup plan to a vApp

You carapply a backup plap. 44) to an entire vApp. The backup plan will be applied to all
virtual machines that are currently in the vApp and to any new machines that appear in it.

Setting up a default backup plan for asrganization

Whenenabling backup for an organizati¢m 28), you can select a system backup plan that will
be automatically applied to all current and future virtual machines in the organization.

Adding network adapters dring recovery

Beforerecovering a virtual maching. 46), you can add or remove network adapters for the
machine and specify the settings for those adapters.

Recreating the original vApp during recovery

Whenrecovering a wtual machine(p. 46) you can automatically recreate the machine's original
vApp if that vApp is no longer present in the organization.

Improved security



Agent for vCloud stores the metadata of the backgudvirtual machines in a more secure,
passwordprotected database. A strong password is generated automatically during the upgrade.
You can change the password in gedtings of Agent for vClough. 20).

For information about how to update the product, refer'fdpdating to a new version(p. 24).

1.2.6 Software requirements

Supported VMware vCloud Directorevsions
A VMware vCloud Director 1.5

VMware vCloud Director 5.0

VMware vCloud Director 5.1

VVMware vCloud Director 5.5, 5.6

VMware vCloud Director 8.0, 8.1

> > > > P>

Supported guest operating systems
Acronis Backup Advanced for vCloud supports a wide range of guest operating systems, including
Windows 8, Windows Server 2012, and all popular Linux distributions.

Supported web browsers

A Google Chrome 12 or later

A Mozilla Firefox 12 or later

A Windows Interet Explorer 9 or later

A Safari 5 or later running in the Mac OS X and iOS operating systems

In other web browsers (including Safari browsers running in other operating systems), the user
interface might be displayed incorrectly, or all functions might reotlsailable.

Make sure that JavaScript is enabled in the browser.

The screen resolution for displaying the graphical user interface must be 1024x768 or higher.

1.2.7  Acronis Backup Advanced for vCloud architecture

Acronis Backup Advanced for vGQlaronsists of multiple components that need to be installed on
separate machines.
Components of Acronis Backup Advanced for vCloud

A typical installation includes at least two virtual machines located in the vCloud management cluster
and a number of virtuleappliances running in the vCloud resource group.

The following components run in the vCloud resource group:

A Agents for VMwareformerly known as Agents for ESX(i), run as virtual appliances.
Agent for VMware performs backup and recovery of ESX(ijavimtachines without installing
agents into the guest systems.

The following components run in the management cluster:

A Management Serveneeds to be installed on a virtual machine running Windows.

The management server integrates with vCenter Server (the one that is allocated for the
resource group), deploys Agents for VMware, and manages backup and recovery.



The management server stores its configuration, logs and statistics in Microsoft SQLsdataba
The databases can be attached to the SQL Server Express instance that is installed by default with
the management server, or to any other SQL Server instance accessible by the management
server.

A Agent for vClouduns on a Linux virtual machine, whialso serves as the web server. The agent
is delivered as an Open Virtualization Format (OVF) template.

Agent for vCloud provides a graphical user interface to the users. The agent queries vCloud
Director for the list of users who can log in to the sexand the list of virtual machines. Based

on the users' choices, the agent instructs the management server when and how to back up the
selected virtual machines. The agent retrieves the protection statuses of virtual machines directly
from the managementerver database. The agent also generates reports about the backup
service usage.

Software that is necessary for using Acronis Backup Advanced for vCloud

vCloud users interact with Acronis Backup Advanced for vCloud by usitglarowser. To log in to

the backup service, they use the same credentials as they use to log in to vCloud Director. The web
browser connects to the agent's web server and displays the information that the agent provides.
The amount of information depends on the user rights in vCDindctor.

AcronisBackupManagement Consolenables you to connect directly to the management server.
This connection is required to integrate the management server with vCenter Server and to deploy
Agents for VMware. Once these operations are completeel cdonsole is not necessary for
functioning of Acronis Backup Advanced for vCloud. However, you may need it for deploying
additional agents, for troubleshooting, and for other administrative tasks. The console can be
installed along with the management ser or on any other machine that has network access to the
management server.

Agent for vCloud obtains events from vCloud Director viaRhbbitMQ Serve AMQP broker. If you
do not have RabbitMQ Server, add it to your vCloud infrastructure.

Installation example

The following diagram illustrates a typical installation and interaction of the components. In our
example, we assume that vCloud Director uses Microsoft SQL databases. Therefore, we can place the
management server databases on the same virtual rimectvith vCloud Director databases.

However, the management server databases must run on a separate SQL Server instance.

Acronis Backup Management Console is installed on the same virtual machine with the management
server.



Virtual machines that run AcranBackup Advanced for vCloud components are colored light blue.
Virtual machines that run VMware vCloud components are colored light green.
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1.2.8 Planning hardware resources

Consider how much vSphere capacity you need for running Acronis Backup Advanced for vCloud and
where you will store the backups.

1.2.8.1 vSphere capacity requirements
Agent for VMware (Virtual Appliance)

Agents for VMware run as virtual appliances in the vCloud resource group. If a cluster contains a
large number of virtual machines to be backed up, you may want to deploy more than ortet@gen
this cluster.

The following table shows vSphere capacity requirements for Agent for VMware (Virtual Appliance).
| Memory | Hard disk size CPU number |




LGB 6 GB (thick |2 (the default Virtual Appliance setting)

provisioning) | 4-8 (recommended if backing up® VMs simultaneously)

Agent for vCloud

Agent for vCloud needs to be imported from the OVF template to the management cluster.

The following table shows vSphere capacity requirements for Agent for vCloud.

Memory Hard disk size CPU number
2 GB 8 GB (thin 1
provisioning)

Management Server

Acronis Backup Management Server needs to be installed in the management cluster on a virtual
machine running Windows.

The following table shows vSphere capacity requirements for a machine running Windows Server
2003/2008 R2 and the specified components.

Software installed on the machine Memory | Hard disk size | CPU number

min 20 GB (thick

Management Server + Management Console 2GB L 1
provisioning)
+ + Mi . .
Management Server Management Cpnsole Microsoft S min 30 GB (thich
Server Express (installed by default with the management 3GB 2

rovisionin
server) P 9)

1.2.8.2  Planning backup storages
Acronis Backup Advanced for vCloud stores backups in shared folders on the network.

Supported network protocols
The following network protocols are supported:

A NFS

For information about how to prepare an NFS storage,"&mamnfiguring an NFS storagg: 10).
A SMB
A BSP (protocol for accessing Acronis Backup Storage Node)

Acronis Backup Storage Node supports deduplication of the bagkethta. For information
about configuring a storage with deduplication, $&etting up dedplication” (p. 37).

A FTP
A sFTP

Backup storages

A backup storage is a folder allocated for storing organization's backups. A path to a backup storage
should be specified in one of the following formats:
A NFS
nfs://ServerX/ExpatPath:/PathinExportFolderfor example:
nfs://Server/Backups/Organizations:/OrgName)

Note the colon after the export folder path. To specify the export folder without a subfolder, use
the following notation:nfs://ServerX/ExportPath:/



A BSP
bsp://ServerX/VaultName(for example: bsp://StorageNode/Backups)
A SMB
smb://ServerX/...[FolderName(for example, smb://Server/Backups/Organizations/OrgName)
\\ServerXShareA...\ FolderNamgfor example)\\ ServekBackupsOrganizationsOrgName)
A FTP
ftp:// ServerX/.../FolderNamdfor exampleftp://Server/Backups/Organizations/OrgName)
A SFTP
sftp://ServerX/.../FolderName(for example sftp://Server/Backups/Organizations/OrgName)

For all storage types except Acronis Backup Storage Node, we strongly recotiaeywol createa
separate folderfor each organization. If you allow multiple organizations to share a common backup
storage, every organization administrator will be able to see, delete, and even perform recovery from
other organization's backups.

On Aconis Backup Storage Node, creatsingle storagdor all organizations, as described in
"Setting up deduplication{p. 37).
Storage capacity requirements

The storage space required for an organization's backups depende @mtount of the backedp
data, the backup schedule, retention rules, and other factors. As a rough estimate, you can expect
that the backups will occupy as much space as is allocated for the organization in vCloud Director.

Organizing a backup storage @LUN device

You can use the NFS protocol to access logical unit number (LUN) devices irCi&itnel or iSCSI
storage area network (SAN).

To organize an NFS folder on a LUN device

1. Install an NFS server on a machine running Linux.

2. Assign the LUN device to the machine so that the device appears as a local disk.
3. Inthe NFS server configuration, specify the LUN device as an NFS export folder.

Now you can create subfolders and specify their paths as described above for the NFS protocol.

Changing a backup storage

The organization's backup storage can be changed by a vCloud system administrator, if necessary.
For more information about how to do this, refer t6€hanging the backup storaggd. 38).

Configuring an NFS storage

If you chose to use an NFS storage, configure it as follows.

On the machine where Acronis Backup Management Server is installed

Install Microsoft Windows Services for NFS.dxample, in Windows 7 or Windows 8, opeantrol
Pane| go toPrograms and FeatureslickTurn Windows features on or offand then select the
Services for NFéheck box and its nested check boxes.

On the machine where the NFS server is installed

Make gsire that the export folder is properly configured:



a) The folder allows read/write access.

b) You have a user account that will act as the anonymous account, and you know the user ID and
group ID of this account.

To find out the user ID and group ID, run tde<User name> command.
c) All user accounts are mapped to the anonymous account.

To configure the folder this way, enable read/write access for it by usingtimodcommand, and
then specify the parameters in thetc/exports configuration file for the folder, as follows:

/opt/backups *(rw,sync,all_squash,anonuid=65534,anongid=65534)

In this example, the folder name is /opt/backups, and the user ID and group he ahbnymous
account are 65534 (this is thdsnobodyuser account on the NFS server).

1.3 Installing Acronis Backup Advanced for vCloud

1.3.1 Preparation

Before starting the installation, please familiarize yourself with the Acronis Backup Advanced for
vCloudarchitecture(p. 6) and make sure that:
A vCloud Director is installed and configured.
A Sufficient vSphere resources are available to dephagronisBackup Advanced for vCloud
Refer to the exact values TaSphere capacity requirement§p. 8).

A You have a storage that supports any of the followg network protocols: NFS, SMB, FTP, SFTP,
or BSP (protocol for accessigronisBackupStorage Node).

Refer to the exact requirements Rlanning backup storage§3. 9).
A You have license keys in a TXT file.
For multige license keys, the text format is one line per key.
A You have theAcronisBackup Advanced for vCloudstallation package.
The package consists of:
A Acronis Backup Advanced setup program.
A Agent for vCloud OVF template.
A The scripenable_remote_sql_access.js
A You have a virtual machine to install the management server on.

A The machine must run a Windows operating system (except for the Start, Home, and RT
editions).

A The machine must have network access to the vCenter Server for the resource group and to
the resource group ESX(i) clusters.

A The Windows time zone on the machine must be the same as in vCloud Director. (To find out
the vCloud Director time zone, run tlidlate command on the vCloud Director machine.)

A Host names in your network are correctly resolved by DNS to IP addresses.

Otherwise, the hosts that you specify during installation and configuration must use constant IP
addresses. Depending on which of the requirements is met, you specify the hosts by host
names or by IP addresses.



1.3.2 Installing and configuring RabbitMQ Server

Agent for vCloud obtains events from vCloud Director via the RabbitMQ Server AMQP broker.

If your vCloud Director already uses RabbitMQ Server, make sure that the exchange type is set to
topic, and continue td'Installing Acronis Backup Management Serpr'l3).

If RabbitMQ Server is already installed, hat used by vCloud Director, skip to step 5 of the
following procedure.

To install and configure RabbitMQ Server

1.
2.

Download RabbitMQ Server frohttp://www.rabbitmg.com/download.html

If you want to install RabbitMQ Server on a machine m@wWindows, download and run Erlang

Windows Binary File, which is availablétp://www.erlang.org/download.html

Follow the RabbitMQ installation instructions to install RabbitMQ on any convenient host. The
host must have network access to vCloud Doec

The RabbitMQ management phiyis required so that you can configure RabbitMQ Server. Do

one of the following, depending on the operating system of the RabbitMQ Server host:

A In Linux, run the following commands:

rabbitmq - plugins enable rabbitmg_man  agement
service rabbitmg - server stop
service rabbitmqgq - server start

A In Windows:

A Go toStart> All programs> RabbitMQ Server RabbitMQ Command Prompt

Ensure that the command prompt shows the folder containing the RabbitMQ Server
executabldfiles, such as Program FilaRkabbitMQ Servé&rabbitmg_servei3.1.8sbin.
If necessary, change the folder by using tdeommand.

A Run the following commandrabbitmq - plugins enable rabbitmg_management
A RunStart> All programs> RabbitMQ Server RabbitMQ Service stop.
A RunStart> All programs>RabbitMQ Server RabbitMQ Service start.
Run the following commands on the RabhbitMQ Server host to create a new user account:

rabbitmqctl add_user <username> <password>
rabbitmqctl set_user_tags <username> management
rabbitmqctl set_permissions -p/ <username> "R

Here,<username>and<password> are the name and password of the user account to create.

Note You can use an existing RabbitMQ Server user account wittigséons equal to or higher than those
given by the commands above.

Acronis Backup Advanced for vCloud Agent for vCloud will use this account to receive event
notifications from vCloud Director. Remember the account credentials, as you will be asked for
them when configuring Agent for vCloud.

Open a web browser and go to the RabbitMQ Server Web Ul locatatt@t!  <server
name>=15672/ . Here <server name> is the address of the RabbitMQ Server host.

Provide the credentials of the RabbitMQ Server user created in step 5.
ClickExchanges
UnderAdd a new exchange

a. InName,specify a name for a new exchange that will be used by Agent for vCloud. For
example, specifycdExchange.



b. InType selecttopic.
c. Leave the default values for all other settings.
d. ClickAdd exchange
10. Log in as an administrator to vCloud Director.
11. ClickAdministration.
12. UnderSystem settingsclickExtensibility.
13. UnderNotifications, select theEnable notificationscheck box.
14. UnderAMQP Broker Settings
In AMQP Hostspecify the name or IP address of the RabbitMQ Server host.
In AMQP Port type 5672.
In Exchangespecify the name of the new exchange that you created in step 9.
InvHost type/.
In Prefix, typevcd.
f. InUser NameandPassword type the credentials of the user account created in step 5.
15. ClickApply.

® 2 o0 o

1.3.3 Installing Acronis Backup Management Server

Acronis Backup Management Server stores its configuration, logs, and statistics in Microsoft SQL
databases. There are two options for storing the databases:

A Install and use SQL Server Express supplied with the management server. This option is available
through typical installation.

A Use any existing SQL Server instance accessible by the management server. This option is
available through custom installation.

The custom installation method also enables you to specify other installation parameters.

Depending on where you want the management server to store its databases, follow one of the
procedures below.

1.3.3.1 Typical installation

1. On the machine that will act as the management server, log on as an administrator.
Start the Acronis Backup Advanced setup program.

Clickinstall AcronisBackup

Accept the terms of the license agreement.

Select theCentrally monitor and configure backing up of physical and virtual machiclesck
box.

a bk wbD

6. Provide the license for Acronis BapkAdvanced for vCloud. Type all your license keys or import
them from a text file.

7. Choose whether the machine will participate in the Acronis Customer Experience Program (CEP).
8. Clickinstallto proceed with installation.
9. On successful installation, cliEknishto close the wizard window.

10. Copy the scripenable_remote_sql_access.js that is distributed with the product, to the
management server machine.



Details.The script configures the SQL Server instance to be accessible to Agent for vCloud. It
createsa hew SQL Server account that Agent for vCloud will use, configures the instance to listen
to a static port, and configures Windows Firewall to allow connections through that port.

11. Run the script in the following format:

cscript enable_remote_ sgl_access.js  <new user - name> <new password> [-p <port> ]

Where:

A <new user - name>and <new password> are the user name and password for the new
account.

A -p <port> is an optional parameter that enables you to specify the port to use.

For example:

C:\ >cscript enable_remote_sql_access.js User 123 -p 3322

If you do not specify the port, it will be chosen automatically. Examine the port number that was
chosen by the script:
Port 1433 is picked

Important. Remember the credentials and the port numben ¥l be asked for them when configuring
Agent for vCloud.

1.3.3.2 Custom installation

Preparing SQL Server

Make sure that the SQL Server instance that will be used by the management server meets the
following requirements:

A The instance uses the mixed authentication mode. This mode guarantees that Agent for vCloud
can also access the instance.

A The TCP/IP protocol is enabled for the instance, the instance uses a static TCP port, you know the
port number, and your firewall aes connections through this port.

To change the authentication mode
1. Run Microsoft SQL Server Management Studio.

You can download Microsoft SQL Server Management Studio from
http://www.microsoft.com/en-us/download/details.aspx?id=7593

2. Rightclick the instance, and then seld@toperties

3. InSecurity underServer authentication selectSQL Server and Windows Authentication mode
4. Restart the service for the instance.

To set the required TCP/IP properties

1. In Microsoft SQL Server Configuration Manager, expan&@ie ServexXX>Network
Configurationnode. (HereXXXXs the version of SQL Server, sucl2@38)

2. Select the instance.
3. Inthe details pane, doublelick TCP/IP
4. On theProtocoltab, inEnabled make sure tha¥esis selected.
5. On thelP Addressesab, underlPAll do the following:
A View or change the value TTCP Port



A Make sure that thefCP Dynamic Porfild is blank.

Protocol  IP Addresses I

= 1r1
Ackive Yes
Enabled Mo
IP address 192,168.1.2
TZP Dynarmnic Porks ]
TZP Pork

= 1p2
Ackive Yes
Enabled Mo
IP address 127.0.0.1
TZP Dwnamic Porks ]
TP Port

= 1pall
TZP Dynarmnic Porks
TCP Pork

TCP Pork

TCP potk

K I Zancel | apply | Help |

6. If you made changes to the fields in the previous steps, restart the service for the instance.

Preparing SQL Server account for the management server

Decide whether the management server will use Windows Authentication or SQL Server
Authentication to connect to the SQL Server. Do one of the following, depending on your choice.

Windows Authentication

If Windows Authentication will be used, create locaimanistrator accounts with the same user
name and password on the machine running SQL Server and the machine where the management
server will be installed.

After the installation, you can remove the account from #eministratorsgroup on the SQL Server
machine. On the management server machine, the account must remain a local administrator.

SQL Server Authentication

If SQL Server Authentication will be used, create a SQL Server login account that is a member of the
sysadminserver role. When creating theccount, clear thé&Jser must change password at next
loginand Enforce password expiratiooheck boxes.

During the installation, the account will become a member ofdheownerdatabase role for the
management server databases (their names start &itonig. After the installation, you can
remove the account from theysadminserver role.



Installing the management server

1. On the machine that will act as the management server, log on as an administrator.
Start the Aoonis Backup Advanced setup program.

Clickinstall AcronisBackup

Accept the terms of the license agreement.

On theHow do you want to use this machingage:

A Select theCentrally monitor and configure backing up of physical and virtual machines
check box.

A Select thd want to manually select the Acronis components and customize the installation
processcheck box.
6. [Optional] On theSelect the components that you want to instgtiage, clear the check box for
Components for Remote Installatiorlhis will save about 900 MB of disk space.

7. Provide the license for Acronis Backup Advanced for vCloud. Type all your license keys or import
them from a text file.

8. Keep the default installation path.

9. Acronis Backup Management Server runs as a service. Sthecifger account for running the
service in either of these ways:

A [If you opted for Windows Authentication] Clitlse an existing accountlickSelect and
then specify the account of a local Windows administrator that you created iFRteparing
useraccounts'(p. 15) step. If prompted, confirm adding the additional user rights to the
account.
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A [If you opted for SQL Server Authentication] Keep the default setting to create a dedicated
user account for running the service

10. Specify the Microsoft SQL Server instance for lagperational SQL ServandReporting SQL
Server

For each of the servers:

a. ClickChange> Use existing SQL servespecify the SQL Server instance intHest
namex <Instance name> or <Host name>, <Instance port>  format. For example:
dbservek MyDatabaseor dbserver,1433

b. Choose how the management server will connect to the SQL server:

A [If you opted for Windows Authentication] Choose theronisManagement Server
Service accounbption. The management server will connect using the account of the
management server service.

A [If you opted for SQL Server Authentication] ChooseSte. Server Authentication
option. Specify the login name and passwofdhe SQL server login account that you
chose in thé'Preparing user accountgp. 15) step.

11. Do not enable thaManagement Server Web page

12. Choose whether the machine will participate in the Acronis Customer Experience Program (CEP).
13. Clickinstallto proceed with installation.

14. On successful installation, cliEknishto close the wizard window.

Preparing a SQL Server account forAgent for vCloud

Agent for vCloud can log in to the SQL Server instance by using either Windows Authentication or
SQL Server Authentication. To prepare an account for Agent for vCloud, follow these guidelines:



A If you choseSQL Server Authenticatiowhen installing the management server, use the SQL
Server login account that you specified for the management server (see step "106talling
the management server(p. 16)).

A If you choséVNindows Authenticationfor the management server, use the user account that you
specified for the management server service (see step'hstalling the management servefp.
16)).

Alternatively, you can create a dedicated SQL Servewuatedth minimal rights and a neaxpiring
password.

To create a dedicated account for Agent for vCloud

1. Run Microsoft SQL Server Management Studio.

Expand the instance, expa&curity right-clickLogins and then cliciNew Login

InLogin nametype the name of the account. For exampi€loudBackupUser

SelectSQL Server authenticatigrand then type and confirm the password for the account.

Clear theUser must change password at next logiheck box. We recommend that you also
clearthe Enforce password expiratiooheck box. Otherwise, you will have to change the Agent
for vCloud configuration every time the password expires.

6. On theUser Mappingpage, select the check boxes for all databases whose names start with
acronis(such asacronis_cmg. For each of these databasesDiatabase role membershiy,
select thedb_datareaderandpublic check boxes.
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1.3.4 Using the management console

Acronis Backup Management Console enables you to connect directly to the management server.
The console can be installed along with the management server (by default) or on any other machine
that has network access to the management server.

To be able to connect the console to the management server, a user must be a member of the
AcronisCentralized Admingroup on the management server machine.

If the console is installed on a different machine, the user must also be a member/Axdras
Remote Usergroup on the management server machine.

Both groups are automatically created durithg management server installation. Members of the
Administratorsgroup are silently included in both groups.

To start the management console

Doubleclick theAcronisBackupicon on the desktop, or select from ti&art menu: Acronis>
AcronisBackupManagement Console> AcronisBackup

To connect the console to the management server

1. ClickConnect to a management server

2. Specify the host name or IP addre$dtee management server machine and the credentials of a
user account that has the rights described earlier in this topic.

1.3.5 Integrating the management server with vCenter Server

Acronis Backup Management Server has to be integrated with@santer Server for the resource
group.

To do this, use Acronis Backup Management Console. The console is automatically installed with the
management server.



To integrate the management server with the vCenter Server
1. Connect the console to the management server as describddsimg the management console”

(p.17).
2. IntheNavigation tree clickVirtual machinesand then clickConfigure VMware vCenter
integration.

3. Select theEnable integation with the following vCenter Servecheck box.

4. Specify the IP address or name of the vCenter Server for the resource group. Provide access
credentials for the server.

Details.This account will be used for deploying agents from the management sdtvisrmeans

the account must have the necessary privileges for creating virtual machines on the vCenter
Server. We also recommend that the account have the necessary privileges for backup and
recovery, because the agents will use this account to conndtieteCenter Server by default.

For the exact list of the necessary privileges, refer to the "Privileges for VM backup and recovery"
section of the Acronis Backup brtiift help.

5. If a DHCP server is present on the network, you may want to leaviutoenatically deploy
Agent for VMware (Virtual Appliancejheck box selected. When a backup is about to start, the
management server will automatically deploy Agent for VMware to every cluster that has virtual
machines to be backed up but does not have the agent

If the network uses static IP addresses, or if you prefer to deploy the agents manually, or if the
automatic deployment fails, clear thieutomatically deploy...check box. You will need to
perform a few additional steps described'Deploying Agentdr VMware"(p. 18).

6. ClickOKto confirm the changes.
The virtual machines managed by the vCenter Server appear Vittual machinessection of the

Navigation tree The virtual machines are shown as grayetlmcause Agent for VMware has not
been deployed yet.

1.3.6 Deploying Agent for VMware

Agent for VMware (Virtual Appliance) will be deployed automatically as necessary, if this option was
enabled wherintegrating the management server with the vCenter Sefpet?).

If you disabled the automatic deployment, deploy the agent to every ESX(i) cluster whose virtual
machines will be backed up.

If a cluster contains a large number of virtual machines, you may want to deploy additional agents to
this cluster, regardless of the automatic deployment setting.
To deploy Agent for VMware
1. Connect the console to the management server as describddsimg the management console”
(p-17).
2. In the Navigationtree, expandvirtual machines and then righiclick the IP address or name of
the vCenter Server for theesource group.

3. ClickDeploy Agent for VMware
4. For each of the clusters whose virtual machine will be backed up, do the following:
a. Select a host to which you want to deploy the agent.

b. InNetwork interface select the network interfaethat provides access to the management
server, the vCenter Server for the resource group, the cluster virtual machines, and the
backup storage.



c. TheNetwork configurationlink enables you to select whether the agent will use a dynamic
(provided by a DHCH®rver) or a static IP address. If you want to leave the default setting of
using a dynamic address, skip this step.

If you want the agent to use a static IP address:

A ClickNetwork configuration

A SelectUse the following network settings

A Specify the appropriate network settings for the agent, and then €)igk

\f Agent for VMware Deployment
Select the hosts to deploy Agent for VMware to, configure the host settings, and click Deploy Agent
for VMware
‘ &) Add ESX(i) host ‘ E] 10.250.35.132

Select all y
Type: VMware ESXi

[[IFg 10.250.42.41 Version: 5.1.0 build-1483097
4 [V]5E Cluster

¥l g 1025035131

[¥]Eg 1025035132

[V] Deploy Agent for VMware on this host (11.5.43521)

VA name: AcronisESXAppliance-[N]
Datastore: [Select automatically] v
& (= t connectionto | vCenter Server credentials

Auto

{@1 Help [ Deploy Agent for VMware ] [ Cancel ]

Tip: You will be able to change the network settings after the agent is deployed. To do so, select the virtual
appliance in VMware vSphere inventory and go to the virtual appliance console.Agrageroptions click
the Changdink next to the name of the nebrk interface, such as ethO.

5. ClickDeploy Agent for VMware

The management server starts deploying Agent for VMware. The progress is shown at the bottom of
the window.

Once the agent is successfully deployed, the agent machine appearshtatiidnes with agents
view of the management server.

1.3.7 Installing Acronis Backup Agent for vCloud

Agent for vCloud is delivered as an OVF template.

To install the agent, deploy the OVF template to your management cluster. Map the network in the
OVF template to a network that provides access to the management cluster virtual machines, the
RabbitMQ Server host, and the SQL Server instance that st@esahagement server databases.

For general information about deploying an OVF template, refer to the following VMware knowledge
base article:



http://pubs.vmware.com/vspheres0/topic/com.vmware.vsphere.vm_admin.doc_50/GLBO847F7
7-8CB24187-BD7FE7D3D5BD&®B.html

1.3.8 Configuring Acronis Backup Agent for vCloud

Before configuring Acronis Backup Agent for vCloud, make sure that Acronis Backup Management
Server isnstalled(p. 13) and configured(p. 17).

Logging in
Log in as a root user to the machine with Agent for vCloud. The default credentials are:

A User nameroot
A PasswordDefaultO (casesensitive)

Configuring the time zone

Set the time zone to that ohe vCloud Director machine. This will enable Agent for vCloud to
convert time between user's and vCloud Director's time zones.

1. Find out the time zone of the vCloud Director machine. If you are not sure, log on to the machine
and run thedate command. The output contains the time zone abbreviation. For example:
Mon Aug 26 23:00:00 EST 2013
EST stands for Eastern Standard Time. This time zone includes parts of the United States and

Canada, and some countries in South America. For mdmeaiations see
http://www.timeanddate.com/library/abbreviations/timezones/

2. On the machine with Agent for vCloud, in thusr/share/zoneinfo directory, find the file that
corresponds to your region and time zone.

For example, for the Eastern Time Zone of the United States, the time zone file is:
{usr/share/zoneinfo/US/Eastern

3. Delete the old time zone settings:
rm -f/etc/localtime

4. Specify the new time zone settings:
In -s <time_zone_file> /etc/localtime

For example:
In - s /usr/share/zoneinfo/US/Eastern /etc/localtime

Configuring connection parameters
1. Go to the/opt/acronis/vcd -agent/bin folder and run theconfigure.sh  command.
All available configuration scenarios are shown.

beronis Agent for wCloud configuration:
ial agent configuration
o1

Jhow agent configuration
nge agent conficguration

Show networ

2. Choose thdnitial agent configurationscenario.
3. Provide the vCloud Director connection parameters:



A vCloud Director hst name or IP address
A vCloud Director system administrator credentials
4. Provide the credentials of the RabbitMQ Server user that you created when configuring

RabbitMQ Server.

5. Provide the Acronis Backup Management Server connection parameters:

A Host name or IP address of the management server machine

A The user name and password of a user who is a member @dtmnis Centralized Admins
and Acronis Remote Usergroup on the management server machine

6. Provide the connection parameters for the S@Lv8r instance that stores the management

server databases.

SQL Server Express installed by defaul

Another SQL Server

Host name/IP address:

Host name or IP address of the
management server.

Host name or IP address of the
machhe with the SQL Server instan
used by the management server.

Port [1433]:

The port that was defined when running
the configuration scrip(p. 13) on the
management server.

If you do not remember the port number
open SQLe&ver Configuration Manager
on the management server, selesQL
Server XXXX Network Configuration
Protocols for ACRONJ8oubleclick
TCP/IR and examine th@CP Porfield.

The port that isused by the SQL
Server instancép. 14).

User name:

Password:

The credentials you entered when runni
the configuration scrip(p. 13) on the
management server.

The credentials of the SQL Server
login account yoyprepared for Agent
for vCloud(p. 16).

If you want to use Windows
Authentication for the agent, specify
the user account in theHost
namex\ <User name> format (note
the doublebackslash). For example:
dbservek\administrator

7. To enable users trecover files from backups of virtual machinips48), do the following:

A At the Do you want to enable users to recover individual filgrompt, pressy.

A Specify the path to a network folder that will be used as the temporary storage for the
recovered files. The supported protocols are SMB and NFS.

A good idea is to use a shared folder on the management server's machine. Allow at least 20

GB of space fohe temporary files. If necessary, add a separate disk to the machine and
create the folder on that disk.

When using the SMB protocol, specify the folder inf&=rver/Share/Folderformat (note
the forward slashes). Provide the user name and passworadoessing the folder. If the

storage is located on a machine that is a member of an Active Directory domain, specify the

user name in thecDomain name3 \ <User name> (note the double backslash) etJser
namex@&Domain name>format.

When using the NFS protocol, specify the folder in the
nfs://Server/ExportPath:/PathInExportFoldeformat (note the colon before the final slash).



If necessary, provide the access credentials to the folder. Make sure that the export folder is
properly confgured. For details, se&€onfiguring an NFS storagg. 10).

Configuring network settings

The machine with Agent for vCloud has two network adaptetts0 for the internal network and
ethl for the external netvork.

ethO connects to the internal network where Acronis Backup Advanced for vCloud components
communicate with VMware vCloud components. It also accepts incoming connections from SSH
clients and web browsers in the internal network.

ethl accepts incoming connections from web browsers in the external network. Make sure that your
firewall, NAT router, and other components of the network security system allow external
connection to this adapter through ports 80 and 443.

By default, both adagtrs take network settings from a DHCP server. You can assign a static IP
address to an adapter. For example, to ease port forwarding, you may want to assign a static IP
address to the external adapter.
To change Agent for vCloud network settings
1. Runtheconfigure.sh command and choose thehange network settingscenario.
2. Specify network settings for thethO adapter.
To take the network settings from a DHCP server, press
To specify the network settings with a static IP address, preasd then:
Specify the static IP address for the adapter, suci22:168.0.10
Specify the subnet mask for the adapter, such2&&.255.0.0
Specify the IP addressthie default gateway for the adapter, such 482.168.0.1
3. Specn‘y network settings for theth1 adapter.
A To take the network settings from a DHCP server, press
A To specify the network settings with a static IP address, preasd then:
a. Specify the static IP address for the adapter, suct0a3.0.10
b. Specify the subnet mask for the adapter, such2&&.0.0.0

The command does not prompt for the default gateway, because the adapter is used only for
incoming connections.

4. If you configured both adapters to use static IP addresses, specify the following:
a. InDNS server Ispecify the IP address of the DNS server.
b. [Optional] INDNS server 2specify the IP address of the secondary DNS server.
The DNS seer settings apply to both adapters.

If one of the adapters uses a DHCP server, the DNS server settings for both adapters are taken
from that DHCP server.

If both adapters use DHCP servers, the settings for both adapters are taken from the DHCP server
for ethl (provided that the list of DNS servers there is nonempty).
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Other operations

To view the network settings

A Run theconfigure.sh  command and choose th8how network settingscenario.
To view the connection parameters

A Run theconfigure.sh  command and choose th8how agent configuratiorscenario.



To change the connection parameters

A Run theconfigure.sh  command, choose thEhange agent configuratioscenario, and then
select the connection to change the configuration for.

Conf igure conmection to vCloud Director

Conf igure conmection to AMQP broker

Conf igure conmection to Acronis Backup Management Server

Conf igure conmection to Acroniz Backup Management Server database
Conf igure access to local agent database

Conf igure recovery of individual files from backups of UMs
Go to main menu
fiction [B]1:

To enable or disable recovering files from virtual machine backups

1. Runtheconfigure.sh command and choose thehange agent configuratioscenario.
2. ChooseConfigure recovery of individual files from backups of VMs

3. Do one of the following:

A To enable the setting, pregsand specify the temporary storage for the recovered files, as
described in step 7 from "Configng connection parameters" (see earlier in this section).

A To disable this setting, press The recovered files that are currently stored in the temporary
storage will no longer be available to the users.
Password for accessing the database of Agent for vCloud

Agent for vCloud works with its database by using a database user account with a secure password.
The account name igcda_db_userThe password is generated automatically.

Usually, changing the passvd is not needed. You may want to change the password if your security
policy prescribes regular password changes.

To change the password

1. On the machine with Agent for vCloud, run the following commands:

su postgres

psql
ALTER USER vcda_db_user WITH PASSWORDBNew password>";

\q
exit

2. Runtheconfigure.sh command and choose théhange agent configuratioscenario.

3. ChooseConfigure access to local agent database
4. Specify the new password.

1.3.9 Checking network connections

Acronis Backup Advanced for vCloud components use TCP ports to communicate with VMware
vCloud components and with each other. Make sure that your firewalls and other components of
your network security system allow connectighsough these ports.

The diagram below illustrates the network connections that are necessary for the backup service to
function.

The arrow direction shows which component initiates a connection. The text shows the destination
port. The source port is takefrom a standard range, depending on the operating system:

A Agent for vCloudand Agent for VMwareuse the range 327&®%1000.



A The management serveand theexternal SQL Serverse the range 1025000 (if installed in
Windows prior towindows Vista) or 491585535 (if installed in Windows Vista and later).

Normally, the standard ranges are already open.

For the machine with Agent for vClowethO andethl show the network adapter through which the
connection is performed.

Management vCloud resource
cluster group
P ESX(i) host
” TCP eth1
34— —
b} 80, 443 Agent for  [etho TCP };MSP
E!.. vCloud 5672 ToRe ot
eth0 - tho (RabbitMQ) ~
Web |_’
browser TCP etho etho etho elho b
22 ! ' TCP X
I : : 5672
| | .
| |
| | TCP vCloud
SSH | I 4437 Director ce
client | | 902, 443
I TCP |
: 9876 :
| | I !
| L TCP 1433* —p!  Extemal | Agent
| 11;(52" : SQL Server : or
: ~-TCP 1433* —p  (optionall VMware
| ! oo I ,
_ I '
| A 4 I :
: vCenter TCP |
I Manag:fr:lent | TCP N GrrEr e <l TCP 9876| |
| S:Mg 902, 443 the resource 902, 443 !
: (AMS) group :
I T !
: TCP 9876 :
Standard Standard
ports ports
| Backup storage :
| (SMB, NFS, FTP, |« |
: SFTP) I
I ™ Temporary storage™ | |
L————p  forfilerecovery |lq————— ----————- !
_ _(SMB.NFS)_ _ |

* The port is configurable. The diagram shows the default value.

1.3.10 Updating to a new version

Updating Acronis Backup Advanced for vCloud (formerly known as Acronis Backup & Recovery for
vCloud) to a new version includes updating the management server, Agents for VMware (formerly
known as Agents for ESX(i)), and Agent for vCloud.

Updating to vergin N is possible from versionNor N2. For example, Update 4 requires Update 3
or Update 2 to be installed. To update from earlier product versions, you need to perform an
intermediate update.

The update preserves all settings, including the backupspBRackup plans remain applied to the
corresponding virtual machines.

No additional licenses are required for the update.



Prerequisites
Before proceeding with the update, make sure that:

A You have the setup program of the new version of Acronis Backuméelya

A You have the update script for Agent for vCloud. The name of the scriptupelageX.sh where
X is the product build number.

A The machine with Agent for vCloud is connected to the Internet. The update script needs an
Internet connection to download additional packages from a Linux repository.

A No backups will run during the update. To ensure this, youdtsable backup. 31) for all
organizations for the time of the update.

Step 1: Updating the management server

On the machine where the management server is installed, log on as an administrator.

Start the setup program of the new version of Acronis Backup Advanced.

Clickinstall AcronisBackup

Accept the terms of the license agreement.

ClickUpdate.

Proceed with updating Acronis Backup.
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Step la:

If you have set up storage nodgp. 37) on a different machine than the management server,
update the storage node in the same way.

Step 2: Updating the Agents for VMware
1. Connect the console to the management server as describddsimg the management console”

(p.17).
2. IntheNavigation tree expandVirtual machines and then righiclick the IP address or name of
the vCenter Server for the resource group.

3. ClickUpdate Agent for VMware
4. Select all Agents for VMware in the list, and then dlipklate Agent for VMware

Step 3: Updating Agent for vCloud
1. Log in to the machine with Agent for vCloud.

2. Copy the update script to the machine. Make sure to place the script file outside the /opt/acronis
folder. For example, place it in thmot folder.

3. Make the script file executable by running the followgcgnmand:
chmod 755 updateX.sh

4. Run the update script.
Postupdate actions
If you disabled backup for the time of the update, log in to the serviceresetable backugp. 28).

1.3.11 Uninstallation

To uninstall Acronis Backup Advanced for vCloud
1. Login to the servicé. 26).

2. Disable backufp. 31) for every organization.



3. Delete all Agents for VMware.
a. Run Acronis Backup Management Console, and then@tiokect to a management server

b. Specify the host name or IP address of the current machine and credentials of a user account
that is a member of thé\cronisCentralized Admingroup on the machine.

In the Navigation treg clickVirtual machines.
On the toolbar, clicRemove Agent for VMware
Select all agents.

ClickRemove Agent for VMware

The management server removes Agents for VMware. The paigehown at the bottom
of the window.

g. Wait until all agents are removed.
4. Start the vSphere Client and log in to the vCenter Server for the management cluster.
Delete the Agent for vCloud virtual machine.

6. Delete the Acronis Backup Management Serveu&imachine, or uninstall the management
server as follows:

a. Login as an administrator on the machine.
b. ClickStart->All Programs> Acronis-> Uninstall AcronisBackup

c. [Optional] To delete the management server databases, seledRéraove the product's log,
tasks, vaults and configuration settingsheck box.

d. ClickRemove
[Optional] Delete all backups from the backup storages.
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1.4 Logging in to the backup service
You can log in to the backup service as an administrator under the following conditions:

A Acronis Backup Advanced for vCloud is installed and configured.
A You have a vCloud Director system administrator account.
To log in to the backup service

1. Go to the login page of the backup service. The address of the login page looks as follows:
https://  <BackupServiceAddress> /.

A When connecting from an internal networkBackupServiceAddress> is the fully
qualified domain name, or the IP address of the Agent for vCloud host in this network.

For examplehttps://vcloudagent.vcloud.example.com/ or
https://10.200.200.10/

A When connecting from an external network<BackupServiceAddress> is the URL of
the backup service as it appears on the public side of a firewall, load balancer, NAT/reverse
proxy, and other network components that you may have in front of your infrastructure.

For examplehttps://backup.example.com/
2. Type the user name amhssword of your vCloud Director system administrator account.
3. ClickLog in



1.5 Administering organizations

1.5.1 Monitoring organizations

To access the following information about organizations, clicktganizationgab.

A

A

Backup enabled
Yes/No
Protection status
A Not protected
None of the organization's virtual machines are protected. A virtual machine is considered
protected if abackup plar(p. 33) is applied to it.
A Never backed up
There are protected machines in the organization, but a backup has not run on any of them.
A OK
The last backup was successful on all of the protected machines.
A Error
The last backup of at least one protected machine in the organization failed.

To view status of a particular machirssyitch to the organization administrator viefp. 30). The
statuses of a virtual machine are explainedMonitoring protection statuses(p. 50).

Backup storage

The backup storage assigned to the organization.
Quota

The storage quota for the organization.

If the quota is exceeded, the system administrators and the organization users see alerts in the
backup service interface. Restrictions on using the backup service are not applied unless a system
administrator does this manually.

To view the following inflanation about an organization, select the organization in the list:

A Number of vAppsand Number of VMs
For those organizations where the backup service is enabled, the following information is also
displayed:
A Login page
The address that the organizatioisers use to log in to the service.
A Backup storage
The path to the organization's backup storage, the storage quota for the organization, and the
space occupied by the organization backups.
A System backup plans
Thesystem backup plan®. 33) available in the organization.
A Privileges for organization users

The actions that the organization users are allowed to perform.



1.5.2 Enabling backup for an organization

Prerequisites

Make sure that the public URL for the backup service is specified, as described in "Public URL" in
"Configuring the backup servicgs. 31).

If the public URL is not specified, the users will not be able to log in to thepaekvice by using the
login page address that you provide.
To enable backup for an organization
1. Log in to the service.
2. Click theOrganizationdab.
A list of organizations registered in vCloud Director is shown.
3. Select the organization to enable backup for.
4. ClickConfigure

Configure Backup for Organization
MyOrganization
Enable backup for the organization

Backup storage System backup plans User privilages

Backup storage: | \\backups\myorg

User name: admin
Password: sesseseneee
Quota: 1 + GB

“oc

5. On theBackup storageab, do the following:

A InBackup storagespecify the path to the shared folder allocated for storing organization's
backups. If authentication is required to access the folder, specify the credentials of a user
account that has read/write permissions for this folder.

We strongly recommend that each organization has a separate backup storage. You can
allow multiple organizations to share a common backup storage, but in this case every
organization administrator will be able to see, delete, and even perform recoverydtioen
organization's backups.

For information about the supported types of backup storage,"8¢@nning backup
storages'(p. 9).




A [Optional] Specify the quota for the organization.

If the quota is exceededhe system administrators and the organization users see alerts in
the backup service interface. Restrictions on using the backup service are not applied unless
a system administrator does this manually.

6. [Optional] On theSystem backup plantab, specifywhich of thesystem backup plang. 33) will
be available in the organization. By default, all of the system backup plans will be available.

You can make one of these plans ttefault backup planTo do so, specify the blaup plan in
Default backup planThis backup plan will be automatically applied to all future virtual machines
in the organization. To also apply this backup plan to all current virtual machines, select the
Apply to all vApps and VMs in the organizatieheck box.

Users will be able to change the default backup plan on their machines, provided that they have
the privilege to apply backup plans (see step 7).

7. [Optional] On theUser privilegegab, specify the actions that the organization users will be
allowed to perform. By default, the following actions are available to the users:

A Apply and revoke backup plans

A Create, edit, and delete backup plans
Perform hourly backup

Perform backup on deand ('‘Back up now')
Recover virtual machines

> > > > >

Recover files from backups of virtual machines

Regardless of your selection, system administrators are allowed to perform all of these actions
within the organization.

If you clear thdLog in to the backup s&icecheck box, only system administrators will be able to
use the backup service for this organization. For information about how to do this, refer to
"Operating within an organizatior(p. 30).

Configure Backup for Organization

MyQrganization

[¥] Enable backup for the organization
User privileges

Specify the privileges for users in the organization
V| Log o the b p service

V] Apply and revoke up plan

[¥] Create, edit, and delete backup plan

V| Hourly backup frequen
This functionality may consume a lot of resources.

[¥] Perform backup on demand (‘Back up now

v] Reco m

V| Recover file ual rr e

“oc [

8. Confirm the changes.



9. If this is the first time that a backup for this organization is being enabled, perform a test backup
to ensure that Agent for VMware is properly deployed to the organization's cluster.

a. Enter the organizatiofp. 30).
b. Back up a virtual machine. 43).

Depending on your decision in step 7, the backup service becomes available for either system
administrators only or for both system administrators and orgainin users.

If the backup service is available for organization users:

1. Inform organization administrators about the address of the login page for the organization. You
can see this address undeogin pagen the organization details area.

2. Inform organization users about th¢elplink and User's Guide.

1.5.3 Operating within an organization

vCloud system administratsican perform any operation that organization administrators can
perform within an organization.
To administer an organization
1. Log in to the service.
2. Click theOrganizationgab.
A list of organizations registered in vCloud Directastiown.
3. Select the organization to administer. The backup service must be alegadhyed for the
organization(p. 28).
4. ClickOpen
You are now in the organization administrator's interface.

5. Depending on the operation you want to perform, refer to the corresponding section of the
Acronis Backup Advanced for vCldugkr's Guidép. 42).

1.5.4 Enabling non-administrators to use the service

System administrators and organization administrators can enable members of any vCloud Director
role to use the backup service.

You can either use an existing role or create a dedicated role for the backup service access. If you
want to use an existing re] skip the first procedure.

To create a new role in vCloud Director

1. Login as an administrator to vCloud Director.

2. ClickAdministration > Roles

3. Create a new role.

The simplest way to do this is to select thpp Userole and use th&€opy to...action in the
context menu. You can choose any name for the new role, for exaaédup Administrator

4. Notify organization administrators about this new role.
To enable members of a vCloud Director role to use the backupcser
1. Enter the organization as described'®perating within an organizatior(p. 30).

2. For further steps, refer to thEEnabling noradministrators to use the servic€p. 57) section of
the Acronis Backup Advanced for vCloud User's Guide.



1.5.5 Disabling backup for an organization
To disable backup for an organization

1. Log in to the service.

2. Click theOrganizationdab.

3. Select the organization to disable backup for.

4. ClickConfigure

5. Clear theEnable backup for an organizatiarheck box.
6. Confirm the changes.

As a result:

A The organization users will no longer be able to use the backup service.

A The organization's backup piswill be revoked from virtual machines, but will be preserved by
Agent for vCloud. If you renable backup, it will be enough to reapply the backup plans to the
machines so that the machines become protected again.

A The existing backups will be keptthé backups are no longer needed, you can manually delete
them from backup storages.

1.6 Configuring the backup service

To access these settings, click Settingstab.

System backup plans
This setting is used fonanaging system backup plafs 33).

E-mail server settings

These settings are necessary for sendifgag!l notifications to organization users. Unless thmail
server parameters are filled in, no notifications will be sent.

The subject can include ordinary text and variables. In the receivedilemessages, each variable
will be replaced by its value at the time of backup plan execution.

The default notification subject is:
[Backup service] : %Organization name% - %Backup pla n name%

Where:

A %Organization name% is the name of the organization.
A %Backup plan name% is the name of the backup plan.

Other variables are not supported.

Tip Email notifications to a system administrator are configured on the management server.@gidas >
Management server optionsand then specify the-mail server settings iB-mail settings InAlert
notifications, you can select the specific alerts to send notifications about.

Backup and recovery options
A Simultaneous backup

Specify how many virtual machines Agent for VMware may back up simultaneously. The default
value is 5. The maximum value is 10.



The value you specify is effective for a backup plan. If an agent runs more than one backup plan
simultaneously, the number of machines being backed up may exceed the setting, but it still
cannot exceed 10. A backup plan that requires to back up the 1athime will not start until

one of the backup operations is finished.

Tip. Simultaneous backup of multiple virtual machines increases the amount of CPU resources
used by Agents for VMware. By default, Agent for VMware uses two virtual processors. If you
observe that CPU usage during backup approaches 100%, increase the number of virtual
processors in the virtual appliance settings. This may significantly increase the simultaneous
backup performance.

A Network connection speed
Define the amount of network emection bandwidth allocated for transferring the backup data.

By default the speed is set to maximum, so that the software uses all the network bandwidth
available when transferring the backup data. Use this option to reserve a part of the network
bandwidh for other network activities.

A Error handling
Specify how to handle errors that might occur during backup or recovery.

When a recoverable error occurs, the programateempts to perform the unsuccessful

operation. You can set the time interval ancthumber of attempts. The attempts will stop as
soon as the operation succeeds OR the specified number of attempts are performed, depending
on which comes first.

For example, iINumber of attemptsis set to 30)nterval between attemptsis set to 30 secory]
and the backup destination on the network becomes unavailable or not reachable, the program
will attempt to reach the destination every 30 seconds, but no more than 30 times.

Usage report for Acronis
These settings are used when you send reports absingithe backup service to Acronis.

A Company name

Specify the name of your company. Acronis will use it to identify your usage reports.
A Contact email

Specify your amail address. Acronis will use this address to contact you, if needed.

If you want to automate sending the reports, select thatomatically send usage reports tcronis
on the first day of each montltheck box.

For detailed information about usage reports, refer'@enerating usage reportgp. 34).

Quota

This setting specifies which parameter will be used to determine the storage quota for an
organization. Choose one of the following:

-

A Storage usagédefault)
The quota will be based on the total size of all backups in tic&ugastorage.

A Backedup data
The quota will be based on the total amount of data that was backed up. This setting is useful if
the backups are deduplicated.

Public URL

This setting is used to display an easily readable backup service address that poavadato the
organization users. The address is displayed in the organization detailslogiempage



By default, Agent for vCloud uses its IP address to construct the login page addresses. For example, if
the IP address i50.200.200.10after backups enabled for an organization nam&tyOrganization

the address undekogin pagen the organization details will be displayed as:
https://10.200.200.10/org/MyOrganization

In Public URLspecify how the URL of the backup serviceegpp on the public side of a firewall, load
balancer, NAT/reverse proxy, and other network components that you may have in front of your
infrastructure. The URL must include either an external IP address or a valid DNS name that can be
resolved by the usat DNS servers.

For examplehttps://www.backup.example.com/

After this public URL is specified, the backup service addred&yforganizationwill look as follows:
https://www.backup.example.com/org/MyOrganization

1.6.1 Managing system backup plans
What is a backup plan?

A backup plan is a set of rules that defines how to protect virtual machines. The rules include the
backup schedule, retention rules, and backup options such as protecting backups with a password.

The bakup service users create backup plans and apply them to their virtual machines.

What is a system backup plan?

In order to assist the backup service users, a system administrator can createoeasy backup
plans, called system backup plans.

When enablig backup for an organization, the system administrator specifies which of the system
backup plans will be available to the organization users. The users can apply these backup plans to
their virtual machines but cannot delete them or change their schednteretention rules.

The following table lists the system backup plans that are initially delivered with the software.

Name Schedule Retention period
Daily Every day at 22:00 1 week

Weekly Every Friday at 22:00 4 weeks
Monthly Every 4veeks on Friday at 22:00 48 weeks

These backup plans start at 22:00 according to the time settings of Agent for VMware. The dates and
times shown to a user are adjusted to the time zone of the user's machine. Therefore, users located
in different time zaes may see different times although the schedule is the same.

Operations with system backup plans

A system administrator can edit the system backup plans, create new ones, and delete existing
backup plans.

To create or edit a system backup plan

Important: Editing a system backup plan will affect all organizations for which you made this backup plan
available.

1. Log in to the service.
2. Click theSettingstab.



7.

ClickSystem backup plans

Depending on what you want to do, cliCkeateor select the backup plan to edit, and then click
Edit

InName type the name of the backup plan. The name must differ from names of other backup
plans in the list.

Specify theschedule and retention rulgg. 52) for the backup plan.

Details.Because a system backup plan can be distributed across many organizations, you cannot
enable backup options (such as encryption or notifications) when creating or editing the plan.
Instead, you can enable different backup optionsacteorganization where the plan is available.
To enable backup optionswitch to a specific organizatidp. 30), select the plan in the list, and
then clickSet options Organization users can also enable lzargge these options.

ClickOK

To make a new system backup plan available for an organization

1.
2.
3.
4.

On theOrganizationdab, select the organization, and then clicknfigure
ClickSystem backup plans

Select the check box for the plan.

ClickOK

Clearing the check box for a system backup plan has the same effect as deleting a system backup
plan, but only within the selected organization.

To delete a system backup plan

Caution:As a result, backups will no longer run on the machines tohithe backup plan was applied, until
users apply different backup plans to the machines.

I A

Log in to the service.

Click theSettingstab.
ClickSystem backup plans
Select the backup plan to delete.
ClickDelete.

Confirm your decision.

1.7 Generating usage reports

Usage reports provide historical data about using the backup service. The following reports are
available:

-

A

Selected organization

This report contains statistics for a given organization. It can be used to charge organizations for
the backup service.

All organizations

This report contains statistics for all organizations that used the backup service in the reporting
period (includng organizations for which the backup service is currently disabled).

Report forAcronis

This report contains the same information as the report for all organizations with the addition of
your company name and contactneail.



Reporting parameters

The values of all parameters are checked every day at 23:55 according to the time settings of vCloud
Director. The report uses the values as they were at that time.

The report includes the following parameters for the organization:

Number of protected VMsThe total number of protected machines (that is, the machines to
which backup plans are applied), no matter whether backups of those machines exist

Storage usageThe total size of all backups in the backup storage (in gigabytes). This parameter
may be e&cluded from the report, depending on the backup service settings.

Backedup data The total amount of data that was backed up. This amount includes the initial
content of the virtual machine disks and the subsequent incremental changes to that content.

Ower quota: The amount of data that exceeds the quota set for the organization (in gigabytes)

Disk size of protected VMsThe total size of hard disks of the protected machines (in gigabytes),
regardless of the occupied space on those disks

RAM size of proteted VMs The total amount of memory of the protected machines (in
gigabytes)
CPU number of protected VM3 he total number of CPUs of the protected machines

To generate a usage report

1.
2.
3.

Log in to the service.
Click theOrganizationgab.

If you want to generate a report for an organization, select the organization. Otherwise, skip this
step.

ClickGenerate report and then cliclSelected organizatiopAll organizationsor Report for
Acronis

In Period select the reporting period:

-

A Qurrent calendar month The report will include data from the first day of the current month
up to the current day (when generating the report after 23:55) or up to the previous day
(when generating the report before 23:55).

A Previous calendar monthThe report will include data for the previous month. For example,
in April you will get a report for the time interval from Marthhrough March 31.

A Custom period The report will include data for the time interval that you specify.

When generating aeport for Acronis, skip this step. The report type will be sdD#ily
statistics

Otherwise, inType select the report type:

A Dalily statistics The report will include the values of the reporting parameters for each day of
the reporting period. The regt also includes theummary the minimum, maximum, and
average values of each of the reporting parameters throughout the period.

A Summary report TheSelected organizatiomeport will include only the summary (see the
previous option). Th&ll organizatonsreport will include average values throughout the
reporting period for each organization.

ClickOK The report will appear in a separate browser window or tab.

[Optional] To print the report, clicRrint. To save the report as a comreaparated valuegcsv)
file, clickSave as .csv file

If you generated a report for Acronis and want to send it:
a. ClickSend toAcronis



b. If prompted, provide the name of your company and contactal address.

Tip. The software can remember these settings so that you do not have to enter them every
time. Refer to "Usage report for Acronis"@onfiguring the backup servicg. 31).

c. [Optional] If you want to automate sending the s, select theAutomatically send usage
reports to Acronison the first day of each montitheck box.

1.8 Viewing audit logs

The backup service includes an audit log, which records operations performed by users.

System and organization administrators have a view into the log scoped to their area of control.

To view the audit log

1. Login to the service.

2. Click thelLogstab.

A system administrator can use the audit log for troubleshooting. Thewlsa view details of a

failed task orcollect the loggp. 36), along with other Agent for vCloud information, and send those
for investigation to Acronis technical support.

1.9 Collecting logs

The log collection tool saves the log files of Agent for vCloudsysiafo.zip  file. This file is
required when you contact Acronis technical support.
To collect logs by using the web interface
1. Login to the service.
2. ClickHelp->Collect logs
3. If prompted by your web browser, specify where to save the file.
If you cannot log in to the service because of a web server problem, you can collect logs by using a
script.
To collect logs by using a script
1. Login as a @t user to the machine with Agent for vCloud. The default credentials are:
A User nameroot
A PasswordDefaultO (casesensitive)
2. Run the following command to start the log collection tool:
/opt/acronis/vcd - agent/bin/sysinfo.sh
3. Specify tle user name and password of a vCloud Director system administrator.
4. Specify where to save the file.

5. After the file is saved, copy it from the agent machine to an appropriate location by using, for
example, thesftp tool.

1.10 Advanced cases

Thissection describes how you can use Acronis Backup Advanced for vCloud in more advanced cases.



1.10.1 Disaster recovery of physical machines to vCloud

If an organization backs up its physical machines by using Acronis Backup, you can allow the
organkation to store the resulting backups in their Acronis Backup Advanced for vCloud backup
storage.

To do this, expose the backup storage as a network share and let the organization administrator do
any of the following:
1. Back up the physal machines directly to the backup storage.

2. Replicate or move backups of physical machines to the backup storage, as part of Acronis Backup
backup plans.

3. Export the backups from their original location to the backup storage.

As a result, the organizath administrator will see the backups of physical machines in the Acronis
Backup Advanced for vCloud interface. In case of a disaster, the organization administrator will be
able to recreate a physical server as a virtual machine in their vCloud orgamizati

1.10.2 Setting up deduplication

This section describes how to set up a storage in which data will be deduplicated across all
organizations, but users will see only backups from their organization.

Important Read thé'Deduplication best practicesection of the Acronis Backup Help before setting up
deduplication.

Deduplication is supported by Acronis Backup Storage Node. The storage node requires a machine
with the following configuration:

A Multi-core processor withtdeast 2.5 GHz clock rate

A At least 8 GB of RAM

A A 64bit Windows operating system

When using deduplication, consider changing glueta setting(p. 31) from Storage usagéo

Backedup data because the storage usage statistior a single organization cannot be separated in
this case.

To set up deduplication

1. On the machine that will act as the storage node, run the setup program of Acronis Backup
Advanced.

2. Install the storage node as described in tiBetting started with a storage noda®ection of the
Acronis Backup Help.

3. Create a number of user accounts on the storage node, one account per organization. Make sure
that these accountsre not members of the Administrators group.

4. Createa single vaultwith deduplication, as described in thi€reating a managed centralized
vault" section of the Acronis Backup Help.

To specify the backup storage
Whenenabling backup for an organizati¢m 28):

1. Specify the vault in thbsp://ServerX/VaultNameformat (for example:
bsp://StorageNode/Backups).

2. Specify the user account for that organization.



1.10.3 Changing the backup storage

vCloud system administrators can change the backup storage assigned to an organization.

If the storage device runs out of free space and cannot be upgraded, you may want to migrate some
or all of the backup storages to a new device. Besides changin¢ptlage paths, you need to move

the previously created backups to the new location. Otherwise, these backups will not be available to
the organization users. While the backups are being moved, all operations that require access to the
backup storage must baisabled. Access to other backup storages located on the same device may
slow down. For these reasons, we recommend notifying the organization users about the upcoming
maintenance.

The following steps are required to migrate backups storages to a netiolockor easier access to
both the management server and the backup service interface, we recommend that you perform
these steps on the management server machine.

Disabling user access to the service
1. Login to the service and click t¥ganizationgab.
2. Select the organization to change the backup storage for, and thenGuickgure

3. OntheUser privilegedab, clear theLog in to the backup servicgheck box. ClicdkKto confirm
the changes.

This will prevent the organization usefirom using the backup service while you are changing the
backup storage. (The currently loggedusers will remain logged in until they log out or until
their vCloud session is timed out.)

4. Repeat steps-3 for every organization for which the backup storage will be changed.

Disabling the backup plans
1. Connect the console to the management ser{erl?).
2. ClickBackup plans and tasks

3. Disable all backup plans that are applied to the organization's virtual machines by selecting each
of the backup plans and then clickiBisable

Tip. A backup plan's name starts with the name of the organization. You can filter the backup
plans by typingheir names in the field below thdamecolumn's header.

The management server names backup plans by using the following

template: %0OrgName%_%BackupPlanOwner%_%BackupPlanNamwe&re%OrgNameis the name of
an organization%BackupPlanOwnerds the nameof the backup plan owner as it is displayed in the
Acronis Backup Advanced for vCloud interface,%aBackupPlanName% the name of the backup plan as
it is displayed in the Acronis Backup Advanced for vCloud interface. For eXdytg, OrgUser_Daily.

4. Repeat steps-3 for every organization for which the backup storage will be changed.
5. If any of the disabled backup plans are running, wait until all of them stop.
Tip. You can inspect backup plaiEgecution statego see if it is currently running.

Moving the backups
1. Move an organization's backup storage to the new storage device.

Important. All of the folders and files in the backup storage must be moved. This operation may
be time consuming.

2. Repeat step 1 for every organization for which the backup storage will be changed.

Changing the backup storage
1. Log in to the service (if logged out) and click @rganizationgab.



2. Select the organization to change the backup storfagend then clickConfigure

3. InBackup storagespecify the path to the new backup storage. If authentication is required to
access the folder, specify the credentials of a user account that has read/write permissions for
this folder.

4. Repeat steps-3 forevery organization for which the backup storage will be changed.

Enabling the backup plans

1. Connect the console to the management ser{erl?) (if not connected).

2. ClickBackup plans and tasks

3. Enable the previously disabled backup plans by selecting each of the backup plans and then
clickingenable

Enabling user access to the service

1. Login to the service (if logged out) and click @rganizationgab.

2. Select the organization for which the backup storage has been changed and theDocifigure

3. On theUser privilegedab, select theLog in to the backup serviagheck box. Clic®Kto confirm
the changes.

4. Repeat steps-3 for every organizatiorof which the backup storage has been changed.

1.10.4 Integration with third -party systems

The backup service can be integrated with thparty systems such as automation tools or
management portals by using Acronis Backup Agent for v@&&lidThe API Reference Guide is
available by request.

1.11 Security and customization

This section describes how to change the security certificates that are used by the service, and how
to customize the user interface.

1.11.1 Changing the SSL certificate

Agent for vCloud uses a Secure Socket Layer (SSL) certificate to provide encryption for the web
interface. By default, the agent uses a s®tfned certificate that is the same for all copies of Acronis
Backup Advanced for vCloud worldeid

With the default certificate, users who log in to the service will see a security alert similar to the
following:

The site's security certificate is not trusted!

You attempted to reach . but the server presented a certificate izsued by an entity that is not
trusted by your computer's operating systerm. This may mean that the server has generated its own security
credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept your
comrmunications.

You should not proceed, especially if you have never seen this waming befare for this site

Proceed anyway Back to safety

PHelp me understand

We recommend that you change the default certificate to your own certificate before you allow wide
use of the service.



To change the SSL certificate

1.

Make sure that you have a .pem file with your certificate. You can buy a certificate from a
certificate authority (CA) or create a certificate by using a tool sudpesssl| .

Copy the .pem file to the machine with Agent for vCloud. You can place tiretfile
lopt/keystore folder.

On the machine with Agent for vCloud, edit tletc/lighttpd/conf.d/vcda_https.conf

configuration file and specify the file name of your certificate. For example, the configuration file
may look like:

$SERVER['socket"] == "4  43"{

ssl.pemfile = "/opt/keystore/my_certificate.pem"
ssl.engine = "enable"

}

Depending on the certificate, you may need to specify other parameters in the configuration file.
For details about specifying SSL certificatefer to the following Lighttpd Wiki article:
http://redmine.lighttpd.net/projects/1/wiki/Docs_SSL

Restart the web server by running the following command:

service lighttpd restart

1.11.2 Changing the logo and customizing the interface

The look of the web interface is based on the Cascading Style Sheets (.css) files. By changing the
custom.csdile, you can customize the interface appearance. For example, you can change the logo
or the colors of the background, text, and buttons.

This setion describes how you can replace the Acronis logo with your company's logo.

Requirements for the logo files

Location

Format Recommended size

Login page

PNG, JPG or GIF

160px x 72px

Main interface

PNG, JPG or GIF

160px x 72px

Browser tab (the
favicon)

ICO

16px x 16px

To change the logo

1. Prepare the logo files according to the requirements above.

2. Copy the logo file (or files) to the machine with Agent for vCloud.

3. On the machine with Agent for vCloud, edit the

/opt/acronis/vcd -agent/client/custom/custom.cssfile as follows:




a. The.login-headerlogoand.headerlogo class selectors define the logo on the login page
and in the main interface, resptdeely. Replace the logo file paths in thackground
property with the new paths.

/* Logos */

.header .header-logo {
e url("../resources/images/logo_main_interface.png") no-repeat -29px -12px;

: 0z
n-top: 0;
11 123px;
ht: 43px;

}
.login-header-logo {
d:2 url("../resources/images/logo_login_page.png") no-repeat Opx -12px:;

1 —26px;
n-top: 0;

11 154px;
1t: 43px:;

b. If alogo size differfrom the recommended values, do any the following:

A Adjust its position by changing the values of beekgroundproperties.

A Adjust the position and the size of the container that stores the logo (by changing the
width, height, margin-left, andmargintop properties) in the corresponding class
selectors.

c. If necessary, you can align the product name with the logo by changingdhgintop and
paddingleft property values in theheaderproduct-nameclass selector. To move the
product name furtker to the right, create dogin-headertext.prefix_2 class selector with the
paddingleft property.

d. Save the file.

4. To change the image shown on the browser tab, replace the
lopt/acronis/vcd -agent/client/favicon.icofile with the new file

No web serverastart is needed for the changes to take effect. To see the changes in the currently
open webpages, press CTRL+F5 in the browser (or otherwise clear the browser cache).



2 User's Guide

2.1 About the backup service

This service enables backup and recovery of virtual machines managed by VMware vCloud Director.

The service is available through a web interface. To log in to the backup service, use your vCloud
Director credentials.

What yau can do after logging in depends on the settings made by a system administrator for your
organization. Due to these settings, some of the operations described in this guide may be not
available to you.

2.2 Supported web browsers

A Google Chrome 12 or later

A Mozilla Firefox 12 or later

A Windows Internet Explorer 9 or later

A Safari 5 or later running in the Mac OS X and iOS operating systems

In other web browsers (including Safari browsers running in other operating systems), the user
interface might be displayed incorrectly, or all functions might not be available.

Make sure that JavaScript is enabled in the browser.

The screen resolution for displaying the graphical user interface must be 1024x768 or higher.

2.3 Installing VMware Tools

We recommend installing VMware Tools on all virtual machines which you are planning to back up in
the poweredon state.

Installing VMware Tools is a common requirement for backing up at a hypervisor level. The backup
service uses VMware Toolsdreate a timeconsistent backup of the machine. All data will be backed
up as it was at the moment when the backup started, even if the data changes while the backup is
running.

To install VMware Tools on a virtual machine

1. Log in to v@ud Director.

2. Inthe list of virtual machines, examine th®ware Toolscolumn for the virtual machine. This
column is hidden by default.

3. If this column showslot installed install the most recent version as follows:

a. Power on the machine.

b. Rightclick the machine and then clithkstall VMware Tools

c. Follow the onscreen instructions.
For information about installing VMware Tools in a specific operating system, refer to the following
VMware knowledge base article:

http://pubs.vmware.com/vceb1/topic/com.vmware.vcloud.users.doc_51/GUAD826E7F FIF489
GBODB17C7D742B1AF.html



2.4 Basic operations

This section describes typical usage of the backup service.

2.4.1 Logging in to the service
You can logn to the backup service under the following conditions:

A A system administrator has enabled use of the service for your organization.

A [For nonadministrative users] Your organization administrator has enabled use of the service for
your account.

To log in to the backup service

1. Go to the login page of the backup service. The URL of the login page looks like:
https://backup.example.com/org/ <Organization name>

If you are unsure about the address of the login page, contact the system administrator or the
organization administrator.

2. Type the user name and password of your vCloud Director account.
3. ClickLog in

2.4.2 Backing up virtual machines

The virtual machines that you can back up are listed on the organization tab.

IMyOrganizationl Backup storage Backup plans Settings Logs

All virtual rachi...

VAppS [l wName wApp name Latest backup Protection status Backup plan
% wAppl 0o v wApP1 08/21/2013 4.57 PM Mot protected
8 vApp2 [ vz APl 8/20/2013 2:02 P Mot protected
| — T whpp! 08/204/2013 407 P4 Mot protacted

ThevAppslist shows all vAppshat you own. Théll virtual machinedist shows all virtual machines
from those vApps. (An organization administrator sees all vApps and virtual machines in the
organization.)

Starting a backup

Select one or more virtual machines that you want to backamg, then clickBack up now

MyOrganization Backup storage Backup plans Settings Logs

All virtual rachi... Apply backup plan Recaver : : il g VM1

VApps ] Name YApPp Narme Latest backup Protection status Backup plan
Machine details
8 vapp! 0 v wApPl 08/21/2013 4:57 PM Mot protected
Cornputer
B8 var2 0o wMe wipp 08/20/2013 4:02 PR Mot protected nare 1
I - wAppl 08/20/2013 4:07 PM Mot protected Microsoft Windows

(oY ¥P Professional (32-

If you want backups to run on a schedweply a backup pla(p. 44) instead.

Monitoring a backup

A backup may start with a delay, depending on the backup service load.



When the backup starts, you can see its progress in the machine details area on the right.

MyQOrganization Backup storage Backup plans Settings Logs

All virtual machi... Stap backup Recover file evoke backup pla g VM1

VAppS [ Name VApp name Latest backup Protection status Backup plan
Backing up...
B vAppl 0 wvien wApPl 08/21/2013 4:57 PM Backing up.. 0% comnpleted... L
88 vaprez [ v vhppl 08/20/2013 4:02 PM Nt protacted Machine details
| - U E wAppl 08/20/2013 4:07 PM Mot protected Cornputer

W1
narne

The number of machines that are backed up simultaneously and the order in which they are backed
up are defined by the backup service.

If you need to stop the backup on a specific machine, select the machine, and theBtapdsackup
or click the stop buttons) near the progress bar.

Viewing the result

Once a virtual machine is successfully backed up, the newly created backup appeaBadokigs
column on theBackup storageab.

MyOrganization |Backup storage| Backup plans Settings Logs
Recover Recover files Delete Refresh g WM

Machine name vApp name Storage usage Y

Backups
B VM vApp! 4277 KB

08/21/2013 4:55 PM

2.4.3 Applying a backup plan

Applying a backup plan to a virtual machine enables you to automate creating and deleting the
machine's backups.

Depending on how the b&op service is configured, you may be able to create your own backup
plans, apply backup plans shared by the system administrator, or both.
To apply a backup plan to virtual machines

1. Select one or more virtual machines in thk virtual machinedist, or select an entire vApp in
the vAppslist. If you select an entire vApp, the backup plan will be applied to all machines in the
vApp and to any new machines that appear in the future.

2. ClickApply backup plan

MyOrganization Backup storage Backup plans Settings Logs

All virtual mac... eaaelicell ey | Pecoveriles soe e g YM1

VAppS [F] Name VApp name Latest backup Protection status
Machine details
5 vippt 0 v wAppl 08/21/2013 4:57 PM Mot protected
% vApp2 Cornputer W

O vz vAppl 08/20/2013 4:02 Pk Mot protacted namea

]
O 03 wvms wAppl 082072013 4:07 PM Mot protected Microsoft
o3 Windows XP

Professional {32-




3. Select the backup plan that you want to apply to the machines. For example, Bealbct

Apply Backup Plan
VM1

Backup plan: Draily -

Schedule:
Run every day at 05:00

Retention rules:

Keep backups for 1eek(s)
Backup options
Encryption: Disabled
Notifications: Disabled
Exclusions: Not specified
VSS: Enabled

Cancel

A backup plan contains the following instructions for the backup service:
A ScheduleWhen and how often to do backups.
A Retention rules:How long to store the backups.
A Backup optiongp. 53).
4. ClickOK

The name of the applied backup plan appears inBaekup plarcolumn. If another backup plan
was previously applied to the machine, that backup plan is revoked.

Tips on usage
A TheProtection statuscolumn shows whether the latest backup has completed successhHy (
or failed Error).

A Should you need to restart a failed backup, select a machine andaatkup now The machine
will be backed up according to the backup plan settings. However, the retention rules will not be
applied this time.

A Change a backup plan to one with a differ&mcryptionsetting (including different password)
only if it is really necessary. This operation is allowed, but it may cause some inconveniences. For
details, refer to "Consequences of changing encryptiofiEditing a backup plar(p. 55).

2.4.4  Overwriting a virtual machine with its backed -up version

This recovery procedure can be easily run diréctyg the organization tab.

Overwriting a machine means that only the content of its original disks is ottemv The content of

hard disks that were added after the backup will remain the same. The machine settings, such as CPU
and memory settings, and the MAC addresses (also known as physical addresses) of the network
adapters are also preserved.

A machine hat was renamed or moved to a different vApp is considered a new machine. To
overwrite it, you need a backup that was created after renaming or moving the machine. If you need
to use an older backup, proceed as describetRiacovering a virtual machingj. 46).



Setting up the recovery
1. On the organization tab, select the machine that you want to recover, and therRembver

MyOrganization Backup storage Backup plans Settings Logs

All virtual machi... Apply backup plan Back up now Recover files Revoke backup plan g VM1

VAppS [F] Name vApp name Latest backup Protection status Backup plan
Backup plan
8 vApp! UV whpp] 0872142013 457 PM W OK Daily
8 vApe2 0 @ vMe APl 08/20/2013 402 PM Mot protected Na’gal
aily
B 3 vMs Ik whpp! 08/20/2013 4:.07 PM Mot protacted Schedule:

Run every day at 05:00

2. InRecovery pointselect the date and time to which the machine will be recovered. By default,
the latest recovery point will be used.

Recover Virtual Machine

VM1

Recovery point: 08/2172013 4:55 PM -

[[] Power on the virtual rachine after recovery

Cancel

If the vApp no longer has one or more networks that were used by the bagkedachine, you
are prompted to map the network adapters of the virtual machiaette networks of the vApp.

3. [Optional] Select th&ower on the virtual machine after recovemheck box.
4. ClickOK

Monitoring the recovery progress

When the recovery starts, the machine will have Becoveringprotection status. The progress of
recoveryis shown in the machine details area on the right.

MyOrganization Backup storage Backup plans Settings Logs
All virtual machi... Stop recovery  Recover file Revoke backup p I;l VM
VAppS [l Name vApp name Latest backup Protection status Backup plan
Recovering..
3 vAppt 3 vhi wAppi 08/21/2013 4:57 PM Daily 0% cornpleted.. | |
B vAppz [ 3 wmez whppl 08/20/2013 4:02 PM Mot protected Backup plan
| - U E wAppl 08/20/2013 4:07 PM Mot protected
Marne

If you need to stop the recovery, click tB¢op recovenyutton or the stop button§) near the
progress bar. The original machine will likely become corrupted.

After the recovery is completed, the information about its success or failure is shown in the machine
details area.

2.4.5 Recovering a virtual machine

This is a common recovery procedure. Unlike overwriting an existing virtual machine, this enables you
to recover a deleted virtual machine, create a new virtual machine by recovering it from a backup,
and change the machine's network settings.










































