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1 Introducing Acronis Backup & Recovery 11.5

1.1 What's new in Update 2

A Support forvolume subscriptions to Acronis Backup & Recovetin®(p. 236).
A Support for WinPE 5.0.

1.2 What's new in Update 1

Improvements added in build 37975

A Basic support for Windows 8.1.

A Installation of Acronis Backup & Recovery 11.5 in the trial mode without a license key.

A Upgrade from a standlone product to the advanced platform without reinstalling the software.

Basic support for Windows &. 30)

A Install Acronis Backup & Recovery 11.5 in Windows 8.

Boot a machine from bootable media that is based on WinPE 4.

Use bootable media on a machine where UEFI Secure Boot is enabled.

Back up and recover storage spaces.

Back up and recover (at a disk levaluwnes where the Data Deduplication feature is enabled.

Other

A Completelydisable backup catalogir(g. 79).

A Save a Disaster Recovery Riar87) to a local or network folder, inddition to sending it via
e-mail.

A Enable VSS Full backip100) to truncate logs of VS8wvare applications after a didkvel
backup.

A Boot a UEFI machine from bootable media thatdsed on 64it WinPEp. 178).

A Add the%description%variable (the description shown in system properties of a Windows
machine) to thee-mail natification subjectp. 93).

> > > > >

1.3 What's new in Acronis Backup & Recovey 11.5

The following is a summary of the product's new features and enhancements.

Support for various types of storage
AcronisOnline Backup Storage

A Replicating or moving backups to Acronis Online Backup St(pad®.

A The GrandfatheFatherSon and Tower of Hanoi backup schemes are now available when
backing up to Acronis Online Backup Storage.

Bootable media

A New Linux kernel version (3.4.5) in Lirhased bootable media. The new kernel makesbfeiter
hardware support.



Usability
A Support for 800x600 screen resolution.

1.4 Acronis Backup & Recovery 11.5 components

This section contains a list of Acronis Backup & Recovery 11.5 components with a brief description of
their functionality.

Components for a managed machine (agents)

These are applications that perform data backup, recovery and other operations on the machines
managed with Acronis Backup & Recovery 11.5. Agents require a license to perform operations on
each managed machin@gents have multiple features, or adds, that enable additional

functionality and so might require additional licenses.

Console

The console provides Graphical User Interface to the agents. Usage of the console is not licensed. In
standalone editions ofAcronis Backup & Recovery 11.5, the console is installed together with the
agent and cannot be disconnected from it.

Bootable Media Builder

With Bootable Media Builder, you can create bootable media in order to use the agents and other
rescue utilities ira rescue environment. In staralone editions of Acronis Backup & Recovery 11.5,
Bootable Media Builder is installed together with the agent. Alladsl to the agent, if installed, will
be available in a rescue environment.

1.4.1 Agent for Windows

This agent enables digével and filelevel data protection under Windows.

Disk backup

Disklevel data protection is based on backing up either a disk or a volume file system as a whole,
along with all the information necessary for thparating system to boot; or all the disk sectors using
the sectorby-sector approach (raw mode). A backup that contains a copy of a disk or a volume in a
packaged form is called a disk (volume) backup or a disk (volume) image. It is possible to recover
disks or volumes as a whole from such backup, as well as individual folders or files.

File backup

Filelevel data protection is based on backing up files and folders residing on the machine where the
agent is installed or on a network share. Files can bevexedl to their original location or to another
place. It is possible to recover all files and folders that were backed up or select which of them to
recover.

Other operations
Conversion to a virtual machine

Agent for Windows performs the conversion by recovering a disk backup to a new virtual machine of
any of the following types: VMware Workstation, Microsoft Virtual PC, Citrix XenServer Open Virtual
Appliance (OVA) or Red Hat Kerhated Virtual Machine {¥V). Files of the fully configured and



operational machine will be placed in the folder you select. You can start the machine using the
respective virtualization software or prepare the machine files for further usage.

Disk management

Agent for Windows idades Acronis Disk Director Lita handy disk management utility. Disk
management operations, such as cloning disks; converting disks; creating, formatting and deleting
volumes; changing a disk partitioning style between MBR and GPT or changing bealisialabe
performed either in the operating system or using bootable media.

1411 Universal Restore

The Universal Restore adoh enables you to use the restore to dissimilar hardware functionality on
the machine where the agent is ind&d and create bootable media with this functionality. Universal
Restore handles differences in devices that are critical for the operating systerugtatich as
storage controllers, motherboard or chipset.

1.4.2 Management Console

Acronk Backup & Recovery 11.5 Management Console is an administrative tool for local access to
Acronis Backup & Recovery 11.5 agent. Remote connection to the agent is not possible.

1.4.3 Bootable Media Builder

Acronis Bootable Media Builder is adiflsated tool for creatindpootable medigp. 246). The media
builder that installs on Windows can create bootable media based on either Windows Preinstallation
Environment, or Linux kernel.

TheUniversal Restoré. 10) add-on enables you to create bootable media with the restore to
dissimilar hardware functionality. Universal Restore handles differences in devices that are critical for
Windows startup, such as storage controlleraptherboard or chipset.

1.5 About using the product in the trial mode

Before buying an Acronis Backup & Recovery 11.5 license, you may want to try the software. This can
be done without a license key.

To install the product in the trial magl run the setup program locally or use tt@mote installation
functionality. Unattended installation and otherays of installatiorare not supported.

Limitations of the trial mode
When installed in the trial mode, Acronis Backup & Recovery 11.5 héslittheing limitation:
A The Universal Restore functionality is disabled.

Additional limitations for bootable media:

A The disk management functionality is not available. You can try the user interface, but there is no
option to commit the changes.

A The recovery functionality is available, but the backup functionality is not. To try the backup
functionality, install the software in the operating system.



Upgrading to the full mode

After the trial period expires, the product GUI displays a notificatémuesting you to specify or
obtain a license key.

To specify a license key, clidklp>Change Licens@. 215). Specifying the key by running the setup
program is not possible.

If you have activated a trial oupchased subscription for thenline backup servicgp. 223), online
backup will be available until the subscription period expires, regardless of whether you specify a
license key.

1.6 Supported file systems

Acronis Backup & Recovery 11.5 can back up and recover the following file systems with the
following limitations:

A FAT16/32

A NTFS

A ReFSvolume recovery without the volume resize capability. Supporteéd/indows Server
2012/2012 RZp. 30) only.

A Ext2/Ext3/Ext4

A ReiserFS3particular files cannot be recovered from disk backups located on Acronis Backup &
Recovery 11.5 Storage Node

A ReiserFS4volume recovery without the volume resize capability; particular filrmot be
recovered from disk backups located on Acronis Backup & Recovery 11.5 Storage Node

A XFS volume recovery without the volume resize capability; particular files cannot be recovered
from disk backups located on Acronis Backup & Recovery 11.5 Sikodge

A JFS particular files cannot be recovered from disk backups located on Acronis Backup &
Recovery 11.5 Storage Node

A Linux SWAP

Acronis Backup & Recovery 11.5 can back up and recover corrupted-supparted file systems
using the sectoeby-sector gpproach.

1.7 Technical Support

Maintenance and Support Program

If you need assistance with your Acronis product, please ¢tpo’/www.acronis.com/support/

Product Updates

You can download the latest updates for all your registered Acronis software products from our
website at any time after logging into yoAccount(http://www.acronis.com/my> and registering
the product. Se&egistering Acronis Products at the Webs(tdtp://kb.acronis.com/content/4834
andAcronis Website User Guid@ttp://kb.acronis.com/content/812§.



2 Getting started

4" Step 1. Installation

@ These brief installation instructions enable you to start using the product quickly. For the
complete description of installation methods and procedures, please refer tdrtbiallation
documentation

Before installation, make sure that:

A Your hardware meets thgystem requirements

A You have license keys for the edition of your choice.

A You have the setup program. You can download it fromAtinis Web site
To install Acronis Backup & Recovery 11.5

Run the Acronis Backup & Recovery 11.5 setup program and follow thereen instructions.

V%

< Step 2. Running

Run Acronis Backup & Recovery 11.5 by sele¢¥gAcronisBackup & Recovery 11ffom the
Startmenu.

@ For understanding of the GUI elements $Eksing the management consol&. 13).

=8 Step 3. Bootable media

To be able to recover an operating system that fails to start, or deploy it on bare metal, create
bootable media.

1. Select® Tools > Create bootable median the menu.
2. ClickNextin the welcome screen. Keep clickiNgxt until the list of components appears
3. Proceed as described Thinuxbased bootable medialp. 173).

Step 4. Backup

|
. Back up now(p. 34)

ClickBack up nowto do a onetime backup in a few simple steps. The backup process will
start immediately after you perform the required steps.

To save your machine to a file:

UnderWhere to back upclickLocation and select the lcation where the backup will be
saved. ClicloKto confirm your selection. ClicRKat the bottom of the window to start the
backup.

Tip. Using the bootable media, you can do-biffe ("cold") backups in the same way as in the
operating system.

Create backup plafp. 34)



Create a backup plan if you need a ldagn backup strategy including backup schemes,
schedules and conditions, timely deleting of backups, or moving them to different locations.

Step 5. Recovery
4

Recover(p. 103
To recover datayou need to select the backagp data and the destination the data will be
recovered to. As a result, a recovery task will be created.

Recovery of a disk or volume over a volume locked by the operating system requires a reboot.
After the recovery is cometed, the recovered operating system goes online automatically.

If the machine fails to boot or if you need to recover a system to bare metal, boot the
machine using the bootable media and configure the recovery operation in the same way as
the recovery tak.

Q Step 6. Management

TheNavigationpane (at the left part of the console) enables yownawvigate across the product

views that are used for different administering purposes.

A Use theCl Backup plans and taskdew to manage ackup plans and tasks: run, edit, stop and
delete plans and tasks, view their states and progress.

A Use the # Alertsview to rapidly dentify and solve the problems.

A Use the = Logview to browse the operations log.

A The location where you store backup archives is dallault (p. 256). Navigate to the&
Vaults(p. 148) view to obtain information about your vaults. Navigate further to the specific
vault to view backups and their contents. You can also select the data to recover and perform
manual operations with backups (mounting, validating, deleting).

2.1 Using the management console

As soon as the console starts, the respective items appear across the console's workspace (in the
menu, in the main area with thé/elcomescreen, or in théNavigationpane) enabling you to
perform machinespecific operations.
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(\ Actions ¥ Tools¥ g Navigationv & Optionsv @ Help~ e yA(ronis (2)
Navigation J
L} H ’
— Welcome to 'localhost.localdomain
Short list ull list
The console is to the . Choose the action to perform or the tool to use.
4 & 1ocalhost.localdomain
 Backup plans and tasks Create backup plan a Recover
B vaults € &
<2 Mounted images
¥ Alerts .ﬁ Back up now

€
Log Y

Recent alerts (0 of 0) viewa

There are no alerts.

Recent activities

There are no items to show in this view.

)

Acronis Backup & Recovery 11.5 Management Consbl&elcome screen

Key elements of the console workspace
Name Description

o Navigationpane Contains theNavigationtree. Lets you navigate to the different views. For
details, seeNavigation panép. 14).

e Main area Here you configure and monitor backup, recovery and other operations. ~
main area displays views aadtion pagegp. 15) depending on the items
selected in the menu dXavigationtree.

e Menu bar Appears across the top of the program window. Lets you perform most o
operations available in Acronis Backup & Recovery 11.5. The menu item
changedynamically depending on the item selected in thiavigationtree
and the main area.

2.1.1 "Navigation" pane

The navigation pane includes theavigationtree.

Navigation tree

TheNavigationtree enables you to navigate across the program views. You can choose between the
Full listor the Short listof views. TheShort listcontains the most frequently used views from the
Full list

TheShort listdisplays

A % [Machine name] This is the root of the tree also callei\selcomescreen. It displays the
name of the machine the console is currently connected to. Uisevibw for quick access to the
main operations, available on the managed machine.



A B Backup plans and task&Jse this view to manageabkup plans and tasks on the
managed machine: run, edit, stop and delete plans and tasks, view their progress.

A B vaults Use this view to manage personal vaults and archives stored in there, add new
vaults, rename and delete the existing ones, validate vaults, explore backup content, perform
operations on archives and backups, etc.

A ¥ Alerts. Use this view to examine warning messages for the managed machine.

TheFull listadditionally displays

A <= Disk managementUse this view to perform operations on the machine's hard disk
drives.

A Log Use this view to examine information on operations performed by the program on
the managed machine.

A <2 Mounted images This node is displayed if at least one volume is mounted. Use this view
to manage mounted images.

Operations with pane

How to expand/minimize panes

By default, theéNavigationpane appears expanded. You might need to minimize the pane in order to

free some additional workspace. To do this, click the cheh The pane will be minimized and

the chevron changes its directi. Click the chevron once again to expand the pane.

How to change the panes' borders

1. Point to the pane's border.

2. When the pointer becomes a doubleaded arrow, drag the pointer to move the border.

2.1.2 Main area, views and action pages

The main area is a basic place where you work with the console. Here you create, edit and manage
backup plans, recovery ks and perform other operations. The main area displays different views
and action pages according the items you select in the menNawigationtree.



2121 Views

A view appears on the main area when clicking any item ilN#nggationtree inthe Navigation
pane(p. 14).

4 Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Connection) as Administrator@ MYMACHINE || E) @
G ©connect~ G Actions~ §8Tookw [ Navigation— & Options~ (i Log~ @ Help~ 4) pcronis @
Navigation «

Log

Short list  Full list
Browse the log of the Acronis Backup & Recovery 11.5 operations.

4 .4 MyMachine

Display: Activities v  All available v
) B s Q_ Details Bg Save selected tofile [ Save all tofile 3¢ Delete all
& Vaults
B} Tape management Activity Backup plan  Task Start date
Q.» Disk management
€2 Mounted images © Cleaning up activity list - - 8/9/201211 ~
¥ Alerts © Running backup plan 'File Backup' File Backup  Full backup (‘once later' scheme)  8/10/20121
] Log ‘ 4 © Running backup plan 'Disk Backup' Disk Backup  Incremental backup (‘once later' s... 8/9/201211 =
O Cataloging data - Incremental backup (‘once later’ s... 8/9/201211
AP O Validating backup = Incremental backup (‘once later's... 8/9/201211
L. Local machine [MyMachine] ©) Backing up disk Disk Backup  Incremental backup (‘once later' s... 8/9/201211
. © Runnina backup plan 'Diskﬂl‘iackuo‘ Disk Backup _ Incremental backup (‘once later’s... 8/9/2012 l'i. a2

[ Log Details Backup

0A®
Type Date and time Message

There are no log entries to display.

O] Current activities

"Log" view

Common way of working with views

Generally, every view contains a table of items, a table toolbar with buttons, andfitrenation
panel.

A Usefiltering and sortingp. 16) capabilities to search the table for the item in question.
A In the table, select the desired item.

-

A In the information panel (collapsed by default), view the item's details. To expand the panel, click
the arrow mark ).

A Perform actions on the selected item. There are several ways of performing the same action on
selected items:

A By clicking the buttons on the table toolbar.
A By selecting the items in théctionsmenu.
A By rightclicking the item ad selecting the operation in the context menu.

Sorting, filtering and configuring table items
The following is a guideline to sort, filter and configure table items in any view.
To Do the following

Sort items by any column Click a column's header to sort items in ascending order.

Click it once again to sort items in descending order.



Filter items by predefined
column value

Filter items by entered value

Filter items by predefined
parameters

Show or hide table columns

2.1.2.2

In a field below the corresponding column's header, select the required v
from the dropdown list.

In a field below the corresponding column's header, type a value.

As a result you will see the list of values, fully or just partly coincide with {
entered value.

Click the appropriate buttons above the table.

For example, in th&ogview, you can filter the log entries by event type
(Error, Warning, Information) or by the period when the event occurFeat (
last 24 hoursFor last weekFor last three monthsor For custom periodl

By default, any table has a fixed number of columns that are shown, othe
are hidden. If required, you can hide the shown columns and show the hi
ones.

To show or hide columns
1. Rightclick any column header to open the context menu.

2. Click the items you want to be displayed/hidden.

Action pages

An action page appears in the main area when clicking any action item Actiomsmenu. It
contains steps you need to perform in order to create and launch any task or a backup plan.

@ Jo @ Connect~
Navigation
ort list Full list
4 4 MyMachine
) Backup plans and tasks |
& Vaults
B, Tape management
:_g Disk management
<2 Mounted images
¥ Alerts
Leg

Shortcuts

& Local machine [MyMachine]

* Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Connection) as Administrator@MYMACHINE

Actionsv

= |-
%) Acronis @

Tools» [ Mavigationw & Optionsv (@ Help~

Create backup plan
Create a backup plan to protect data on the selected machine.

What to back up

Remove ) Disks/volumes: Hide items (s

Remove €/ Disk1 MyMachine

| Where to back up
[0}

&) Show backup file naming, archive
How to back up

Backup scheme:

| simpte ~

Backups will be created regularly on schedule.
|] Start the task every 1 day(s) at 12:00:00 AM.

Retention rules: I]!‘. p backups indefinitely +

Plan parameters

©] Current activities

Action page- Create backup plan

Using controls and specifying settings

Use active controls to specify a backup plan or recovery task settings and parameters. By default,

such fields as credentials, options, commeats] some others are hidden. Most settings are
configured by clicking the respecti@owX links. Others are selected from the drdpwn list, or
typed manually in the page's fields.



| Where to back up

Action page- Controls

Acronis Backup & Recovery 11.5 remembers the changes you made on the action pages. For example,
if you started to create a backup plan, and then for any reason switched to andévemithout
accomplishing the plan creation, you can click Baeknavigation button on the menu. Or, if you

have passed several steps forward, clickBreevnarrow and select the page where you started the

plan creation from the list. Thus, you can penfothe remaining steps and accomplish the backup

plan creation.

M Acronis Backup & Recovery 11.5 - Conne:
@ E] € Connectv Actions*

Machine start page

Tape management

Disk management
Manage mounted images
Alerts

Backup plans and tasks
Back up now

Create backup plan

v Log

Navigation buttons

2.1.3 Console options

The console options define the way information is represented in the Graphical User Interface of
Acronis Backup & Recovery 11.5.

To access the console options, sel@gtions > Consoleptions from the top menu.

2.1.3.1 Alertdisplay options

The option specifies which alerts to show and which to hide inAtherts view.
The preset isAll alerts.

To show (hide) alerts, select (clear) the check boxes next to the respective alert types.

2.1.3.2 Credentials cache

The option specifies whether ttore the credentials entered while using the management console.
The preset isEnabled

If the option is enabled, the credentials for various locations that you enter during a console session
are saved for use during later sessions. In Windows, the otede are stored in the Windows
Credential Manager. In Linux, the credentials are stored in a special encrypted file.



If the option is disabled, the credentials are stored only until the console is closed.

To clear the credentials cache for the current user account, clickls@ credentials cachieutton.

2.1.3.3 Fonts

The option defines the fonts to be used in the Graphical User Interface of Acronis Backup & Recovery
11.5. TheMenu font setting afects the dropdown and context menus. Thpplication fontsetting
affects all other GUI elements.

The preset isSystem Defaulfont for both the menus and the application interface items.

To make a selection, choose the font from the respective cebbbaand set the font's properties.
You can preview the font's appearance by cliciBngwseto the right.

2.1.3.4  Pop-up messages

¢CKS a! OGAGAGASE bSSR LYGSNIOGA2YEé RALFT 23
This option defines whether to display a pop window when one or more activiserequire user

interaction. This window enables you to specify your decision, such as to confirm reboot or to retry

after freeingup the disk space, on all the activities in the same place. Until at least one activity

requires interaction, you can open fwindow at any time from the managed machine's welcome

screen. Alternatively, you can review the task execution states iB#o&up plans and tasksew
and specify your decision on each task in the information panel.

The preset isEnabled.
To make aelection, selectorclearthé¢ KS a! OGAGAGASE bBeslRbod y i SN OlGA2Y
¢tKS GaCSSRol O]l /2YFANNIGAZ2YE RALFE 23

This option defines whether to display a pop window with the information about your system
after an error occurs. You can send thioinfation to Acronis technical support.

The preset isEnabled.
To make a selection, selectorclearth& S G CSSRol O1 [/ ZhedkbawX | G A2y ¢ RAL f

Notify if bootable media is not created

This option defines whether to display a pop window when the management console is launched
on a machine and no bootable media has been created on that machine.

The preset isEnabled.

To make a selection, select or clear thetify if bootable media $ not createdcheck box.

Notify when the management console is connected to a component of a different
version

This option defines whether to display a pop window when a console is connected to an agent
and their versions differ.

The preset isEnabled



To make a selection, select or clear tietify when the management console is connected to a
component of a different versiortheck box.

Request description when ejecting a tape

This option defines whether to display a prompt for you to describe awdpn youejectit from a

tape device by using Acronis Backup & Recovery 11.5. For example, you may describe the physical
location where the tape will be kept (recommended). If a tape is ejected automatically according to
the Eject tapes after successfubbkupsoption, no such prompt is displayed.

The preset isEnabled.
To make a selection, select or clear fRRequest description when ejecting a tapheck box.

About the task execution results

The option defines whether to display the pap messages about task run results: successful
completion, failure or success with warnings. When the displaying ciipapessages is disabled,
you can review the task execution states and results irBekip plans and tasksiew.

The preset isEnabledfor all results.

To make a setting for each result (successful completion, failure or success with warnings)
individually, select or clear the respective check box.



3 Understanding Acronis Backup & Recovery 11.5

This section attempts to give its readers a clear understanding of the product so that they can use
the product in various circumstances without step-step instructions.

3.1 Owners

This section explains the concept of a backup plan (task) owner and an archive owner.

Plan (task) owner

A local backup plan owner is the user who created or last modified the plan.
Tasks, belonging to a backup plan, are owned by the backup plan owner.

Taskghat do not belong to a backup plan, such as the recovery task, are owned by the user who has
created or last modified the task.

Managing a plan (task) owned by another user

Having Administrator privileges on the machine, a user can modify tasks antddokap plans
owned by any user registered in the operating system.

When a user opens a plan or task for editing, which is owned by another user, all passwords set in
the task are cleared. This prevents the "modify settings, leave passwords" trick. Thanprigplays

a warning each time you are trying to edit a plan (task) last modified by another user. On seeing the
warning, you have two options:

A ClickCancelnd create your own plan or task. The original task will remain intact.
A Continue editing. You will have to enter all credentials required for the plan or task execution.

Archive owner

An archive owner is the user who saved the archive to the destination. To be more precise, this is the
user whose account was specified whenatiteg the backup plan in thé/here to back ugstep. By
default, the plan's credentials are used.

3.2 Credentials used in backup plans and tasks

This section explains the concept of access credentials, backup plan's credentials and task
credentids.

Access credentials

When browsing backup locations, setting up backups, or creating recovery tasks, you may need to
provide credentials for accessing various resources, such as the data you are going to back up or the
location where the backups are (oill be) stored.

If the Credentials cachép. 18) option is enabled (it is enabled by default), the credentials which you
provide during a console session are saved for use during the later sessions. Thus, there is no need to
enter the credentials next time. The credentials are cached independenthatbr eser who uses the
console on the machine.



Backup plan's credentials

Any backup plan running on a machine runs on behalf of a user.

In Windows

By default, the plan runs under the agent service account, if created by a user having administrative
privileges on the machine. If created by a regular user, such as a memberdg#énsgroup, the
plan runs under this user's account.

When creating a backup plan, you will only be asked for credentials in specific cases. For example:

A You are scheduling backups @ regular user and did not enter credentials when connecting the
console to the machine. This may be the case when you are using asdtaredproduct edition
or connected the console by clickiManage this machine

A You are backing up a Microsoft Exchartluster to a storage node.

Specifying the credentials explicitly

You have the option to explicitly specify a user account under which the backup plan will run. To do
this, on the backup plan creation page:

1. InthePlan parametersection, clickShow plan's credentials, comments, label

2. ClickPlan's credentials

3. Enter the credentials under which the plan will run. When entering the name of an Active
Directory user account, be sure to also specify the domain name (DQMgdhhame or
Username@domain).

In Linux

You do not need to specify backup plan's credentials. In Linux, backup plans always run under the
root user account.

Task credentials

Like a backup plan, any task runs on behalf of a user.

In Windows

When creating aask, you have the option to explicitly specify an account under which the task will
run. Your choice depends on whether the task is intended for manual start or for executing on
schedule.

A Manual start

Every time you manually start the task, the task wih under the credentials with which you are
currently logged on. Any person that has administrative privileges on the machine can also start
the task. The task will run under this person's credentials.

The task will always run under the same credentials, regardless of the user who actually starts
the task, if you specify the task credentials explicitly.
A Scheduled or postponed start

The task credentials are mandatory. You cannot complete the task aneatiil you specify the
task credentials. Task credentials are specified on the task creation page in a similar manner as
GKS LI IFyQa ONBRSyi(dAlfa INBE aLISOATASRO®



In Linux

You do not need to specify task credentials. In Linux, tasks always run under thiseoaccount.

3.3 User privileges on a managed machine

When managing a machine running Windows, the scope of a user's management rights depends on
the user's privileges on the machine.

Regular users

A regular user, such as a member of the Ugeosip, has the following management rights:

A Perform filelevel backup and recovery of the files that the user has permissions to acoess
without using dile-level backup snapshdp. 90).

A Create backup plans and tasks and manage them.
A Viewr but not manage backup plans and tasks created by other users.
A View the local event log.

Backup operators

A user who is a member of the Backup Operators group, also has the following management right:

A Back up and recover the entire machine or any data on the machine, with or without using a disk
snapshot. Using a hardware snapshot provider may still require administrative privileges.

Administrators

A user who is a member of the Administrators groupo &las the following management right:

A View and manage backup plans and tasks owned by any user on the machine.

3.4 List of Acronis services

During installation, Acronis Backup & Recovery 11.5 creates several services. Some of these services
canbe used by other Acronis products installed on the machine.

Services of Acronis Backup & Recovery 11.5

The services include the main service and a number of auxiliary services.

The main service can run under a dedicated account or undacesunt you secifyduring

installation. Either of the accounts is given privileges that are needed for the service to work. The
privileges include a set of user rights, membership in security groups, afaith€ontrol

permissions on registry keys in the followingykelKEY_LOCAL_MACHNSMTWAREcronis. There
are no permissions granted on other registry keys.

The following table lists the services of Acronis Backup & Recovery 11.5 and the privileges for their
accounts.

Service hame Purpose Account used Privileges added to the account
by the servie

User rights Group

membership

Permissions on registr
keys




Service name Purpose Account used Privileges added to the account
by the servie ) - .
y User rights Group Permissions on registr
membership keys
Acronis Backing up and | AcronisAgent |Log on as a Backup BackupAndRecovery
Managed recovering data | User(new service Operators .
) . . Encryption
Machine Service on the machine | account)or . (for any account
o Adjust memory
. . userspecified - Global

(Main service) guotas for a Administrators

account

process (for new account MMS
Replace a only)
process level
token
Modify
firmware
environment
values
AcronisVSS Using aVolume |Local System No additional privileges
Provider Shadow Copy
. (VSS) provider
(Auxiliary (p. 100) that
service; created .
only in a comes with
Windows Server Acronis Backup
. & Recovery 11.5
operating
system)
Acronis Managing locally Local System No additional privileges
Removable attached tape
Storage devices
Management
Service
(Auxiliary
service)

Common services for Acronis Backup & Recovery 11.5 and other Acronis products

The following services are shared witther Acronis products installed on the machine. These
services run under a system account. No additional privileges are given to the account.

Service hame Purpose Account used by the service

Acronis Providing connectivity among Acronis components | Local System
Remote Agent (Windows Vista and later)
Service or

NetworkService

(earlier than Windows Vista)
Acronis Providing scheduling for tasks performed by Acronig Local System
Scheduler2 components
Service




Dependencies on other services

Acronis Managed Machine Service depends on the following standard Windows sdRenese
Procedure Call (RP®rotected StorageandWindows Management InstrumentationThis service
also depends on Acronis Scheduler2 Servi

To view the list of dependencies for a service, do the following:

1. IntheServicesnapin, doubleclick the name of the service.
2. On theDependenciegab, examine th& KA & & SNIAi@IE RSLISYy Ra X

3.5 Full, incremental and differential backups

Acronis Backup & Recovery 11.5 provides the capability to use popular backup schemes, such as
GrandfatherFatherSon and Tower of Hanoi, as well as to create custom backup schemes. All backup
schemes are based dull, incremental and differential backup methods. The term "scheme" in fact
denotes the algorithm of applying these methods plus the algorithm of the archive cleanup.

Comparing backup methods with each other does not make much sense because the methods wo

as a team in a backup scheme. Each method should play its specific role according to its advantages.

A competent backup scheme will benefit from the advantages of all backup methods and lessen the
AYyFidzSyO0S 2F |ttt GKS YS wseRRdifferentiakbAckidp adlivates 34 & C2 NJ
archive cleanup because it can be easily deleted along with the weekly set of daily incremental

backups depending on it.

Backing up with the full, incremental or differential backup method resultshiackup(p. 244) of the
corresponding type.

Full backup

A full backup stores all data selected for backup. A full backup underlies any archive and forms the
base for incremental and differential backups. An archive can contain multipkeafidlps or consist

of only full backups. A full backup is s&lffficient- you do not need access to any other backup to
recover data from a full backup.

It is widely accepted that a full backup is the slowest to do but the fastest to restore. With é\croni
technologies, recovery from an incremental backup may be not slower than recovery from a full one.

A full backup is most useful when:
A you need to roll back the system to its initial state
A this initial state does not change often, so there is no need for regular backup.

Example: An Internet cafe, school or university lab where the administrator often undoes changes
made by the students or guests but rarely updates the reference backugc{jrafeer installing
software updates only). The backup time is not crucial in this case and the recovery time will be
minimal when recovering the systems from the full backup. The administrator can have several
copies of the full backup for additional iability.

Incremental backup

An incremental backup stores changes to the data againdatest backup You need access to
other backups from the same archive to recover data from an incremental backup.

An incremental backup is most useful when:



A you neal the possibility to roll back to any one of multiple saved states
A the data changes tend to be small as compared to the total data size.

It is widely accepted that incremental backups are less reliable than full ones because if one backup
in the "chain" icorrupted, the next ones can no longer be used. However, storing multiple full
backups is not an option when you need multiple prior versions of your data, because reliability of an
oversized archive is even more questionable.

Example: Backing up a datee transaction log.

Differential backup

A differential backup stores changes to the data againstatesst full backup You need access to
the corresponding full backup to recover the data from a differential backup. A differential backup is
most useful when:

A you are interested in saving only the most recent data state
A the data changes tend to be small as compared to theltdata size.

The typical conclusion is: "differential backups take longer to do and are faster to restore, while
incremental ones are quicker to do and take longer to restore." In fact, there is no physical difference
between an incremental backup appeed to a full backup and a differential backup appended to

the same full backup at the same point of time. The above mentioned difference implies creating a
differential backup after (or instead of) creating multiple incremental backups.

An incremental odifferential backup created after disk defragmentation might be considerably larger than
usual because defragmentation changes file locations on the disk and the backup reflects these changes. It is
recommended that you rereate a full backup after dislefragmentation.

The following table summarizes the advantages and shortcomings of each backup type as they
appear based on common knowledge. In real life, these parameters depend on nhumerous factors
such as the amount, speed and pattern of data chandesnature of the data, the physical
specifications of the devices, the backup/recovery options you set, to name a few. Practice is the
best guide to selecting the optimal backup scheme.

Parameter Full backup Differential backup Incremental backup
Storage space Maximal Medium Minimal
Creation time Maximal Medium Minimal
Recovery time Minimal Medium Maximal

3.6 What does a disk or volume backup store?

A disk or volume backup stores a disk or a voltileesystemas a whole and includes all of the
information necessary for the operating system to boot. It is possible to recover disks or volumes as a
whole from such backups as well as individual folders or files.

Windows

A volume backup stores all files and folsleff the selected volume independent of their
attributes (including hidden and system files), the boot record, the file allocation table (FAT) if it
exists, the root and the zero track of the hard disk with the master boot record (MBR).

A disk backup stoeeall volumes of the selected disk (including hidden volumes such as the
vendor's maintenance partitions) and the zero track with the master boot record.



The following items are not included in a disk or volume backup (as well as ieadildackup):

A The swap file (pagefile.sys) and the file that keeps the RAM content when the machine goes
into hibernation (hiberfil.sys). After recovery, the files will becreated in the appropriate
place with the zero size.

A Windows shadow storage. The path to it is determined in the registry W& Default
Providerwhich can be found in the registry key
HKEY_LOCAL_MACHISESTEM urrentControlSétControh BackupRestoreFilesNotToBa
ckup. This means that in operating systestarting with Windows Vista, Windows Restore
Points are not backed up.

Linux

A volume backup stores all files and directories of the selected volume independent of their

attributes, a boot record, and the file system super block.

A disk backup stores alistt volumes as well as the zero track with the master boot record.
With the sector-by-sector (raw mode)pption enabled, a disk backup stores all the disk sectors. The

sectorby-sector ba&up can be used for backing up disks with unrecognized or unsupported file
systems and other proprietary data formats.

3.7 Backup and recovery of dynamic volumes
(Windows)

This section explains in brief how to back up and recdyaamic volumegp. 251) using Acronis
Backup & Recovery 11.5.

A dynamic volume is a volume locateda@ymamic diskgp. 250), or more exactly, on disk group(p.
249). Acronis Backup & Recovery 11.5 supports the following dynamic volume types/RAID levels:
simple/spanned

striped (RAID 0)

mirrored (RAID 1)

a mirror of stripes (RAID 0+1)

RAIDS.

> > > > >

Backing up dynamic volumes

Dynamic volumes are backed up in the same way as basic volumes. When creating a backup plan
through the GUI, all types of volumes are available for selectidteas to back up When using the
command line, specify the dynamic volumes with the DYN prefix.

Command line examples

acrocmd backup disk  -- volume=DYN1,DYN2-- loc=\\ srvl \ backups
-- credentials=netuserl,passl -- arc=dynl_2_ arc

This will back up volumes DYN1 and DYNZ2 to a network shared folder.

acrocmdbackupdisk  -- volume=DYN- loc=\\srvl \ backups -- credentials=netuserl,passl
-- arc=alldyn_arc

This will back up all dynamic volumes of the local machine to a network shared folder.
Recovering dynamic volumes

A dynamic volume can be recovered:



Over any type of existing volume.

To unallocated sgce of a disk group.

To unallocated space of a basic disk.
To a disk which has not been initialized.

> > > >

Recovery over an existing volume

When a dynamic volume is recovered over an existing volume, either basic or dynamic, the

G F NHS { s daia is de¥rsrilen with the backup content. The type of target volume (basic,
simple/spanned, striped, mirrored, RAID 0+1, R®)IWill not change. The target volume size has
to be enough to accommodate the backup content.

Recovery to disk group unallated space

When recovering a dynamic volume to disk group unallocated space, the software preserves the
volume's original type and size. If the disk group configuration does not allow for the original
volume type, the volume will be recovered as a simplsganned volume. If this volume does

not fit the unallocated space, the volume will be resized by decreasing its free space.

Examples of when the disk group configuration does not allow the original type of the volume

Example 1The group contains fewelisks than is required for the dynamic volume. Assume you
are going to recover an 80 GB RAlRolume that had resided on three disks, to a disk group
consisting of two disks. The total size of unallocated space is 100 GB: 40 GB on the first disk and
60 GBon the second. The RABvolume will be recovered as a spanned volume across two

disks.

Example 2Unallocated space distribution does not allow recovery of certain types of dynamic
volumes. Assume you are going to recover a 30 GB striped volume to graligo consisting of

two disks. The total size of unallocated space is 50 GB: 10 GB on the first disk and 40 GB on the
second. The striped volume will be recovered to the second disk as simple.

Recovery to a disk that has not been initialized

In this casethe target disk will be automatically initialized to the MBR partitioning style. The
dynamic volumes will be recovered as basic ones. If the volumes cannot fit into unallocated
space, they will be proportionally resized (by decreasing their free space).

The table below demonstrates the resulting volume types depending on the bagkedurce and
the recovery target.

Backup (source):

Recovered to: Dynamic volume Basic volume

Dynamic volume Dynamic volume Dynamic volume
Type as of the target Type as of the target
Type as of the source Simple

Basic volume or unallocated space ¢ Basic volume Basic volume

a basic disk

Moving and resizing volumes during recovery

You can manually resize the resulting basic volume during recovery, or change the volume's
location on the disk. A resulting dynamic volume cannot be moved or resized manually.



Preparing disk groups and volumes

Before recovering dynamic volumes to bare aigtou should create a disk group on the target
hardware.

You also might need to create or increase unallocated space on an existing disk group. This can be
done by deleting volumes or converting basic disks to dynamic.

You might want to change the targedlume type (basic, simple/spanned, striped, mirrored, RAID
0+1, RAID 5). This can be done by deleting the target volume and creating a new volume on the
resulting unallocated space.

Acronis Backup & Recovery 11.5 includes a handy disk managementaltittyenables you to
perform the above operations both under the operating system and on bare metal. To find out more
about Acronis Disk Director Lite, see Disk managemer(p. 186) section.

3.8 Support for Advanced Format (4K-sector) hard disks

Acronis Backup & Recovery 11.5 can back up hard disks with a sector si@ (Krbwn as
Advanced Format disks), as well as traditional hard disks that havbybd Zectors.

Acronis Backup & Recovery.dTan recover data from one disk to another as longah disks have
the same logical sector siz@his is the sector size presented to the operating system.) Acronis
Backup & Recovery 11.5 automaticalf A 3y & ( KS (pRIAZiifln€rassady 2Thisinéys the
start of a cluster in the file system always matches the start of a physical sector on the disk.

Thedisk managementp. 186) functionality of Acronis Backup & Recoydil.5 is not available for
disks with a 4B logical sector size.

Determining the logical sector size
By disk specification

Development of the Advanced Format technology is coordinated by the International Disk Drive
Equipment and Materials AssociatioDHMA). For more details, see
http://www.idema.org/?page_id=2

In terms of the logical sector size, IDEMA specifies two types of Advanced Format disks:

-

A 512 Byte emulation (5126ajisks have a 51Byte logical sector size. Thedisks are supported in
Windows starting with Windows Vista, and in modern Linux distributibtisrosoftandWestern
Digitaldza S G KS GSNXY 4! ROl yOSR C2N¥I Gé¢ SEOf dAA @St @

A 4K native (4Kn}lisks have a-B logical sector size. Modern ogtng systems can store data on
these disks, but generally cannot boot from these disks. These disks are commonly external
drives with USB connection.

By running the appropriate command
To find out the logical sector size of a disk, do the following.

1. Make sure that the disk contains an NTFS volume.

2. Run the following command as an administrator, specifying the drive letter of the NTFS volume:
fsutil fsinfo ntfsinfo D:

3. Examine the value in thBytes Per Sectdine. For example, the output may be the following:
Bytes Per Sector : 512



3.9 Support for UEFI-based machines

Acronis Backup & Recovery 11.5 can back up and recover machines thathis&/6died Extensible
Firmware Interface (UEFI) in the same way as it does for machines that use BIOS for booting.

This applies to both physical and virtual machines, no mattaeif/irtual machines are backed up at
a hypervisor level or from inside a guest OS.

Backup and recovery of devices that usebBAJEFI| are not supported.

For details about transferring Windows machines between UEFI and BIORgsegering
BlOShased sgtems to UEHbased or vice versdp. 120).

Limitations
A WinPEbased bootable media of a version earlier thaf do not support UEFI booting.

A Acronis Active Restol@. 243) is not available on UEFI machines.

A Acronis Startup Recovery Manager (ASRM243) on UEFI machines can be activated only in
Windows.

3.10 Support for Windows 8

This section describes how Acronis Backup & Recddebysupports features that are introduced in
the Windows8 operating system.

The information in this section also applies to Windows 8.1 and Windows Server 2012 R2.

Limitations

A Acronis Disk Director Li{p. 186) is not avdable under Windows 8.

A Disk management operations under bootable media may work incorrectly if storage spaces are
configured on the machine.

A The Windows To Go feature of Windows 8 is not supported.

WInPE 4.0 and WIinPE 5.0

Acronis Media Builder can creabootable media based on these versiai&Vindows Preinstallation
Environment (WinPE).

These bootable media support new features of Windows 8 and Windows Server 2012 (see later in
this section). They can boot on machines that use Unified Extensible &ientraterface (UEFI).

To create bootable media based on these versions of WinPE, you need Windows Assessment and
Deployment Kit (ADK). For more details, seedte A Yot % SR 06 2 2 (i(p. 578 SectigrS RA | £

UEFI Secure Boot

On a machine that runs Windows 8 and uses UEFI, the Secure Boot feature of UEFI may be turned on.
Secure Boot ensures that only trusted boot loaders can boot the machine.

By using Acronis Media Builder, you can create a bootable medihaisad trusted boot loader. To
do this, choose to create a @it Linuxbased media or a 68it media based on WInPE 4 or later.



Storage spaces

In Windows 8, you can combine several physical disks istorage poalIn this storage pool, you
can create ae or more logical disks, called storage spaces. As with ordinary disks, storage spaces can
have volumes.

InWindows8 and under ébootable media based on WInPE 4 or latggu can back up and recover
storage spaces. To recover a storage space to an eyditisk or vice versa, use bootable media
based on WIinPE 4 or later.

Linuxbased bootable medialoes not recognize storage spaces. It backs up the underlying disks
sectorby-sector. If you recover all of the underlying disks to dhiginal disks, the storage spaces will
be recreated.

3.11 Compatibility with encryption software

Acronis Backup & Recovery 11.5 fully retains its functionality when interacting witevide
encryption software.

Disklevel encryption software encryptiata on the fly. This is why data contained in the backup is
not encrypted. Diskevel encryption software often modifies system areas: boot records, or partition
tables, or file system tables. These factors affect-tliskl backup and recovery, the atjlof the
recovered system to boot and access to Acronis Secure Zone.

Under some conditions, Acronis Backup & Recovery 11.5 is compatible with the followieydisk
encryption software:

A Microsoft BitLocker Drive Encryption
A McAfee Endpoint Encryption
A PGP Whole Disk Encryption.

To ensure reliable didlkevel recovery, follow the common rules and softwaecific
recommendations.

Common installation rule

The strong recommendation is to install the encryption software before installing Acronis Backup &
Recovery 11.5.

The way of using Acronis Secure Zone

Acronis Secure Zone must not be encrypted with-tiskl encryption. This is the only way to use
Acronis Secure Zone:

1. Install encryption software; then, install Acronis Backup & Recovery 11.5.
2. Create Acronis Secure Zone.
3. Exclude Acronis Secure Zone when encrypting the disk or its volumes.

Common backup rule

You can do a didkvel backup in the operating system. Do not try to back up using bootable media
or Acronis Startup Recovery Manager.

Software-specific recovery procedures

Microsoft BitLocker Drive Encryption



To recover a system that was encrypted by 8iker:

1. Boot from the bootable media.

2. Recover the system. The recovered data will be unencrypted.

3. Reboot the recovered system.

4. Turn on BitLocker.

If you only need to recover one partition of a mypartitioned disk, do so under theperating

system. Recovery under bootable media may make the recovered partition undetectable for
Windows.

McAfee Endpoint Encryption and PGP Whole Disk Encryption
You can recover an encrypted system partition by using bootable media only.

If the recoveredsystem fails to boot, rebuild Master Boot Record as described in the following
Acronis knowledge base articlettp://kb.acronis.com/content/1507and reboot.

3.12 Support for SNMP
SNMP objects

Acronis Backup & Recovery 11.5 provides the folloBingple Network Management Protocol
(SNMP) objects to SNMP management applications:
A Type of event

Object identifier (OID): 1.3.6.1.4.1.24769.100.200.1.0

Syntax: OctetString

The value may be "Information”, "Warning", 'Error" and "Unknown". "Unknown" is sent only in
the test message.

A Text description of the event
Object identifier (OID): 1.3.6.1.4.1.24769.100.200.2.0
Syntax: OctetString

The value contains the text descriptiohthe event (it looks identical to messages published by
Acronis Backup & Recovery 11.5 in its log).

Example of varbind values:
1.3.6.1.4.1.24769.100.200.1.0:Information
1.3.6.1.4.1.24769.100.200.2.0:10064000B

Supported operations

Acronis Backup & Recovery 1%iipports only TRAP operation#f is not possible to manage Acronis
Backup & Recovery 11.5 using &&W SETrequests. This means that you need to use an SNMP
Trap receiver to receive TRAkeSsages.

About the management inbrmation base (MIB)

The MIB fileacronisabr.mibis located in the Acronis Backup & Recovery 11.5 installation directory.
By default: %ProgramFiles&eronidBackupAndRecovery in Windows and
{usr/lib/Acronis/BackupAndRecovery in Linux.



This file can be reaoy a MIB browser or a simple text editor such as Notepad or vi.

About the test message

When configuring SNMP notifications, you can send a test message to check if your settings are
correct.

The parameters of the test message are as follows:

A Type of evat
OID: 1.3.6.1.4.1.24769.100.200.1.0
Value: "Unknown"

A Text description of the event
OID: 1.3.6.1.4.1.24769.100.200.2.0
Value: "?00000000"



4 Backup

4.1 Back up now

Use theBack up nowfeature to configure and run a ortéme backup in a few simple steps. The
backup process will start immediately after you perform the required steps and@ck

For a longtime backup strategy that includes schedules and conditions, timely deletingicéfips or
moving them to different locations, consider creating a backup plan.

Configuring immediate backup is similard@ating a backup plafp. 34) except for the following:

A There are no options to schedule backups and to set up retention rules.

A Simplified naming of backup fil¢s. 55) is used, if the backup destination supports it. Otherwise,
the standard backup naming is used.

The followingocations do not support simplified file naming: tape, Acronis Secure Zone or
Acronis Online Backup Storage.

Due to simplified file naming, an RDX drive or USB flash drive can only be usetemdkiable
media(p. 155 mode.

A Conversion of a dislevel backup to a virtual machine is not available as a part of the backup
operation. You can convert the resulting backup afterwards.

4.2 Creating a backup plan

Before creating your firdtackup plar(p. 245), please familiarize yourself with thesic concepts
used in Acronis Backup & Recovery 11.5.

To create a backup plan, perform the following steps.

What to back up
Items to back up(p. 36)

Select the type of data to back up and specify the data items. The type of data depends on
the agents installed on the machine.

Access credentials, exclusions
To access these settings, cl#how access credentials, exclusions
Access credential§. 37)

Provide credentials for the source data if the plan's account does not have access
permissions to the data.

Exclusiongp. 38)
Set up exclusions for the specific typef files you do not wish to back up.

Where to back up
Location(p. 39)

Specify a path to the location where the backup archive will be stored and the archive name.
The archive name has to be unique within tbheation. Otherwise, backups of the newly
created backup plan will be placed to the existing archive that belongs to another backup



plan. The default archive name is Archive(N) where N is the sequence number of the archive
in the location you have selected
Select the mode the removable device will be usedjm 155)

If the specified location is an RDX drive or USB flash drive, select the device mode:
Removable mediar Fixed drive

Backup file naming, access credentials, archive comments

To access these settings, cl@gow backup file naming, access credentials, archive comments

File naming(p. 55)
[Optional] Select thd&ame backup files using the drive name, as iAcronisTrue Image
Echo, rather than autegenerated namesheck box if you want to use simplified file naming
FT2NJ UKS | NOKAGZSQa ol Of dzLJa @
Not available when backing up to a managed vault, tag@pnisSecure Zoner Acronis
Online Backutorage. When backing up to an RDX drive or USB flash drive, the file naming
scheme is determined by themovable device modgp. 155).

Access credential§. 42)
[Optional] Provide credentials for the location if the plan account does not have access
permissions to the location.

Archive comments
[Optional] Enter comments on the archive.

Singlepass disk and application backup
Applies only to machines that have @elise for singkpass backup
Specify settings related to singbass disk and application backup.

How to back up

Backup schemép. 42)
Specify when and how often to back up your data; define for how long to keep the created
backgpﬂarchivesAin the se!ecte,d location; set up scheAdu,IeAfor the archive cIeAan,up procedure
060aSS awSLX AOFUA2Y YR NBUSYUAZ2Y asSuauAy3dact
Replication and retentiosettings(p. 72)
Not available for removable media or wheimplified naming of backup filép. 55) is
chosen.
Define whether to copy (replicate) the backups to another location, and whetherave or
delete them according to retention rules. The available settings depend on the backup
scheme.

2nd location
[Optional] To set up replication of backups, selectReplicate newly created backup to
another locationcheck box. For more information about backup replication, Setting up
replication of backupép. 74).

Validation, convert to virtual machine

To access these settings, cl@#how validation, convert to virtual machine

Whento validate (p.52)

[Optional] Depending on the selected backup scheme, define when and how often to
perform validation and whether to validate the entire archive or the latest backup in the
archive.

Convert to virual machine(p. 140



[Optional] Applies to: disk or volume backup, backup of entire virtual machines or volumes of
a virtual machine.

Set up a regular conversion of a disk or volume backup to a virtual machine.

Plan parameters

Plan name

[Optional] Enter a unique name for the backup plan. A conscious name lets you identify the
plan among others.

Backup options

[Optional] Configure parameters of the backup operation, such as pre/post backup
commands, maximum network bandwidthathted for the backup stream or the backup
archive compression level. If you do nothing in this sectiondgfault valuegp. 79) will be
used.

After any of the settings is changed against the default value, a new line that displays the
newly set value appears. The setting status changes Befaultto Reset to default Should

you modify the setting again, the line will display the new valuessithe new value is the
default one. When the default value is set, the line disappears. Therefore, in this section you
always see only the settings that differ from the default values.

To reset all the settings to the default values, cReset to defait.
Plan's credentials, comments, label
To access these settings, clghow plan's credentials, comments, label
Plan's credentialgp. 52)

[Optional] Specify the credentials under which the plan will run.
Commaents

[Optional] Type a description of the backup plan.
Label(p.53)

[Optional] Type a text label for the machine you are going to back up. The label can be used
to identify the machine in various scenarios.

After you have performed all the required steps, clizKto create the backup plan.

After that, you might be prompted for thpasswordp. 55).

The plan you have created will be accessible for examination and managinggadkep plans and
tasks(p.202) view.

4.2.1 Selecting data to back up

To select the data to back up

1.

In the Data to back ugsection, select the type of data you want to be backed up. The list of
available data types depends on the agents running on the machine and the types of licenses:

Disks/volumes
To be able to back up this data, you must have Administrator or Backup operator privileges.
Select this option to back up:

A Entire physical machines or their individual disks or volumes, if Acronis Backup &
Recovery 11.5 Agent for Windows Acronis Backup & Recovery 11.5 Agent for Linux is
installed.



A disklevel backup enables you to recover the entire system in case of severe data
damage or hardware failure. Also, you can individually recover files and folders. The
backup procedure isabter than copying files, and may significantly speed up the backup
process when backing up large volumes of data.

A Microsoft SQL databases by means of sipgiss disk and application backup, if Acronis
Backup & Recovery 11.5 Agent for Microsoft SQL S&sweylepass) is installed.

Agent for SQL (singleass) enables you to create applicatiaware disk backups and to
recover Microsoft SQL databases from such backups. For more information, see the
"Protecting Microsoft SQL Serverséction.

A Microsoft Active Directory data by means of singlass disk and application backup, if
Acronis Backup & Recovery 11.5 Agent for Microsoft Active Directory (pagse is
installed.

Agent for Active Directory (singfmss) enables you to create applicatiawaredisk
backups and to recover Microsoft Active Directory data from such backups. For more
information, see thé'Protecting Microsoft Active Directory . séction.

Folders/files

Avalilable if Acronis Backup & Recovery 11.5 Agent for Windows or ABemkisp &
Recovery 11.5 Agent for Linux is installed.

Select this option to back up specific files and folders.

A filellevel backup is not sufficient for recovery of the operating system. Choose file backup if
you plan to keep safe only certain data (therent project, for example). This will reduce
the archive size, thus saving storage space.

In order to recover your operating system along with all the settings and applications, you
have to perform a disk backup.

2. Inthe tree below theéData to back upsection, select the items to back up by selecting check
boxes next to the items.

To back up all items of the selected data type present on a machine, select the check box next to
the machine. To back up individual data items, expand the machine and skedsmit boxes next
to the required items.

Note for Disks/volumes

A If your operating system and its loader reside on different volumes, always include both
volumes in the backup. The volumes must also be recovered together; otherwise there is a
high risk thathe operating system will not start.

3. Having specified the data to backup, cl@K

4.2.2 Access credentials for source
Specify the credentials required for access to the data you are going to back up.

To specify credentials
1. Select one of the following:
A Use the plan's credentials

The program will access the source data using the credentials of the backup plan account
specified in thePlan parameterssection.

A Use the following credentials
The program will access the source data using the credentials you specify.
Use this option if the plan's account does not have access permissions to the data.



Specify:

A User name When entering the name of an Active Directory user account, be sure to also
specify the domain name (DOMAIsername or Username@domain).

A Password The password for the account.

A Confirm passwordReenter the password.
2. ClickOK

4.2.3 Source files exclusion

This option is effective for Windows and Linux operating systems and bootable media.

This option is effective fatisklevelbackup of NTFS, FAT, Ext3, and Ext4 file systems only. This option
is effective forfile-levelbackup of all supported file systems

The option defines which files and folders to skip during the backup process and thus exclude from
the list of backeelp items.

Note: Exclusions override selection of data items to back up. For exafmna,select to back up file
MyFile.tmp and to exclude all .tmp files, file MyFile.tmp will not be backed up.

To specify which files and folders to exclude, set up any of the following parameters.

Exclude all hidden files and folders

Select this check badr skip files and folders that have t&ddenattribute (for file systems that are
supported by Windows) or that start with a period (.) (for file systems in Linux such as Ext2 and Ext3).
If a folder is hidden, all of its contents (including files that ot hidden)will be excluded.

Exclude all system files and folders

This option is effective only for file systems that are supported by Windows. Select this check box to
skip files and folders with th8ystemattribute. If a folder has th&ystemattribute, all of its contents
(including files that do not have tHgystemattribute) will be excluded.

Tip: You can view file or folder attributes in the file/folder properties or by usingtthib command. For more
information, refer to the Help and Supp&@énter in Windows.

Exclude files matching the following criteria

Select this check box to skip files and folders matching any of the criteria. Uaddhgdit, Remove
andRemove Albuttons to create the list of criteria.

The criteria arenot casesensitive in Windows and Linux. For example, if you choose to exclude
all .tmp files and the €Temp folder, also excluded will be all .Tmp files, all . TMP files, and the
C\TEMP folder.

Criteria: full path

Specify the full path to the file or foldestarting with the drive letter (when backing up Windows) or
the root directory (when backing up Linux).

Both in Windows and Linux, you can use a forward slash in the file or folder pathiQ@8émpand
C:/Temp/File.tmp. InWindows, you can also use the traditional backslash (&4 frempand
C\Temp File.tmp).



Under a Windowsstyle bootable media, a volume might have a different drive letter than in
Windows. For more information, sé@/orking under bootable medigp. 181).

Criteria: name

Specify the name of the file or folder, such as Document.txt. All files and folders with that name will
be excluded.

Wildcard characters

You can use one or more wildcard characters * and ? ictiterion. These characters can be used
both within the full path and in the file or folder name.

The asterisk (*) substitutes for zero or more characters in a file name. For example, the criterion
Doc*.txt covers files such as Doc.txt and Document.txt

Thequestion mark (?) substitutes for exactly one character in a file name. For example, the criterion
Doc?.txt covers files such as Docl.txt and Docs.txt, but not the files Doc.txt or Doc11.txt

Exclusion examples
Criterion Example Description

Windows and Liux

By name F.log Excludes all files named "F.log"
F Excludes all folders named "F"
By mask (*) *.log Excludes all files with the .log extension
F* Excludes all files and folders with names starting with

(such as folders F, F1 afiles F.log, F1.log)

By mask (?) F??7?.log Excludes all .log files with names consisting of four
symbols and starting with "F"

Windows
By file path C\Financé&F.log Excludes the file named "F.log" located in the folder
C\Finance
By folder path CA\Financé&F Excludes the folder Gzinanc&F
or (be sure to specify the full path starting from the drive
C\Financé&R letter)
Linux
By file path /home/user/Finance/F.log |Excludes the file named "F.log" located in the folder

(directory) /home/user/Finance

By folder path /home/user/Finance Excludes the folder (directory) /home/user/Finance
or
/home/user/Finance/

4.2.4 Backup location selection

Specify where therahive will be stored.



1. Selecting the destination

In the Pathfield, enter the full path to the destination, or select the desired destination in the
location tree as described li5electing backup destination§l. 40).

2. Using the archives table

To assist you with choosing the right destination, the table displays the names of the archives
contained in each location you select. While yava reviewing the location content, archives can be
added, deleted or modified by another user or by the program itself according to scheduled
operations. Use th&efreshbutton to refresh the list of archives.

3. Naming the new archive

Once you select tharchive destination, the program generates a name for the new archive and
displays it in theNamefield. The name commonly looks liRechive(N)whereNis a sequence
number. The generated name is unique within the selected location. If you are satigtiethe
automatically generated name, cli€K Otherwise enter another unique name.

Backing up to an existing archive

You can configure the backup plan to back up to an existing archive. To do so, select the archive in
the archives table or type the drive name in thdNamefield. If the archive is protected with a
password, the program will ask for it in the pap window.

By selecting the existing archive, you are meddling in the area of another backup plan that uses the
archive. This is not an issddhie other plan is discontinued. However, you should generally follow

the rule: "one backup planone archive". Doing the opposite will not prevent the program from
functioning but is not practical or efficient, except for some specific cases.

Why two ormore plans should not back up to the same archive

1. Backing up different sources to the same archive makes it difficult to use archive. When it comes
to recovery, every second counts, and you might be "lost" in the archive content.

Backup plans that operate with the same archive should back up the same data items (say, both
plans back up volume C.)

2. Applying multiple retention rules to an archive makes the archive content unpredictable. Since
each of the rules will be applied to tlemtire archive, the backups belonging to one backup plan
can be easily deleted along with the backups belonging to the other. You should not expect the
classic behavior of the GFS and Tower of Hanoi backup schemes.

Normally, each complex backup plan shibbick up to its own archive.

4241  Selecting backup destinations
Acronis Backup & Recovery 11.5 lets you back up data to various physical storages.

Destination Details



Destination

@ Online backup
storage

£ Personal

@ Machine

ED Local folders
& cp, DVD, BD

. RDX, USB

Tape device

Q Network folders

2 FTP, SFTP

Details

To back up data to Acronis Online Backup Storage,laighnand specify the credentials
to log in to the online storage. Then, expand theline backup storaggroup and select
the acount.

Prior to backing up to the online storage, you needtry a subscriptiorip. 236) to the
online backup service arattivate(p. 237) the subscription on the machine(s) you want
to back up.

Online backup is not available under bootable media.

Online backup of Microsoft Exchange Server data by using Agent for Exchange is n«
possible.

Note: Acronis Backup & Recovery Online might be aitavle in your region. To find moi
information, click herehttp://www.acronis.com/my/backugrecoveryonline/

To back umlata to a personal vault, expand tMaultsgroup and click the vault.
Acronis Secure Zone is considered as a personal vault available to all users that car
the system.

Local machine

To back up data to a local folder of the mamh expand the<Machine name>yroup and
select the required folder.

To back up data to optical media such as CID,@Y Bldray Discs (BD), expand the
<Machine name>group, then select the required drive.

To back up data to an RDX drive or USB flash drive, expard/iidehine name>group,
then select the required drive. For information about using these drives, see the
"Removable devicegp. 155) section.

To back up data to a locally attached tape device, expan&ii@chine name>group,
then click the required device.

Tape devices aravailable only if you have upgraded from Acronis Backup & Recovel
For information about using tapes, see the "Tape devices" section of the product He

To back up data to a network folder, expand tetwork foldersgroup, select the
required networked machine, and then click the shared folder.

If the network share requires access credentials, the programasklifor them.

To back up data to FTP or SFTP, type the server name or addresathfield as
follows:

ftp://ftp_server:port _number or sftp://sftp_server:port number

To establish an active mode FTP connection, use the following notation:
aftp://ftp_server:port _number

If the port number is not specified, port 21 is used for FTP and port 22 is used for SF

After entering access credentials, the folders on the server become available. Click 1
appropriate folder on the server.

You can access the server as an anonymous user if the server enables such access
so, clickJse anonymous acceésstead ofentering credentials.

Note: According to the original FTP specification, credentials reqgfdrextcess to FTP
servers are transferred through a network as plaintext. This means that the user nan
password can be intercepted by an eavesdropper using a packet sniffer.




4.2.5 Access credentials for archive location

Specify credentials required for access to the location where the backup archive will be stored. The
user whose name is specified will be considered as the archive owner.

To specify credentials
1. Select one of the following:

A Use the plar's credentials
The program will access the source data using the credentials of the backup plan account
specified in thePlan parameterssection.

A Use the following credentials
The program will access the source data using the credentials you specify.

Use this option if the plan account does not have access permissions to the location. You
might need to provide special credentials for a network share or a storage node vault.

Specify:

A User name When entering the name of an Active Directory user accdumsure to also
specify the domain name (DOMAIYsername or Username@domain).

A Password The password for the account.

A Confirm passwordReenter the password.
2. ClickOK

Warning: According to the original FTP specification, credentésired for access to FTP servers are
transferred through a network as plaintext. This means that the user name and password can be intercepted by
an eavesdropper using a packet sniffer.

4.2.6 Backup schemes

Choose one of the available backupesties:

A Simplec to schedule when and how often to backup data and specify retention rules.

A GrandfatherFatherSonc to use the GrandfatheFatherSon backup scheme. The scheme does
not allow data to be backed up more than once a day. You set the days&fwreen the daily
backup will be performed and select from these days the day of weekly/monthly backup. Then
you set the retention periods for the daily (referred to as "sons"), weekly (referred to as
"fathers") and monthly (referred to as "grandfather§igckups. The expired backups will be
deleted automatically.

A Tower of Hanoi to use the Tower of Hanoi backup scheme. This scheme allows you to schedule
when and how often to back up (sessions) and select the number of backup levels (up to 16). The
data can be backed up more than once a day. By setting up the backup schedule and selecting
backup levels, you automatically obtain the rollback peqade guaranteed number of sessions
that you can go back at any time. The automatic cleanup mechanism maitttainsquired
rollback period by deleting the expired backups and keeping the most recent backups of each
level.

A Custom¢ to create a custom scheme, where you are free to set up a backup strategy in the way
your enterprise needs it most: specify multiplshedules for different backup types, add
conditions and specify the retention rules.

A Manual startc to create a backup task for manual start.

A Initial seedingc to save locally a full backup whose final destination is Acronis Online Backup
Storage.



Note for Microsoft Exchange userBor information about backup schemes used when backing up Exchange
databases, storage groups or mailboxes, refer to"B&ckup schemesection of the "Backing up Microsoft
Exchange Server data" documentation.

4.2.6.1  Simple scheme

With the simple backup scheme, you just schedule when and how often to back up data. Other steps
are optional.

To set up the simple backup scheme, specify the appropriate settings as follows.

Schedule

Set up when and how often to badk the data. To learn more about setting up the schedule,
see theSchedulindp. 60) section.

Retention rules

Specify how long to store backups in the location and whether to move or delete them afterward.
The retention rulesre applied after creating a backup. TiReep backups indefinitelis set by

default, which means that no backups will be deleted automatically. For more information about
retention rules, se&etting up retention of backugg. 74).

Backup type
To access this setting, cliSkow backup type, validation, convert to virtual machine
Select the backup type.
A Full- selected by default for all backup locations (except for Acronis Online Backup Storage).

A Incremental At the first time a full backup will be created. The next backups will be
incremental. Selected as the one and only backup type for Acronis Online Backup Storage.

Note: When thelncrementalbackup type is selected along with retention rules, the archiltde
cleaned up usingonsolidation(p. 248), which is a more timeonsuming and resourdatensive
operation.

42.6.2 Grandfather-Father-Son scheme

At a glance

A Daily ("Son"), weekly ("Father"), and monthly ("Grandfather") backups
A Custom day for weekly and monthly backups

A Custom retention periods for backups of each type

Description

Let us suppose that we want to set up a backup plan that will regularly prodseees of daily (D),
weekly (W), and monthly (M) backups. Here is a natural way to do this: the following table shows a
sample twemonth period for such a plan.
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Jan 1 Jan7

Jan & Jan 14
Jan 1% Jan 21
Jan 22 Jan 28
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Jan 29 Feb 4
Feb 5 Feb 11
Feb 12 Feb 18
Feb 19 Feb 25

O| O O O O
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Feb 26 Mar 4

Daily backups run every workday except Friday, which is left for weekly and monthly backups.
Monthly backups run on the last Friday of each month, and weekly backups run on all other Fridays.
As a result, you will normally obtain 12 monthly backups oveil gear.

Parameters

You can set up the following parameters of a GrandfatfetherSon (GFS) scheme.

Start backup at Specifies when to start a backup. The default value is 12:00 PM.

Back up on Specifies the days of the week when a backup will be performed. The default v:
Workdays

Weekly/Monthly Specifies which day of the week (out of the days selected iBtwk up orfield) you

want to reserve for weekly and monthly backups.

The defaul value isFriday. With this value, a monthly backup will run on the last
Friday of each month. Weekly backups will run on all other Fridays. If you choo:
different day of week, these rules will apply to the day chosen.

Keep backups Specifies how longou want the backups to be stored in the archive. A term can
set in hours, days, weeks, months, or years. For monthly backups, you can alsc
Keep indefinitelyif you want them to be saved forever.

The default values for each backup type are ds\.
Daily: 5 days (recommended minimum)

Weekly: 7 weeks

Monthly: indefinitely

The retention period for weekly backups must exceed that for daily backups; the
monthly backups' retention period must be greater than the weekly backups'
retention period.

We recommend setting a retention period of at least one week for daily backup:
Backup type Specifies the types of daily, weekly and monthly backups.

A Always full- all the daily, weekly and monthly backups will always be full. Thi
the default selectin for cases when a tape drive is selected as a backup loce

A Full/Differential/incremental - daily backups are incremental, weekly backups
are differential, and monthly backups are full.

The first backup is always full. However, this does not meanittigaa monthly
backup. It will be kept as a daily, weekly or monthly backup, depending on |
day of week it is created.

A backup is not deleted until all backups that directly depend on it become subject to deletion as well. This is
why you might see a backup, marked with t il icon, for a few days past its expected expiration date.




Examples
Each day of the past week, each week of the past month
Let us consider a GFS backup scheme that many may find useful.

A Back up files every day, including weekends

A Be able to recover files as of any date over the past seven days
A Have access to weekly backups of the past month

A Keep monthly backups indefinitely.

Backup scheme parameters can then be set up as follows.

A Start backup at11:00 PM
A Back up onAll days
A Weekly/monthly:Saturday(for example)
A Keep backups:
A Daily:1 week
A Weekly:1 month
A Monthly: indefinitely
As a result, an archive of daily, weekly, and monthly backups will be created. Daily backups will be
available for seven days since creation. For instance, a daily backup of Sunday, January 1, will be

available througmext Sunday, January 8; the first weekly backup, the one of Saturday, January 7,
will be stored on the system until February 7. Monthly backups will never be deleted.

Limited storage

If you do not want to arrange a vast amount of space to store a hugévatgfou may set up a GFS
scheme so as to make your backups more sheed, at the same time ensuring that your
information can be recovered in case of an accidental data loss.

Suppose that you need to:

A Perform backups at the end of each working day

A Be able to recover an accidentally deleted or inadvertently modified file if this has been
discovered relatively quickly

A Have access to a weekly backup for 10 days after it was created
A Keep monthly backups for half a year.

Backup scheme parameters can tHemset up as follows.

A Start backup at6:00 PM
A Back up onWorkdays
Weekly/monthly:Friday
Keep backups:

A Daily:1 week

A Weekly:10 days

A Monthly: 6 months

> > >



With this scheme, you will have a week to recover a previous version of a damaged file from a daily
backup; as well as ifay access to weekly backups. Each monthly full backup will be available for six
months since the creation date.

Work schedule

Supposey/ou are a partime financial consultant and work in a company on Tuesdays and Thursdays.
On these days, you often make changes to your financial documents, statements, and update the
spreadsheets etc. on your laptop. To back up this data, you may want to:

A Track changes to the financial statements, spreadsheets, etc. performed on Tuesdays and
Thursdays (daily incremental backup).

A Have a weekly summary of file changes since last month (Friday weekly differential backup).

A Have a monthly full backup of youlek.

Moreover, assume that you want to retain access to all backups, including the daily ones, for at least
six months.

The following GFS scheme suits such purposes:

A Start backup at11:30 PM
A Back up onTuesday, Thursday, Friday
A Weekly/monthly:Friday
A Keep backups:
A Daily:6 months
A Weekly:6 months
A Monthly: 5 years
Here, daily incremental backups will be created on Tuesdays and Thursdays, with weekly and

monthly backups performed on Fridays. Note that, in order to chéwikayin the Weekly/monthly
field, you need to first select it in theack up orfield.

Such an archive would allow you to compare your financial documents as of the first and the last day
of work, and have a fivgear history of all documents, etc.

No daily backups
Consider a more exotic GFS scheme:

A Start backup at12:00 PM
A Back up onFriday
Weekly/monthly:Friday
Keep backups:

A Daily:1 week

A Weekly:1 month

A Monthly: indefinitely

> > >

Backup is thus performed only on Fridays. This makes Friday the only choice for avekkionthly
oF Oldzllaz €SI @GAYy3 y2 20KSNJI RIFGS T2 NIKEBNXEf @ NDIKQ PO&ELIA
hence consist only of weekly differential and monthly full backups.

Even though it is possible to use GFS to create such an archive, the Gaktame is more flexible in
this situation.



4.2.6.3  Custom backup scheme

At a glance

A Custom schedule and conditions for backups of each type
A Custom schedule and retention rules

Parameters

Parameter

Full backup schedule

Incremental backup
schedule

Meaning
Specifies on what schedule and under which conditions to perform a full bac

For example, the full backup can be set up to run every Sunday at 1:00 AM
soon as all users are logged off.

Specifies on what schedule and unddrich conditions to perform an
incremental backup.

If the archive contains no backups at the time of the task run, a full backup i
created instead of the incremental backup.

Differential backup schedule Specifies on what schedule and under which conditions to perform a differe:

Clean up archive

Apply retention rules

backup.

If the archive contains no full backups at the time of the task run, a full back
created instead of the differential backup.

Specifies how to geid of old backups: either to apphgtention rules(p. 75)
regularly or clean up the archive during a backup when the destination locat
runs out of space.

By default, the retention rules are not specified, which means older backups
not be deleted automatically.

Using retention rules

Specify the retention rules and when to apply them.

This setting is recommended for backup destinations such as shadeadol
When there is insufficient space while backing up

The archive will be cleaned up only during backup and only if there is not er
space to create a new backup. In this case, the software will act as follows:

A Delete the oldest full backup with alependent incremental/differential
backups

A Ifthere is only one full backup left and a full backup is in progress, then
delete the last full backup with all dependent incremental/differential
backups

A Iifthereis only one full backup left, and an incremental or differential bac
is in progress, an error occurs saying there is a lack of available space

This setting is recommended when backing up to a USB drive or Acronis Se
Zone. This setting is happlicable to FTP and SFTP servers.

This setting enables deletion of the last backup in the archive, in case your
storage device cannot accommodate more than one backup. However, you
might end up with no backups if the program is not able to create #he n
backup for some reason.

Specifies when to apply thetention rules(p. 75).



(only if the retention rules  For example, the cleanup procedure can be set up to run after each backup
are set) alsoon schedule.

This option is available only if you have set at least one retention rule in
Retention rules

Cleanup schedule Specifies a schedule for archive cleanup.
(only ifOn schedulds For example, the cleanup can be scheduled to start on the last day of each
selected) month.

This option is available only if you selectéd scheduldn Apply retention rules

2nd location 3rd location, | Specifies where teopy or movep. 72) the backups from the current location.

and so on This option is available only if you selected either Replicate newly created

backup to another locatiorcheck box undeHow to back up or Move the
oldest backups to another locatiom the Retention ruleswindow.

Examples
Weekly full backup

The following scheme vyields a full backup performed every Friday night.
Full backup Schedule: WeeklyeveryFriday, at10:00 PM

Here, all parameters excefichedulan Full backupare left empty. All backups in the archive are
kept indefinitely (no archive cleanup is performed).

Full and incremental backup plus cleanup

With the following scheme, the archive will consist of weekly full backups and daily incremental
backups. We furtér require that a full backup begin only after all users have logged off.

Full backup: Schedule: WeeklgveryFriday, at10:00 PM
Full backup: Conditions: User is logged off
Incremental: Schedule: Weekly, every workdeagt9:00 PM

Also, let all backups @&r than one year be deleted from the archive, and let the cleanup be
performed upon creating a new backup.

Retention rules:Delete backups older that? months
Apply the rules: After backing up

By default, a ongrear-old full backup will not be deleted tihall incremental backups that depend
on it become subject to deletion too. For more information, §egention rulegp. 75).

Monthly full, weekly differential, and daily incremental backups plus cleanup

This example dematrates the use of all options available in the Custom scheme.

Suppose that we need a scheme that will produce monthly full backups, weekly differential backups,
and daily incremental backups. Then the backup schedule can look as follows.

Full backup: Schdule: Monthly, everyLast Sundaypf the month, at9:00 PM

Incremental: Schedule: Weekleveryworkday, at7:00 PM



Differential: Schedule: WeeklyeverySaturday at8:00 PM

Further, we want to add conditions that have to be satisfied for a backup task to start. This is set up
in the Conditionsfields for each backup type.

Full backup Conditions Location available
Incrementat Conditions User is logged off
Differential: Corditions: User is idle

As a result, a full backaporiginally scheduled at 9:00 RMmay actually start later: as soon as the
backup location becomes available. Likewise, backup tasks for incremental and differential backups
will wait until all users are loggeoff and users are idle, respectively.

Finally, we create retention rules for the archive: let us retain only backups that are no older than six
months, and let the cleanup be performed after each backup task and also on the last day of every
month.

Retertion rules. Delete backups older thaimonths
Apply the rules After backing up On schedule
Cleanup scheduteMonthly, on theLast dayof All months at10:00 PM

By default, a backup is not deleted as long as it has dependent backups that must be kept. For
example, if a full backup has become subject to deletion, but there are incremental or differential
backups that depend on it, the deletion is postponed untitteé dependent backups can be deleted
as well.

For more information, seRetention rulegp. 75).

426.4 Tower of Hanoi scheme

At a glance
A Up to 16 levels of full, differential, and incremental backups

A Nextlevel backups are twice as rare as previmwe! backups
A One backup of each level is stored at a time

-

A Higher density of more recent backups

Parameters
You can set up the following parameters of a Tower of Hanoi scheme.

Schedule Set up aaily (p. 61), weekly(p. 63), or monthly (p. 65) schedule. Setting up schedule
parameters allows for the creation of simple schedules (example of a simple daily
schedule: a backup task will be run every 1 day at 10 AM) as well as more comple
schedules (example of a complex daily schedule: a taskeniliibevery 3 days, startin
from January 15. During the specified days the task will be repeated every 2 hours
10 AM to 10 PM). Thus, complex schedules specify the sessions on which the sch
should run. In the discussion below, "days" can be regalagith "scheduled sessions".

Number of levels Select from 2 to 16 backup levels. See the example stated below for details.

Roltback period The guaranteed number of sessions that one can go back in the archive at any tirr
Calculated automatically, depending on the schedule parameters and the number:



levels you select. See the example below for details.
Backup type Specifies what backup pes the backup levels will have

A Always full- all levels of backups will be full. This is the default selection for cas
when a tape drive is selected as a backup location.

A Full/Differential/incremental - backups of different levels will have differerypies:
- Lastlevel backups are full
- Backups of intermediate levels are differential

- Firstlevel backups are incremental

Example
Scheduleparameters are set as follows

A Recur: Every 1 day
A Frequency: Once at 6 PM

Number of levels4
Backup type Full/Differential/Incremental

This is how the first 14 days (or 14 sessions) of this scheme's schedule look. Shaded numbers denote
backup levels.

1(2|3|4|5|6|7(8]|]9]10|11|12|13|14
11213 |1]2]|1 11 2]1|3(1

Backups of different levels have different types:

A Lastlevel(in this case, level 4) backups are full;
A Backups ointermediate level$2, 3) are differential;
A Firstlevel(1) backups are incremental.

A cleanup mechanism ensures that only the most recent backups of each level are kept. Here is how
the archive looks on day 8, a day before creating a new full backup.

112345678
1(12(1|3|1(2]|1

The scheme allows for efficient data storage: more backups accumulate toward the current time.
Having four backups, we could recover data as of today, yesterday, half a week, or a week ago.

Roltback period

The number of days we can go back in the arclsitifferent on different days. The minimum
number of days we are guaranteed to have is called thebaatk period.

The following table shows full backup and mdick periods for schemes of various levels.

Number of Full backup On different Roltback

levels every days, can go | period
back
2 2 days 1to 2 days 1 day

3 4 days 2 to 5 days 2 days



4 8 days 4to 11 days |4 days
5 16 days 81to 23 days |8 days
6 32 days 16 to 47 days | 16 days

Adding a level doubles the full backapd roltback periods.
To see why the number of recovery days varies, let us return to the previous example.
Here are the backups we have on day 12 (numbers in gray denote deleted backups).
1 2 3| 4 5 6 7 8 9110|1112
1 2 1 3 1 2 1 1 2 1

A new level 3 differential backup has not yet been created, so the backup of day five is still stored.
Since it depends on the full backup of day one, that backup is available as well. This enables us to go
as far back as 11 days, which is the kste senario.

The following day, however, a new thilelvel differential backup is created, and the old full backup is
deleted.

11213456 |7]|8]9]|]10[11|12]|13
4 (1|2 (1|3 |[1|2]|1 1]12]1]3

This gives us only a four day recovery interval, which turns out to be the-sasstscenario.

On day 14, the interval is five days. It increases on subsequent days before decreasing again, and so
on.

1|2 |3|4|5|6|7|8]|9]|10[11|12]13] 14
4 |12 |1|3]1]2]1 1|2[1]3]1
The roltback period shows how many days we are guaranteed to have even in the worst case. For a
four-level scheme, it is four days.

426.5 Manual start

With the Manual startscheme, you do not have to specify the backup scheMdea.can run the
backup plan from thé&lans and Taskdew manually at any time afterwards.

Specify the appropriate settings as follows.

Backup type

Select the type of backup
A Full- selected by default for all backup locatiofexcept for Acronis Online Backup Storage).

A Incremental.At the first time a full backup will be created. The next backups will be
incremental. Selected as the one and only backup type for Acronis Online Backup Storage.

A Differential. At the first time a fll backup will be created. The next backups will be
differential.

4.2.6.6 Initial seeding

This backup scheme is available when Acronis Online Backup Storage is selected as the backup
destination. A backup is only successful if you have an Initiaif@gkcense.



The Initial Seeding service might be unavailable in your region. To find more information, click here:
http://kb.acronis.com/content/15118

Initial seeding enables you to transfer the first backup, which is full and usually the largest, to the
online storage on a hard drive instead of over the Internet. Subsequent backups, which are all
incremental and thus usually much smaller, can be transferred over the Internet after the full backup
has arrived in the online storage.

If you back up 100 Gd& data or more, initial seeding ensures faster delivery of the bacigedata
and lower traffic costs.

Please refer to thelhitial Seeding FAQ. 226)" section for more details.

4.2.7 Archive validation

Set up the vafiation task to check if the backag data is recoverable. If the backup could not pass
the validation successfully, the validation task fails and the backup plan geEsrirestatus.

Validation of a file backup imitates recovery of all files from thekiba to a dummy destination.
Validation of a volume backup calculates a checksum for every data block saved in the backup.

To set up validation, specify the following parameters

1. When to validateq select when to perform the validation. As the validation is a
resourceintensive operation, it makes sensedohedulethe validation to the managed
machine's offpeak period. On the other hand, if the validation is a major part of your data
protection stategy and you prefer to be immediately informed whether the backpdiata is
not corrupted and can be successfully recovered, think of starting the validation right after
backup creation.

2. What to validateg select either to validate the entire archive the latest backup in the archive.
+fARIFIGAZ2Y 2F (GKS I NOKAGS oAttt QFtARFGS ¢
of system resources.

Validation of the latest backup may also take time, even if this backup is incremental or
differential, and small in size. This is because the operation validates not only the data physically
contained in the backup, but all of the data recoverable by selecting the backup. This requires
access to previously created backups.

3. Validation scheduldappears only if you have select&dn schedulén step 1) set the schedule
of validation. For more information see tt8chedulindp. 60) section.

4.2.8 Backup plan's credentials
Provide the credentials for the account under which the plan will run.

To specify credentials
1. Select one of the following:
A UseAcronisservice credential®r Run under the current user
The plan will run under one of the following user accounts:
A The agent service account if you have administrative privileges on the machine.
A Your account, if you are logged on as a regular user such as a member of the Users
group.
A Use the following credetials



The tasks will always run under the credentials you specify, whether started manually or
executed on schedule.

Specify:
A User name When entering the name of an Active Directory user account, be sure to also
specify the domain name (DOMAIsernameor Username@domain).

A Password The password for the account.
A Confirm passwordReenter the password.
2. ClickOK

To learn more about operations available depending on the user privileges, sbkséh€ privileges
on a managed machin@. 23) section.

4.2.9 Label (Preserving machine properties in a backup)

Any time data on a machine is backed up, information about the machine name, operating system,
Windows service pack and security identifier (S3@)ided to the backup, along with the

userdefined text label. The label may include the department or machine owner's name or similar
information that can be used as a tag or a key.

If yourecover(p. 103) the machine to a VMare ESX(i) using Agent for ESX(igporert(p. 140) the
backup to a ESX(i) virtual machine, these properties will be transferred to the virtual machine's
configuration. You can view them in the virtual machine settibgh:settings> Options>Advanced

> General> Configuration parametersYou can select, sort and group the virtual machines with the
help of these custom parameters. This can be useful in various scenarios.

Example:

Let's assume you migrate your office @atacenter to a virtual environment. By using thipdrty

software that can access configuration parameters through VMware API, you can automatically apply
security policies to each machine even before powering it on.

To add a text label to a backup:

1. On theCreate backup plaip. 34) page, clickShow plan's credentials, comments, label

2. InLabel enter the text label or select it from the dregpwn menu.

Parameters specification

Parameter Value Description

acronisTag.label <string> A userdefined label.
The label can be set by a user when creating a backup
plan.

acronisTag.hostname <string> Host name (FQDN)

acronisTag.os.type <string> Operating system

acronisTag.os.servicepack |0, 1, 2... The version of the Service Pack installed in the system

For Windows OS only.

acronisTag.os.sid <string> Machine's SID.

For example:
S1-5-21-8741334927822673213928949834.

For Windows OS only.




Values of the "acronisTag.os.type" parameter

Windows NT 4

Windows 2000 Professional
Windows 2000 Server

Windows 2000 Advanced Server
Windows XP All Editions
Windows XP All Editions (64 bit)
Windows Server 2003, All Editions
Windows Server 2003, All Editions (64 bit)
Windows 2008

Windows 2008 (64 bit)

Windows Vista

Windows Vista (64 bit)

Windows 7

Windows 7 (64 bit)

Windows Server 2008 R2 (64 bit)
Linux

Linux (64 bit)

Other Operating System

Other Operating System (64 bit)

Example
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winNTGuest
win2000ProGuest
win2000ServGuest
win2000ServGuest
winXPProGuest
winXPPro64Guest
winNetStandardGuest
winNetStandard64Guest
winLonghornGuest
winLonghorn64Guest
winVistaGuest
winVista64Guest
windows7Guest
windows7_64Guest
windows7Server64Guest
otherLinuxGuest
otherLinux64Guest
otherGuest

otherGuest64
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4.2.10 Sequence of operations in a backup plan

If a backup plan contains multiple operations, Acronis Backup & Recovery 11.5 performs them in the

following order:

1. Cleanup (if configureBefore backup and validation (if cleanup has been performed and
validation is configured to ruAfter the retention rules are appliell

If a backup was moved to a different location during the cleanup, all the operations configured
for the subsequent locations are performed before continuing to the following steps in the

primary location.
2. Prebackup command execution.
3. Backup:

a. Predata capture command execution

b. Snapshot creation



c. Postdata capture command execution
d. Backup process
4. Start of backup cataloging.

Backup cataloging can be a timmensuming process. It is performed in parallel with the following
steps.

Postbackup command execution.
Disaster Recovery Plan (DRP) creation.
Conversion to a virtual machine.
Backup replication.

Cleanup.

If the replication took place, or a backup was moved to a different location duringebaup, all
the operations configured for the subsequent locations are performed before continuing to the
following steps in the primary location.

10. Validation.
11. Tape media ejection.
12. Sending email notification.

© 0o N O

4.2.11 Why is the program asking for th e password?

A scheduled or postponed task has to run regardless of users being logged on. In case you have not
explicitly specified the credentials, under which the task(s) will run, the program proposes using your
account. Enter your password, specify trer account or change the scheduled start to manual.

4.3 Simplified naming of backup files

To use simplified naming of backup files, do either of the following:

A In the welcome screen, cli€kreate backup plaifp. 34), expandShow backup file naming,
archive commentsand then selectthe I YS o6 O dzLJ FAf Sa dfedkpdk. G KS | N

When you back up to a locally attached RDX drive or USB flash drivdarniebackup files
using the archive name.check box does not appear. Instead, teenovable device modép.
155) determines whether the standard or simplified naming scheme will be used.

-

A In the welcome screen, cli@ack up now(p. 34). Simplified naming will be used whenever the
0l O1dzLd RSalUAY Il GA2y adzZllR2NIAa&A AG 6aSS awSaidNROGA

When you use simplified file naming

A The file name of the first (full) backup in the archive will consist of the archive name; for
exampe: MyData.tib. The file names of subsequent (incremental or differential) backups will
have an index. For examplyData2.tib, MyData3.tib, and so on.

This simple naming scheme enables you to create a portable image of a machine on a detachable
media o move the backups to a different location by using a script.

A Before creating a new full backup, the software will delete the entire archive and start a new
one.
This behavior is useful when you rotate USB hard drives and want each drive todtagjetll
backup(p. 58) or allbackups created during a wegk 59). But you might end up with no
backups if a full backup to your only drive fails.

This behavior can be suppressed by addingfrate] variablgp. 56) to the archive name.



When you use standard file naming

A Each backup will have a unique file name with the exact time stamp and the backup type. For
example MyData 2010 03 26 17 01 38 960D.fithis standard file naming allows for a wider
range of backup destinations and backup schemes.

Restrictions

When using simplified file naming, the following functionality is not available:

A Setting up full, incrementaind differential backups within a single backup plan. You need to
create separate backup plans for each type of backup

Backup to a tape, Acronis Secure Zone or Acronis Online Backup Storage

Setting up replication of backups

Setting up retention rules

Setting up regular conversion of backups to a virtual machine

Converting an incremental or differential backup into a full one

> > > > >

Restrictions on archive names

A The archive name cannot end with a number.

A The FAT16, FAT32, and NTFS file systems do not alidelltdwing characters in the file name:
backslash\), slash/), colon(:), asterisk*), question mark(?), quotation mark"), less than
sign(<), greater than sig(>), and pip€]).

4.3.1 The [DATE] variable

If you specify th¢DATE)}variabk in the archive name, the file name of each backup will include that
ol O1 dzLJoa ONBIF A2y RIGSO®

When using this variable, the first backup of a new day will be a full backup. Before creating the next
full backup, the software deletes all backups taken eathat day. Backups taken before that day

are kept. This means you can store multiple full backups with or without incremental ones, but no
more than one full backup per day. You can sort the backups by date. You can also use a script to
copy, move, or delte the older backups.

The value of this variable is the current date surrounded by brackets ([]). The date format depends on
the regional options on the machine. For example, if the date formgasmonth-day, the value for
JanuanyB1, 2012, i$2012-01-31]. Characters that are not supported in a file name, such as slashes

(/), are replaced with underscores ().

You can place this variable anywhere in the archive name. You can use both lowercase and
uppercase letters in this variable.

Examples

Example 1.Suppose that you perform incremental backups twice a day (at midnight and noon) for
two days, starting on January 31, 2012. The archive naMgAschive[DATE] the date format is
yearmonth-day.Here is the list of backup files after day two:

MyArchive[2012-01-31].tib (full, created on January 31 at midnight)
MyArchive[2012-01-31]2.tib (incremental, created on January 31 at noon)
MyArchive[2012-02-01].tib (full, created on February 1 at midnight)
MyArchive[2012-02-01]2.tib (incremental, cread on February 1 at noon)



Example 2Suppose that you perform full backups, with the same schedule, archive name, and date
format as in the previous example. Then, the list of backup files after day two is the following:

MyArchive[2012-01-31].tib (full, aeated on January 31 at noon)
MyArchive[2012-02-01].tib (full, created on February 1 at noon)

This is because the full backups created at midnight were replaced by new full backups of the same
day.

4.3.2 Backup splitting and simplified file naming

When a backup is split accordingliackup splittingp. 85) settings, the same indexing is used to also
name parts of the backup. The file name for the next backup will have the next available index.

For example, suppose that the first backup of the arcMy®atahas been split in two parts. Then,
the file names for this backup ahyDatal.tibandMyData2.tib. The second backup (supposing that
it is not split) will be nametyData3.tib.

4.3.3 Usage examples

This section provides examples of how you can use simplified file haming.

4.3.3.1 Example 1. Daily backup replacing the old one
Consider the following scenario:

A You want to perform a daily full backup of your machine.
A You want to stre the backup on a locally attached USB hard drive in th#/fildachine.tib.
A You want each new backup to replace the old one.

In this scenario, create a backup plan with a daily schedule. When creating the backup plan, specify
the USB hard drive as thechive location, specifilyMachineas the archive name, select tikame
backup files using the archive namecheck box, and sele&ullas the backup type.

Result.The archive consists of a single file: MyMachine.tib. This file is deleted before crzatng
backup.

If you choose to back up to a locally attached RDX drive or USB flash drive, you will notNam¢he
backup files using the archive namecheck box. Instead, make sure that tleenovable device
mode (p. 155) is set toRemovable media

4.3.3.2 Example 2. Daily full backups with a date stamp
Consider the following scenario:

A You want to perform a daily full backup of your machine.
A You want to move older backups to a remote location by using a script.

In this scenario, create a backup plan with a daily schedule. When creating the backup plan, specify
MyMachine[DATEJas the archive name, select tihame backup files using the archive name...
check box, and sele€&ullas the backup type.

Result:



A The bakups of January 1, 2012, January 2, 2012, and so on, are stored respectively as
MyMachine[2012-01-01].tib, MyMachine[2012-01-02].tib, and so on.

A Your script can move older backups based on the date stamp.
Seealsdt ¢ KS @51 (1(®.66).3F NIl of S¢

4.3.3.3 Example 3. Hourly backups within a day
Consider the following scenario:

A You want to perform hourly backups of your server's critical files every day.

A You want the first backup of each day to be full and to run at ightnand the subsequent
backups of the day to be differential and to run at 01:00, 02:00, and so on.

A You want to keep older backups in the archive.
In this scenario, create a backup plan with a daily schedule. When creating the backup plan, specify
ServeFiles[Date]as the archive name, select thleame backup files using the archive naXeheck

box, specifiDifferential as the backup type, and schedule the backups to run every hour from
midnight.

Result:
A The 24 backups of January 1, 2012, will be stored as ServerFile§[R01Rtib,

ServerFiles[201:R1-01]2.tib, and so on up to ServerFiles[2601201]24.tib.
A The following day, the backups will start with the full backup ServerFilesf2002].tib.

See &0"The [Date] variable(p. 56).

4.3.3.4  Example 4. Daily full backups with daily drive swaps
Consider the following scenario:

A You want to perform a daily full backup of your machine.

A You want to store the backup orl@cally attached USB hard drive in the filgMachine.tib.

A You have two such drives. Each of them has the drive IBttenen attached to the machine.
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A You want each new backup to replace the backup on the currently attached drive.

In this scenario, create a backup plan with a daily schedule. When creating the backup plan:

A SpecifyMyMachineas the archivaame.

A SpecifyD as the archive location.

A Select theName backup files using the archive nameheck box.
A Selectrullas the backup type.

Result.Each hard disk drive will contain one full backup. While one drive is attached to the machine,
you can kep the other drive offsite for extra data protection.

If you choose to back up to locally attached RDX drives or USB flash driveantaébackup files
using the archive name.check box does not appear. Instead, make sure that¢ngovable device
mode (p. 155) is set toRemovable media



4.3.3.5 Example 5. Daily backups with weekly drive swaps

Consider the following scenario:

A You want to perform daily backups of your machine: a full backup each Monday and incremental
backups on Tuesday through Sunday.

A You want to store the backups on a locally attached USB hard drive in the avgiMechine.

A You have two such drives. Either of them has drive |ddter the operating system when
attached to the machine.

A You want to s\ap the drives each Monday so that one drive contains backups of the current
week (Monday through Sunday), and the other drive those of the previous week.
In this scenario, you need to create two backup plans as follows:

a) When creatinglte first backup plan:
A SpecifyMyMachineas the archive name.

A SpecifyD) as the archive location, whei®is the letter either of the drives has in the
operating system when attached to the machine.

A Select theName backup files using the archive nameheck box.
A SelectFullas the backup type.
A Schedule the backups to run every week on Monday.

b) When creating the second backup plan, specify the same settings as in the first backup plan, but
selectincrementalas the backup type and schedule the backigprin every week on Tuesday
through Sunday.

Result:

A Before creating a Monday backup (by the first backup plan), all backups will be deleted from the
currently attached drive.

A While one drive is attached to the machine, you can keep the other drivateffor extra data
protection.

If you choose to back up to locally attached RDX drives or USB flash drivdantbeébackup files
using the archive name.check box does not agar. Instead, make sure that tmemovable device
mode (p. 155) is set toRemovable media

4.3.3.6 Example 6. Backups within working hours
Consider the following scenario:
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A You want the first backup of each day to be full and to run at 01:00 AM.

A You want the backups during working hours to be differential and to run every hour from
8:00AM through 5:0(PM.

A You want to include a creation date in the name of elabkup file.
In this scenario, you need to create two backup plans as follows:

a) When creating the first backup plan, specgrverFiles[DATEs the archive name, select the
bl YS oF O1dzld FAf SA& daieskypak, sélddibllad tieIDdchu@ifoe, drd Y S X
schedule the backups to run every day at 01:0A6Q



b) When creating the second backup plan, specify the same settings as in the first backup plan, but
selectDifferential as the backup type and schedule the backups as follows

A Run the taskDaily
A Every 1Hour(s)

A From 08:00:00 AM
A Until: 05:01:00 PM

Result:

A The full backup of January 31, 2012, will be stored as ServerFile€)2€R13.tib.

A The 10 differential backups of January 31, 2012, will be stored as ServerFileS1281]2.tib,
ServerFiles[201:R1-31]3.tib, and so on up to ServerFiles[260231]11.tib.

A The following day, February 1, the backups will start with the full backup
Serverites[201202-01].tib. The differential backups will start with ServerFiles[202D1]2.tib.
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4.4 Scheduling

Acronis scheduler helps the admimist G 2 NJ F RF LJG o1 Ol dzld LX IFya G2 GKS O
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safely protected.

The scheduling is available whemeating a backup plafp. 34) with any of the following backup

schemes: Simple, Custom or Tower of Hanoi. The schedule also can bevasitifdion taskgp.

157).

The scheduler uses local time of the machine the backup plan exisBefore creating a schedule,
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Schedule

To define when a task has to be executed, you need to specify an event or multiple events. The task
will be launched as soon as any of the evartsurs. The table below lists the events available under
Windows operating systems.

Event
Time: Daily, Weekly, Monthly
Time passed since the last successful backup has completed
(specify the length of time)
User logon
OFtye dzZaASNE OdzNNBy G dzaSNE alLISOATe Gk
User logoff*
Olye dzaSNE OdzNNByild dzaSNE aLISOATFe (kK
*Shutting down is not the same as logging off. The task will not run at a syster
shutdown.

System startup

System shutdown



An event inWindows Event Log

(specify the parameters of the event)

Condition

For backup operations only, you can specify a condition or multiple conditions in addition to the
events. Once any of the events occurs, the scheduler checks the condition and runstiiehtas
condition is met. With multiple conditions, all of them must be met simultaneously to enable task
execution. The table below lists the conditions available under Windows operating systems.

Condition: run the task only if
User is idle (a screen saver is running or the machine is locked)
Location's host is available
The task run time is within the specified time interval
All users are logged off

The specified period of time has passed since the last successful backpletsam

The scheduler behavior, in case the event occurs but the condition (or any of multiple conditions) is
not met is defined by th&ask start condition§. 99) backup option.

What-ifs

A What if an event occurs (and a condition, if any, is met) while the previous task run has not
completed?
The event will be ignored.

A What if an event occurs while the scheduler is waiting for the condition required by the
previous event?

The event will be ignored.
A What if the condition is not met for a very long time?

If delaying a backup is getting risky, you can force the condition (tell the users to log off) or run
the task manually. To automatically handle this situation, you cathedime interval after
which the task will run regardless of the condition.

4.4.1 Dalily schedule

Daily schedule is effective in Windows and Linux operating systems.
To specify a daily schedule
In the Schedulearea, select the appropriate parametas follows:

Every: <...> day(s) Set up the certain number of days you want the task to be run. For exam
you set Every 2 day(s), the task will be started on every other day.

In the During the day execute the task.area, select one of the following:
Once at: <...> Set up the time at which the task will be run once.

Every: <...> Set up how many times the task will be restarted during the specified timi
interval. For example, setting the takquency to Every 1 hour From
10:00:00 AM until 10:00:00 PM allows the task to run 12 times: frorANIO
to 10PM during one day.

From: <...> Until: <...>



In the Effective...area, set the following settings:

From: <...> Set up a date when this schedule will be enabled (an tffedate). If this

check box is cleared, the task will be started on the nearest day and time
have specified above.

To: <..> Set up a date when this schedule will be disabled. If this check box is cle

the task will be run for an indefinite nurab of days.

All the settings you made are displayed in Besultfield at the bottom of the window.

Examples

"Simple" daily schedule

Run the task every day at 6PM.

The schedule's parameters are thus set up as follows.

1.
2.
3.

Every:1 day(s).
Once at06:00:00PM.
Effective:

From:not set The task will be started on the current day, if it has been created before 6PM. If
you have created the task afterf8V, the task will be started for the first time on the next day at
6 PM.

To:not set The task will be performed for an indefinite number of days.

"Three-hour time interval lasting for three months" schedule

Run the task every three hours. The task starts on a certain date (say, September 15, 2009), and ends
after three months.

The schedle's parameters are thus set up as follows.

1.
2.

Every:1 day(s).

Every:3 hours

From:12:00:00 AM(midnight) Until:09:00:00 PM thus, the task will be performed 8 times a
day with a 3 hour time interval. After the last daily recurreat® PM, the next day comes and
the task starts over again from midnight.

Effective:

From:09/15/20009. If September 15, 2009 is the current date of the task's creation and, say,
01:15PM is the task's creation time, the task will be started when theaestaime interval

comes: at 03:0M in our example.

T0:12/15/2009. On this date the task will be performed for the last time, but the task itself is still
available in thelasksview.

Several daily schedules for one task

There are some cases when yowhtineed the task to be run several times a day, or even several
times a day with different time intervals. For such cases, consider adding several schedules to a single
task.

For example, suppose that the task has to be run every 3rd day, starting fr@@/2@09, five times
a day:

A first at 8AM



second at 1PM (noon)

third at 3PM

fourth at 5PM

fifth at 7PM

The obvious way is to add five simple schedules. If you spend one minute for examination, you can
think out a more optimal way. As you can see, the time interval between the first and the second

task's recurrences is 4 hours, and between the third, foarit fifth is 2 hours. In this case, the
optimal way is to add two schedules to the task.

> > > >

First daily schedule
1. Every:3day(s).
2. Every4hours.
From:08:00:00 AMUntil: 12:00:00 PM
3. Effective:
From:09/20/20009.
To:not set
Second daily schedule
1. Every:3day(s).
2. Every:2hour(s).
From:03:00:00 PMUntil: 07:00:00 PM
3. Effective:
From:09/20/20009.
To:not set

4.4.2 Weekly schedule

Weeklyschedule is effective in Windows and Linux operating systems.
To specify a weekly schedule
In the Schedulearea, select the appropriate parameter as follows:

Every: <...> week(s) on: <...> Specify a certain number of weeks and the days of the week you want th
task to be run. For example, with the Ev@nyweek(s) orMon setting, the task
will be performed on Monday of every other week.

In the During the day execute the task.area, selecbne of the following:
Once at: <...> Set up the time at which the task will be run once.

Every: <...> Set up how many times the task will be run during the specified time intel
For example, setting the task frequency to Evehour From10:00:00 AM
until 10:00:00 PMallows the task to be run 12 times from 20 to 10PM
during one day.

From: <...> Until: <...>

In the Effective...area, set the following settings:

From: <...> Set up a date when this schedule will be enabled (an effective date). If th
check box is cleared, the task will be started on the nearest day and time
have specified above.



To: <..> Set up a date when this schedule will be disabled. If this chexlkstcleared,
the task will be run for an indefinite number of weeks.

All the settings you made are displayed in Resultfield at the bottom of the window.

Examples

"One day in the week" schedule

Run the task every Friday at 10PM, starting from a certain date (say 05/14/2009) and ending after six
months.

The schedule's parameters are thus set up as follows.

1. Every:1week(s) onfFri
2. Once at10:00:00 PM
3. Effective:
From:05/13/2009. The task will be started on the nearest Friday aPM

T0:11/13/2009. The task will be performed for the last time on this date, but the task itself will
still be available in the Tasks view after this date. (If this date were not a Rfidabask would
be last performed on the last Friday preceding this date.)

This schedule is widely used when creating a custom backup scheme. The "One day in tH&keveek"
schedule is added to the full backups, while the incremental backups are scheduilegperformed

on workdays. For more details, see the Full and incremental backups plus cleanup example in the
Custom backup schenip. 47) section.

"Workdays" schedule

Run the task every week on workdays: from Monday throadtiay. During a workday, the task
starts only once at M.

The schedule's parameters are thus set up as follows.

1. Every:1week(s) onckWorkdays> selecting the <Workdays> check box automatically selects the
corresponding check boxel¢n, Tue Wed, Thu, andFri), and leaves the remaining ones
unchanged.

2. Once at09:00:00 PM

3. Effective:

From:empty. If you have created the task, say on Mondag BB0AM, the task will be started

on the same day at BM. If the task was created, say on Friday afteM then it will be started
for the first time on the nearest workday (Monday in our example) Biv

End dateempty. The task will be restartedf an indefinite number of weeks.

This schedule is widely used when creating a custom backup scheme. The "Wolkdaystiedule

is added to the incremental backups, while the full backup is scheduled to be performed one day in
the week. For more detailsge the Full and incremental backups plus cleanup example in the
Custom backup schenfp. 47) section.

Several weekly schedules for one task

In the case when the task needs to be run on different days of the weeks withediffgme intervals,
consider adding a dedicated schedule to every desired day of the week, or to several days.

For example, you need the task to be run with the following schedule:



Monday: twice at 12PM (noon) and M

Tuesday: every 3 hours fromM until 9PM

Wednesday: every 3 hours fromA until 9PM

Thursday: every 3 hours fromMM until 9PM

Friday: twice at 12M and 9PM (i.e. same as on Monday)
Saturday: once at BM

Sunday: once at BM

> D > > > >

Combining the identical times, the following threehedules can be added to the task:

First schedule

1. Every:1week(s) onMon, Fri.
2. Every:9hours

From:12:00:00 PMUntil: 09:00:00 PM
3. Effective:

From:not set

To:not set.

Second schedule

1. Everyl week(s) onTue Wed, Thu
2. Every3hours

From09:00:00 AMuntil 09:00:00 PM
3. Effective:

From:not set

To:not set

Third schedule

1. Every:lweek(s) onSat, Sun
2. Once at09:00:00 PM
3. Effective:

From:not set

To:not set

4.4.3 Monthly schedule

Monthly schedule is effective in Windows and Linux operating systems.
To specify a monthly schedule
In the Schedulearea, select the appropriate parameter as follows:
Months: <...> Select a certain month(s) you want to run the task in.

Days: <...> Select specific days of the month to run the task on. You can also select
last day of the month, irrespective of its actual date.

On:<.><..> Select specific days of the weeks to run the task on.
In the During the day execute the task.area, select one of the following:

Once at: <...> Set up the time at which the task will be run once.



Every: <...> Set up how many times the task will be run during the specified time intel
For example, setting the task frequency to EveEhour From10:00:00 AM
until 10:00:00 PMallows the task to be run 12 times from AM to 10PM
during one day.

From: <...> Until: <...>

In the Effective...area, set the following settings:

From: <...> Set up a date when this schedule will be enabled (an effective date). If th
check box is cleared, the task will be started on the nearest day and time
have specified above.

To: <..> Set up a date when this schedule will be disabled. If this chexkstcleared,
the task will be run for an indefinite number of months.

All the settings you made are displayed in Besultfield at the bottom of the window.

Examples

"Last day of every month" schedule
Run the task once at 1®M on the last day of every month.

The schedule's parameters are set up as follows.

1. Months:<All months>
2. DaysLast The task will run on the last day of every month despite its actual date.
3. Once at10:00:00 PM
4. Effective:
From:empty.
To:empty.

This schedule is widely used when creating a custom backup scheme. The "Last day of every month
schedule is added to the full backups, while the differential backups are scheduled to be performed
once a week and incremental on workdalysr more details, see the Monthly full, weekly differential,
and daily incremental backups plus cleanup example irCiltom backup schengp. 47) section.

"Season" schedule

Run the task on all workdays during the northetriutann seasons of 2009 and 2010. During a
workday, the task is performed every 6 hours fromAI (midnight) until @M.

The schedule's parameters are set up as follows.

1. Months:September, October, November
2. On:<all> <workdays>
3. Every®6 hours.
From:12:00:00 AMUntil: 06:00:00 PM
4, Effective:

From:08/30/2009. Actually the task will be started on the first workday of September. By setting
up this date we just define that the task must be started in 2009.

T0:12/01/2010. Actualy the task will end on the last workday of November. By setting up this
date we just define that the task must be discontinued in 2010, after autumn ends in the
northern hemisphere.

Several monthly schedules for one task



In the case when the task needs to be run on different days or weeks with different time intervals
depending on the month, consider adding a dedicated schedule to every desired month or several
months.

Suppose that the task goes into effect on 11/01/2009.

A During northern winter, the task runs once at 10PM on every workday.
A During northern spring and autumn, the task runs every 12 hours on all workdays.
A During northern summer, the task runs every first and fifteenth of every month &M0

Thus, the followng three schedules are added to the task.

First schedule

1. Months: DecembeyJanuary February
2. On:<All> <All workdays>
3. Once at:10:00:00 PM
4. Effective:
From:11/01/20009.
To:not set

Second schedule

1. Months:March, April, May, September October, November
2. On:<All> <All workdays>
3. Every:12hours
From:12:00:00 AMUntil: 12:00:00 PM
4. Effective:
From:11/01/20009.
To:not set
Third schedule
1. Months:June July, August
Days, 15.
Once at10:00:00 PM
Effective:
From:11/01/2009.
To:not set

N

4.4.4  On Windows Event Log event

This type of schedule is effective only in Windows operating systems.

You can schedule a backup task to start when a certain Windows event has been recordedfin on
the event logs such as the Application, Security, or System log.

For example, you may want to set up a backup plan that will automatically perform an emergency
full backup of your data as soon as Windows discovers that your hard disk drive is afalut to

Parameters

Log name



Specifies the name of the log. Select the name of a standard\fmgli¢ation, Security or
Systen) from the list, or type a log namefor example:Microsoft Office Sessions

Event source

Specifies the event source, which typically indicates the program or the system component that
caused the event for exampledisk

Event type
Specifies the event typ&rror, Warning, Information, Audit successor Audit failure.
Event ID

Specifies the event number, which typically identifies the particular kind of events among events
from the same source.

For example, akrrorevent with Evensourcediskand EventD 7 occurs when Windows
discovers a bad block on a disk, whereagmorevent with Evensourcediskand EventD 15
occurs when a disk is not ready for access yet.

Examples
"Bad block" emergency backup
One or more bad blocks that have suddenly appeared on a hard disk usually indicate that the hard

disk drive will soon fail.Uppose that you want to create a backup plan that will back up hard disk
data as soon as such a situation occurs.

When Windows detects a bad block on a hard disk, it records an event with the event dskrce
and the event numbey into the Systemlog; the type of this event i&rror.

When creating the plan, type or select the following in 8&hedulearea:

A Log nameSystem
A Event sourcedisk
A Event type Error
A EventID7

Important: To ensure that such a task will complete despite the presersaddflocks, you must make the task
ignore bad blocks. To do this,Backup optionsgo toError handling and then select thignore bad sectors
check box.

Pre-update backup in Vista

Suppose that you want to create a backup plan that will automaticalfippa a backup of the
systent for example, by backing up the volume where Windows is instaliadry time that
Windows is about to install updates.

Having downloaded one or more updates and scheduled their installation, the Microsoft Windows
Vista operating system records an event with the event source
Microsoft-Windows-WindowsUpdateClienand event numbefi8into the Systemlog; the type of

this event idnformation.

When creating the plan, type or select the following in 8&hedulearea:

A Log nameSystem
A Event sourceMicrosoft-Windows-WindowsUpdateClient



A Event type Information
A EventID18

Tip: To set up a similar bacgplan for machines running Microsoft Windows XP, replace the t&tant
sourcewith Windows Update Agenand leave the remaining fields the same.

How to view events in Event Viewer

To open a log in Event Viewer

1. On the Desktop or in th8tart menu, rightclickMy Computer and then cliciManage

2. Inthe Computer Managementonsole, expan&ystem Toolsand then expané&vent Viewer
3. InEvent Viewer click the name of a log that you want to vievior example Application.

Note: To be able to open the security I&g€urity, you must be a member of the Administrators group.

To view properties of an event, including the event source and event number
1. InEvent Viewer click the name of a log that you want to vievior example Application.

Note: To be able to open the security I&e€urity, you must be a member of the Administrators group.

2. Inthe list of events in the right pane, douktick the name of an evemthose properties you
want to view.

3. IntheEvent Propertieslialog box, view the event's properties such as the event source, shown
in the Sourcefield; and the event number, shown in thasent IDfield.

When you are finished, cli€BKto close theEvent Popertiesdialog box.

445 Conditions

Conditions add more flexibility to the scheduler, enabling to execute backup tasks with respect to
certain conditions. Once a specified event occurs (seeS3obédulindp. 60)" section for the list of
available events), the scheduler checks the specified condition and executes the task if the condition
is met.

Conditions are available only when tbestom backup schenip. 47) is used. You can sevnditions for full,
incremental and differential backup separately.

The scheduler behavior in case the event occurs but the condition (or any of multiple conditions) is
not met, is defined by th@ask start conditiongp. 99) backup option. There, you can specify how
important the conditions are for the backup strategy:

-

A conditions are obligatoryput the backup task run on hold until all the conditions are met.

A conditions are preferable, but a backup task run has higheripyi- put the task on hold for the
specified time interval. If the time interval lapses and the conditions are still not met, run the
task anyway. With this setting, the program will automatically handle the situation when the
conditions are not met fotoo long and further delaying the backup is undesirable.

A backup task start time mattersskip the backup task if the conditions are not met at the time
when the task should be started. Skipping the task run makes sense when you need to back up
data stricty at the specified time, especially if the events are relatively often.

Adding multiple conditions

If two or more conditions are specified, the backup will start only when all of them are met.



445.1 User is idle

Applies to: Windows

"User is idle" means that a screen saver is running on the managed machine or the machine is locked.

Example:

Run the backup task on the managed machine every day at 9PM, preferably when the user is idle. If
the user is still active by 11PM, run the taskaay.

A Event:Daily, everyl day(s); Once a09:00:00 PM
A Condition:User is idle
A Task start conditiondVait until the conditions are metRun the task anyway afteérhour(s).

As a result,
(1) If the user becomes idle before 9PM, the backup task will start at 9PM.

(2) If the user becomes idle between 9PM and 11PM, the backup task will start immediately after the
user becomes idle.

(3) If the user is still active at 11PM, the backup taskstmyway.

4452 Location's host is available

Applies to: Windows, Linux

"Location's host is available" means that the machine hosting the destination for storing archives on
a networked drive is available.

Example:

Backing up data to the networkddcation is performed on workdays at 9:80/. If the location's

host is not available at that moment (for instance, due to maintenance work), skip the backup and
wait for the next workday to start the task. It is assumed that the backup task should sterbed

at all rather than failed.

A Event:Weekly, Everyl week(s) orcworkdays> Once a09:00:00 PM
A Condition:Location's host is available
A Task start conditionsSkip the task execution

As aresult,
(1) If 9:00PM comes and the location's host is é&hle, the backup task starts right on time.

(2) If 9:00PM comes but the host is unavailable at the moment, the backup task will start on the next
workday if the location's host is available.

(3) If the location's host will never be available on workdays at BNMIQthe task never starts.

4453 Fits the time interval

Applies to: Windows, Linux

Restricts a backup task’s start time to a specified interval.



Example

A company uses differefications on the same netwotkttached storage for backing up users data
and servers. The workday starts at 8AM and endsRitI5 Users' data should be backed up as soon

as the users log off, but not earlier than 4BM and not later than 18M. Every dagit 11PM the
company's servers are backed up. So, all the users' data should be preferably backed up before this
time, in order to free network bandwidth. By specifying the upper limit aB¥Q it is supposed that

the backing up of users' data does naké more than one hour. If a user is still logged on within the
specified time interval, or logs off at any other tigelo not back up the users' data, i.e. skip task
execution.

A Event:When logging off The following useny user

A Condition:Fits the time interva) from 04:30:00 PMuntil 10:00:00 PM

A Task start conditionsSkip the task execution

As a result,

(1) if the user logs off between 04:30:80/ and 10:00:00M, the backup task will start immediately
following the logging off.

(2) ifthe user logs off at any other time, the task will be skipped.

What if...

What if a task is scheduled to be executed at a certain time and this time is outside the specified time
interval?

For example:

A Event:Daily, Everyl day(s); Once &3:00:00PM.
A Condition:Fits the time interva) from 06:00:00PM until 11:59:59PM.

In this case, whether and when the task will run depends on the task start conditions:

A If the task start conditions arkip the task executionthe task will never run.

A If the task sart conditions aréVait until the conditions are metand theRun the task anyway
after check box isleared the task (scheduled to run at 3:80M) will start at 6:0PMt the time
when the condition is met.

A If the task start conditions aré/ait until the canditions are metand theRun the task anyway
after check box iselectedwith, say, thel Hourwaiting time, the task (scheduled to run at
3:00PM) will start at 4:0PMt the time when the waiting period ends.

4454  Users logged off

Applies to: Windows

Enables to put a backup task run on hold until all users log off from Windows on the managed
machine.
Example

Run the backup task at®M on the first and third Friday of every month, preferably when all users
are logged off. If one dhe users is still logged on at PM, run the task anyway.

A Event:Monthly, Months:<All> On:<First> <Third><Friday> Once a08:00:00 PM
A Condition:Users logged off



A Task start conditiona¥ait until the conditions are metRun the task anyway afte8 hour(s).

As a result,
(2) If all users are logged off at 8PM, the backup task will start at 8PM.

(2) If the last user logs off between 8PM and 11PM, the backup task will start immediately after the
user has logged off.

(3) If any of the users is still logged on at 11PM, the backup task starts anyway.

4455  Time since last backup

Applies to: Windows, Linux

Enables to put a backup task run on hold until the specified time interval since the last successful
backup ompletion passes.
Example:

Run the backup task at system startup, but only if more than 12 hours have passed since the last
successful backup.

A EventAt startup, Start the task on machine startup.
A Condition:Time since last backuprime since the last bkap: 12 hour(s).
A Task start conditiona¥ait until the conditions are met

As a result,

(2) if the machine is restarted before 12 hours pass since the completion of the latest successful
backup, the scheduler will wait until 12 hours pass, and then \aiit #te task.

(2) if the machine is restarted after 12 hours have passed since the completion of the latest
successful backup, the backup task will start immediately.

(3) if the machine is never restarted, the task will never start. You can start thegackuually, if
need be, in thaBackup plans and tasksew.

4.5 Replication and retention of backups

Whencreating a backup plafp. 34), you specify the primary location for the backups. In addition,

you can do the following:

A Replicate (copy) each backup to a second location immediately after creation.

A Retain the backups according to the retention rules you specify, and then eitherthmeweto a
second location or delete them.

Similarly, you can copy or move backups from a second location to a third location and so on. Up to
five consecutive locations are supported (including the primary one).

Note: The replication feature replaces andhances théual destinationoption, which was available in
Acronis Backup & Recovery 10.

Example.You back up your machine to a local folder. The backup is immediately copied to a network
folder. In the original local folder, the backup is stored for prst month.



The following picture illustrates this example.
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Usage scenarios

A Reliable disaster recovergp. 77)
Store your backups both esite (for immediate recovery) and edite (to secure the backups
from local storage failure or a natural disaster).

A Keeping only the latest recovery poin{p. 78)

Delete older backups from a fast storage according to retention rules, in order to not overuse
expensive storage space.

A Using Acronis cloud to protect data from a natural disas{er 78)

Replicate the archive to the online storage by transferring only the data changes outside working

hours.
A Reduced costs of storing the backegh data

Store your backups on a fast storage for as long as a need to access them is likely. Then, move

them to a lowercost storage to keep them there for a longer term. This enables you to meet
legal requirements on data retention.

Replication and retention in backup schemes

The following table shows availability of replication and retention rules in vabackup schemes.

Backup scheme Cancopy Canmove Can delete
backups backups backups

Manual start(p. 51) Yes No No

Simple(p. 43) Yes Yes Yes

GrandfatherFatherSon Yes No Yes

(GFSjp.43)

Tower of Hanoi(p. 49) Yes No Yes

Custom(p. 47) Yes Yes Yes

Initial seeding(p. 51) No No No

Notes:

A Setting up both copying and moving backups from the same location is not possible.

A With simplified naming of backup filép. 55), neither replication nor use of retention rules is
available.

45.1 Supported locations
You can copy or move a backinpm any of these locations:

A A local folder on a fixed drive



A A network folder
A An FTP or SFTP server
A Acronis Secure Zone

You can copy or move a backigpany of these locations:

A Alocal folder on &ixed drive

A A network folder

An FTP or SFTP server
Acronis Online Backup Storage

Aremovable devic€p. 155) used in theFixed drivemode. (You select the removable device
mode when creating a backup plan.)

> > > >

Backups that were copied or moved to the next location do not depend on the backups remaining in
the original location and vice versa. You can recover data from any backup without access to other
locations.

Restrictions
A Copying or moving backups and fromoptical discs (CD, DVD, Bay discs) is not supported.

A Copying or moving backups and fromremovable devices used in tli&emovable medianode
is not supported.

A Acronis Online Backup Storage can only be the final location. Further copymayimg backups
fromit is not possible.

A You cannot specify the same location more than once. For example, you cannot move a backup
from one folder to another and then back to the original folder.

45.2 Setting up replication of backups
Setting upreplication of backups is available whemeating a backup plafp. 34).

A To set up replication from the primary location, select Beplicate newly created backup to
another locationcheck box.

-

A To set up replication fromhie second or a further location, select tReplicate backups to
another location as soon as they appear in this locaticimeck box.

Next, select the location where to replicate the backups.

If allowed by the backup scheme, you can also specify when tmedically delete the backups
from each of the locations.

A backup is replicated to the next location as soon as it appears in the previous location. If earlier
backups were not replicated (for example, the network connection was lost), the software also
replicates all of the backups that appeared after the last successful replication.

45.3 Setting up retention of backups

You can set retention rules for backups wioeeating a backup plafp. 34). The available retention
rules depend on the chosen backup scheme.

Applying retention rules can be restricted by tReplication/cleanup inactivity timgp. 77) option.



Simple scheme

Each backup is retained until its age exceeds a limit you specify. Then, it is either deleted or moved.

To set up deleting the backups:
A InRetention rulesselects St SGS 6 O dzlai thenfspeSinthelretehtidnKperiod.
To set up moving the bagks:

A InRetention rulesselecta 2 @S 6 | O dzLJ4 spécify #h8 mefenick peyiod. Und&vhere
to replicate/move backupsspecify the location.

The retention rules are applied after creating a backup. For the second and next locations, creating a
badkup means copying or moving a backup there from the previous location.

GrandfatherFatherSon (GFS) scheme

Backups of each type (daily, weekly, and monthly) are retained for the periods you sp&&Bpin
backups and then deleted.

The retention rules arapplied after creating a backup. They are applied sequentially in the primary,
the second and all next locations.
Tower of Hanoi scheme

Each backup is retained based ondteel(p. 49), and then deleted. You spécthe number of levels
in Number of levels

The retention rules are applied after creating a backup. They are applied sequentially in the primary,
the second and all next locations.
Custom scheme

Each backup is retained until the rules you specify are met. Then, it is either deleted or moved.

To set up deleting the backups:

A InClean up archiveselectUsing retention rulesIn theRetention Rulesvindow (p. 75), spedfy
the rules and seledf the specified conditions are met: Delete the oldest backups

A InApply retention rules specify when to apply the rules.
To set up moving the backups:

A InClean up archiveselectUsing retention rulesIn theRetention Rulesvindow (p. 75), specify
the rules and seledf the specified conditions are met: Move the oldest backups to another
location. ClickOKand then specify the location und@vhere to replicate/move backups

A In Apply retention rules specify when to apply the rules.

You can choose to apply the retention rules before creating a backup, after creating a backup, on a
schedule, or combine these options. For the secand next locations, creating a backup means
copying or moving a backup there from the previous location.

454 Retention rules for the Custom scheme

In the Retention Rulesvindow, you can select how long to store backimpthe location and
whether to move or delete them afterward.



The rules will be applied to all the backups taken ongpecific machinand put in thisspecific
locationby thisspecific backup plarin Acronis Backup & Recovery 11.5, such set of batkeped
an archive

To set up retention rules for backups:
1. Specify one of the following (options (a) and (b) are mutually exclusive):
a. Backups older than..and/or Archive size greater than...
A backup will be stored until the specified condition (or both of the conditions) are met.
Example:
Backups older tharb days
Archive size greater thad0O0GB

With these settings, a backup will be stored until it is older than five dagi¢he size of
the archive containing it exceeds 100 GB.

b. Number of backups in the archive exceeds...

If the number of backups exceeds the specified value, one or more of the oldest backups
will be moved or deleted. The minimal setting is 1.

2. Select whether to delete thbackups or to move them to another location if the specified
conditions are met.
You will be able to specify the location where to move the backups and set up retention rules for
that location after you clicloK

Deleting the last backup in the archive

The retention rules are effective if the archive contains more than one backup. This means that the
last backup in the archive will be kept, even if a retention rule violation is detected. Please do not try
to delete the only backup you have by applying titention rulesbeforebackup. This will not work.

Use the alternative settin@lean up archive When there is insufficient space while backing ¢p.

47) if you accept the risk of losing the last backup.

Deleting or moving backups with dependencies

To access this setting, cliSkow advanced settingis the Retention Rulesvindow.

Retention rules presume deleting or moving some backups while retaining the others. What if the
archive contains incremental drdifferential backups that depend on each other and on the full

backups they are based on? You cannot, say, delete an outdated full backup and keep its incremental
GOKAf RNBy¢ ®

When deletion or movement of a backup affects other backups, one of the faljonies is applied:

A Retain the backup until all dependent backups become subject to deletion (movement)

The outdated backup (marked with th i icon) will be kept until all backups that depend on it
also become outdated. Then, all the chain will be deleted at once during the regular cleanup. If
you chose moving outdated backups to the next location, the backup will be copied there
without delay. Only its deletion from the current location is postponed.

This mode helps to avoid the potentially tinmsensuming consolidation but requires extra space
for storing backups whose deletion is postponed. The archive size and/or the backup age or
number can exceed the values you specify.

This mode is not available for Acronis Online Backup Storage when you copy or move backups
there. In the online storage, all backups are incremental except the first backup of an archive



which is always full. Thihain cannot be entirely deleted because the most recent backup must
always be kept.

A Consolidate these backups

The software will consolidate the backup that is subject to deletion or movement, with the next
dependent backup. For example, the retentiares require to delete a full backup but to retain
the next incremental one. The backups will be combined into a single full backup which will be
dated with the incremental backup date. When an incremental or differential backup from the
middle of the chai is deleted, the resulting backup type will be incremental.

This mode ensures that after each cleanup the archive size and the age or number of backups are
within the bounds you specify. The consolidation, however, may take a lot of time and system
resources. You still need some extra space in the vault for temporary files created during
consolidation.

This mode is not available if you selected &rehive size greater tharule for any archive
location except for Acronis Online Backup Storage.

What you ne=d to know about consolidation

Please be aware that consolidation is just a method of deletion but not an alternative to deletion.
The resulting backup will not contain data that was present in the deleted backup and was
absent from the retained incremental or differential backup.

455 Replication/cleanup inactivity time

This option is effective only if you set tgplication or retention rulegp. 72) for the backups.

This option defines a time periaghen starting replication or applying retention rules is not allowed.
The operations will be performed when the inactivity time ends, if the machine is powered on at that
moment. The operations that had started before the inactivity time began contintreut

interruption.

The inactivity time affects all locations, including the primary one.
The preset isDisabled.

To specify the inactivity time, select tlo not start replication/cleanup within the following time
check box, and then select the days dhe time period during the day.

Usage example

You may want to use this option to separate the backup process from replication or cleanup. For
example, suppose that you back up machines locally during the day and replicate the backups to a
network folder.Make the inactivity time contain the working hours. Replication will be performed
after the working hours, when network load is lower.

45.6 Usage examples

This section provides examples of how you can replicate backups and set up retentidomrthesn.

45.6.1 Example 1. Replicating backups to a network folder
Consider the following scenario:

A You want to perform a full backup of your machine manually.
A You want to store the backups Atronis Secure Zor{p. 152) on the machine.



A You want to store a copy of the backups in a network folder.

In this scenario, create a backup plan with tManual startscheme. When creating the backup plan,
specify Acronis Secure Zone in ttecationfield, selectullin the Backup typefield, select the
Replicate newly created backup to another locati@heck box, and then specify the network folder
in the 2nd locationfield.

Result:
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stored in a dedicated area of the hard disk.
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45.6.2 Example 2. Limiting the age and total size of stored backups
Consider the following scenario:

A You want to perform a weekly full backup of your machine.
A You want to keep all backups that are younger than a month.
A You want to keep even older backups, as long as the total size of all backups stays below 200 GB.

In this scenario, create a backup plaithithe Customscheme. When creating the backup plan,
specify a weekly schedule for the full backupClaan up archiveselectUsing retention rules

ClickRetention rules select theBackups older thammnd theArchive size greater thanheck boxes,
andspecify respectively monthand200 GB Inlf the specified conditions are metselectDelete
the oldest backups

ClickOK InApply retention rules select theAfter backupcheck box.

Result:

A Backups that are younger than one month are kept, regardiésiseir total size.

A Backups that are older than one month are kept only if the total size of all backups (older plus
younger) does not exceed 200 GB. Otherwise, the software deletes some or all of the older
backups, starting from the oldest one.

45.6.3 Example 3. Replicating backups to the online storage

This example assumes that you haetivated(p. 237) anonline backup subscriptiqp. 223) for the
machine that you are backing up.

The following scenario assumes that the amount of data you want to back up is relatively small. For
fFNHESNJ ol OldzLJas aSS awSLIX AOFGAY3I 1 NBS FY2dzyda 2

Consider the following scenario:

-

A You want to occasionally back up your machine to a local folder.

-

A You want to keep a copy of the resulting archivedit in Acronis Online Backup Storage.

-

A No matter when you start the backup, you want the replicationaice place outside working
hours, when demand on the Internet connection is lower.

In this scenario, create a backup plan with the desired backup scheme. When creating the backup
plan, specify a local folder in theocationfield. Select thdReplicate newy created backup to
another locationcheck box, and then specify the online storage inZhd locationfield.



In Backup options go toReplication/cleanup inactivity timg(p. 77), and specify the working hours
(for example, Monday through Friday from 8:00 until 17:00).

Result:

A After the backup plan starts, the data is backed up to the local folder.

A If the backup finishes outside the working hours, replication starts immedidd¢herwise,
replication is postponed until the end of the working hours.

Note: In the online storage, the second and further backups of an archive will always be incremental, no matter
what type they are in the original location. This leads to efficienbfistorage space for your online backup
subscription.

Replicating large amounts of data to the online storage

If you are planning to back up 100 GB of data or more, you may want to send the first backup to the
online storage on a physical hard drive. Tdpsion is provided by thénitial Seeding serviggp. 226)
which you can buy in addition to your online backup subscription.

The Initial Seeding service might be unavailable in your region. To find more information, click here
http://kb.acronis.com/content/15118

During the subsequent backups, only changes to the original data will be sent to the online storage
and will not affect network traffic as much.

In this scenario, create a backup plan with thitial seedingscheme. When creating the backup plan,
specify a local folder in theocationfield. This can be a folder on the hard drive that you are going to
send. For more details, séel 2 6 (2 LISNF2NP.2Wy AGALIf ASSRAYy3IKE

After you have sent the hard drive and the order status beconfesdata upload has been
completed edit the backup plan. Change the backup scheme, destination, and replication settings to
those previously described in this section.

The updated baakp plan will produce backups that will be replicated to the online storage outside
working hours.

4.6 How to disable backup cataloging

Cataloging a backup adds the contents of the backup to the data catalog as soon as the backup is
created.This process can be timensuming. Therefore, you may want to disable cataloging on a
managed machine. To do it, go@ptions>Machine optionsand ®nfigure theBackup cataloging
option.

4.7 Default backup options

Each Acronis agent has its own default backup options. Once an agent is installed, the default options
have predefined values, which are referred to piesetsin the documentation. When creating a

backup plan, you can either use a default option, or override the default option with the custom

value that will be specific for this plan only.

You can also customize a default option itself by changing its valuesatfa predefined one. The
new value will be used by default in all backup plans you will create later on this machine.






















































































































































































































































































































































































































































































































































